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Food Ordering Using Mobile Apps or
QR Codes at Restaurants
Tips for Protecting Privacy

SMHAERRSTRATFLEEN D - MERBSEE
BTEFHE BEETUEBFREAEAN_HRNERE
ITEBHRE AN ERERASFHERBEERESRBEEE
HEAER - #MFER-LEAERLBRTENERR - AAERLRE
BEAZEEERTOTREAREBAENLRNER L 288 THRE
FHEREOERXARHREEFTAAENLEBNES -

Dining out has become a daily routine for many citizens, with an
increasing number of restaurants offering electronic ordering services
that allow customers to order food by using a mobile application or
scanning a QR code. However, restaurants may collect personal data of
customers when they use these electronic ordering services, which can
pose some risks to personal data privacy. The Office of the Privacy
Commissioner for Personal Data seeks to provide practical tips to
citizens, as well as suggestions to the food and beverage industry,
regarding protecting customers’ personal data privacy when using

electronic food ordering services.
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Recommendations to Customers
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Food Ordering with Mobile Apps

FETHREREXSEM LRI EZBLEER  BRERETTHR
RERERANERRER  BEBESRETHEAER -
Understand the information to be accessed, uploaded or
shared by the apps before deciding whether to download and
use the apps. Download the apps via official channels.
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ZREAERERMEYREMEAEARI LM LIRS -
Consider whether to use the mobile apps and create an
account solely for in-restaurant dining purposes.

LB MERAZRRREAERNERIRESA
TRFEERREUUETREFHEENNER MOTRE -
When ordering as a guest using the app, consider whether the
types of personal data to be collected are necessary and not
excessive, and whether the order could be placed without
providing such data.

FANEVREAERER  THEBVREREAERNED
kAR -

Read the Personal Information Collection Statement carefully
to understand the purpose(s] and usels) of personal data
collected by the restaurant.

ZRERFZMATEARANEZIER  RREBARRER
ARREURERSLRBER

Determine the access permission of the apps based on actual
needs, and check the default security or privacy settings in
order to opt for the most privacy-protecting setting.

ESERNFREAEAAERMBRAZETRERCARES y
EEREH  YREBESFTEFHEENRE -

Pay attention to whether the mobile apps provide an option for
customers to choose whether they accept direct marketing,
and make corresponding choices based on personal needs.
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Scanning QR Codes for Food Ordering

FH_#NAERSES  BR-4#BEEREZ
TERF — L RERHN =4 -

Stay alert before scanning QR codes. Pay attention
to whether the codes have been tampered with, and
do not scan any codes from unknown sources.

BREHABREONMBUERE=ZFHETFENER
f BRE-ABEDZFEERULIEBENEETS -
Check the authenticity of the websites and
third-party ordering platforms that are directed by
the QR code, and check that the QR code directs you
to the designated website or ordering platform.

ERUERHENTNRIEEN -

Check whether it is possible to place orders without
providing personal data, or provide only the
minimum amount of personal data required

to place orders.
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SEFRAEFHRNENIERH _#R  BREATH
FE=PRHN_ERFHEARAMENFRESE
EERAHENERRE -

Use the built-in QR code scanner on mobile phones
as far as practicable to avoid the increased risk of
malware attacks arisen from downloading
third-party QR code scanning applications.

9 % TRUBEFRABARBNBERTEREE %

DKM BE_HABLERIURIFE  UEERES
SECRACHATETRHE  BRUWEX -

Do not share the QR codes for food ordering on the
social media platforms to prevent the possibility of
third parties using the QR codes to place orders and
potentially causing financial losses.
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Recommendations to the
Food and Beverage Industry

MEFRHEFATEBEEAERNHMELN -
Provide food ordering means to customers which do not involve the collection of
personal data.

RUFRERARAMERBNEREREEUAGESIME  MAREETN
BAER  RRERFFRERLENBEAES -

Restaurants offering mobile apps for food ordering should allow customers to place
orders as guests using the mobile apps without collecting their personal data or collect
minimal amount of personal data according to need.

ERHE_EBHERBEN BEZREEETERERENEAESR - £FRKERE
ABRNERT - RERSEAERZHAURBREENNENEAREER -
Consider the necessity of collecting customers’ personal data via QR code for
food ordering. Where the collection of personal data is involved, provide a
Personal Information Collection Statement to stipulate, among other things, the
purpose(s) and use(s) of the personal data collected.
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WMEGEAEAERHEEEREH - AW SNET LM UBRGANER - mE
BEETEERABEE -

If customers’ personal data is intended to be used for direct marking purposes,
inform and seek consent from customers. The setting for options should not be
set as “agree” by default.
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MERERAE =T RBUERNMET S  ERAGMANTEAREHNERREZ
Bt - REEAETRESHEAES -

If a third-party service provider is to be engaged to provide the food ordering
platform, ensure that the platform has adequate information security measures
to safeguard the personal data collected from customers.

EHRERREENBE_EREARERER -

Regularly check whether the QR codes for ordering food have been maliciously tampered
with.
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HIRTRREAVERMREBCR - EHMERERR T AENEEER LB ERINRAIER -
Formulate a clear data retention policy and regularly delete obsolete or
unnecessary customer data so as to minimise the risk of data leakage.
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This publication is license Y 4.0) licence. In

essel u are free to share and adapt th b ice of the

Priva missioner for Personal Data, Hong d s/by/4.0.
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warranties of accuracy or fitness for a particular purpose or use with respect to the information

The information and suggestions provided will not affect the functions and powers conferred upon
Personal Data (Privacy) Ordinance.
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