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Foreword

The European Union (EU) has been spearheading the setting of personal data
protection standard for more than two decades. The Data Protection Directive 1995 of
the EU (EU Directive') was a benchmark legislation being followed or referenced by
various jurisdictions, including Hong Kong. The General Data Protection Regulation
2016 (GDPR) of the EU’ has set a new high-water mark when it became effective in
all Member States of the EU and European Economic Area (EEA®) on 25 May 2018.
Notable reforms brought by the GDPR include new and enhanced rights of individuals,
accountability requirements on data controllers, sanctioning power of supervisory
authorities and the extra-territorial application of the law. Given the close economic
ties between Hong Kong and the EU, we published the first edition of this booklet in
March 2018 to raise the awareness amongst all stakeholders in Hong Kong of the
possible impact of the GDPR. This year marks the second anniversary of the GDPR
implementation. We took stock of the implementation of the law and guidelines issued
by European authorities to make this booklet more informative.

In the wake of technological developments and globalisation, the constitutionalisation
of the fundamental right to data protection in the EU and the fragmentation of
legislative framework resulting from the EU Directive, the GDPR has the following
main objectives and changes:

* harmonising and simplifying the framework for the digital single market;
» putting individuals in control of their data;

» formulating a modern data protection framework; and

* governance based on accountability.

A recent report issued by the European Data Protection Board*(EDPB) concluded that
the implementation of the GDPR had been a success because it had "strengthened
data protection as a fundamental right.>" The European Commission also remarked
that since the implementation of the GDPR, "citizens are becoming more aware of
their rights.®" Those views can be vindicated by the surge of data protection complaints
in Europe in the last two years. For example, in the United Kingdom (UK), the
Information Commissioner's Office received over 41,000 data protection complaints
in 2018-19, which almost doubled the figure of the preceding fiscal year’. For the EU
and EEA as a whole, over 275,000 data protection complaints were received by the

1 Directive 95/46/EC of the European Parliament and of the Council of 24 October 1995 on the protection of individuals with regard to the
processing of personal data and on the free movement of such data

2 Regulation (EU) 2016/679 of the European Parliament and the Council of 27 April 2016 on the protection of natural persons with regard to
the processing of personal data and on the free movement of such data, and repealing Directive 95/46/EC

The EEA comprises all EU Member States, Iceland, Liechtenstein and Norway.

EDPB is an independent EU body established by the GDPR to promote consistency and cooperation in the enforcement of the law.
Members of the EDPB include representatives of the national supervisory authorities of the EU Member States and the European Data
Protection Supervisor

5 EDPB, 'Contribution of the EDPB to the evaluation of the GDPR under Article 97' adopted on 18 February 2020

6 Press release by the European Commission on 24 July 2019, 'General Data Protection Regulation shows results, but work needs to
continue'

7  Annual Report 2018-19 of the Information Commissioner's Office of the UK
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supervisory authorities during the period between 25 May 2018 and 30 November
2019. The number of complaints received by each supervisory authority varied
considerably. Germany and the UK came top of the list with over 66,000 and 64,000
cases respectively during the first one-and-a-half years since the implementation of
GDPR. The Netherlands came third with over 37,000 cases. Meanwhile, eight Member
States received less than 1,000 cases each during the period®. The figures might
reflect the differences in public attitudes towards and awareness of personal data
protection in different Member States. We also received over 280 GDPR enquiries
from the general public and a few GDPR-related complaints lodged by EU individuals
against Hong Kong organisations over the last two years, despite the fact that we have
no jurisdiction over those complaint cases. Hong Kong organisations and businesses
with operations or businesses in Europe must remain vigilant about the heightened
public expectation on data protection there.

From the compliance aspect, the European Commission noticed that "Businesses
are developing a compliance culture.” Surveys also found that personal data
protection had become one of the top priorities in many organisations and businesses.
Organisations in the EU and many around the world, both large and small, have
stepped up their efforts to ensure compliance with the GDPR. Personal data
protection has become a board level issue and a business enabler, and has firmly
linked to business strategies and goals. According to a study in May 2019, 500,000
organisations in the EU registered data protection officers under the GDPR'". The
booming of the privacy management software market is another indicator of the
change in corporate culture. The driving forces behind these changes include the
elevated privacy expectation of consumers, accountability requirements under the
GDPR and the strengthened penalties for GDPR violations.

On the enforcement front, EU supervisory authorities showed no hesitation in wielding
their new formidable powers to impose administrative fines. According to the EDPB,
between 25 May 2018 and 30 November 2019, 785 administrative fines were imposed
by the supervisory authorities in 22 EU / EEA states". According to another unofficial
study up to January 2020, a total of €114 million administrative fines were imposed by
the supervisory authorities in 23 EU / EEA states, with France, Germany and Austria
topping the rankings for the total values of fines'”. Reasons for imposing the fines
were wide-ranging, including the lack of consent and transparency for processing of

8 EDPB, ‘Contribution of the EDPB to the evaluation of the GDPR under Article 97' adopted on 18 February 2020

9 Press release by the European Commission on 24 July 2019, 'General Data Protection Regulation shows results, but work needs to
continue'

10 A study by the International Association of Privacy Professionals (IAPP)
11 EDPB, ‘Contribution of the EDPB to the evaluation of the GDPR under Article 97" adopted on 18 February 2020

12 DLA Piper GDPR data breach survey: January 2020. As of January 2020, those EU / EEA states which have imposed administrative fines
under the GDPR are (in descending order in the value of total fines): France, Germany, Austria, Italy, Bulgaria, Spain, Poland, Greece,
Netherlands, Portugal, Norway, Denmark, Romania, UK, Czech Republic, Hungary, Latvia, Cyprus, Slovakia, Lithuania, Sweden, Belgium
and Malta; those EU / EEA states which have not imposed any fine under the GDPR are Croatia, Estonia, Finland, Iceland, Ireland,
Liechtenstein, Luxemburg and Slovenia.
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personal data, the lack of data security, retaining excessive amount of personal data,
and even failing to notify supervisory authorities of the appointment of data protection
officers.

Some commentators consider that so far the total number and amount of fines under
the GDPR regime are not deterrent enough given that EU supervisory authorities
have the power to fine up to 4% of total worldwide annual turnover of an organisation.
That said, it would be unwise to assume that the infrequent and low-level fines are the
norm. On the contrary, we should expect more fines will be imposed in future as the
supervisory authorities have been staffing up their enforcement teams.

Apart from administrative fines, other regulatory powers in the toolboxes of EU
supervisory authorities include issuing compliance orders and limiting (or even
banning) the processing of personal data. Although the power of limiting or banning
personal data processing is less frequently used (at least in reported cases), it is
potentially more restrictive to an organisation or business, and hence should not be
overlooked.

So far enforcement actions under the GDPR were mostly (if not all) taken against
organisations and businesses with permanent establishments in the EU. Possible
reasons include the limited resources of the supervisory authorities and the greater
efforts needed to map out the mechanism for cross-jurisdiction enforcement.
Nonetheless, Hong Kong organisations and businesses should not be lax in
compliance if they fall within the jurisdiction of the law, even if they do not have a
physical presence in the EU. With increased privacy awareness among EU individuals
and the gradual staffing up in EU supervisory authorities, it would not be surprising
that the regulators will soon test their extra-territorial powers. Hong Kong organisations
and businesses should vigilantly assess whether their operations fall within the
scope of the GDPR, and if "yes", whether they are compliant with the GDPR. After
all, compliance with applicable laws is an obligation, as well as part and parcel of
corporate governance.

The enactment of the GDPR also triggered a tsunami of legislative reforms around the
world, including non-EU states (such as Brazil, India, Malaysia, the US and Thailand)
that introduced or proposed introducing data protection legislation with similar
requirements. In the mainland of China, the Personal Information Security Specification
(a non-binding national standard on personal data protection) is widely considered
as a regulatory response to the GDPR. In Hong Kong, we also made reference to the
GDPR when reviewing the Personal Data (Privacy) Ordinance (Chapter 486 of the




Laws of Hong Kong) (PDPO). Convergence or defragmentation in data protection-laws
and standards on a global scale towards the higher water mark seems to be gathering
momentum. Organisations and businesses operating in this increasingly connected
world should strive to meet the highest data protection standard in order to ensure
compliance with various regulatory frameworks and meet consumers' expectation.
Regulation shopping is not a viable option in the long run.

Despite the fact that the GDPR has been effective for two years and a number of
guidelines have been issued, some teething problems persist. A few major provisions
of the law need further guidance and clarifications. Examples include the threshold
for making data breach notifications to supervisory authorities under Article 33,
certification mechanisms of data processing activities under Article 42 and assessment
on the levels of administrative fines under Article 83. The threshold of data breach
notification is reportedly ambiguous and arguably low. Compounded with the potentially
heavy fines for failing to make notifications, many trivial and minor data breaches were
reported to the supervisory authorities, draining their scarce resources. Certification
is one of the highlights of the GDPR because it will enable demonstrating compliance
and accountability, as well as cross-jurisdictional transfer of personal data. However,
certification mechanism does not appear to have been established under the GDPR
so far. The different levels of administrative fines imposed by different supervisory
authorities for similar violations also give rise to some concerns on consistency and
fairness. In 2019, the German and Dutch supervisory authorities issued their own
guidelines for calculating administrative fines with a view to increasing the predictability
of fines. However, EU-wide guidelines to standardise the level of fines are not yet
available.

By updating this booklet, we aim to provide more comprehensive and up to date
information on the GDPR. However, this booklet is not intended to provide legal advice
or interpretation in relation to the GDPR, nor is it meant to be a guide to compliance
with the GDPR. The illustrations and examples in this booklet are direct quotes from
the GDPR and the related guidance materials published by official sources, i.e. the
European Commission, EDPB and EU supervisory authorities. Organisations and
businesses should seek specific legal advice to prepare themselves for the appropriate
changes in their privacy policies, practices and procedures where appropriate.

Stephen Kai-yi WONG
Privacy Commissioner for Personal Data, Hong Kong
May 2020




Why is the GDPR Relevant to Hong Kong Organisations and Businesses?

Why is the GDPR Relevant to Hong Kong
Organisations and Businesses?

In Hong Kong, the PDPO was enacted to protect the privacy of individuals in
relation to personal data. When the PDPO was drafted, reference was made
to the relevant requirements under the OECD Privacy Guidelines 1980 and
the EU Directive. In consequence, the PDPO and the EU Directive share a
number of common features. Given that the GDPR constitutes significant
developments, if not changes, of data protection law from the EU Directive,
the new regulatory framework includes a number of requirements that are not
found in the PDPO.

One of the key developments introduced under the GDPR to the data
protection landscape outside the EU is the explicit requirement of compliance
by organisations established in non-EU jurisdictions in specified circumstances.
Given the diversified business or transaction models (e.g. online transactions),
it is necessary for organisations and businesses in Hong Kong to ascertain if
the GDPR is applicable to them, and hence be complied with.

13  The Organisation for Economic Co-operation and Development Guidelines on the Protection of Privacy and Transborder Flows of Personal
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Extra-territorial Application of the GDPR

An organisation or business in Hong Kong may need to comply with the GDPR
if it:-

(1) has an establishment in the EU, where personal data is processed in the
context of the activities of the establishment, regardless of whether the
data is actually processed in the EU (Establishment Criterion); or

(2) does not have an establishment in the EU, but offer goods or services to
or monitor the behaviour of individuals in the EU (Targeting Criterion)™.

The Guidelines 3/2018 on the territorial scope of the GDPR (Article 3)"°
suggests that the territorial scope of the GDPR is on the basis of the two
main criteria mentioned above: the Establishment Criterion and the Targeting
Criterion. It further highlights that Article 3 of the GDPR aims at determining
whether a particular processing activity, rather than a person (legal or natural),
falls within the scope of the GDPR. Hence, certain data processing activities of
a Hong Kong organisation / business might fall within the scope of the GDPR,
while other data processing activities of this same organisation / business
might not.

The GDPR attaches great weight to data processing. "Processing" is defined
under Article 4(2) of the GDPR to mean "any operation or set of operations
which is performed on personal data or on sets of personal data, whether
or not by automated means, such as collection, recording, organisation,
structuring, storage, adaptation or alteration, retrieval, consultation, use,
disclosure by transmission, dissemination or otherwise making available,
alignment or combination, restriction, erasure or destruction". The meaning
of "processing" under the GDPR extends beyond the ordinary meaning
of the word to include, amongst others, collection, recording, storage,
adaptation, disclosure and erasure for the purposes of data processing.

Establishment Criterion

An organisation or business is likely to be considered to have an EU
"establishment" if it exercises "any real and effective activity", even a minimal
one, through "stable arrangements" in the EU™. However, a data processor'’
in the EU should not be considered to be an establishment of a data controller
merely by virtue as processor on behalf of the controller'.

14
15
16
17
18

Article 3 of the GDPR

Adopted by the EDPB on 12 November 2019

Weltimmo v. NAIH, Case C-230/14

A data processor means a person or an entity which processes personal data on behalf of a data controller
See Guidelines 3/2018 on the territorial scope of the GDPR (Article 3)

B>




Examples of "establishments" :

v" Presence of sales offices, which promote, sell, advertise or market
goods or services to individuals in the EU

v Appointment of sales agent or representative doing the above

Generally, the GDPR may affect organisations and businesses established
in the EU acting in the role of data controllers and data processors'®
processing personal data in the context of that establishment, regardless of
whether the personal data is actually processed in the EU”.

It is not necessary that the processing in question is carried out by the relevant
EU establishment itself. The question is whether there is an extricable
link between the processing in question and the activities of the EU
establishment’'.

Example: An e-commerce website operated by a company based in the
mainland of China, in which data processing activities are exclusively
carried out in China, has established a European office in Berlin in order
to lead and implement commercial prospection and marketing campaigns
towards EU markets. The activities of the European office in Berlin are
inextricably linked to the processing of personal data carried out by the
Chinese e-commerce website.

The processing of personal data by the Chinese company can therefore
be regarded as carried out in the context of the activities of the European
office, as an establishment in the EU, and therefore be subject to the
provisions of the GDPR.

(adopted from the Guidelines 3/2018 on the territorial scope of the
GDPR (Article 3))

19

20
21

The term "data controller" in the GDPR is very similar in meaning to the term "data user" under the PDPO. Unlike the PDPO which does
not regulate a data processor directly, the GDPR will impose on a data processor direct obligations on the protection of personal data
privacy, the breach of which will attract administrative fines. More specific details will be provided in the subsequent paragraphs of this
booklet.

See Article 29 Data Protection Working Party (WP29)'s EU General Data Protection Regulation: General Information Document

See Guidelines 3/2018 on the territorial scope of the GDPR (Article 3)
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Under the Establishment Criterion, the application of the GDPR is not restricted
to the processing of personal data of individuals who are in the EU.

Example: A French company has developed a car-sharing application
exclusively addressed to customers in Morocco, Algeria and Tunisia. The
service is only available in those three countries but all personal data
processing activities are carried out by the data controller in France.

While the collection of personal data takes place in non-EU countries,
the subsequent processing of personal data in this case is carried out
in the context of the activities of an establishment of a data controller in
the EU. Therefore, even though processing relates to personal data of
data subjects who are not in the EU, the GDPR will be applicable to the
processing carried out by the French company.

(adopted from the Guidelines 3/2018 on the territorial scope of the
GDPR (Article 3))

Targeting Criterion

The GDPR may also affect Hong Kong organisations and businesses without
an establishment in the EU (either as data controller or data processor) if they
process the personal data of individuals in the EU when offering goods or
services or monitoring their behaviour.

Whether an organisation or business is offering goods or services to
individuals in the EU may be ascertained where it is apparent that it intends to
offer goods or services to individuals in one or more Member States in the EU
(irrespective of whether a payment is required). In this regard, the entirety of
the circumstances will be taken into account.

Factors such as the use of a language or a currency of one or more Member
States in ordering goods and services, may make it apparent that the data
controller envisages or targets at offering goods or services to individuals in
the EU, and hence be caught by the GDPR.




Example: A Japanese web shop, offering products, available online in
English with payments to be made in Euros, processing multiple orders a
day from individuals within the EU and shipping these products to them.

(adopted from the Article 29 Data Protection Working Party (WP29)'s
EU General Data Protection Regulation: General Information
Document)

The application of this criterion is not limited by the citizenship, residence or
other type of legal status of the individuals whose personal data are being
processed. It is the location of the individuals that is the determining factor®.

Example: A bank in Taiwan has customers who are residing in Taiwan
but holding German citizenship. The bank is active only in Taiwan. Its
activities are not directed at the EU market.

The bank's processing of the personal data of its German customers is
not subject to the GDPR.

(adopted from the Guidelines 3/2018 on the territorial scope of the
GDPR (Article 3))

However, the fact of processing personal data of an individual in the EU alone
is not sufficient to trigger the application of the GDPR to processing activities
of an organisation or business not established in the EU. The element of
"targeting" individuals in the EU, either by offering goods or services to them or
by monitoring their behaviour, must always be present in addition®.

Example: A U.S. citizen is travelling through Europe during his holidays.
While in Europe, he downloads and uses a new app that is offered by a
U.S. company. The app is exclusively directed at the U.S. market.

The collection of the U.S. tourist's personal data via the app by the U.S.
company is not subject to the GDPR.

22 See Guidelines 3/2018 on the territorial scope of the GDPR (Article 3)
23 See Guidelines 3/2018 on the territorial scope of the GDPR (Article 3)
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Example: A Swiss University is launching its Master degree selection
process, by making available an online platform where candidates can
upload their CV and cover letter, together with their contact details. The
selection process is open to any student with a sufficient level of German
and English and holding a Bachelor degree. The University does not
specifically advertise to students in EU Universities, and only takes
payment in Swiss currency.

As there is no distinction or specification for students from the EU in the
application and selection process for this Master degree, it cannot be
established that the Swiss University has the intention to target students
from a particular EU Member State. The sufficient level of German and
English is a general requirement that applies to any applicant whether
a Swiss resident, a person in the EU or a student from a third country.
Without other factors indicating the specific targeting of students in EU
Member States, it therefore cannot be established that the processing in
question relates to the offer of education service to data subjects in the
EU, and such processing will therefore not be subject to the GDPR.

(both adopted from the Guidelines 3/2018 on the territorial scope of
the GDPR (Article 3))




Designation of Representative

Organisations and businesses meeting the Target Criterion are required to
designate a representative in the EU unless an exemption applies™.

The representative shall, on behalf of the organisation or business, cooperate
with the competent supervisory authorities and communicate with data
subjects. It may be a natural or legal person and should be established in
one of the Member States where the data subjects, whose personal data are
processed in relation to the offering of goods or services to them, or whose
behaviour is monitored, are located. As part of the transparency obligations,
the organisation or business should provide data subjects with information as
to the identity of their representative in the EU®.

Example: A website, based and managed in Turkey, offers services for
the creation, edition, printing and shipping of personalised family photo
albums. The website is available in English, French, Dutch and German
and payments can be made in Euros or Sterling. The website indicates
that photo albums can only be delivered by post mail in France, Benelux
countries and Germany.

This website is subject to the GDPR and the data controller must
designate a representative in one of the Member States where the
service offered is available, in this case either in France, Belgium,
Netherlands, Luxembourg or Germany.

(adopted from the Guidelines 3/2018 on the territorial scope of the
GDPR (Article 3))

24 Article 27 of the GDPR
25 See Guidelines 3/2018 on the territorial scope of the GDPR (Article 3)
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Personal Data Covered by the GDPR

The GDPR protects "personal data", which is defined as "any information
relating to an identified or identifiable natural person ('data subject’); an

identifiable natural person is one who can be identified, directly or indirectly"*®.

The GDPR explicitly states that a range of identifiers can be personal
data of a natural person such as name, identification number, location
data, online identifier, or that the natural person is identifiable by
reference to one or more factors specific to the physical, physiological,
genetic, mental, economic, cultural or social identity of that natural
person (Article 4(1)).

If an individual can be distinguished (or singled out) from other individuals, then
that individual is "identified" or is "identifiable". For example, an individual's
username on social media is personal data if it distinguishes the individual
from others, regardless of whether it is possible to link the 'online' identity with
a 'real world' named individual®.

In determining whether a natural person is identifiable, the GDPR states that
account should be taken of all the means reasonably likely to be used®. To
ascertain whether means are "reasonably likely fo be used", all objective
factors should be taken into account, such as the costs and the amount of time
required for identification and the available technology®.

In a case based on the EU Directive of 1995, the Court of Justice of the
EU held that a dynamic IP address recorded by a website operator (in this
case a German governmental body) when an individual visits the website
constitutes personal data of that individual, provided that the website operator
has legal means to identify the individual with the additional information in the
possession of the internet service provider®. The Court's decision will likely
continue to apply to GDPR-related cases because the definition of personal
data under the GDPR is similar to and wider than that under the EU Directive
of 1995.

Article 4(1) of the GDPR

See Guide to the General Data Protection Regulation (GDPR) published by the Information Commissioner's Office of the UK, available at
https://ico.org.uk/for-organisations/guide-to-data-protection/guide-to-the-general-data-protection-regulation-gdpr/

Recital 26 of the GDPR
Recital 26 of the GDPR
Patrick Breyer v Bundesrepublik Deutschland, Case C-582/14

€




Personal data that has been de-identified, encrypted or pseudonymised but
can be used to re-identify a person remains personal data and falls within the
scope of the GDPR?'.

Personal data that has been rendered anonymous in such a way that the
individual is not identifiable anymore is no longer considered personal data.
For data to be truly anonymised, the anonymisation must be irreversible®.

31

32

See "What is personal data?" published by the European Commission, available at
https://ec.europa.eu/info/law/law-topic/data-protection/reform/what-personal-data_en
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New Data Privacy Governance, Data Mapping and
Impact Assessment

The GDPR expressly incorporates an accountability principle under Article 5(2).
Organisations / businesses are required to (i) demonstrate their compliance
with the principles of processing of personal data; (ii) implement appropriate
technical and organisational measures to ensure compliance; and (iii) integrate
data protection into their processing activities®.

When demonstrating compliance, organisations / businesses are required to
take into account the nature, scope, context and purposes of processing, and
the associated risks to the rights and freedoms of individuals.

More specifically, the measures or tools to demonstrate compliance and to
implement or integrate data protection shall include:-

. appointment of a Data Protection Officer (DPO) to monitor, implement
and advise on compliance with the GDPR*;

. undertaking Data Protection Impact Assessment (DPIA) to identify
and manage data protection risks*;

. undertaking Privacy by Design and by Default to give effect to the data
protection principles at the time of determining the means of processing
and to integrate the necessary safeguards®;

. Keeping records of processing activities”’; and

. drawing up data processing or handling policies or practices to
demonstrate compliance and accountability®.

a. Data Protection Officer

A new significant measure to ensure compliance and accountability
under the GDPR is the mandatory requirement for the appointment
of a DPO. The DPO plays a key role in the data governance system
and is tasked with the responsibility for implementing accountability
tools (e.g. documentation for data processing activities and policies /
procedures, DPIA). The EU Guidelines on Data Protection Officers®
provide guidance on the designation of a DPO, the expertise and skills
required.

33
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Articles 5, 24 and 25 of the GDPR

Article 37 of the GDPR (for the applicable types of organisations / businesses)

Article 35 of the GDPR

Atrticle 25(1) of the GDPR

Article 30 of the GDPR

Article 24(2) of the GDPR

Issued by the WP29 and adopted on 5 April 2017 (http://ec.europa.eu/newsroom/document.cfm?doc_id=44100)




An organisation / business, regardless of its size, shall designate a
DPO under any one of the following situations*:

it is a public authority or body (with minor exemptions for courts
acting in a judicial capacity);

its core activities*' consist of processing operations which require
regular and systematic monitoring* of data subjects on a large
scale®; or

its core activities consist of processing a large scale of sensitive
personal data and data relating to criminal convictions and
offences.

In situations other than the above, the designation of a DPO will be on
a voluntary basis.

It is estimated that 500,000 organisations have registered DPOs across
the EU within the 1 year implementation of the GDPR*.

The DPO shall perform at least the following tasks*’:

to inform and advise the controller / processor and employees
carrying out the processing of their obligations under the GDPR;
to monitor compliance with the GDPR and data protection
policies of the controller / processor, including the assignment of
responsibilities, awareness-raising and training of staff involved in
processing operations, and the related audits;

to provide advice where requested as regards the DPIA and
monitor its performance; and

to cooperate with the supervisory authority and act as contact
point.

40
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Article 37(1) of the GDPR

Generally, "core activities" can be considered as the key operations to achieve the data controller's or processor's objectives. These
also include all activities where the processing of data forms an inextricable part of the controller's or processor's activities (see the EU
Guidelines on Data Protection Officers).

Classic example of "regular and systematic monitoring" will include activities such as online tracking, profiling, credit scoring, etc.

The GDPR does not define the meaning of "/arge scale". It is not possible to give a precise number of the data subjects affected. However,
the EU Guidelines on Data Protection Officers indicate that the following factors should be considered:-

« the number of data subjects concerned;

« the volume of data and/or the range of different data items being processed;

« the duration, or permanence, of the data processing activity; and

« the geographical extent of the processing activity.

According to a study conducted by the International Association of Privacy Professionals (IAPP)

Article 39(1) of the GDPR
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In December 2019, a German subsidiary of a social media platform
was fined by the Hamburg Commissioner for Data Protection and
Freedom of Information for €51,000 for failing to notify the supervisory
authority of the appointment of a new DPO, which was in contravention
of Article 37(7) of the GDPR. While the amount of fine is not considered
substantial, it serves as a warning to the controllers that appointing a
DPO and reporting to the supervisory authority about the appointment
and duties of the DPO are data controllers' obligations that should not
be disregarded. The social media platform did not appeal against the
fine and made payment correspondingly.

In December 2019, Germany's Federal Commissioner for Data
Protection and Freedom of Information also issued a fine of €10,000
against a small telecommunications provider in Germany for its
failure to appoint a DPO pursuant to Article 37(1) of the GDPR.
The supervisory authority said the amount of the fine reflected the
company's failure to comply with repeated requests, but the penalty
was not considered substantial because the company belonged to the
category of micro-enterprises.

It is crucial that the DPO is involved from the earliest stage possible
in all issues relating to data protection, and participates regularly in
meetings of senior and middle managements. His advice or presence
is recommended when decisions with data protection implications
are made, and his advice shall be given due weight. In this regard,
organisations and businesses must provide sufficient resources for a
DPO to carry out his task, and he should not be penalised or dismissed
for performing his tasks*. The tasks and duties performed by a DPO
must not put him in a conflict of interest situation, especially if he
takes up senior management position or other duties involving the
determination of purposes or means of processing of personal data®’.

46 See part 3 of the EU WPZ29 Guidelines on Data Protection Officers
47  Article 38(6) of the GDPR




In Hong Kong, although the accountability principle and the related
privacy management tools are currently not explicitly provided under
the PDPO, the Privacy Commissioner for Personal Data (PCPD)
encourages organisations and businesses to adopt the Privacy
Management Programme*® (PMP) which manifests the accountability
principle. The PMP serves as a strategic framework to assist an
organisation or business in building a robust privacy infrastructure
supported by an effective on-going review and monitoring process
to facilitate compliance with the PDPO. It also demonstrates the
organisations' or businesses' commitment to good corporate
governance and building trust with their employees and customers
through open and transparent information policies and practices. The
appointment of a DPO is recommended as a good practice under the
PMP.

b. Data Protection Impact Assessment

DPIA helps data controllers identify and manage data protection risks
at an early stage, avoid unnecessary costs (in terms of problems being
discovered eventually), improve data security and avoid loss of trust
and reputation in case of data breaches.

Pursuant to the GDPR, a data controller is required to conduct DPIA
prior to engaging in any processing which is likely to result in high risks
to the rights and freedoms of individuals by virtue of the nature, scope,
context and purposes of the data processing of the data controller®. In
particular, DPIA is required when it involves®:-

. a systematic and extensive evaluation of individuals' personal
aspects based on automated processing, including profiling,
and on which decisions are made producing legal effects on or
significantly affecting individuals;

. large-scale processing of sensitive personal data or data relating
to criminal convictions or offences; or

. a systematic monitoring of a publicly accessible area on a large
scale.

See Privacy Management Programme — A Best Practice Guide issued by the PCPD, available at
www.pcpd.org.hk//english/resources_centre/publications/files/PMP_guide_e.pdf

See WP29 Guidelines on Data Protection Impact Assessment adopted on 4 October 2017
Atrticle 35 of the GDPR
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Concrete examples of the types of conditions that would require
carrying out of a DPIA include:

. an organisation using new technologies (such as facial
recognition) to monitor or track people's location or behaviour
systematically;

. a financial institution screening its customers against a credit
reference database and making automated decisions about
customers' loan applications;

. a hospital establishing and implementing a new health information
database with patients' health data;

. the gathering of public social media data for generating profiles.

As a matter of good practice, a DPIA should be continuously reviewed
and regularly re-assessed. Data users shall bear in mind that
conducting a DPIA is a continuous process, not a one-time exercise.

Under the GDPR, failure to carry out a DPIA when required may attract
a fine of up to €10 million, or 2% global annual turnover, whichever is
higher.

The PCPD has published an Information Leaflet on Privacy Impact
Assessments®' to guide organisations and businesses in Hong Kong
in conducting their own assessments on activities which may have
serious impacts or risks on privacy protection in relation to personal
data. The PCPD also advises data users (or controllers) to carry out
privacy impact assessment, for example, before using CCTV covering
public places or common areas of buildings™.

51

See PCPD's website: www.pcpd.org.hk//english/resources_centre/publications/files/InfoLeaflet_ PIA_ENG_web.pdf

52 See Guidance on CCTV Surveillance and Use of Drones issued by the PCPD, available at

www.pcpd.org.hk/english/resources_centre/publications/files/GN_CCTV_Drones_e.pdf
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C. Privacy by Design and by Default

Organisations and businesses are required to implement appropriate
technical and organisational measures (such as pseudonymisation
and data minimisation) which are designed to give effect to the data
protection principles at the time of determining the processing activities,
and to integrate the necessary safeguards with the processing in order
to meet the requirements of the GDPR™.

For data protection by design, consideration may be given to the
following factors:-

. nature, scope, context and purposes of processing;
. risks level for the rights and freedoms of individuals;
. technological development; and

. cost of implementation.

In addition, appropriate technical and organisational measures
are required to ensure, by default, that only personal data which is
necessary for each specific purpose is processed. This requirement
applies to the amount of data collected, the extent of processing, the
storage period and the data accessibility*.

On 13 November 2019, the EDPB published its draft Guidelines 4/2019
on Article 25 Data Protection by Design and by Default™ to provide
practical guidance and examples on how to implement data protection
by design and by default in the context of the data protection principles.
For example, in upholding the transparency principle, a privacy policy
(which contains information about how a data controller collects, uses
and shares personal data) shall be accessible to all, including the use
of machine readable languages to facilitate and automate readability
and clarity. The privacy policy should also be provided in different
channels and media, beyond the textual, to increase the probability
for the information to effectively reach the data subject. In terms of
fairness, default options for personal data processing must be the
least invasive, and the choice for further processing must be presented
in a manner that does not deter the data subject from abstaining. If
algorithms are deployed to analyse and make predictions about the
data subjects, they shall be fully informed.

53  Article 25(1) of the GDPR
54 Article 25(2) of the GDPR
55  The public consultation of this draft guideline closed on 16 January 2020.
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Penalties

On 30 October 2019, the Berlin Commissioner for Data Protection and
Freedom of Information issued a €14.5 million fine on a German real
estate company for (i) retaining tenants' personal data substantially
longer than necessary and (ii) infringing the data protection by design
requirement®. During the on-site inspections in June 2017 and
March 2019, the supervisory authority found that the company used
an archive system for the storage of personal data of tenants that
did not provide the possibility of removing data that was no longer
required. Personal data of tenants (including bank statements, salary
statements, extracts from employment and training contracts, tax,
social security and health insurance data) was stored without checking
whether storage was permissible or necessary. The fine is considered
high because the supervisory authority took the view that the real
estate company deliberately created the data archive in question and
processed the data inappropriately over a long period of time.

An education agency was also fined by the Norwegian supervisory
authority on 11 October 2019 for €120 000°’ for its poor security
of processing personal data in a mobile app which was used for
communication among school employees, parents and pupils. Special
category personal data, such as health data of children was processed.
The poor security of the app allowed unauthorised persons to access
and alter personal data of more than 63,000 pupils. The supervisory
authority found that this was a result of inadequate security testing
before the app was launched. This case reminds organisations to
build security testing time and budget into the development process
and support security testing (which is the concept of privacy by
design and by default). Security testing before launching an app is
helpful in identifying and assessing the risk of the applications for
unauthorised access such that adequate authentication controls can be
implemented.

As of March 2020, the decision has not yet become final as the real estate company has indicated that it would appeal against the decision.

Originally, the supervisory authority imposed a fine of €200 000 in response to the breaches. However, the final amount was reduced to
€120 000 as there were mitigating factors present including implementing measures to limit the damages promptly and showing willingness
to resolve the issues.

&




d. Data Mapping

Organisations and businesses (both in the capacity of a data controller
or processor) are required to keep record of their processing activities,
including the types of data processed, the purposes for which the
data is used, the transfer of personal data to a third country or an
international organisation / business etc.*®

Organisations and businesses that employ fewer than 250 people will
be exempted unless (i) the processing they carry out is likely to result
in a risk to the rights and freedoms of data subjects, (ii) their core
activities involve processing sensitive personal data, personal data
relating to criminal convictions and offences or large scale systematic
monitoring activities™.

Organisations and businesses may design templates to stocktake and
categorise the various types of their processing activities. In designing
the suitable templates, it is advisable to use simple language in concise
terms but with some details for explanation. The record must be kept
under regular review to ensure it to be up-to-date, which is the key step
to assist the DPO or the organisation / business in assessing the next
steps required for achieving data protection governance.

Organisations and businesses should also draw up the appropriate
policies and practices in relation to personal data protection for their
staff to follow.

Although record keeping is not explicitly stated as a requirement under
the PDPO, organisations and businesses in Hong Kong are required to
make their privacy policies and practices transparent®. It is also one of
the key components of the PMP for data users to maintain a personal
data inventory such that organisations and businesses can benefit from
carefully examining the personal data they hold and how they currently
handle the data.

58 For other details of the record, see Article 30(1) and (2) of the GDPR.
59 Article 30(5) of the GDPR
60 Data Protection Principle (DPP) 5 in Schedule 1 to the PDPO
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Sensitive Personal Data

The GDPR imposes more stringent requirements than the EU Directive on
the processing of special categories of personal data®. These categories
of personal data are considered inherently sensitive in view of their intrinsic
and immutable nature, or the likelihood of serious harm or discriminatory
consequences that may be inflicted on the individuals in case of mishandling.

Under the GDPR, the "special categories" of personal data refer to
personal data revealing racial or ethnic origin, political opinions, religious
or philosophical beliefs, trade union membership, data concerning health
or data concerning a natural person's sex life or sexual orientation, and
genetic data or biometric data processed for the purpose of uniquely
identifying a natural person. (new items (underlined) added as compared
with the EU Directive)

The GDPR imposes a general prohibition against the processing of these
special categories of personal data unless one of the specified conditions
is satisfied. The conditions include (i) the data subjects have given explicit
consent to the processing; (ii) where the processing is necessary for reasons
of substantial public interest, which is proportionate to the aim pursued; or (iii)
where the processing is necessary for reasons of public interest in the area
of public health, such as protecting against serious cross-border threats to
health, etc®.

The global outbreak of COVID-19 in March 2020 has raised privacy concerns
over the use and processing of personal data in the context of the fight against
the coronavirus across various jurisdictions in the EU. In the "Statement on
the processing of personal data in the context of the COVID-19 outbreak"
adopted by the EDPB on 19 March 2020, the EDPB recognised that there
were derogations to the prohibition of processing of certain special categories
of personal data, such as health data, where it would be necessary for reasons
of substantial public interest in the area of public health®, on the basis of EU
or Member States' laws, or where there would be the need to protect the vital
interests of the data subject®, as Recital 46 of the GDPR explicitly refers to

61
62
63
64

Article 9 of the GDPR

For other conditions governing sensitive personal data, please refer to Article 9(2) of the GDPR.
Article 9(2)(i) of the GDPR

Article 9(2)(c) of the GDPR




the control of an epidemic. In the fight against the coronavirus pandemic, the
EDPB reckoned that while data protection rules (such as the GDPR) should
not hinder measures taken to fight the coronavirus, data controllers must
ensure the protection of personal data privacy and guarantee lawful processing
of personal data. Emergency would be a legal condition which might legitimise
restrictions of freedoms provided that the restrictions were proportionate and
limited to the emergency period.

Penalties relating to collection of sensitive personal data

On 20 August 2019, a high school in Sweden was fined SEK 200,000
(equivalent to around €18,630) by the Swedish supervisory authority for
collecting students' facial images (which are regarded as sensitive data) for
attendance record purpose. The supervisory authority opined that, given
the significant imbalance of the relationship between the school board and
the students, and the fact that attendance records were a one-side control
measure, consent from the students or their parents could not be considered
voluntary and used as a legal basis for exempting the prohibition to use
sensitive personal data of students. Hence, Article 9 of the GDPR was
violated. Apart from violating Article 9, the supervisory authority also ruled that
the use of facial recognition technology was disproportionate to the purpose
(i.e. registering attendance) and registering attendance in class could be made
in less intrusive ways.

On 17 December 2019, the UK Information Commissioner's Office fined a
London-based pharmacy £275,000 for failing to ensure the security of special
category data, constituting an infringement of the GDPR. The pharmacy had
left approximately 500,000 documents (containing names, addresses, dates
of birth, NHS numbers, medical information and prescriptions) in unlocked
containers on its premises.
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In a related guideline adopted by the EDPB on processing personal data
through video devices®®, the EDPB laid down some considerations for
processing of special categories of data, such as a video surveillance system
with facial recognition technology to uniquely identify a person. To start with,
the data controller must identify both an exception for processing special
categories of data under Article 9 of the GDPR (i.e. a derogation from the
general rule that one should not process special categories of data) and
a legal basis for the data processing under Article 6. The processing of
biometric data by facial recognition technology entails heightened risks for
data subjects' rights and would therefore require enhanced and continued
vigilance with regard to certain obligations, such as a higher level of security
and a data protection impact assessment, where necessary. The deployment
of video surveillance including facial or other biometric recognition installed by
businesses for their own commercial purposes will generally require the explicit
consent of all individuals.

In Hong Kong, the PDPO does not provide more stringent requirements for
categories of personal data that are considered sensitive. It must however
be noted that the PDPO requires organisations and businesses to take into
account the type of personal data when considering the appropriate measures
to be implemented to ensure the security of the data®. Hence, safeguards or
security measures should be commensurate with the sensitivity of the personal
data. The PCPD has published the Guidance on Collection and Use of
Biometric Data®’, providing guidance and recommended good practices to data
users who collect and use biometric data, which is considered as sensitive
data by nature of its uniqueness and intimacy to a data subject's health, mental
condition or racial origin.

65 Guidelines 3/2019 on processing of personal data through video devices adopted by the EDPB on 29 January 2020
66 See DPP4 in Schedule 1 to the PDPO
67 See PCPD's website: https://www.pcpd.org.hk/english/resources_centre/publications/files/GN_biometric_e.pdf
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Consent

Under the GDPR, "consent" of the data subject is one of the legal bases for
lawful processing of personal data.

In brief, the bases for lawful processing of personal data under the GDPR
include®:-

. consent of the data subject to the processing for one or more specific
purposes;

. performance of a contract with the data subject or to take steps
preparatory to such a contract;

. compliance with a legal obligation;

. protecting the vital interests of a data subject or another person where the
data subject is incapable of giving consent;

. performance of a task carried out in the public interest or in the exercise
of official authority vested in the data controller;

. purposes of legitimate interests.

a. Meaning of Consent

The GDPR defines "consent" as a freely given, specific, informed, and
unambiguous indication of a data subject signifying his agreement to
processing of personal data by either a statement or a clear affirmative
action®. (emphasis added)

When obtaining consent from data subjects in the form of a written
declaration, organisations and businesses are required to present with
a request for consent separately from other matters in an intelligible
and easily accessible form using clear and plain language™. Apart from
basic information, such as the data controller's identity and the type of
data to be collected and used, data subjects should also be informed
of their right to withdraw their consent.

68 Article 6(1)(a) to () of the GDPR
69 Article 4(11) of the GDPR
70 Article 7 of the GDPR
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Examples of valid and invalid consent:

x An individual is not allowed to give separate consent for
different personal data processing operation

x Bundled consent situation where the performance of a
service contract is made conditional on the consent given to
such processing activities which are unnecessary

x Default setting to pre-tick a box to agree to the terms and
conditions

x  Silence and inaction of the data subject

Ticking boxes when visiting a website to give consent for
specific data processing purposes

Choosing the technical settings for an app installed for
smartphone

Making it clear that refusal or withdrawal of consent would
not lead to denial of service

The data controller must ensure that consent can be withdrawn as easy
as giving consent and at any given time’'. If an individual withdraws
consent, the data controller must stop the relevant processing and
cannot swap from consent to other lawful bases’. For more detailed
clarification and specification of requirements for obtaining and
demonstrating valid consent, please refer to the Article 29 Working
Party Guidelines on consent under Regulation 2016/679".

71 Atrticle 7(3) of the GDPR
72 See Part 6 of the Article 29 Working Party Guidelines on consent under Regulation 2016/679
73 Endorsed by the EDPB in May 2018




Since the GDPR came into operation, some data controllers have
been held liable for processing personal data without valid consent, for
example:

. A global online search engine company was fined €50 million
by the French supervisory authority for failing to validly obtain
consent of data subjects for its advertisement personalisation,
e.g. using a pre-ticked box, obtaining a general consent to all its
processing operations;

. An energy retail company was fined €8.5 million by the Italian
supervisory authority for making advertising calls without consent
and obtaining data of prospective customers from entities that had
not obtained any consent for the disclosure of such data;

. The Greek supervisory authority imposed a fine of €150,000
upon a global accounting and auditing firm for processing its
employees' personal data on an inappropriate basis of consent
as consent of employees in general cannot be regarded as freely
given due to the clear imbalance between the parties™.

74  See Part 3.1.1 of the Article 29 Working Party Guidelines on consent under Regulation 2016/679
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b. Digital Consent for Minors

Organisations and businesses must give special attention when
seeking children's consent in relation to the processing of their
personal data for the provision of "information society services"”
(e.g. e-commerce businesses, online marketplaces offering of online
information, internet referencing services offered by search engines,
etc.). Under the GDPR, for children who are below 16 years old (or 13
years old in some of the EU Member States), their consent must be
given or authorised by a person with parental responsibility™.

In Hong Kong, despite the fact that the PDPO does not explicitly
require consent as one of the bases for collection of personal data,
organisations and businesses are required to provide notification to
individuals on the purposes of collection, and obtain their "prescribed
consent" if they use the personal data for a purpose not directly related
to the original collection purpose or for direct marketing. "Prescribed
consent" is defined to mean an express consent given voluntarily which
has not been withdrawn by notice in writing. The PCPD's regulatory
stance is that the consent must be informed, and cannot be inferred
from inaction and silence. Similarly, the PCPD has stressed that it
would be good practice for organisations and businesses to provide
individuals with an option to consent in circumstances not bundled with
other terms or conditions unnecessary for their provision of services.

In respect of a vulnerable individual data subject who is a (i) minor”’,
(ii) incapable of managing his own affairs, or (iii) mentally incapacitated,
the PDPO allows the "relevant person"’® to give prescribed consent on
his behalf, if the relevant person has reasonable grounds to believe
that the use of the data for the new purpose is clearly in the interest of
the data subject”.

75

76
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Pursuant to Article 1(1)(b) of Directive (EU) 2015/1535 of the European Parliament and of the Council of 9 September 2015, "information
society services" is defined as "any service normally provided for remuneration, at a distance, by electronic means and at the individual
request of a recipient of services."

Article 8 of the GDPR

In the absence of specific definition under the PDPO, a "minor" refers to an individual who is below 18 years old (See section 3,
Interpretation and General Clauses Ordinance (Cap 1), Laws of Hong Kong SAR. A person shall reach majority at the age of 18 under the
Age of Majority (Related Provisions) Ordinance (Cap 410)).

"Relevant person" includes (i) the minor's parent; (i) a person appointed by a court to manage his affairs or (iii) the guardian of the mentally
incapacitated individual (section 2(1) of the PDPO).

DPP3(2) in Schedule 1 to the PDPO




Provision of Online Services and Use of Cookies

Online services have become an integral part of our daily lives and tracking of
user behaviour is often carried out by online services providers for purposes
such as target advertising and personalisation of content. Organisations and
businesses with establishments in the EU or targeting at individuals in the
EU should ensure that their websites process personal data in a fair and
transparent manner, in line with the purpose limitation and data minimisation
obligations, and on a lawful basis (e.g. consent of data subject, necessary for
performance of contract etc.).

According to the Guidelines 2/2019 on the processing of personal data under
Article 6(1)(b) GDPR in the context of the provision of online services fo data
subjects®, the concept of what is "necessary for the performance of a contract"
under Article 6(1)(b) of the GDPR?®' is not simply an assessment of what is
permitted by or written into the terms of a contract. Data controllers should
carry out a fact-based assessment of the data processing activity in question
with the objective pursued and of whether it is less intrusive compared to other
options for achieving the same objective.

Example: A data subject buys items from an online retailer. The data
subject wants to pay by credit card and for the products to be delivered to
his home address. In order to fulfil the contract, the retailer must process
the data subject's credit card information and billing address for payment
purposes and the data subject's home address for delivery. Thus, Article
6(1)(b) of the GDPR is applicable as a legal basis for these processing
activities.

However, if the customer has opted for shipment to a pick-up point, the
processing of the data subject's home address is no longer necessary
for the performance of the purchase contract. Any processing of the data
subject's address in this context will require a different legal basis.

(adopted from the Guidelines 2/2019 on the processing of personal data under
Article 6(1)(b) GDPR in the context of the provision of online services fo data
subjects)

80 Adopted by the EDPB on 8 October 2019

81 The basis under Article 6(1)(b) of the GDPR is "processing is necessary for the performance of a contract to which the data subject is party
or in order to take steps at the request of the data subject prior to entering into a contract".
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Personalisation of content is not regarded as necessary for the performance
of contract unless it constitutes an intrinsic and expected element of certain
online services®. In such cases, data controllers should consider an alternative
lawful basis where applicable.

Example: An online hotel search engine monitors past bookings of
users in order to create a profile of their typical expenditure. This profile
is subsequently used to recommend particular hotels to a user when
returning search results. In this case, profiling of a user's past behaviour
and financial data would not be objectively necessary for the performance
of a contract, i.e. the provision of hospitality services based on particular
search criteria provided by the user. Therefore, Article 6(1)(b) of the
GDPR would not form an applicable basis for this processing activity.

(adopted from the Guidelines 2/2019 on the processing of personal data under
Article 6(1)(b) GDPR in the context of the provision of online services fo data
subjects)

Nowadays, organisations and businesses often use cookies, a small text file
stored in computers or mobile devices, to track website users' online activities.
Apart from first-party cookies used by a website operator directly, there are also
third-party cookies that are often used by advertisers to build profiles of users
and conduct targeted advertising. Online identifiers (such as IP addresses and
cookie identifiers) may be used to create profiles of individuals and identify an
individual®. Hence, the use of cookies may constitute processing of personal
data under the GDPR.

Supervisory authorities of the UK, France, Germany and Spain published their
own guidance on the use of cookies and other internet-tracking technologies.
For example, the Information Commissioner's Office of the UK highlights in the
Guidance on the use of cookies and similar technologies® that an individual's
continued use of the website does not constitute valid consent and a pre-ticked
box cannot be used for non-essential cookies.

82
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See Part 3 of the Guidelines 2/2019 on the processing of personal data under Article 6(1)(b) GDPR in the context of the provision of online
services to data subjects

Recital 30 of the GDPR provides: "Natural persons may be associated with online identifiers provided by their devices, applications, tools
and protocols, such as internet protocol addresses, cookie identifiers or other identifiers such as radio frequency identification tags. This
may leave traces which, in particular when combined with unique identifiers and other information received by the servers, may be used to
create profiles of the natural persons and identify them."

Available at https://ico.org.uk/media/for-organisations/guide-to-pecr/guidance-on-the-use-of-cookies-and-similar-technologies-1-0.pdf
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This view has been affirmed by the Court of Justice of the EU in October
2019 in a case concerning the use of cookies by a lottery website®. Although
the case is based on e-Privacy Directive®® which seeks to particularise and
complement the GDPR with respect to the processing of personal data in the
electronic communication sector®”, the Court made reference to the concept
of "consent" under the GDPR. It ruled that before website operators drop and
access non-essential cookies such as marketing cookies, the user must have
given specific consent by actively selecting to opt-in. A pre-checked box for
user to de-select or opt-out in order to refuse consent is no longer sufficient.

Although there is no specific provision on online identifiers or electronic
communication in the technology-neutral PDPO, the PCPD has published a
number of information leaflets on privacy issues relating to information and
communications technology for reference by members of the public, such
as Privacy Implications for Organisational Use of Social Networks, Online
Behavioural Tracking, Personal Data Privacy Protection: What Mobile Apps
Developers and their Clients should know®.

85
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Verbraucherzentrale Bundesverband e.V. v. Planet49 GmbH, Case C-673/17

Directive 2002/58/EC of the European Parliament and of the Council of 12 July 2002 concerning the processing of personal data and
the protection of privacy in the electronic communications sector (Directive on privacy and electronic communications) as amended by
Directive 2006/24/EC and Directive 2009/136/EC

See EDPB's Opinion 5/2019 on the interplay between the ePrivacy Directive and the GDPR, in particular regarding the competence, tasks
and powers of data protection authorities

Available at PCPD's website at https://www.pcpd.org.hk/english/resources_centre/publications/information_leaflet/information_leaflet.html
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Mandatory Breach Notification

Under the GDPRY, it is mandatory for organisations and businesses to give
data breach notification. They are required under the GDPR to notify the
supervisory authority in the EU Member States of a data breach without undue
delay (and where feasible, no later than 72 hours after becoming aware of it)
unless the breach is unlikely to result in a risk to the rights and freedoms of
individuals. Notification to the affected individuals is required if the data breach
is likely to result in a "high risk to the rights and freedoms" of individuals
unless under exempted circumstances®. The same obligation is imposed on
organisations and businesses which are acting in the role of data processors.

The prescribed contents to be included in a data breach notification to the
supervisory authority®':-

. nature and likely or actual consequences of the breach;

. categories and approximate number of data subjects and personal data
concerned;

. measures taken or intended to be taken to mitigate any adverse effects of
the breach; and

. contact details of DPO of the organisation or business or other contact
point.

As suggested in the Guidelines on Personal Data Breach Notification
under Regulation 2016/679°* and the Guidelines on Personal Data Breach
Notification for the European Union Institutions and Bodies*, the data breach
notification obligation reflects a "risk-based approach" and severity of breaches
shall be assessed on a case-by-case basis. When assessing whether there is
a "risk to the rights and freedom of individuals", the following factors have to be
considered:

. type of breach;

. nature, sensitivity, and volume of personal data;
. ease of identification of individuals;

. severity of consequences for individuals;

. special characteristics of the affected individuals;
. special characteristics of the data users; and

. the number of affected individuals.

89
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Article 33
Under Article 34(3) of the GDPR, no reporting to the affected data subjects is required where:-

(a)
®

(c)

appropriate technical and organisational protection measures were in place, in particular those that render the data unintelligible to
unauthorised parties (e.g. encryption);

data controller has taken subsequent measures which ensure that the anticipated high risk to the rights and freedoms of data subjects
is no longer likely to materialise; or

it would involve disproportionate effort, in which case a public communication to inform the data subjects would be an alternative.

Articles 33-34 and Recitals 85-86 of the GDPR
Issued by the WP29 and adopted on 6 February 2018
Issued by the European Data Protection Supervisor on 21 November 2018
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Each of the factors above have to be carefully assessed separately or in
combination with the others to indicate the level of the risks to the individuals.

Examples of personal data breaches which meet the threshold of notifying both
the supervisory authority and the affected data subjects:

v' Personal data of a large number of students are mistakenly sent to the
wrong mailing list with 1000+ recipients

v" Medical records in a hospital are unavailable for a period of 30 hours due
to a cyber-attack

v" A database containing information on whistleblowing procedures has
been hacked and published on the internet. The names of whistle-blowers
and persons concerned have been made public

v An agency suffers a ransomware attack that results in all personal data of
citizens registered in a specific funding programme being encrypted. No
back-ups are available and the data cannot be restored

In May 2019, a political party in Hungary was fined HUF11 million (€32,000)
by the Hungarian National Authority for Data Protection and the Freedom of
Information for failing to notify the supervisory authority and affected individuals
of a data breach under Article 33(1) and Article 34(1) and failing to document
the facts of the data breach, its effects and remedial actions taken under Article
33(5) of the GDPR. The breach was the result of a cyber-attack by a hacker
who accessed the organisation's system and disclosed information (such as
names, emails, and passwords) of more than 6,000 individuals.

Breach notification in Hong Kong is on a voluntary basis. The PCPD has
published the Guidance on Data Breach Handling and the Giving of Breach
Notifications®*, which explains the actions to be taken for giving notification.
It is a recommended good practice for organisations and businesses to give
notification to the PCPD and any affected individuals as soon as possible so
as to ensure that actions will be taken without undue delay to mitigate any
possible harm.

94 See PCPD's website: www.pcpd.org.hk//english/resources_centre/publications/files/DataBreachHandling2015_e.pdf
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Data Processors' Obligations

Organisations and businesses in Hong Kong taking up the role as data
processors (e.g. service providers engaged by EU established enterprises to
analyse personal data, cloud service providers, etc. solely for the purposes
directed by the enterprises) may be affected by the new and extensive
requirements under the GDPR.

Firstly, the GDPR requires a data controller to appoint or choose only data
processors that provide sufficient guarantees in respect of technical measures
and organisational measures in such a manner that processing will meet
the requirements of the GDPR and ensure the protection of the rights of the
data subjects®. In addition, contract or legal act shall be adopted by the data
controller to bind the processors in this respect. The GDPR provides specific
clauses that must be included in such contracts® to:-

. process personal data only on the controller's documented instructions;

. ensure that persons authorised to process personal data are committed
to confidentiality or are under an appropriate statutory obligation of
confidentiality;

. ensure security of personal data it processes;

. follow specified conditions in engaging another processor;

. assist the controller to respond to requests for exercising the data
subject's rights in the GDPR (e.g. Chapter Ill - data access rights, rights
to rectification, etc.);

. assist the controller to comply with obligations of data security and DPIA;

. at the choice of the controller, delete or return all personal data to the
controller after the end of processing, and delete existing copies unless
the law requires storage of the data; and

. provide the controller with information necessary to demonstrate
compliance with the obligations, and allow for and contribute to audits,
including inspections, to be conducted by the controller.

95  Article 28 of the GDPR
96  Article 28(3) of the GDPR




In December 2018, a small shipping company in Germany was fined €5,000 by
the Hamburg Commissioner for Data Protection and Freedom of Information
for its failure to enter into a processing contract with its service provider
(being a data processor) under Article 28(3) of the GDPR to detail the security
measures taken by the service provider, and how they complied with the
GDPR standards. The absence of such a contract led the supervisory authority
to conclude that sensitive data had been transmitted to the service provider
without the proper legal bases in place. Another aggravating factor was that
the practice had been going on for some time and steps had deliberately not
been taken to rectify the procedures, despite the company being aware of its
duties under the GDPR.

The GDPR also imposes direct obligations on data processors including (but
not limited to)”":-

. not to engage another processor without the controller's authorisation;

. maintain records of processing activities;

. cooperate with supervisory authority on request in the performance of its
tasks;

. process under the controller's instructions unless required by law;

. ensure security of processing;

. report data breach to controllers without undue delay;

. designate a DPO; and

. transfer personal data outside the EU under prescribed conditions only.

97 For the respective direct obligations on data processors, see Article 28(2); Recital 82, Article 30(2) and 30(4); Article 31; Article 29; Article
32(1); Article 33(2); Article 37(1) and Articles 45-47 and 49 of the GDPR.
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The GDPR includes a limited exception for organisations and businesses
with fewer than 250 employees with regard to record-keeping. In addition,
the supervisory authorities in the EU are encouraged to take account of
the specific needs of micro, small and medium-sized enterprises® in the
application of the GDPR.

Data Processors are regulated directly by supervisory authorities under the
GDPR, and they are liable to be penalised for breach of their obligations
(e.g. failure to report a data breach)®. Direct regulation has prompted data
processors to attain same level of diligence and caution as data users to data
security, retention and use of personal data.

The applicability of the GDPR on a data processor established outside the EU
is further clarified in the Guidelines 3/2018 on the territorial scope of the GDPR
(Article 3)'®°. To consider whether a non-EU processor is subject to GDPR,
one has to look at whether the processing activities by the processor are
related to activities of the controller that are targeted at individuals in the EU.
Where processing activities by the controller relate to the offering of goods or
services or to the monitoring of individuals' behavior in the EU (i.e. targeting),
any processor instructed to carry out that processing activity on behalf of
the controller will fall within the scope of the GDPR by virtue of Article 3(2) in
respect of that processing.

98 Atrticle 2 of the Annex to Commission Recommendation 2003/361/EC states:

(1) The category of micro, small and medium-sized enterprises (SMEs) is made up of enterprises which employ fewer than 250 persons
and which have an annual turnover not exceeding EUR 50 million, and/or an annual balance sheet total not exceeding EUR 43 million.
Within the SME category, a small enterprise is defined as an enterprise which employs fewer than 50 persons and whose annual
turnover and/or annual balance sheet total does not exceed EUR 10 million.

Within the SME category, a micro enterprise is defined as an enterprise which employs fewer than 10 persons and whose annual
turnover and/or annual balance sheet total does not exceed EUR 2 million.

99 Articles 58, 77, 79, 82 and 83 of the GDPR
100 Adopted by the EDPB on 12 November 2019
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Example: A US company (being a data controller) has developed a health
and lifestyle app, collecting and analysing users' sleep time, weight,
blood pressure, heartbeat, etc. to provide health advice. The app is made
available to, and is used by, individuals in the EU. For the purpose of data
storage, the US company engages a cloud service provider established
in the US as a processor.

As the US company is monitoring the behaviour of individuals in the EU
in operating the health and lifestyle app, its processing will fall within
the scope of Article 3(2) of the GDPR. In carrying out the processing on
instructions from, and on behalf of, the US company, the cloud service
provider is carrying out a processing activity 'relating to' the targeting
of individuals in the EU by its controller. This processing activity by the
processor on behalf of its controller falls within the scope of the GDPR
under Article 3(2).

(adopted from the Guidelines 3/2018 on the territorial scope of the
GDPR (Article 3))

Organisations and businesses acting merely as data processors' in Hong
Kong are not directly regulated under the PDPO'%. They are however made
subject to indirect obligations in that their principals being data users are
required to adopt contractual or other means to (i) prevent data transferred to
data processors from being kept longer than is necessary for processing, and
(i) prevent unauthorised or accidental access, processing, erasure, loss or use
of the data'®. Their principals will be held accountable for the infringing acts or
practices performed on their behalf with express or implied authority'®. With
regard to data protection on outsourcing activities, the PCPD has published
the Information Leafilet: Outsourcing the Processing of Personal Data to Data
Processors to assist organisations with the recommended contractual and

noncontractual measures'®.

10

102

103
104

Data processor means a person who: (a) processes personal data on behalf of another person; and (b) does not process the data for any
of his own purposes (DPP2(4) of the PDPO).

Under section 2(12) of the PDPO, a person is not a data user in relation to any personal data which the person holds, processes or uses
solely on behalf of another person if, but only if, that first-mentioned person does not hold, process or use, as the case may be, the data for
any of his own purposes.

Pursuant to DPP2(3) and 4(2) in Schedule 1 to the PDPO
Section 65(2) of the PDPO
See PCPD's website: www.pcpd.org.hk//english/resources_centre/publications/files/dataprocessors_e.pdf
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New and Enhanced Rights for Individuals

The GDPR maintains, reinforces and further enhances the rights of individuals
in various aspects (on information, access, rectification, objection, restriction,
erasure, right to be forgotten and right to data portability).

a. Enhanced Right to Notice on Data Processing

The GDPR requires organisations and businesses to give individuals a
range of prescribed information about the processing of their personal
data subject to certain exceptions'®. The prescribed information
must be presented in a concise, transparent, intelligible and easily
accessible manner. Hence, organisations and businesses should
review their personal information collection statement or privacy
policies and practices for compliance with an individual's enhanced
right to notice under the GDPR.

Generally, the prescribed information includes'’:

* data controller's * categories of * whether
identity and recipients of data provision of data
contact details, is mandatory and

contact details of * retention period

DPO (if appointed)

consequence of

* right to erasure Al ptrer el

« information on
cross-jurisdiction
data transfers

* purpose and basis || ,
for processing
(e.g. legitimate

existence of
automated
decision making

interest to process
the data) P ;t;(i)\tji:jhh; and « source of data
: X (if not collected
* right to withdraw the logic behind from the
consent (if individual)

* right to complain
to the relevant
supervisory
authority

processing is
based on consent)
and the right to
object to such
processing

106 Under Article 14(5) of the GDPR, the exceptions can be summarised as (1) the data subject already has the information;
(2) disproportionate effort; (3) disclosure as permitted by law and measures are taken to protect data subject's legitimate interests; and
(4) secrecy obligation.

107 Articles 13 and 14 of the GDPR




In Hong Kong, while organisations and businesses are required to
notify the individuals about certain items of information when collecting
personal data directly from them, and they must be transparent in
their privacy policy and practices in this regard'®, the PDPO is less
extensive in terms of the items of prescribed information to be notified
to the individuals. The GDPR explicitly requires notification to be
given for data processing purposes even though the personal data
is not collected directly from the individuals, unless under limited

exceptions'®.

Organisations and businesses in Hong Kong are encouraged to be
transparent in their data handling practices. The PDPO contains a
proviso (i.e. under DPP1(3) in Schedule 1 to the PDPO) to exempt the
notification requirement upon collection if so doing will likely prejudice
the exempted purposes under Part 8 of the PDPO™.

b. Enhanced Right to Erasure ("Right to be Forgotten")

The right to erasure (also known as the "right to be forgotten")""" under
the GDPR gives an individual a right to require organisations and
businesses to delete his personal data without undue delay under
specified circumstances, including (i) where the personal data is no
longer necessary in relation to the purposes for which it is collected,
(ii) where the individual withdraws the consent (which forms the basis
of processing), (iii) where there is no overriding legitimate interest,
or (iv) the personal data collected is about children in relation to an
information society service, etc.

A data controller who has made public disclosure of personal data
(e.g. disclosure on the internet) has to take reasonable steps (taking
account of available technology and implementation cost) to inform the
other controllers (e.g. a search engine) which are processing the data
about a data subject's request for erasure of any links to or copy of the

data™.

108 See DPP1(3) and 5 in Schedule 1 to the PDPO

109 Article 14 of the GDPR

110 Part 8 of the PDPO provides specific exemptions to the application of the DPPs, including collection, use and access.
111 Article 17 of the GDPR

112 Article 17(2) of the GDPR
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The GDPR explicitly recognises certain exceptions where retention of
the data is necessary:-

. for exercising the right of freedom of expression and information;

. for compliance with a legal obligation, or performance of a task
carried out in the public interest or in the exercise of official
authority;

. for reasons of public interest (e.g. in the area of public health,
management of health or social care systems and services, etc.);

. for archiving, scientific or historical research purposes or statistical
purposes in the public interest; or

«  for the establishment, exercise or defence of legal claims'.

The Guidelines 5/2019 on the criteria of the Right to be Forgotten in
the search engines cases under the GDPR (part 1) - version for public
consultation™ interprets this right to erasure in the particular context of
requesting search engine providers to delist links (delisting request).
The Guidelines explains the grounds upon which a data subject may
rely on when making a delisting request and the exceptions where
retention of the data is necessary. It highlights that a delisting request,
even if based on valid grounds, does not result in the personal data
being completely erased from the source websites but only the deletion
of the particular information from the list of search results on the
subject search engine when the search is made by the data subject's
name.

Given the global nature of the internet and search engines, there is a
question as to the territorial scope of the right to be forgotten and the
extent to which a delisting request may apply. This question was raised
in a case before the Court of Justice of the EU in which Google and the
French supervisory authority disputed on whether the search engine
company was obliged to apply a delisting request to all its search
engine's domain name extensions including those for users outside
the EU™. The Court of Justice of the EU decided that a search engine
operator should be required to carry out a delisting on the versions
of its search engine for the EU Member States only. However, the
operator should prevent or discourage users in the EU Member States
from accessing the delisted links through other domains.

113 Article 17(3) of the GDPR
114 Adopted by the EDPB on 2 December 2019 for public consultation
115 Google LLC, successor in law to Google Inc. v Commission nationale de l'informatique et des libertés (CNIL), Case C-507/17
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In Hong Kong, the requirements related to erasure can be found in
DPP2(2) in Schedule 1 to the PDPO and section 26. Generally, a data
user is imposed with an obligation to take all practicable steps to erase
personal data that is no longer necessary for the original collection
purpose (including any directly related purpose). Contravention of the
requirement under section 26 is an offence, punishable by a fine of up
to HK$10,000 but there are exceptions to such obligation where the
erasure is prohibited by law or it is against the public interest to erase
the data.

C. Enhanced Right to Object to Processing

The GDPR provides the right to object at any time to the processing
of one's personal data if the processing is based on the following

grounds™'®:-

(a) the performance of a task carried out in the public interest or in
the exercise of an official authority vested in the data controller;

(b) the legitimate interests pursued by the data controller or third
party;

(c) direct marketing purposes; or

(d) scientific or historical research purposes or statistical purposes.

Processing includes profiling. "Profiling" is defined under Article 4(4)
of the GDPR, as "any form of automated processing of personal data
consisting of the use of personal data to evaluate certain personal
aspects relating to a natural person, in particular to analyse or predict
aspects concerning that natural person's performance at work,
economic situation, health, personal preferences, interests, reliability,
behaviour, location or movements".

Examples of profiling:
v~ Figuring out a person's preferences, hobbies and habits by
analysing his internet browsing and purchase histories

v_  Analyses or predictions concerning an individual's credit
applications without human intervention

116 Article 21 of the GDPR; Other bases for data processing (e.g. consent of data subjects, necessary for performance of a contract) are laid
down in Article 6 of the GDPR
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Upon receipt of objection to processing activities which are based
on grounds (a) and (b) above, the data controller must cease the
processing of the personal data (including profiling) of the concerned
individual unless it can demonstrate compelling legitimacy grounds
which override the individual's interests, rights and freedom, or for the
establishment, exercise or defence of legal claims in order to maintain

the processing of personal data (including profiling)""”.

In relation to processing personal data for ground (d) above
(i.e. scientific or historical research purposes or statistical purposes),
an individual may object by relying on his particular situation unless the
processing is necessary for the performance of a task carried out in the
public interest'®. However, no exception shall apply to processing of
personal data purely for direct marketing purpose'® (the above ground

(c)).

Under the PDPO, an individual in Hong Kong is not generally given the
right to request an organisation or business to stop "processing"'*® his
personal data. Nevertheless, they are required to provide notification
to and obtain consent from an individual before using his personal
data for direct marketing purpose. In addition, an individual is given the
right to opt-out from the use or provision for use of his personal data in
direct marketing under Part 6A of the PDPO.

d. New Right to Restriction of Processing

Under the GDPR, in the circumstances mentioned below, an individual
is given the right to restriction of processing of his personal data by a
data controller who may then store the data only for an interim period™'
if:

. an individual contests the accuracy of his personal data, the data
controller is required to restrict processing for a period of time
enabling the controller to verify the accuracy;

. the processing is unlawful and the individual opposes the erasure
of the personal data and requests restriction on the use instead;

117 Article 21(1) and Recital 69 of the GDPR
118 Article 21(6) of the GDPR
119 Article 21(2) of the GDPR

120 Under Articles 6(1)(a), 4(2), 4(11), 7, 8, Recital 43 and 32 of the GDPR, "processing" covers a wide meaning ranging from collection, use,
disclosure, storage, combination to erasure of personal data depending on the context, see also preceding paragraphs on "Extra-territorial
Application of the GDPR".

121 Article 18 of the GDPR




. the personal data is no longer needed for the processing, but
required by the individual for the establishment, exercise or
defence of legal claims; and

. the individual has objected to the processing of the personal data
pending verification as to whether the legitimacy grounds of the
controller can override those of the individual.

In response to a data correction request, an organisation or business in
Hong Kong is required under the PDPO to take reasonably practicable
steps to notify the third party to whom the inaccurate data has been
supplied during the last 12 months if there is no reason to believe the

third party has ceased to so use the data'®.

e. New Right to Data Portability

This new right entitles an individual to obtain from a data controller, and
to transmit to another data controller, a copy of his personal data in a
structured, commonly-used and machine-readable format, where:

. the legal basis of processing is either the individual's consent or
the performance of a contract; and
«  the processing is carried out by automated means'.

This right is confined to personal data which has been provided by the
individual to the data controller. As explained in the Guidelines on the
Right to Data Portability'**, this new right facilitates individuals' ability to
move, copy or transmit their personal data held by one data controller
to another. That said, the two controllers are not obliged to make their

technically incompatible systems compatible'.

The PDPO in Hong Kong does not provide equivalent right to restrict
processing of personal data or right to data portability. Nonetheless,
organisations and businesses are required to comply with data access

and correction requests from individuals for their personal data'®.

122 DPP2(1)(b)(i) of the PDPO

123 Article 20 of the GDPR

124 |ssued by the EU WP29 in December 2016
125 Recital 68 of the GDPR

126 DPP6 in Schedule 1 and Part 5 of the PDPO
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Data Protection Seals, Codes of Conduct and
Cross-jurisdiction Data Transfer

a. Certification / Seals and Codes of Conduct

Certification / Seals

The GDPR requires the supervisory authorities, the EDPB and the
European Commission to encourage the establishment of data
protection certification mechanisms, data protection seals and marks
for the purpose of demonstrating compliance with the law by data
controllers and data processors'?. Certification may be particularly
useful to organisations and businesses engaging in cloud computing
or multilayer of processing where individual audits or customised
contractual clauses for data protection may not be feasible.

Certification may be issued for a maximum period of three years
subject to renewal or withdrawal where the conditions or requirements
are no longer met'?’. It can be issued by either private or public
accredited certification bodies, subject to the criteria developed by the
supervisory authorities or the EDPB, pursuant to the GDPR. Where
the criteria are approved by the EDPB, it may result in a common
certification, i.e. the European Data Protection Seal'*.

Certification is on a voluntary basis. The process of certification should
be transparent. The information relating to certification mechanism will
be maintained in a publicly available register.

A certification does not reduce the responsibility of the data controller
or the data processor for compliance with the GDPR and is without
prejudice to the tasks and powers of the supervisory authorities.

The Guidelines on certification and identifying certification criteria
were issued by the EDPB in June 2019"™°. However, as at the end of
May 2020, no certification mechanism has been established under the
GDPR. In December 2019, the Information Commissioner's Office of
the UK announced that it would work with UK Accreditation Service to
deliver certification schemes.

127 Article 42(1) of the GDPR
128 Article 42(7) of the GDPR
129 Article 42(5) of the GDPR

130 EDPB, Guidelines 1/2018 on certification and identifying certification criteria in accordance with Articles 42 and 43 of the Regulation
adopted on 4 June 2019




Codes of Conduct

The GDPR also encourages the drawing up of sector-specific codes of
conduct by associations and other bodies to contribute to the proper
application of the GDPR, taking into account the features of various
processing sectors, and the needs of micro, small and medium-sized
enterprises™'. The supervisory authorities of EU Member States shall
approve or give comments on whether the code of conduct submitted
complies with the GDPR. However, as at the end of May 2020, no code
of conduct has been approved under the GDPR.

In Hong Kong, Part 3 of the PDPO also provides for the approval of
codes of practice by the PCPD after consultation with the relevant

bodies representative of data users and interested parties'.

b. Cross-jurisdiction Data Transfer

Transfer of personal data to third countries or international
organisations outside the EU continues to be regulated under the
GDPR'. Such transfer is permissible if the receiving countries or
international organisations have obtained adequacy decisions'* from
the European Commission' or if the transfer is subject to "appropriate
safeguards'®". The requirements under the EU Directive are largely
preserved in the GDPR in this regard.

The GDPR also provides detailed criteria that will be considered
when determining whether a non-EU country or international
organisation ensures adequate level of protection to the personal
data transferred’’. The EDPB is required to provide the European
Commission with an opinion assessing the adequacy of a country or
international organisation's level of protection'. As at the end of May
2020, the European Commission has issued adequacy decisions to

131 Article 40 of the GDPR
132 Section 12 of the PDPO
133 Chapter V of the GDPR

134 An adequacy decision refers to a decision of the European Commission that a third country, territory or one or more specified sectors within
that third country, or the international organisation in question ensures an adequate level of protection (Article 45(1) of the GDPR)

135 Articles 45 of the GDPR
136 Articles 46 of the GDPR
137 Article 45 of the GDPR
138 Article 45(2) of the GDPR
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13 jurisdictions™. However, except for Japan, the adequacy decisions
of the remaining 12 jurisdictions are based on the EU Directive rather
than the GDPR.

In the absence of an adequacy decision made by the European
Commission, the mechanisms or safeguards that may be relied on for
cross-jurisdictional data transfer include adopting standard contractual
clauses and binding corporate rules approved by the EU, as well as
approved certification or code of conduct combined with binding and
enforceable commitments by the data controllers / data processors in

the third country to apply those appropriate safeguards'®.

In Hong Kong, section 33 of the PDPO prohibits transfer of personal
data out of Hong Kong unless certain conditions are met, such as
when adequate safeguards are in place to protect the transferred data
in the destinations. Section 33 has not yet entered into operation. It
does not expressly refer to certification or code of conduct as adequate
safeguard for cross-jurisdictional data transfer.

139 The 13 jurisdictions are Andorra, Argentina, Canada (commercial organisations), Faroe Islands, Guernsey, Israel, Isle of Man, Japan,
Jersey, New Zealand, Switzerland, Uruguay and the United States of America (limited to the Privacy Shield framework). As at the end of
May 2020, adequacy talks are ongoing with South Korea.

140 Articles 46 and 47 of the GDPR




Sanctions

Article 58(2)(i) of the GDPR empowers supervisory authorities in the EU to
impose two-tier administrative fines on data controllers and data processors for
contravention of the GDPR.

Pursuant to Article 83(4) of the GDPR, a lower tier of administrative fine
(i.e. up to €10 million, or in the case of an undertaking, up to 2% of the total
worldwide annual turnover of preceding financial year, whichever is higher)
shall be imposed for failure to comply with the following requirements (non-
exhaustive)'" :-

(a) obtaining parental consent for processing of children's personal data;

(b) processing personal data anonymously if it is not necessary to
identify the data subjects;

(c) giving data breach notification;
(d) conducting data protection impact assessment; and

(e) appointing data protection officer.

Pursuant to Article 83(5) of the GDPR, an upper tier of administrative fine
(i.e. up to €20 million, or in the case of an undertaking, up to 4% of the total
worldwide annual turnover of preceding financial year, whichever is higher)
shall be imposed for failure to satisfy the following requirements (non-

exhaustive)'* :-

(a) complying with the basic principles for processing, such as
processing personal data lawfully, fairly and in a transparent manner;

(b) processing personal data with a lawful basis, such as valid consent;

(c) complying with data subjects' rights, such as right to notice, right of
access to personal data, right to rectification of personal data, right
to erasure (right to be forgotten), right to object to processing, right to
object to automated decision making, including profiling; and

(d) transferring personal data to a recipient in a third country or
international organisation pursuant to the lawful mechanisms.

141 See Article 8; Article 11; Article 33; Article 35 and Article 37 of the GDPR
142 See Articles 5-6; Articles 13-22 and Articles 44-49 of the GDPR
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Most supervisory authorities in the EU have exercised their power to impose
administrative fines in the first two year of implementation of the GDPR. Most
of the fines related to violation of the following requirements:

. principles relating to processing of personal data (Article 5);

. lawfulness of processing (Article 6);

. conditions for consent (Article 7);

. processing of sensitive personal data (Article 9);

. transparency and rights of the data subjects (Articles 12 to 22); and
«  security of processing and data breaches (Articles 32 to 34)".

Some notable administrative fines include the following:

. €50 million fine was imposed by the supervisory authority of France on an
online search engine for lack of transparency and valid consent regarding
the use of personal data for advertisement personalisation'*. Information
provided by the online search engine on advertisement personalisation
was found to be unclear, not comprehensive and not easily accessible
by individual users. Moreover, the box indicating users' consent was pre-
ticked.

. €27.8 million fine was imposed by the supervisory authority of Italy on a
telecommunications company for unlawful processing of personal data
for marketing purpose which had affected millions of people. Violations
included making marketing calls without valid consent and lack of

accountability in managing the relevant personal data'*.

. €14.5 million fine was imposed by the supervisory authority of Berlin,
Germany on a real estate company for retaining the unnecessary
personal data of its tenants. The company was also unable to
demonstrate data protection by design and by default due to its failure to
take proper actions to clean up its database after being warned by the

supervisory authority'*.

143 EDPB, 'Contribution of the EDPB to the evaluation of the GDPR under Article 97" adopted on 18 February 2020
144 News published by the EDPB on 21 January 2019, available at https://edpb.europa.eu/news/national-news_en
145 News published by the EDPB on 1 February 2020, available at https://edpb.europa.eu/news/national-news_en
146 News published by the EDPB on 5 November 2019, available at https://edpb.europa.eu/news/national-news_en
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Other administrative fines in the pipeline include the intention of the Information
Commissioner's Office of the UK to fine an airline and a hotel group for data
breaches. The intended amounts of fine are £183 million and £99 million

respectively'"’.

Although Article 83(2) of the GDPR sets out a list of factors for deciding
the amount of administrative fine, the levels of fine imposed by different
supervisory authorities may vary greatly even for similar violations. EU-wide
guidelines on administrative fines may be established by the EDPB. Currently,
the supervisory authorities of Germany and the Netherlands have established
their own guidelines.

In Hong Kong, if an organisation or business fails to comply with a requirement
under the PDPO (including the DPPs in Schedule 1), PCPD may issue an
Enforcement Notice, directing it to remedy and, if appropriate, prevent any
recurrence of the contravention pursuant to section 50 of the PDPO. Non-
compliance with the Enforcement Notice is an offence'®. Criminal offences
are also created to deal with the more serious infringements for contravention
of other requirements, for example, direct marketing activities under Part
6A of the PDPO. Penalties for criminal offences are determined by courts
in Hong Kong and PCPD does not currently possess the power to impose
administrative fines.

147 In July 2019, the Information Commissioner's Office of the UK announced that it had issued two notices of intention to fine a hotel group
of £99 million and an airline of £183 million respectively. The fine of the hotel group related to a cyber incident notified to the Information
Commissioner's Office by the group in November 2018, in which approximately 339 million guest records were affected globally. The fine of
the airline related to a cyber incident notified to the Information Commissioner's Office by the airline in September 2018, in which personal
data of approximately 500,000 customers were compromised. As at the end of May 2020, the two fines were not finalised.

148 Section 50A of the PDPO
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The EDPB is an independent EU body established by
the GDPR to promote consistency and cooperation in

the enforcement of the law. It also issues guidelines
for compliance with the requirements of the GDPR.
Members of the EDPB include representatives of the
national supervisory authorities of the EU Member
States and the European Data Protection Supervisor.

For more information on compliance with the
GDPR, organisations and businesses may refer to
the websites of the European Commission (http://
ec.europa.eu/justice/data-protection/index_en.htm)
and the EDPB (https://edpb.europa.eu/edpb_en).

A specific webpage on the GDPR, with major updates,
can also be found on PCPD's website (https://www.
pcpd.org.hk/english/data_privacy_law/eu/eu.html).



EU GDPR and HK PDPO (Major Differences)

Application

Data processors or controllers:

» with an establishment in the
EU, or

« established outside the EU,
that offer goods or services

to, or monitor the behaviour of
individuals in the EU. [Art 3]

Data users (controllers/
processors) who, either alone
or jointly or in common with
other persons, controls the
collection, holding, processing
or use of the personal data in
or from Hong Kong. [s.2(1)]

Personal
Data

100'100

"Personal data" means

« any information relating to
an identified or identifiable
natural person; an identifiable
natural person is one who
can be identified, directly or
indirectly.

» examples of personal data
explicitly identified being
extended to include location
data and online identifier.
[Art 4(1)]

"Personal data" means any
data —

« relating directly or indirectly to
a living individual;

« from which it is practicable for
the identity of the individual
to be directly or indirectly
ascertained; and

* in a form in which access to

or processing of the data is
practicable. [s.2(1)]

Accountability
and
Governance

l

Risk-based approach; data
controllers are required to:

» implement technical and
organisational measures to
ensure compliance [Art 24];

 adopt data protection by
design and by default [Art 25];

 conduct data protection
impact assessment for high-
risk processing [Art 35]; and

* (for certain types of
organisations) designate Data
Protection Officers. [Art 37]

The accountability principle
and the related privacy
management measures are not
explicitly stated.

PCPD advocates the adoption
of a privacy management
programme which manifests
the accountability principle. The
appointment of data protection
officers and the conduct of
privacy impact assessment are
recommended good practices
for achieving accountability.

Sensitive
Personal Data

Category of sensitive personal
data expanded.

Processing of sensitive
personal data is allowed only
under specific circumstances.
[Art 9]

No distinction between
sensitive and non-sensitive
personal data for all purposes.




European Union General Data Protection Regulation

breach without undue delay
(exceptions apply).

Data controllers are required
to notify affected data subjects
if it is likely to result in high
risk to the rights and interests
of the data subjects, unless
exempted. [Arts 33-34]

Consent Consent must be Consent is not a pre-requisite
- freely given, specific and for the collection of personal
informed:; data, unless the personal data
* an unambiguous indication [ U (0] 61 TR PUEEEe,
of a data subject's wishes [DIFIF ) ol GlETer 21070086,
’ where consent is also required,
by statement or by clear
ST E e s, consent means express and
signifies agreement [Art 4(1)]; VeI O
and No requirement for parental
* given by a child below consent.
16 (or 13) with parental
authorisation.
Breach Data controllers are required No mandatory requirement, but
Notification | to notify the authority of a data | notification to PCPD (and data

subjects, where appropriate) is
recommended in the interest of
all stakeholders including data
users/controllers and subjects.

Data
Processors

0
10
=
2
N Ig

Data processors are
additionally obliged to maintain
records of processing, ensure
security of processing, report
data breaches, designate Data
Protection Officers, etc.

[Arts 30, 32-33, 37]

Data processors are not directly
regulated. [s.2(12)]

Data users are required to
adopt contractual or other
means to ensure data
processors' compliance.
[DPP2(3) & DPP4(2)]

New or
Enhanced
Rights for

Data Subjects

’

* Right to notice on data
processing [Art 13-14]

* Right to erasure of personal
data ("right to be forgotten")
[Art 17]

* Less extensive notice
requirements for data users/
controllers (processors)

* No right to erasure, but data
shall not be retained longer
than necessary
[s.26 & DPP 2(2)]




EU GDPR and HK PDPO (Major Differences)

> Lo

New or * Right to restriction of * No right to restriction
Enhanced processing and data of processing and data
Rights for portability [Art 18, 20] portability, but data access

Data Subjects and correction requests be

(Cont'd) complied with. [DPP6, Part 5]

* Right to object to processing * No right to object to
L (including profiling) [Art 21] processing (including
profiling), but may opt
out from direct marketing
/e activities [ss.35G & 35L] and
PDPO contains provisions
regulating data matching
procedure [ss.30-31]
Certification, | Mechanisms are explicitly No formal recognition of
Seals, and | recognised and established certification or privacy seals
approved for demonstrating compliance mechanisms for demonstrating
Codes of by data controllers and compliance. PCPD may
Conduct processors. [Art 42] approve and issue code of

practice after consultation.
[s.12]

Cross-
jurisdiction
Data Transfer

Certification and adherence to

approved codes of conduct are
explicitly made one of the legal
bases for transfer. [Art 46]

Certification and adherence to
an approved code of practice

are not explicitly made a legal
basis.

Sanctions

&

Supervisory authorities

are empowered to impose
administrative fines on data
controllers and processors.
[Art 58]

Depending on the nature of the
breach, the fine could be up to
€20 million or 4% of the total
worldwide annual turnover.

[Art 83]

PCPD is not empowered to
impose administrative fines or
penalties.

PCPD may serve Enforcement
Notices on data users, failure to
comply with which may attract
penalties after judicial process.
[s.50]
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