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Protect, Respect Personal Data
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MISSION STATEMENT
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To secure the protection of privacy of the individual with

respect to personal data through promotion, monitoring
and supervision of compliance with the Ordinance.
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WHO WE ARE
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The Office of the Privacy Commissioner for Personal Data, Hong Kong
(the "PCPD") is an independent statutory body established to oversee
the enforcement of the Personal Data (Privacy) Ordinance, Cap 486 (the
“Ordinance”) to protect the privacy of individuals with respect to their
personal data.

The Ordinance was first enacted in 1995 and amended in 2012. The
PCPD was established on | August 1996.
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FUNCTIONS AND DUTIES OF

THE PRIVACY COMMISSIONER FOR
PERSONAL DATA
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The PCPD is headed by the Privacy Commissioner for Personal Data
(the "Commissioner"), who is appointed by the Chief Executive of
HKSAR. He is responsible for discharging the functions and powers
conferred upon him under the Ordinance including promoting,
monitoring and supervising compliance with the Ordinance, as well as
administering the activities of the PCPD. He is assisted by the Deputy
Privacy Commissioner.

The PCPD is divided into different functional divisions to assist the
Commissioner to perform his duties. They are the Administration
Division, Finance Division, Legal Division, Operations Division,
Compliance & Policy Division, Information Technology Division and
Corporate Communications Division.
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ABOUT THE ORDINANCE
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SCOPE OF COVERAGE

The Ordinance aims to protect the privacy rights of a person's
personal data i.e. recorded information relating directly or indirectly
to a living individual (data subject); from which it is practical to
ascertain the identity of the individual; and in a form in which access
to or processing of the data is practicable. Any person (data user,
including private sector, public sector and government department)
who controls the collection, holding, processing or use of the personal
data shall comply with the requirements under the Ordinance.
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WHAT IS PERSONAL DATA?
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Personal Data: (1) is the information which relates to a living person and
can be used to identify that person; (2) exists in a form in which access
to or processing is practicable.

Examples of personal data protected by the Ordinance include names,
phone numbers, addresses, identity card numbers, photos, medical
records and employment records.
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WHO IS A DATA SUBJECT?
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A data subject is a living individual who is the subject of the personal
data. A deceased person is not a data subject under the Ordinance.
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WHO IS A DATA USER?
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A data user is a person who, either alone or jointly or in common
with other persons, controls the collection, holding, processing or use
of the data. The data user is liable as the principal for the wrongful
act of its authorised data processor.
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RIGHTS TO BE ENJOYED UNDER THE ORDINANCE

QEMAEERER right to give only necessary data
DNERBAEEHNREER AR right to fair collection for lawful purpose
EEAERNAENER right to be informed about intended use
EREBERIER] right to data accuracy

ERER A EWBERENER right to non-excessive retention of data
PEREERER ARNER right to withhold consent to change of use
EREMERR TR right to data security
ELEMERBREEENREF right to be informed of data policies and practices

ERERNER right of access
MIEERIHER right of correction
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SIX DATA PROTECTION PRINCIPLES
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A person who collects, holds, processes or uses the data (Data User)
has to follow the six Data Protection Principles (DPPs). The DPPs
represent the normative core of the Ordinance and cover the entire life

cycle of a piece of personal data.
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COLLECTION PURPOSE & MEANS
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Personal data must be collected in a
lawful and fair way, for a purpose directly
related to a function/activity of the data
user.

All practicable steps shall be taken to
notify the data subjects of the purpose
of data collection, and the classes of
persons to whom the data may be
transferred.

Data collected should be necessary but
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ACCURACY & RETENTION

not excessive.
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BRUFERAEERRIEZENMEAE  Personal data is accurate and is not kept
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for a period longer than is necessary to

FEEBENRERBEMNMERFT fulfil the purpose for which it is used.
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Personal data is used for the purpose
for which the data is collected or for a
directly related purpose, unless voluntary
and explicit consent is obtained from the
data subject.
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SECURITY
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A data user needs to take practical
steps to safeguard personal data from
unauthorised or accidental access,
processing, erasure, loss or use.
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OPENNESS
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A data user must make known to the
public its personal data policies and
practices, types of personal data it holds
and how the data is used.
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DATA ACCESS & CORRECTION
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A data subject must be given access
to his personal data and to make
corrections where the data is inaccurate.
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HOW TO LODGE A COMPLAINT?
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An individual who wants to lodge a complaint can put it in writing in
either Chinese or English, giving his name and contact details, identity
of the party complained against, and full particulars of the case with
sufficient information in support of the allegation to the PCPD. For
convenience, this can be done by using the complaint form (“the
OPS001 Form”) obtainable from the PCPD.

RIBIRERIVE P
COMPLAINT HANDLING
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After receiving a complaint and verifying the identity of the complainant,
the Commissioner will first liaise with the complainant and, if necessary,



the party complained against to determine whether a prima facie case
can be established. If there is a prima facie case, the Commissioner will
try to resolve the dispute through conciliation. If the dispute cannot be
resolved in this way and subject to section 39(2) of the Ordinance, the
Commissioner may carry out a formal investigation under section 38
of the Ordinance. The Commissioner may also immediately proceed
to undertake a formal investigation if the suspected contravention
in the complaint case is of a serious nature. After completion of an
investigation, if the Commissioner is of the opinion that the relevant
data user is contravening or has contravened a requirement under the
Ordinance and having regard to the damage or distress (if any) caused,
or is likely to be caused to the data subject, the Commissioner will
decide whether or not to serve on the data user an enforcement notice.
The notice will direct the relevant data user to take such steps (including
ceasing any act or practice) to remedy and if appropriate, prevent any
recurrence of the contravention. Contravention of an enforcement
notice is an offence which could result in a fine and imprisonment.

It is an offence for a data user who, having complied with an
enforcement notice, intentionally does the same act or makes the same
omission specified in the enforcement notice. The Commissioner may
refer the case to the police for investigation and prosecution.
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LEGAL ASSISTANCE
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Section 66 of the Ordinance provides that an individual who suffers damage
by reason of a contravention of a requirement under the Ordinance by a
data user may be entitled to compensation from that data user for that
damage. The Commissioner may, pursuant to section 66B of the Ordinance,
grant legal assistance to the aggrieved individual who intends to institute
proceedings to seek compensation.
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HANDLING CHART
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Apart from criminal sanction that may be imposed
on a data user who has contravened a requirement
under the Ordinance, an individual who suffers
damage, including injury to feelings, by reason of such
contravention, may seek compensation from the data
user through civil pr dings. The C issi may,
pursuant to section 66B of the Ordinance, grant legal
assistance to the aggrieved individual who intends to
institute pr dings to seek i
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HOW TO MAKE A DATA ACCESS REQUEST?
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Under the Ordinance, every individual has the right to request
a data user, e.g. a government department or a company, to
ascertain whether it holds his personal data and to request a copy
of any such data. Such a request is called a data access request.
To make a data access request under the Ordinance, an individual
may use the “Personal Data (Privacy) Ordinance Data Access
Request Form” specified by the PCPD (the “OPS003 Form”)
or simply specify that his request is made under the Ordinance.
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PROMOTION AND PUBLIC EDUCATION
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The PCPD is committed to raising public's awareness of personal data

privacy through:

* Developing and implementing promotion and public education
programmes

* Building and developing media and stakeholdes relationship



* Organising seminars and presentations for organisations to educate
them on the requirements under the Ordinance

* Producing publications and training materials to promote the
Ordinance

* Responding to media enquiries and arranging press conferences

* Maintaining a website, in traditional Chinese, simplified Chinese
and English, to provide comprehensive information about the
Ordinance, PCPD news and activities and online resources

BEALEAASTEA - UL ARER
RHLEARR - e HATNnAR
ANEE -

| mmmmEs

ARan
Y S
HEABEAR BLOFEEEMN
"Think PRIVACY Be SMART Online” “YOUth PRIVACY” portal
www.pcpd.org.hk/besmartonline www.pcpd.org.hk/youthprivacy
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DATA PROTECTION OFFICERS CLUB ('DPOC"
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The PCPD established the DPOC in 2000 to provide practising data
protection officers with a platform for advancing the knowledge and
practice of data privacy compliance through experience sharing and
training. (An annual fee is applied)
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www.pcpd.org.hk/dpoc
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Reproduction of all or any parts of this publication is permitted on condition that it is for non-
profit making purposes and an acknowledgement of this work is duly made in reproduction.
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The information provided in this publication is for general reference only. It does not
provide an exhaustive guide to the application of the Personal Data (Privacy) Ordinance
(the “Ordinance”). For a complete and definitive statement of the law, direct reference
should be made to the Ordinance itself. The Privacy Commissioner for Personal Data (the
“Commissioner”) makes no express or implied warranties of accuracy or fitness for a
particular purpose or use with respect to the above information. The above suggestions will
not affect the functions and power conferred to the Commissioner under the Ordinance.
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Office of the Privacy Commissioner for Personal Data, Hong Kong
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Office of the Privacy Commissioner
for Personal Data, Hong Kong

EaE | TEL (852) 2827 2827

{5E | FAX (852) 2877 7026

iisi | ADDRESS  FHBBF2/EKER2485%
B2
12/F, Sunlight Tower,
248 Queen’s Road East,
Wanchai, Hong Kong

B | EMAIL enquiry@pcpd.org.hk




