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Data Protection Principles

The objective of the PDPO is to protect the privacy rights of a person (Data
Subject) in relation to his personal data. A person who collects, holds,
processes or uses the data (Data User) should follow the six Data Protection
Principles (DPPs) under the PDPO. The DPPs represent the normative core
of the PDPO and cover the entire life cycle of a piece of personal data, from
collection to destruction.

Personal Data

means any data (1) relating directly or indirectly to a living individual; (2)
from which it is practicable for the identity of the individual to be directly or
indirectly ascertained; and (3) in a form in which access to or processing of

the data is practicable.

Data User

means a person who, either alone or jointly or in common with other
persons, controls the collection, holding, processing or use of the data. The
data user is liable as the principal for the wrongful act of any data processor

engaged by it.

DPP 1 - Data Collection Principle

@ Personal data must be collected in a lawful and fair way, and for a

lawful purpose directly related to a function or activity of the data user.

@@ All practicable steps must be taken to notify the data subjects of the
purpose for which the data is to be used, and the classes of persons to
whom the data may be transferred.

@ Personal data collected should be necessary and adequate but not

excessive in relation to the purpose of collection.
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DPP 2 - Accuracy and Retention Principle

P  Adata user must take all practicable steps to ensure that personal data
is accurate and not kept for a period longer than is necessary to fulfil
the purpose for which it is used.

DPP 3 - Data Use Principle

@ Personal data is used only for the purpose for which the data is
collected or for a directly related purpose; voluntary and explicit
consent must be obtained from the data subject if the data is to be

used for a new purpose.

DPP 4 - Data Security Principle

@ Adata user must take all practicable steps to protect personal data
from unauthorised or accidental access, processing, erasure, loss

or use.

DPP 5 - Openness Principle

@@ A data user must take all practicable steps to make personal data
policies and practices known to the public regarding the types of

personal data it holds and how the data is used.

DPP 6 - Data Access and Correction Principle

@@  Adata subject is entitled to have access to his personal data and to

make corrections where the data is inaccurate.
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Performance Pledge

During the reporting year, the PCPD's performance in the handling of public
enquiries, complaints, and applications for legal assistance exceeded the

performance target.

In handling public enquiries, the PCPD responded to all telephone enquiries
and written enquiries within two working days of receipt. Substantive
replies to all written enquiries were also completed within 28 working days

of receipt.

In respect to public complaints, acknowledgement receipts were issued
within two working days of receipt in all cases (our performance target is
98%). In closing a complaint case, 98% of the cases were closed within 180

days of receipt (our performance target is 95%).

As regards handling applications for legal assistance, acknowledgement
receipts were issued within two working days of receipt of all applications,

with all applicants being informed of the outcome within three months after

submitting all relevant information for their applications.

w
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Performance Achieved

EEEEEN WHIEFEEMR
Callbacktoa METEEN 9%% 100%  100% 100% 100%  100%
telephone enquiry Within two working days

of receipt
ERNIEEEN WHEmERRE
Acknowledge receipt | M{HTFEA 9%% 100%  100% 100% 100%  100%
of a written enquiry Within two working days

of receipt
HMOEEEEM WHEmERE
Substantivereplytoa | 2S{HT{FEIN 95% 100%  100% 100% 100% 100%
written enquiry Within 28 working days

of receipt

e B AR R FF 8

o i 98% 0% 9% 9% | 100%  100%

of a complaint Within two working days
of receipt

BRBRER Wﬂ&ﬁ%

Close a 180HIA

complaint case Within 180 days 95% 99% Pk 98% St 98%
of receipt’
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Acknowledge receipt  Within two working days 99% N/AZ 100% 100% ~ 100%  100%
of an application for of receipt
legal assistance
BHPREA B AREE R
REEER FREHFT BB B KR
Inform the applicant ={& A X
of the outcome Within three months
after the applicant has 90% 100%  100% 100% = 100%  100%

submitted all the
relevant information for
the application for
legal assistance
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From the date on which the complaint is formally recognised under section 37 of the PDPO.

202058 B BT

No application was received in 2020.

No
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Appeal Case Notes

Appeal Case Note (1)
(AAB Appeal No. 48 of 2015)

Name and post title being published by the media — no evidence that
the information was leaked from the persons being complained against —
exercise of investigative powers — sections 44 and 46 of the PDPO — DPPs
3and 4

WERERXAEEM(BIER) MrRobert PANG Yiu-hung, SC (Deputy Chairman)
SBEBSEHE(EE) MrDick KWOK Ngok-chung (Member)

MESE4+(FEH) MsJoan HO Yuk-wai (Member)

HRREBEAW :

Date of Decision: 18 June 2024
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The Complaint

The Appellant was a senior officer of a government department (the
Department). He complained to the Privacy Commissioner that his name
and post title (the Personal Data Concerned) were published by the media in
relation to an operation being conducted by a law enforcement agency (the
Agency) at his office at the Department to search and seize evidence. The
Appellant alleged that the Department and/or the Agency had disclosed
the Personal Data Concerned to the media without his consent, thereby
contravening DPP 3, and the Department and/or the Agency had failed to
take all practicable steps to protect against unauthorised or accidental access,
loss, or use of the Personal Data Concerned, thereby contravening DPP 4.
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The Privacy Commissioner’s Decision

During the investigation, the Department and the Agency denied having
disclosed the Personal Data Concerned to the media. In the absence of
contrary evidence adduced by the Appellant, the Privacy Commissioner
concluded that there was insufficient evidence to support the Appellant’s
allegation that the Department and the Agency had contravened DPPs 3
and 4. The Privacy Commissioner considered that even if there had been
disclosure of the Personal Data Concerned to the media, such disclosure
pertaining to news activities and the public interest could be exempted
under section 61(2) of the PDPO from the application of DPP 3.

Furthermore, the Privacy Commissioner observed that there had been a
large party of officers of the Agency entering the Appellant’s office at the
Department to conduct the search. Hence, it could not rule out that the
media’s source of information could be a person who had witnessed the
Agency’s operation. If the relevant information was conveyed orally and
not recorded in a document, it would not fall within the definition of “data”
under the PDPO.

Dissatisfied with the Privacy Commissioner’s decision, the Appellant
appealed to the Administrative Appeals Board (AAB).

The Appeal

The AAB affirmed the Privacy Commissioner’s decision and dismissed the
appeal on the following grounds:

(1) The Privacy Commissioner has wide discretion in the conduct of
investigations. Whether to utilise one or more of her investigative
powers is a matter within her discretion. Whilst the Privacy
Commissioner may consult a complainant if she thinks that it would be

of assistance, there is no obligation to do so.
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(2) BEGIREBGLBIEDYE441EELBE (2 Whether or not to summon a member of the press under section
ERABUEREERHIR - FLE=H 44 of the PDPO to divulge the source of the information would
BREZERETEZIERE - stEEHH be surrounded by a number of considerations which have to be
ISR ERTE EEENAAE T EE balanced. The decision to exercise such power against journalistic
TESwEkIEEASR MM AERET materials should not be taken lightly since it would engage the rights
= MEZEEERETNEEAENEBRT of freedom of expression and the press. The AAB did not consider that
ITEBREES - such power should be exercised in the circumstances of the case.

(3) EARPRATHEEZRAZZMAL () There was insufficient evidence to show that the Personal Data
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Concerned was leaked from the Department and the Agency

in this case.

It is not a requirement under DPP 4 of the PDPO for a data user to
provide an absolute guarantee for the security of personal data held
by it as long as all reasonably practicable steps have been taken to
ensure the security of personal data. There was insufficient evidence
of contravention of DPP 4 on the part of both the Department
and the Agency.

(5) ZREFRAKFILEZREERBERASE () Inrespect of the Appellant’s complaint against the Privacy
A FER AR FEZEBFI N ShaZ A Commissioner’s non-disclosure of the replies from the Department
WERNRDIE  ZTE@RABFLEBIEG) and/or the Agency during the investigation process, the AAB held
F46Q R BHLEEERINEEE that section 46(2) of the PDPO does not impose a statutory duty on
EER EFAKEGERAEER - the Privacy Commissioner to disclose every investigation finding to

the Appellant.

TR ERERFHRE The AAB’s Decision

ZEEREIA L - The appeal was dismissed.
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The Appellant appeared in person
Ms Cindy CHAN, the then Legal Counsel, represented the Privacy Commissioner

Mr Robin MCLEISH, instructed by Messrs Cheung Tong & Rosa Solicitors,
represented the Department and the Agency (the Persons bound by the decision

appealed against)
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(AAB Appeal No. 46 of 2022)

Use of personal data — cross-brand access to and use of personal data of
clients post-acquisition — due diligence exemption under section 63B of the
PDPO - defence under section 65(3) of the PDPO — procedural irregularities —

discretion to issue Enforcement Notice duly exercised

The Complaint

The appeal arose from two complaints against brands acquired by the
Appellant. In one complaint, the complainant took her daughter to Brand A
to consult a doctor. She was later informed that her daughter’s personal data
had been transferred to another brand under the Appellant, to which the
doctor switched at work. In another complaint, the complainant provided
his personal data to Brand B and discovered later that the staff from another
brand under the Appellant had accessed his personal data.

The Privacy Commissioner’s Decision

Upon investigation, the Privacy Commissioner found that the Appellant,
having acquired Brand A and Brand B, stored the personal data of the clients
of these two brands in its integrated system (the System) and shared parts
of the personal data among the 28 brands of the Appellant via the System.
This arrangement enabled the frontline staff of various brands to have access
to the relevant personal data, despite no prescribed consent being sought
by the Appellant from the clients for such an arrangement. Likewise, the
Appellant never informed the existing clients of the acquired brands of the
relevant acquisition by any means, nor did it provide those clients with its

privacy policy.
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The Privacy Commissioner found that the Appellant had contravened the

requirements of DPP 3, as the aforementioned arrangement was inconsistent

with the original purpose of collection of the complainants’ personal data.

The Privacy Commissioner issued an Enforcement Notice, directing the

Appellant to remedy and prevent recurrence of the relevant contraventions.

Dissatisfied with the Privacy Commissioner’s decision, the Appellant lodged

an appeal to the AAB.

The Appeal

The AAB confirmed the Privacy Commissioner’s decision and dismissed the

appeal on the following grounds:

0

@

The AAB agreed with the Privacy Commissioner’s finding that frontline
staff of the Appellant’s brands were able to use and make cross-brand

access to the clients’ personal data in the System.

The AAB stressed that the personal data collected by Brand A or
Brand B was intended for the provision of services by those brands
only, not by other brands within the same field of services or within
the same group. Furthermore, since access to personal data by other
brands did not facilitate the provision of services by Brand A or Brand
B, the sharing of personal data was not directly related to the original
purpose of collection. The Personal Information Collection Statement
(PICS) of the Appellant, which permitted access to personal data across
different brands, would only apply to new customers who consented
to the PICS, but not to personal data collected by the brands
concerned before they were acquired by the Appellant.
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Section 63B of the PDPO did not apply since this case did not involve a
due diligence exercise, but rather the post-acquisition use of personal
data. Section 65(3) was also not applicable, as the underlying problem
stemmed not from the acts or practices of employees per se, but from

the design and features of the System.

The AAB rejected the Appellant’s allegations of procedural
irregularities. It was observed that the Privacy Commissioner is
not under a statutory duty to disclose enforcement actions and
recommendations in advance. Furthermore, the Privacy Commissioner
had already provided the Appellant with a draft of the relevant parts of
the investigation report setting out her findings and reasoning in great
detail. The AAB affirmed that the Privacy Commissioner has a flexible
and wide discretion as to the conduct of investigations and how she
may be furnished with information, and can make such enquiries as
she thinks fit.

The AAB’s Decision

The appeal was dismissed.

Mr Stephen WONG and Mr Jay KOON, instructed by Messrs P.C. Woo & Co.,

represented the Appellant

Ms Hermina NG, the then Senior Legal Counsel, represented the Privacy

Commissioner

The complainants (the Persons bound by the decision appealed against)

were absent
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LTERERGHR(Z) Appeal Case Note (3)
(TR AR ZRF 58 13/20245%) (AAB Appeal No. 13 of 2024)
LZEeREER —ERAD — (7B ERZE  Jurisdiction of the AAB - specified investigation — Administrative Appeals
B&&0)) — KRR IEDI) 6655 Board Ordinance — section 66S of the PDPO

KRMZAERA : 212 55F FXAEEB(FIER) Ms LAU Queenie Fiona, SC (Deputy Chairman)
Coram: RIBIETIZER(ZEE) Ir Jason CHEUNG King-wai (Member)
HUERIE(ZR) Prof. HUI Kai-wai (Member)

HABEHERW : 20255%3AH18H
Date of Decision: 18 March 2025

BERAT The Complaint

FRAR S GG [H£E] MAFLEBEHEEIR  The Appellant lodged a doxxing complaint with the Privacy Commissioner.
0o LB HEEIRE(GLEBIEFI)E 66CIEER  The Privacy Commissioner commenced a specified investigation pursuant
AT BEREREZFBRNEMEIETFAE - tosection 66C of the PDPO but eventually terminated the investigation due
WARSE CFLEB M) 5 66S IR AZEFREHM  toinsufficient evidence, and informed the Appellant of the result by way of a
FRARAEER - FRFARMABEERRTE  letter pursuant to section 665 of the PDPO. The Appellant appealed against
BHER MILBESEREESYZLE  the Privacy Commissioner's decision. The Privacy Commissioner questioned
FECBERRE - the AAB's jurisdiction to hear the appeal.

=/
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The Appeal

In ruling on the issue of jurisdiction, the AAB agreed with the Privacy
Commissioner’s submissions that the AAB does not have jurisdiction to hear

the appeal for the following reasons:

(1)  The AAB was established in accordance with the Administrative
Appeals Board Ordinance (Chapter 442 of the Laws of Hong Kong)
(Administrative Appeals Board Ordinance). Its jurisdiction is limited
to the decisions listed in the schedule to the Administrative Appeals
Board Ordinance and any other decision in respect of which an appeal
lies to the AAB. However, the decision relating to section 66S of the
PDPO regarding the obligation of the Privacy Commissioner to inform
the complainant of the result of a specified investigation does not fall
under the said schedule.

(20 While the AAB is an institution responsible for handling appeals
concerning administrative decisions, the decision relating to section
66S of the PDPQO is not an administrative decision.

The AAB’s Decision

Since the AAB does not have the statutory authority to hear the appeal, the
appeal was dismissed.

The Appellant appeared in person

Ms Stephanie CHAU, Legal Counsel, represented the Privacy Commissioner
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(AAB Appeal No. 27 of 2024)

Fee imposed for complying with data access request — whether excessive
— whether higher than the lowest fee the data user imposes for complying
with the request in other form — sections 28(3) and 28(4) of the PDPO

The Complaint

The Appellant was a candidate of a public examination. According to the
administrating body of the examination (the Administrator), starting from
2023, the data access requestor would not be provided with a hard copy
of the requested data. Instead, the Administrator would issue an email to
the requestor with a password and a link for downloading the requested
personal data, including marking records and examination scripts. The
Appellant considered that, in view of the change in the form of provision of
requested data, the fee imposed for accessing the data should be reduced.
However, the fee imposed by the Administrator for the first data access
application was reduced by only HK$20, whereas the fee for accessing the
data of each additional subject remained unchanged. The Appellant thus
lodged a complaint with the Privacy Commissioner against the Administrator
for imposing excessive fees for accessing marking records and examination
scripts, in violation of section 28(3) of the PDPO which stipulates that no fee

imposed for complying with a data access request shall be excessive.
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In addition, the Appellant also complained against the Administrator for
violating section 28(4) of the PDPO by choosing to comply with data access
requests by providing hard copies of the data at a higher cost and calculating
the fees imposed on that basis before 2023, when it was able to provide

electronic copies of the requested data.

The Privacy Commissioner’s Decision

Upon investigation, the Privacy Commissioner found that the fees imposed
by the Administrator for complying with data access requests were lower
than the necessary and directly related costs incurred in complying with the
data access request. Such costs included labour costs, computer operating
time costs and other costs. As such, the Privacy Commissioner found that the
fees imposed by the Administrator for complying with data access requests
were not excessive and the Administrator had not contravened section 28(3)
of the PDPO.

Furthermore, the Privacy Commissioner found that the relevant requirement
under section 28(4) of the PDPO is premised on the fact that a data user may
provide a copy of the personal data to which a data access request relates in
one of two or more forms. As the Administrator could only provide copies
of the relevant data in one form (that is, in the form of hard copies) in the
relevant period, the Privacy Commissioner considered that section 28(4) of
the PDPO was not applicable and the Administrator had not contravened

the relevant requirement.
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The Appeal

The AAB confirmed the Privacy Commissioner’s decision and dismissed the

appeal on the following grounds:

M

The Privacy Commissioner’s investigation against the Administrator
was adequate. During the investigation, the Privacy Commissioner
sought and obtained information on the steps involved and costs
incurred by the Administrator for complying with data access requests,
and there was insufficient evidence showing that such steps and costs

are not necessary or directly related.

The Administrator’s explanation that it was unable to provide
electronic copies of marking records and examination scripts in
the relevant period due to feasibility and security reasons was not
unreasonable, particularly in view of the vast amount of personal
data that the Administrator possessed and the Administrator’s need
to exercise caution. The AAB also agreed that there was no evidence
supporting the Appellant’s allegation that transmitting electronic

copies of the documents by email would involve lower costs.

The AAB'’s Decision

The appeal was dismissed.

The Appellant appeared in person

Mr Kevin CHAN, Legal Counsel, represented the Privacy Commissioner

Mr Anson WONG, SC, instructed by Messrs Hogan Lovells, represented the

Administrator (the Person bound by the decision appealed against)
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RERERES « LEGE
Summaries of Selected Complaint
Cases - Lessons Learnt

Case 1

A bedding product company mandated online
shoppers to consent to the use of personal data
for direct marketing purposes - DPP 1 - purpose
and manner of collection of personal data

The Complaint

When the complainant visited the online shop of a bedding product
company (the Company), he noted on the checkout page that customers
were required to check the designated box to indicate consent to the use of
their personal data in direct marketing in accordance with the Company’s

privacy policy, or else the payment would not go through to complete the

purchase. The complainant hence lodged a complaint with the PCPD.

Outcome

The Company explained to the PCPD that even if customers checked the
designated box, they would not be deemed to have consented to direct
marketing. With the PCPD's advice, the Company revised the checkout page
of the website so that customers would be provided with an option to
choose whether to check the box for providing consent to the use of their
personal data for direct marketing purposes.

Lessons Learnt

Irrespective of whether the direct marketing activities of the data user
are directly related to the original purpose of collection of the customer’s
personal data (namely for the primary service of the data user provided for
its customers), customers shall have the right to decide whether to consent
to the use of their personal data by the data user for the purpose of direct
marketing. If a data user collects personal data from customers through
a service application form which is designed in such a way that renders
it impracticable for its customers to refuse the use of their personal data
for direct marketing purposes (i.e. under a “bundled consent” situation),
such collection of personal data may be deemed an unfair collection of

personal data.
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Case 2

A financial institution collected excessive
personal data from outsourced staff without
providing a PICS and retained personal data for a
period longer than necessary - DPP 1 - purpose
and manner of collection of personal data -

DPP 2 - retention of personal data

The Complaint

The complainant worked for an information technology company and was
assigned to work at the premises of a financial institution. Although the
complainant was not employed by the financial institution, he was required
to provide his personal data, including his date of birth, to the institution. The
complainant noticed that his personal data would be retained for seven years
from the date of termination of his relationship with the financial institution.
The complainant therefore lodged a complaint with the PCPD against the
financial institution for excessive collection of his personal data, failure to
provide him with a PICS on or before the collection of personal data, and
retention of his personal data for a prolonged period of time.

Outcome

The financial institution explained to the PCPD that the collection of the
complainant’s date of birth was merely for the purpose of creating a personal
account of the complainant in its computer system for administrative
purposes. The financial institution confirmed that, since it was not possible
to provide the relevant information through the system or any designated
channel of communication at that time, it was impracticable to communicate
with the complainant on or before the collection of personal data, and
therefore the financial institution did not provide the complainant with the
relevant contents of the PICS.

Moreover, the financial institution confirmed that at the time of the incident,
it did not set out an independent retention period for each item of the personal
data of its outsourced staff according to its individual reasons and purposes.
Instead, it required the retention of all personal data for seven years in a
uniform manner. However, given that the complainant was only an outsourced
staff member of the financial institution and was not directly employed by the
institution, the PCPD considered that the financial institution was not bound to
retain the complainant’s Hong Kong Identity Card (HKID Card) number for any
employment reasons (including taxation or MPF contribution arrangements)
or other purposes for a lengthy period of seven years. Additionally, given that it
was not necessary for the financial institution to collect the complainant’s date
of birth, it was also not necessary to retain his date of birth.
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After the intervention of the PCPD, the financial institution confirmed
that it was no longer necessary to collect the dates of birth of outsourced
staff, and that the institution would properly delete the dates of birth of
current and former outsourced staff collected for the purpose of creating
employee accounts. The institution formulated a PICS for all departments
and outsourced staff, as well as seconded staff employed by suppliers and
collaborators, and reminded the staff of the importance of providing the PICS
on or before the collection of personal data from data subjects. The financial
institution also independently reviewed the retention period of each item
of personal data collected from its outsourced staff for its individual reasons
and purposes, and updated the retention period of each item of personal
data in the personal data retention policy.

Based on the above, the Privacy Commissioner was of the view that the
financial institution had contravened DPPs 1(1), 1(3) and 2(2) in this case.
Taking into account the circumstances of the case, including but not limited
to the remedial measures taken by the financial institution, the PCPD issued
a warning letter to the financial institution in response to the complaint,
requiring the financial institution to comply with the relevant requirements
of the PDPO in the future.

Lessons Learnt

When employing staff through sub-contracting (including through third
parties), organisations should pay particular attention to the handling of
personal data. Examples of such situation would include employment
through an employment agency, or staff employed by one company but
who undertake work on behalf of another company.

As these organisations do not enter into a direct employment contract with
the individual concerned, they would, in general, collect less personal data
from those subcontracted staff than from their own staff. If personal data
is collected directly from the subcontracted staff, the organisations should
provide a PICS for the concerned staff. In addition, these organisations can
only continue to retain the personal data of subcontracted staff for the
purposes for which the data was collected, or where there is a reasonable
likelihood that such staff may be re-engaged for subsequent work.
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Case 3

A government department posted a letter to an
applicant’s obsolete address - DPP 2 - accuracy
of personal data

The Complaint

The complainant was an applicant for two public services offered by a
government department (the Department), and he provided his address
to the Department when he applied for both services. The complainant
was dissatisfied that, after he had submitted an address update to the
Department through the GovHK platform (GovHK), the Department still
posted a letter to the complainant’s obsolete address. The complainant

hence lodged a complaint with the PCPD against the Department.

Outcome

According to the Department, the two services used by the complainant
were managed by different teams within the Department. The two teams
stored applicants’ information for the two services in two separate systems
and updated their respective information independently, with different
address update procedures. The Department explained that the address
update made by the complainant via GovHK was only applicable to one
of the two services. Since the complainant did not update his address with
the team responsible for the other service, that other team thus referred
to the address record in its system and sent a letter to the complainant’s

obsolete address.

Upon the intervention of the PCPD, the Department prepared a new form
for updating the relevant address for the other service and revised the
existing personal data update form, along with the relevant email and letter
templates, so as to explicitly inform service users that the address update
would only be applicable to the individual relevant service, and to remind
them to notify the relevant team(s) if they needed to change the address

record for other services within the Department.
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Lessons Learnt

Organisations may assign different teams to manage different projects or
services according to their operational needs. While division of work within
an organisation is a common practice, service users may not realise that
different teams within an organisation would maintain their independent
address records. If an organisation puts in place different procedures for
updating personal data for different projects or services, the organisation
should convey clear messages to service users about the arrangement in
order to ensure that the service users are fully aware of how to update their
personal data for different services. This can help avoid misunderstanding
and maintain the accuracy of personal data.
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fEE=— Case 1
REATFIEXRBIRMES® A car company failed to take the necessary
BHAEEEARRNGMFIA actions to notify the two data subjects and

RETRMMEHEERS obtain their consents before using their personal
ME  LRERBEEMZHAE data in direct marketing, and failed to notify the

EFAMMIBKREERHAMS data subjects of their opt-out rights - sections
BT —(ELBBIEHI) B35C 35C and 35F of the PDPO
B 35F (&

kbR : RERHER
Court: Eastern Magistrates’ Court

FERNE ERERIE
Coram: Mr TSANG Chung-yiu, Magistrate

|RAM : 2024%7A2H
Date of Decision: 2 July 2024

BIFAE The Complaint

MARFAS AR 2023F 11 BUF|RE—R  Fach of the two complainants received a marketing letter from an
EEATI(GZAR)HEHEEN - S8 EA  automobile company (the Company) by post in November 2023. The
WIRAME X HZ R EEMIE - ME&RF A letters contained the complainants’ English names and addresses. Both
OB EZAAVEL SN - WEESHMZ AT complainants called the Company to make enquiries and were informed
A BEHENCIESIRFAMMBALZE by its staff that their personal data had been collected from the records
WAVEEEH FilE4 o IREFARAZ AT of the Transport Department for the purpose of issuing the letters. The
AEMPRIEZERERT  FERMMPIRMEAE  complainants considered that the Company had used their personal data
a3 H ERR#EE o ZFMABEHEE  for direct marketing without their consents, thus they lodged complaints
NREEDLRF - with the PCPD.
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Outcome

The Police laid four charges under sections 35C(1) and 35F(1) of the PDPO
against the Company. According to the facts of the case, the Company failed
to take the necessary actions to notify the two complainants and obtain
their consents before using their personal data obtained from the records
of the Transport Department in direct marketing. The Company also failed
to inform the two complainants, when using their personal data in direct
marketing for the first time, of their rights to request the Company not to
use their personal data in direct marketing without charge. The Company
pleaded guilty to the charges and was fined HK$2,500 for each summons,
totalling HK$10,000.

Lessons Learnt

Prior to carrying out any direct marketing activity for any goods or services,
a data user (whether an individual or an organisation) must take specified
actions to notify the data subject and obtain his consent on the intended
use of his personal data for the said purpose. Moreover, the data user should
inform the data subject, when using his personal data in direct marketing
for the first time, of the data subject’s right to request the data user to cease
to use the data in direct marketing without charge. Otherwise, the data
user may incur criminal liability. Failure to comply with the requirements of
sections 35C(1) and 35F(1) constitutes a criminal offence. The offender is liable

to a fine up to HK$500,000 and imprisonment for three years.
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Case 2

A female created an online discussion group for
others to post doxxing messages - aiding and
abetting others for committing offences under
section 64(3A) of the PDPO

Eastern Magistrates’ Court
ENSRUERNE

Ms CHUNG Wing-sze, Deputy Magistrate
202411A26H

26 November 2024

The Complaint

The defendant opened a public discussion group on a social media platform
for others to post doxxing messages. The defendant was charged with
having aided and abetted the other two defendants of the same case for the

latters’ posting of doxxing messages in the said group.

Outcome

In November 2024, the defendant was convicted of five charges of the
offence of “aiding and abetting to disclose personal data without data
subject’s consent” after trial. The court sentenced the defendant to 120 hours

of community service in December 2024.

Lessons Learnt

Providing a platform and/or creating a group for others to engage in doxxing
activities may constitute aiding and abetting others to commit the crime of
doxxing, which is also considered as a criminal act.
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Case 3

A taxi driver disclosed personal data of a
counterpart on the Internet - section 64(3A) of
the PDPO

Sha Tin Magistrates’ Court

BIEMEEIERAE

Mr CHEANG Kei-hong, Acting Principal Magistrate
2024%11A28H

28 November 2024

The Complaint

The victim, who is a taxi driver, rented a taxi from the defendant since
September 2023, and provided the defendant with a copy of his HKID
Card for identity verification purposes. Later in November 2023, the rental
arrangement was terminated upon the parties’ mutual agreement. Disputes,
however, subsequently ensued between the parties. In December 2023,
the defendant posted a message containing allegations against the
victim in an open discussion group on a social media platform, alongside
a partly redacted copy of his HKID Card which showed particulars of his

personal data.

Outcome

In November 2024, the defendant was convicted of two charges of
contravening section 64(3A) of the PDPO, “disclosing personal data without
consent”, upon his guilty plea. The court sentenced the defendant to 120

hours of community service in December 2024.

Lessons Learnt

Identity cards contain sensitive personal data. Disclosing or reposting copies
of identity cards without the consent of the data subject concerned, either
arbitrarily or maliciously, may constitute a doxxing offence. An offender is
liable on conviction to a fine of up to HK$1,000,000 and imprisonment of up

to five years.
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Summaries of Selected Compliance
Action Cases - Lessons Learnt

Case 1
Loss of portable storage device containing
personal data - DPP 4 - security of personal data

Background

A government department (the Department) reported to the PCPD that
it had engaged a service contractor to assist in managing a community
complex, and that a staff member of the service contractor had stored
the reservation records on a USB storage device without authorisation.
The device, which contained the names, contact numbers and names
of employers of a few hundred applicants, was discovered to be missing
the next day.

Remedial Measures

Upon receiving the relevant data breach notification, the PCPD initiated
a compliance check. In response to the incident, the Department
implemented various measures to prevent recurrence of similar incidents.
These included replacing computers provided by the service contractor, with
computers that restrict the use of USB ports and which internet access are
disabled; formulating a guideline for its contractors regarding the safeguard
of personal data, including advising them to avoid storing personal data on
portable storage devices; and incorporating the said guideline into future
quotation and tender exercises to ensure proper handling of personal data

by contractors.
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Lessons Learnt

While portable storage devices offer a convenient means to store and
transfer data outside of an organisation’s system, they are susceptible to data
security incidents. Organisations should avoid the use of portable storage
devices to store personal data wherever practicable. If it is necessary to use
portable storage devices, organisations should establish policies that set
out the circumstances under which portable storage devices may be used,
the types and amount of personal data that may be transferred, and the
approval process of the use of portable storage devices, etc. Organisations
should also keep an inventory of portable storage devices and track their
uses and whereabouts, as well as erase data in portable storage devices
securely after each use.

On the other hand, if organisations engage a third-party data processor,
contractual or other means should be adopted to prevent unauthorised
or accidental access, processing, erasure, loss or use of the personal data
transferred to the data processor for processing.

S
Vv
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Case 2
Unauthorised access to membership database -
DPP 4 - security of personal data

Background

An educational institution (the Institution) reported to the PCPD that a
hacker had exploited a security vulnerability of its plugin software to gain
unauthorised access to a membership database on its web server, thereby
exfiltrating the personal data of around 1,000 members, including their

names, addresses, email addresses, and mobile phone numbers.

Remedial Measures

Upon receipt of the notification from the Institution, the PCPD initiated a
compliance check and provided recommendations to the Institution to
ensure compliance with the provisions of the PDPO. In response to the
incident, the Institution suspended the use of the plugin software and
ceased storing personal data in the database involved. In addition, the
Institution conducted a review on all its plugin source code and patched the
vulnerabilities, along with the deployment of a monitoring mechanism on

the change of data in the membership database.

Lessons Learnt

While plugin software brings benefits and convenience to information
systems, it also increases the risks of information security, including security
vulnerabilities, malicious code and improper access control, which may lead
to data breach incidents. Organisations with plugin software incorporated
in their information systems should take measures to minimise such risks,
including installing plugin software only from trusted sources, performing
periodic updates and vulnerability scanning exercises for the plugin
software, implementing effective access control, and evaluating whether
the organisational and technical measures for data security that are originally
in place are adequate to mitigate the extra risks associated with the use of

plugin software.



EBxR=
—BRMRELFMAEIFA
AREIMIRFFRALESE
i — EEBTHFE4RA —
EBAZHBERR

Je =2
A3

—HRMEBR QR (ZRAR)RLEEERE
B E-BAELIZRAMAHEMRBE T
MIRPE - EABBETREFPEAERHE
LEERG(ZER)  XREAELHEHA
B BEMFICES —BEYEE AR 5
EEEAERBREES  BEFHERE
HAERE - S - BERE - BEEH
Rt RIREIRFERY

ZEMHRRZARERILETIRPE @ AR
THERERBERSIRF TR - WENLOSE
ARRESTAERERBEARPERBITER
TS o ANZET B THEZ A RN EHERE
B MAEBBRDENBEMLE THRP
B (TRB18 TR ERERAS ) EEEAZRL ©

R

WEIZARIMBHRE - LEEERERMARE
REE - WL CRLRIES) MBERERERZ A
AlRtER - RERBEUSHBREL &
NREIERRMBEEIMRFEEN - MABE
TERABYFETERR NEREE - 1
%~ AR B TR P R IERE S A B\ L
R FE LB FREMARRZNS - IRELET
%R BRI EBTFIIRE ©

el

EZBEENE  #ERERASETHEA
B (s - AR ESFETHE)ERE
REW - WREMABIEEAREIER P RS -
BRI ZBREMERE - BBEL LS
WHERAPBRBRENEBRLNRETES
2 o BB TTIEE B E IR P 35 BUE SRR 2K IR
HIBEMSBARRFFEARRERE - W
ZRRE_EIRFH IR P — BRI E RIS o

Ft} 8% APPENDICES

Case 3

A former employee of a pet grooming company
accessed the online retail system via the accounts
of existing employees - DPP 4 - security of
personal data

Background

A pet grooming company (the Company) reported to the PCPD that a former
employee had accessed its online retail system (the System), which contained
the personal data of more than a thousand customers, by using the login
credentials of existing employees. The former employee subsequently sent
messages to the customers inviting them to patronise another pet grooming
company. The personal data involved included names, HKID Card numbers,
dates of birth, email addresses, telephone numbers, employment records,
and social media account information.

The Company revealed that the phone numbers of employees were used
as default account passwords during account creation of the System.
The employees, however, were verbally reminded to change the default
passwords after the first login. The former employee, who was aware of
the password management practice, exploited the passwords of other
employees (i.e. their phone numbers) to gain remote access to the System
after his departure from the Company.

Remedial Measures

Upon receipt of the notification from the Company, the PCPD initiated
a compliance check and provided recommendations to the Company
to ensure compliance with the provisions of the PDPO. To prevent the
recurrence of similar incidents, the Company changed the account passwords
of all employees, who would be further required to change their passwords
under the witness of their supervisors on a half-yearly basis. In addition,
randomly generated passwords comprising eight letters and numbers would
be allocated to new recruits. Remote access to the System was also disabled.

Lessons Learnt

With regard to password management, organisations should avoid using
personal data (such as names, dates of birth and phone numbers, etc.)
of staff members as default account passwords and should implement
effective measures to manage user passwords. This includes setting rules for
password length, complexity, and history, and ensuring that users follow best
practices for password security. Organisations should also consider setting
an account lockout threshold policy to limit the number of failed logins to
information and communications systems, and to lock out the user accounts
for a pre-determined period of time when the threshold has been reached.
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