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Connections with the Mainland

Active Liaison and Stronger Collaboration
with Mainland Organisations

The development dynamics of Hong Kong and the Country
are closely intertwined. To facilitate Hong Kong's further
integration into the overall development of the Country,
and to assist Hong Kong in fully capitalising on its distinctive
advantages of being able to enjoy the strong support of
the Motherland while being closely connected to the world
under the “One Country, Two Systems” principle, the PCPD
has been actively facilitating and participating in collaboration
and exchanges with Mainland organisations.

For example, to dovetail with the Government’s policy
initiative in advancing the development of digital economy,
the PCPD has been actively engaging in communications
with relevant organisations in the Guangdong-Hong Kong-
Macao Greater Bay Area (GBA). Cross-boundary data flow is
an important driving force for the “Digital Bay Area’, and the
flows of data is conducive to the development of Hong Kong
as a data centre. One of the important tasks of the PCPD,
thus, is to actively facilitate close liaison and cooperation with
Mainland organisations.
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2024 China Cybersecurity Week

The 2024 China Cybersecurity Week” (Cybersecurity Week)
was held in Nansha, Guangdong Province in September 2024.
Various activities were held concurrently in the Mainland and
the Special Administrative Regions of Hong Kong and Macao
during the Cybersecurity Week. The Privacy Commissioner
led the representatives of the PCPD to actively participate in
various activities of the Cybersecurity Week.

Among the activities, the then Acting Senior Legal Counsel
of the PCPD, Ms Clemence WONG, attended the “Closed
Meeting on Cooperation in the Cross-boundary Data Flow
Within the GBA” held in Nansha, Guangdong Province, on
10 September 2024 and gave a speech to elucidate the
facilitation measures relating to the Standard Contract for
Cross-boundary Flow of Personal Information Within the
Guangdong-Hong Kong-Macao Greater Bay Area (Mainland,
Hong Kong). The meeting acted as a platform for government
leaders, legal professionals, practitioners and scholars in the
GBA to engage in extensive discussions and exchange insights
on promoting cross-boundary data flows within the GBA.

2024 World Internet Conference

Acting Assistant Privacy Commissioner for Personal Data
(Legal) of the PCPD, Ms Fiona LAI, attended a sub-forum on
"Deepening Collaboration on Cross-border Data Flows and
Promoting the Development of Global Digital Economy” at
the 2024 World Internet Conference held in Wuzhen, Zhejiang
Province, on 21 November 2024, where she exchanged views
with representatives of the Mainland regulatory authorities,
experts and scholars on issues relating to international
collaboration and regulatory compliance in cross-border
data flows, with a view to further understanding the
Mainland's latest advancement in establishing and promoting
digital economy.
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Global and Regional Privacy
Protection Networks

In today’s highly connected and digitalised world, the rapid
advancement of technologies, such as artificial intelligence (Al),
has brought about increasingly complex privacy protection
challenges than ever before. With data knowing no borders,
addressing these issues requires coordinated global efforts.

During the reporting year, the PCPD remained actively
engaged in numerous privacy platforms at both international
and regional levels, and regularly exchanged insights and
experiences with fellow privacy or data protection authorities
worldwide. By leveraging expertise from the international
community and fostering closer collaboration with other
regulators, the PCPD is committed to safeguarding personal
data privacy in the ever-changing digital landscape.
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APPA

Asia Pacific Privacy Authorities

The Asia Pacific Privacy Authorities (APPA), formed in 1992,
is the principal forum for 20 privacy or data protection
authorities in the Asia Pacific region to strengthen
cooperation, discuss best practices and share information on
privacy regulations and emerging technologies.

Asia Pacific Privacy Authorities
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61* APPA Forum

The Privacy Commissioner and representatives of the PCPD
attended the 61 APPA Forum held virtually between 20 and
21 June 2024. Major themes discussed at the forum included:

Al governance policies and initiatives;

Investigations and enforcements;

g

’

# Handling data breach incident reports;
@ Privacy enhancing technologies; and
g

Children’s privacy.
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At the forum, the Privacy Commissioner gave an overview
of the "Artificial Intelligence: Model Personal Data Protection
Framework” (Model Framework) issued by the PCPD in June
2024. The Privacy Commissioner explained to APPA members
that the Model Framework, premised on general business
procedures, aimed at providing internationally recognised
and practical recommendations and best practices to assist
organisations in procuring, implementing and using Al,
including generative Al, in compliance with the relevant
requirements of the PDPO.
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62" APPA Forum

The Privacy Commissioner and representatives of the
PCPD attended the 62" APPA Forum between 26 and 27
November 2024 in Tokyo, Japan. Major themes discussed at
the forum included:

@ Governance of Al and emerging technologies;
Enforcement and legislative developments;
Training and awareness raising activities;

Cross-border data transfers; and

Protecting children’s privacy.

At the forum, the Privacy Commissioner participated in a
panel discussion titled “Governance of Al and Emerging
Technologies in the Asia Pacific Region: Perspectives and
Initiatives” alongside regulators and academics from Japan,
Korea, Singapore, and the United States of America, where the
panellists explored the interplay between governance of Al
and protection of personal data privacy.

The Privacy Commissioner also held bilateral meetings with
Commissioners or senior representatives from regulators in
Italy, Japan, Korea and Singapore respectively, during which the
parties discussed various data protection issues and explored
opportunities for collaboration with a view to reinforcing
international cooperation in the field of personal data privacy.
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The Global Privacy Assembly (GPA), formerly known as the
International Conference of Data Protection and Privacy
Commissioners, is the leading international forum where
over 130 privacy or data protection authorities from across
the globe are convened to discuss and exchange views on
privacy issues and the latest international developments.

46" GPA Conference

The Privacy Commissioner and representatives of the PCPD
attended the 46™ GPA Conference from 28 October to
1 November 2024. The hybrid conference, which was held in
Jersey, featured discussions on privacy issues relating to Al,
cybersecurity, children education, cross-border data transfers,
regulatory cooperation and more.
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In the open session, the then Assistant Privacy Commissioner
for Personal Data (Corporate Communications and
Compliance) of the PCPD, Ms Joyce LAI, spoke at a panel
titled “Education from the Ground up: The Societal Impact of
Privacy Education’, where she discussed the PCPD's proactive
approach in promoting privacy education for children in
Hong Kong through an array of initiatives such as publications,
seminars, competitions and more. One notable example
among them is the “Privacy Protection Truck”, a mobile
exhibition which toured around the city for around two
weeks in May 2024, featuring interactive games to enhance
the visitors' understanding of protecting personal data privacy
and data security in a lively and interesting manner.

In the closed session, the GPA's International Enforcement
Cooperation Working Group, co-chaired by the PCPD,
presented its annual report to the GPA. Highlights of its work
in 2024 included a multitude of closed sessions designed
to facilitate information exchange and collaboration
among privacy or data protection authorities on various
enforcement issues.
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BB SETATIEREMERE Co-chairmanship at the GPA’s Ethics and Data
HBEREIESHEBEER Protection in Artificial Intelligence Working Group

ATHEHEABBENZIRKEZNAIE  Withaview to playing a more strategic role in global initiatives
FHEEIES ESEEAEA - LB and collaboration on Al, the PCPD took the initiative to serve
HERNEH2024F108#E - EEUN  as the co-chair of the GPA's Ethics and Data Protection in
BEE « AB NEEBAFLE S ERMR  Artifical Intelligence Working Group (AIWG), alongside privacy
[ —RIIETIEFALE# S AL ordata protection authorities of the European Union, France
BeeHEmmESRRE TED A and Korea since October 2024.

BEER o

AL EGEHEEEEIERETI{ESD  Established as a permanent working group of the GPA, the
HERRABZEH —EEED AWG serves as a platform for members to develop strategies
4 AR ERME—(EAHITHEEA  inpromoting respect for data protection and ethical principles
FEs o DMEEREABEBEEELEMR  inthe context of Al, and to foster concerted efforts in this field
EAEERA - WHEFH:EHFEAE  oninternational level.
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Global Privacy Enforcement Network

Founded in 2010 and currently consisting of over 80
members, the Global Privacy Enforcement Network (GPEN)
aims to facilitate cross-border cooperation among privacy
enforcement authorities. During the reporting year, the PCPD
continued to hold a membership in the Executive Committee
of the GPEN, helping to steer the overall activities of the
network. The PCPD also took part in regular meetings to
exchange knowledge and discuss enforcement issues with
other members.

Global Privacy
Enforcement Network

n”

Global Joint Report on“Deceptive Design Patterns

In early 2024, the PCPD joined hands with 25 privacy or
data protection enforcement authorities (including those
from Australia, Canada, Japan, Macao, Singapore, the United
Kingdom, the United States of America, and more) and 27
consumer protection authorities worldwide to conduct
a global privacy protection sweep (Sweep), which was
coordinated jointly by the GPEN and the International
Consumer Protection and Enforcement Network under the
theme of “Deceptive Design Patterns”.

During the Sweep, participating authorities examined more
than 1,000 websites and mobile applications across various
industries (including retail, health and fitness, travel and
accommodation, and social media and dating) to gauge the
frequency and types of deceptive design patterns used by
these platforms. A report summarising the findings of the
Sweep was released in July 2024.
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Global Privacy Enforcement Network

GPEN Sweep 2024
“Deceptive Design Patterns”

Raport

July 9, 2024

M2 EMHN Cybersecurity Community of Practice

BENBUSELZ2IEBEMRE® A Gbersecurity plays a pivotal role in safeguarding personal
BRlpEREEFNERMMERZ  data privacy, as robust data security measures are crucial
FEE AR LT2EREMEA  to personal data protection against unauthorised access
ERALEEBREIER o 3Lt - I8 and misuse. In this regard, the international “Cybersecurity
AL EFe El LB AMES  Community of Practice” (CoP) was jointly established by the
IMETFRIBEMERN (M4 %42 E  GPAand the GPEN to bring together experts in cybersecurity
R c MBS EEERAL  regulation and enforcement from privacy or data protection
TEREITEE NN EFLESER  authorities. Since the inception of the CoP, representatives
RIEEEMENER - A4 %S of the PCPD have actively participated in regular meetings
IR B - FLEBEERNE  to keep abreast of the latest trends in cybersecurity and to
REBHBL2ETEH@Z - A T#E  exchange knowledge with fellow practitioners.
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