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Engagement with Different Sectors

The PCPD has continued to actively expand its comprehensive
promotional and educational activities during the reporting
year, with a view to enhancing awareness of personal data
privacy protection across various sectors of the community.
Thanks to a multi-faceted approach that encapsulates
promotion, education, and media outreach, the PCPD has
successfully engaged different sectors, enabling them to
deepen their understanding of the importance of protecting
and respecting personal data privacy.

The PCPD remained a dedicated advocate for compliance
with the PDPO across all sectors, with a slew of promotional
activities, seminars, conferences, and training sessions
tailored for different stakeholders. In the face of evolving
privacy challenges, the PCPD also actively responded to
societal concerns through multiple channels, including
issuing guidelines, media statements and articles, attending
interviews and responding to media enquiries, and promoting
through social media platforms, to steadfastly fulfil its mission.
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RIEFERN - FLEHEE AQAES  During the reporting year, the PCPD’s activities recorded
R R IESE B 8715 57,900 AJRE: 57900 attendances, clearly demonstrating the significant
m ZMEBEREASERBEEANE  achievements made in promoting the protection of personal
SRR FERESREM@AL  data privacy in the ever-changing digital era.
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The Publication of “Personal Data
(Privacy) Law in Hong Kong -

A Practical Guide on Compliance
(Third Edition)”

In support of 2024 China Cybersecurity Week, the PCPD
collaborated with the City University of Hong Kong Press
to publish the third edition of “Personal Data (Privacy) Law
in Hong Kong — A Practical Guide on Compliance”. A book
launch was held in September 2024.

P oy

PE] DATA (PRIVACY) LAW Hong Kol

AP ¢ on Complia

urp E1




FER T 2N A SRR (LR &
By e R E RREEERRRI - IR
ELEEERFRBLECRLEEN)
[ERSCEITH B E MBVETAF © Fhx
ARFIET —ESE - JATITE [
& BF RS B BB RERE
AEF - AR A EAE R RE
MRERE °

HHARITROREILE
/EEJJ

NEEFERN > LEEEREH
#JJ#%%EEHOIE EgE - HE
L /\ﬁézﬁ Bl - RER
R BE  UEEELREERS
@%ﬂﬁ%m%ﬁiﬂ/\éﬂﬁﬁaﬁ’]
SENHAEEE - R5IHiE 11,000
BZHRBITENALZIN - REFEE
HARBHEBSE - ARUtbAE
BAREESZREBAABHNESR
e szpﬁj]%ni_if%ﬁiﬂ—ﬁ}ifl
ABBILER N - BREABHEE

‘ I%H> %“ﬂ

E @ E3# T PROMOTION AND EDUCATION

The new book provides a comprehensive overview and
explanations of the requirements and data protection
principles under the PDPO, and encompasses an account
of the supervision and enforcement work carried out by
the PCPD pursuant to provisions of the PDPO. Three new
chapters are added in this new edition, namely, the anti-
doxxing regime, cross-border transfers of personal data from
Hong Kong, and the Mainland’s personal information
protection regime.

Industry-specific Privacy Campaigns

During the reporting year, the PCPD organised or participated
in 30 industry-specific promotional and educational events in
relation to personal data privacy protection, covering sectors
such as accounting, education, finance, human resources,
information technology, insurance, legal, medical and
healthcare, property management, and social services. These
events attracted over 11,000 participants from the relevant
industries. Through collaborations with various partner
organisations, the PCPD effectively spread the message
of personal data protection to practitioners of respective
industries, with a view to fostering a culture of protecting
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and respecting personal data privacy in these sectors. These
partner organisations included City University of Hong Kong,
Digital Policy Office, Education Bureau, Google Developer
Group Cloud Hong Kong, Hong Kong Applied Science
and Technology Research Institute, Hong Kong Computer
Emergency Response Team Coordination Centre, Hong
Kong Computer Society, Hong Kong Internet Registration
Corporation Limited (HKIRC), Hong Kong Investment Funds
Association, Hong Kong Monetary Authority, Hong Kong
Police Force, Hong Kong Productivity Council, Hospital
Authority, Institute of Global Metagovernors, Insurance
Authority, Labour Department, Private Wealth Management
Association, The Hong Kong Academy of School Managers,
The Hong Kong Association of Banks, The Hong Kong Council
of Social Service, The Hong Kong Federation of Insurers, The
Hong Kong Institute of Bankers, The Hong Kong Institute of
Certified Public Accountants, The Hong Kong University of
Science and Technology, The Society of Chinese Accountants
and Auditors and The University of Hong Kong.
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Speaking Engagements and Seminars on
Topical Issues

In response to public concerns over widely discussed topics
relating to personal data privacy, the PCPD organised various
topical seminars during the reporting year, including artificial
intelligence (Al) security, data governance, data security,
data breach handling, cross-boundary flows of personal
information within the Guangdong-Hong Kong-Macao
Greater Bay Area (GBA), fraud prevention, data protection and
handling of data access requests, etc. Additionally, the PCPD
also actively participated in seminars and talks organised by
other organisations to share with stakeholders up-to-date
information and advice on different personal data privacy
issues, such as information literacy, the anti-doxxing regime
under the PDPO, data flow, and cybersecurity, etc.
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Professional Workshops

The PCPD organised professional workshops on different
aspects, covering topics on data protection law, court cases
and Administrative Appeals Board's decisions relating to the
PDPO, personal data privacy management programme, data
access requests, data protection measures relating to direct
marketing activities and human resource management, as well
as privacy protection issues specific to property management,
insurance, banking and financial services industries. These
workshops were supported by more than 30 professional
organisations and industry associations. During the reporting
year, the PCPD organised a total of 27 professional workshops,
attracting over 760 professionals and practitioners in
relevant fields.

Introductory Seminars and In-house
Training Programmes

During the reporting year, the PCPD stepped up its efforts to
promote understanding of the PDPO among the public and
organisations by organising 14 free introductory seminars for
the general public to explain the PDPQO’s provisions, while
providing 191 tailor-made in-house training sessions for public
and private organisations to elucidate the requirements of the
PDPO and promote data security awareness.
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Meetings with Stakeholders

To gain a better understanding of the perspectives of various
stakeholders on personal data privacy protection, the PCPD
strived to engage with individuals and bodies from different
sectors to understand their concerns over privacy issues. The
PCPD communicated with representatives from government
departments, chambers of commerce, professional bodies,
associations, organisations, members of the Data Protection
Officers’ Club, as well as elderly and youth groups, to share
insights and exchange views on the latest privacy issues.

RM2024 HONG KONG INTERMATIONAL COMPUTER CONFERENCE 2024
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Data Protection Officers’ Club

The PCPD established the Data Protection Officers’ Club
(DPOCQ) in 2000, providing an effective training and experience
sharing platform for data protection practitioners in both
public and private sectors to access the latest information in
the privacy landscape and drive data privacy compliance. As
at the end of March 2025, there are over 450 DPOC members.
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During the reporting year, the PCPD organised multiple
topical seminars for DPOC members, including a sharing
session on the use of Al by enterprises, where an industry
representative was invited to share his practical experiences
in developing, procuring and using Al in a privacy-friendly
manner. Additionally, the PCPD also held a seminar on the
cross-boundary flow of personal information within the GBA,
with the aim of helping members understand the regulatory
requirements under the PDPO concerning the cross-boundary
transfers of personal data from Hong Kong.
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Media Outreach and Publicity

Media Statements and Enquiries

During the reporting year, the PCPD issued 62 media
statements and responded to 225 media enquiries. Topics
of media concern included multiple personal data breach
incidents, data security, challenges to personal data privacy
brought by the use of generative Al, the PCPD’s enforcement
actions, cases of doxxing and business closure that affected
customers’ personal data privacy, and prevention of personal
data fraud, etc.
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Media Briefings, Interviews and Articles in
Newspapers and Industry or Professional
Journals

The PCPD organised nine media briefings from April to June,
and September to December 2024, as well as in January and
March 2025 respectively, allowing the media and members of
the public to better understand the PCPD’s work. The media
briefings covered the PCPD’s work report for the year 2024,
the release of seven investigation findings, the “Hong Kong
Enterprise Cyber Security Readiness Index and Al Security”
survey report, and the launch of the “Data Security” Package
for schools, non-profit-making organisations, and small and
medium-sized enterprises, the publication of the "Artificial
Intelligence: Model Personal Data Protection Framework”
(Model Framework) and the “Checklist on Guidelines for the
Use of Generative Al by Employees”, as well as a summary of
the three-year enforcement work since the commencement
of the provisions criminalising doxxing acts under the PDPO.
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In addition, the Privacy Commissioner and her team
conducted 49 television, radio and newspaper interviews
on various privacy-related topics, including the Model
Framework, the investigation findings of various data breach
incidents, and the report on “Privacy Protection in the Digital
Age: A Study of the Collection of Personal Data by 10 Online
Travel Platforms” etc.

The Privacy Commissioner also published articles in
newspapers and industry or professional journals to address
and advise on topical privacy issues, such as the Model
Framework, data security, and cross-boundary flows of
personal information within the GBA.
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Artificial Intelligence: °

Code of Practice on the Identity Card Number
- and other Personal Identifiers

COMPLIANCE GUIDE FOR
DATA USERS

Publicity and Educational Materials

During the reporting year, alongside the publication of the
new book “Personal Data (Privacy) Law in Hong Kong — A
Practical Guide on Compliance (Third Edition)”, the PCPD
also published a number of publications on various hot
topics, providing stakeholders with practical guidelines and
compliance advice. The publications included the “Artificial
Intelligence: Model Personal Data Protection Framework” and
its leaflet, new versions of the “Code of Practice on the Identity
Card Number and other Personal Identifiers: Compliance
Guide for Data Users” and an information leaflet titled “Your
Identity Card Number and Your Privacy”, a report on “Privacy
Protection in the Digital Age: A Study of the Collection of
Personal Data by 10 Online Travel Platforms”, an information
leaflet on “Note for Job Applicants on Disclosure of Criminal
Records’, as well as the guidance on “Cloud Computing”
and “Checklist on Guidelines for the Use of Generative Al
by Employees”.
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Office of he Privacy Commessianer
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Creating Down-to-earth Promotional and
Educational Videos

To promote a better understanding of the PDPO and access
to the latest information on personal data privacy protection
among organisations and members of the public, the
PCPD produced a series of promotional and educational
videos on various topics during the reporting year. One
of the videos features the Privacy Commissioner in a real-
time demonstration of face-swapping using deepfake
technology on social media platforms, reminding the public
that appearances and videos can be deceptive in the age of
Al. Furthermore, two videos were produced to introduce the
latest developments in privacy law, in conjunction with the
publication of “Personal Data (Privacy) Law in Hong Kong — A
Practical Guide on Compliance (Third Edition)".

]

oI SRAANHLENALE
Office of the Frivacy Commissanes
for Personal Cata, Hong Kong

\

In addition, to assist organisations in raising their employees’
awareness of cybersecurity and personal data protection, the
PCPD collaborated with the HKIRC to launch a promotional
video trilogy to provide relevant guidance and tips in a lively
manner to organisations. Recordings of thematic seminars
and media briefings are available on the PCPD’s website,
allowing the public and organisations to access and review
the content at any time.
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Website and Social Media Platforms

The PCPD effectively disseminates information about its
work, personal data privacy protection, and the latest
developments through its website. During the reporting
year, the dedicated website garnered over 4,135,300 visits,
representing a substantial 60% increase compared to the
previous reporting year.

To level up public engagement, the PCPD regularly updates
its social media platforms, using straightforward language
and illustrations to elucidate personal data privacy protection.
Throughout the reporting year, the PCPD published 671 posts
on social media platforms, covering a wide range of personal
data privacy topics. The PCPD also introduced a series of data
security “info-packs” featuring the data security mascot “Data
Guardian”, offering practical tips on personal data privacy
protection in areas of password management, social media
usage and smartphone security.
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Youth Education

Student Ambassador for Privacy Protection
Programme - Partnering Schools
Recognition Scheme 2024

To promote the importance of respecting and protecting
personal data privacy among the youth, the PCPD organised
the “Student Ambassador for Privacy Protection Programme
— Partnering Schools Recognition Scheme 2024" (Student
Ambassador Programme). A total of 67 secondary schools
became “Partnering Schools”, joining hands with the PCPD
in disseminating anti-doxxing messages by organising
educational talks, broadcasting educational videos and
distributing promotional materials, with a total of more than
17000 students participated in the activities.
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The Student Ambassador Programme also featured the
“Future Leaders of Al and Privacy Protection Training
Programme” (Future Leaders Programme), which enabled
participating students to learn the importance of personal
data privacy management programmes and Al application
standards that comply with the PDPO through activities such
as a topical seminar and an Al practical workshop. The Future
Leaders Programme was organised under the auspices of the
Education Bureau and organisations from technological and
educational sectors. The Student Ambassador Programme
culminated in a recognition ceremony in November 2024,
officiated by the Secretary for Constitutional and Mainland
Affairs, Mr Erick TSANG Kwok-wai, GBS, IDSM, JP.
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RBE | BRMEFNEFEE School Touring of Anti-doxxing
Education Talks

AIRSTELTEFAMAZEER{R  With a view to enhancing secondary school students’
EEABEOEH  UKIEEMF  awareness of personal data protection when using social
EAAREOE N [#EIE ] 55 [ ] BIE  media and nurturing their correct attitude to say “No” to
MRS ABEBABIFERIR  cyberbullying and “doxxing’, the PCPD continued to organise
[#E]E | BB KEERE - 5183  the School Touring of Anti-doxxing Education Talks to
REROFE AP EAHERRBE  promote the messages among students. During the reporting
A EREFERN REABEE| vyear, representatives from the PCPD visited 32 schools to
H32MHE . mAY9,300 B E4 T promote the anti-doxxing message to around 9,300 students.
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