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Public Enquiries

During the reporting year, the PCPD received a total of
18,381 enquiry cases, an increase of 14% compared to the
preceding reporting year. On average, around 1,500 enquiry
cases were handled each month (Figure 3.1). Enquiries made
by telephone' accounted for the vast majority (84%) of these
cases, while those made in writing and in person made up
12% and 4% of the total number respectively.

Key areas of enquiries included the collection and use of
personal data (e.g. Hong Kong Identity Card numbers and/
or copies) (25%), the PCPD’s complaint handling policy (12%),
the application of the PDPO (7%), the handling of personal
data in the context of employment (6%), the rights to access
and correct personal data (6%) and the installation and use of
CCTV facilities (5%).

There was a continuous surge in the number of enquiries
about personal data fraud, from 903 in the preceding
reporting year to 1,094 in this reporting year, representing an
increase of 21%. The number of enquiries related to doxxing
in this reporting year was 1,143, a 21% increase from 942 in the
year 2023-24.

1 Including enquiries made through the General Enquiries Hotline (2827 2827),
“Al Security” Hotline, “Data Security” Hotline and Small and Medium Enterprises
Hotline (2110 1155), Enquiry/Complaint Hotline about Doxxing (3423 6666),
and Personal Data Fraud Prevention Hotline (3423 6611) of the PCPD.
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Number of Compliance Actions Carried Out

Compliance Actions

When the PCPD identifies that an organisation’s practices
may not comply with the requirements under the PDPO,
the PCPD would initiate a compliance check or investigation.
Upon completion of a compliance action, the PCPD will, in
the general case, inform the relevant organisation of any
inconsistencies between the practices in question and the
PDPO's requirements, and urge the relevant organisation to take
appropriate remedial measures to rectify the contraventions,
so as to comply with the requirements under the PDPO.

The Privacy Commissioner carried out 443 compliance actions
during the reporting year, an 8% increase from 410 in the
preceding reporting year (Figure 3.2).

F15 Year
oyt 443
202324 |, 10
|
0 50 100 150 200 250 300 350 400 450 500
[l Figure 3.2
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Data Breach Notifications

A data breach is generally regarded as a suspected or actual
breach of the security of personal data held by a data user,
which exposes the personal data of data subjects to the risks
of unauthorised or accidental access, processing, erasure, loss
or use. The breach may be found to be in contravention of
Data Protection Principle (DPP) 4 of Schedule 1 to the PDPO.
To mitigate the impact of a data breach and rectify related
security vulnerabilities, the PCPD calls on data users to notify
the affected data subjects, the Privacy Commissioner and
other relevant parties in the case of a data breach incident.

Upon receipt of a data breach notification, the PCPD would
carefully assess the information provided to determine
whether the situation warrants a compliance check on or an
investigation into the organisation involved. Upon completion
of the compliance action, the Privacy Commissioner would, in
the general case, communicate the deficiencies found to the
relevant data user and offer recommendations for remedial
measures that help rectify the deficiencies and prevent
its recurrence.

During the reporting year, the PCPD received a total of 207
data breach notifications (71 from the public sector and 136
from the private sector), concerning the personal data of
around 1,300,000 individuals. The nature of these data breach
incidents included hacking, loss of documents or portable
devices, inadvertent disclosure of personal data by fax, email
or post, unauthorised access to personal data by employees,
and system misconfiguration, etc. The PCPD conducted a
compliance check on or an investigation into each of these
207 incidents (Figure 3.3).
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EARBREFEAN FLBEEZKXT During the reporting year, the Privacy Commissioner
NHBBERINEEWHMIEL  published findings of eight investigations in relation to
R ERAANTSRERCLE®EGY data breach incidents, six of which were found to be in
HFRE - contravention of the requirements of the PDPO:

—ERHEENEIMRMES Ransomware Attack on the Information Systems of
RN E an Academic Group

—(AENEERFAEBEE AE®E Anacademic group reported to the PCPD that its computer
| IEHEK ARG REEMRSEE  systems and file servers were attacked by ransomware. 8,122
TR INE - SEBHZEH A individuals were affected, including approximately 7,200
T8 B A8122%  B1E#I 72004 e-newsletter subscribers. The other 920-odd individuals
BHEAEIEE  BAMI92082%  affected included applicants for young scientists, laureates and
FEATBRESEREBREFEA - their retinues, forum ambassadors or event helper applicants,
BHEEREBITAE « #®IBAFL local scientists and speakers, reviewers, event helpers, current
TEENBNIEERGEA C AR K and former staff members of the academic group, as well as
% FIEE - JEEIBNIE - LAKEZE  its board members.

BHIRBES  FiEENREZE -

RIEAEFTESHEER - FLEBEER  From the information obtained during the investigation,
A EAZEREA THERAESL © the Privacy Commissioner considered that the incident was
caused by the following deficiencies of the academic group:

(1) BAESEBERESE (1)  Deficiencies in information system management;
(2) BIRGEERFEIRANERMRZEZ (@ Lax monitoring of the data security measures adopted
BB S BE 5 by the service vendor;

(3) RFRBEARLHERIES + & Lack of policies and guidelines on information security; and
(4) RZHEENSIBHED TR ° @ Lack of appropriate data backup solutions.

—
w
N

ER EuliER » FALBEEZAAZE Based on the above, the Privacy Commissioner considered
YA BYIER1TEIZEE - that the academic group failed to take all practicable steps
RS EMEA BRI ZEREMM  to ensure that the personal data involved was protected
IRREETFEINNES « & against unauthorised or accidental access, processing, erasure,
2 - Bk - ERSERAMEE loss or use, thereby contravening DPP 4(1) regarding the
MmER TREEREA4(1)RBIBRM  security of personal data. The Privacy Commissioner served
AABERZHIRE - FLEE B[ an Enforcement Notice on the academic group to direct it to
ZEEERERITIEA  FEREAIE  remedy the contravention and prevent its recurrence.

AR IEBRBERIERBREE o
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Ransomware Attack on the Servers of an
Art Organisation

An art organisation reported to the PCPD that it suffered from
a ransomware attack, which affected four physical servers
of the information systems. Based on the art organisation’s
estimation, the number of the affected individuals might
amount to 37,840, which included staff members, job
applicants, ticket subscribers, guest artists, activity participants,
donors, sponsors and vendors.

From the information obtained during the investigation,
the Privacy Commissioner considered that the incident was
caused by the following deficiencies of the art organisation:

(1)  Outdated operating software of a server;
(2)  Unnecessary exposure of the relevant server to the

Internet during system migration performed by the
service vendor;

(3) Lack of monitoring of the data security measures
adopted by the service vendor; and

(4)  Absence of security assessments and security audits of
the information systems.

Based on the above, the Privacy Commissioner considered
that the art organisation failed to take all practicable steps
to ensure that the personal data involved was protected
against unauthorised or accidental access, processing, erasure,
loss or use, thereby contravening DPP 4(1) regarding the
security of personal data. The Privacy Commissioner served
an Enforcement Notice on the art organisation to direct it to
remedy the contravention and prevent its recurrence.
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Ransomware Attack and Malicious Encryption on
the Servers of a Sports Association

A sports association reported to the PCPD that its servers
were attacked by ransomware and maliciously encrypted,
which involved the personal data of 72,315 members of the
association.

From the information obtained during the investigation,
the Privacy Commissioner considered that the incident was
caused by the following deficiencies of the sports association:

(1) Accidental exposure of the relevant server to the Internet;

(2) Lack of effective detection measures in the information
systems;

(3) Failure to enable multi-factor authentication for
administrator accounts;

(4) Lack of policies and guidelines on information security;

(5) Absence of regular risk assessments and security
audits; and

6) Lack of offline data backup solutions.

Based on the above, the Privacy Commissioner considered
that the sports association failed to take all practicable steps
to ensure that the personal data involved was protected
against unauthorised or accidental access, processing, erasure,
loss or use, thereby contravening DPP 4(1) regarding the
security of personal data. The Privacy Commissioner served
an Enforcement Notice on the sports association to direct it to
remedy the contravention and prevent its recurrence.
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A Data Breach Incident of a Government
Department

A government department reported to the PCPD on 1
May 2024 on a suspected data breach concerning the
personal data of members of the public in its possession.
It involved the personal data of individuals who had
undergone testing in the “restriction-testing declaration”
(RTD) operations conducted in 2022. To collect data of
individuals subject to testing in the RTD operations, the
government department procured and used the services of
an e-form platform (the e-Form Platform) on a cloud platform
(the Cloud Platform) to create 14 e-forms. The relevant
e-forms and data were stored in the data repository of the
Cloud Platform.

In late 2022, when the government department noted that
the RTD operations had come to an end, it immediately
notified the contractor of its decision not to renew the service
contract after its expiry in late February 2023. The government
department considered that the e-Form Platform account
would be invalidated upon contract expiration, and that the
relevant information would be automatically deleted by the
contractor. It was not until its receipt of the PCPD's notification
on 30 April 2024 that the government department learned
that the personal data of individuals who had undergone
testing in the RTD operations could be browsed on the
relevant website of the Cloud Platform without logging into
an account or entering a password.
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From the information obtained during the investigation, the
Privacy Commissioner found that the following deficiencies
of the government department were the main factors
contributing to the data breach incident:

(1) Lack of written policies on the retention of personal data
collected in the RTD operations;

(2) Failure to make unequivocal request to the contractor for
deletion of the relevant data;

(3) Failure to take the initiative to delete the personal data
involved; and

(4) Failure to properly follow up with the contractor on the
deletion of data.

Based on the above, the Privacy Commissioner considered
that the government department failed to take all practicable
steps to ensure that the personal data involved was protected
against unauthorised or accidental access, processing, erasure,
loss or use; and not kept longer than was necessary for the
fulfilment of the purpose for which the data was used, thereby
contravening DPP 4(1) and DPP 2(2) regarding the security and
retention of personal data. The Privacy Commissioner served
an Enforcement Notice on the government department
to direct it to remedy the contravention and prevent
its recurrence.
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Ransomware Attack on the Information Systems of
a Non-profit-making Organisation

A non-profit-making organisation reported to the PCPD
that it suffered from a ransomware attack which affected
its information systems. On 10 July 2024, the threat actor
deployed “DarkHack” ransomware in the non-profit-making
organisation’s information systems, resulting in file encryption
and data exfiltration. A total of 37 servers and 24 workstations
or laptops belonging to the non-profit-making organisation
were compromised in the incident, which potentially affected
around 550,000 data subjects.

From the information obtained during the investigation,
the Privacy Commissioner considered that the incident was
caused by the following deficiencies of the non-profit-making
organisation:

(1) Outdated firewalls with critical vulnerabilities;

(2) Failure to enable multi-factor authentication;

(3) Lack of critical security patches of servers;

@) Ineffective detection measures in the information

systems;

(5) Insufficient security assessments of information systems;

6) Lack of specificity of its information security policy; and

(7) Prolonged retention of personal data.




ER L5 - ALEBEER A&
BRAERBIBIERIITHEZR -
RS EHEA BRI BREM
PRARBEEFFNREBINNER - 2
2 MER - RRSAERARE &
RIFRETNEBERZENERM
TOER  AMERTREERS
4(1) 2 2(2)RAIBBEABHRE
RRBHRTE - LEE B MZEE
REZEAITEM - FEREM AL
I BRERBRBREE -

&# COMPLIANCE

Based on the above, the Privacy Commissioner considered
that the non-profit-making organisation failed to take all
practicable steps to ensure that the personal data involved
was protected against unauthorised or accidental access,
processing, erasure, loss or use; and not kept longer than was
necessary for the fulfilment of the purpose for which the
data was used, thereby contravening DPP 4(1) and DPP 2(2)
regarding the security and retention of personal data. The
Privacy Commissioner served an Enforcement Notice on the
non-profit-making organisation to direct it to remedy the
contravention and prevent its recurrence.
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Ransomware Attack on the Servers of a Brand
Management and Distribution Company

A brand management and distribution company reported
to the PCPD on 31 May 2024 that it received a ransom note
from a threat actor on 15 May 2024, who claimed to have
stolen and threatened to sell its data. The incident affected
two loyalty programmes operated by the company. A total
of 127,268 individuals were affected by the incident, which
included 127,254 members of the two loyalty programmes,
and 14 current and former employees of the company, etc.

From the information obtained during the investigation,
the Privacy Commissioner considered that the incident was
caused by the following deficiencies of the company:

(1) Failure to delete the temporary account timely after
system troubleshooting;

(2)  Use of end-of-support operating system;

(3) Ineffective detective measures for information
systems; and

@) Insufficient security risk reviews and audits for
information systems.

Based on the above, the Privacy Commissioner considered
that the company failed to take all practicable steps to
ensure that the personal data involved was protected against
unauthorised or accidental access, processing, erasure, loss
or use, thereby contravening DPP 4(1) regarding the security
of personal data. The Privacy Commissioner served an
Enforcement Notice on the company to direct it to remedy
the contravention and prevent its recurrence.
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The Privacy Commissioner made the following recormmendations
to organisations in possession of personal data through the
investigation cases:

Organisational Measures

Establish a corporate culture that values data security;

Devise effective training plans to enhance staff awareness
of and competence in data security and personal data
privacy protection to build a “human firewall”; and

Establish a robust cybersecurity framework, allocate
sufficient resources and formulate effective strategies
and measures to prevent, detect and respond to
cyberattacks, thereby reducing the possibility of
cyberattacks and the risk of data breach.

Information Security Measures

Adopt the “least privilege” principle and “role-based”
access control mechanisms, and regularly review access
rights and delete unnecessary accounts;

Adopt multi-factor authentication for remote access to
information systems;

Conduct regular and comprehensive risk assessments
and security audits of information systems;

Use firewalls and other software to protect
computer networks;

Cease the use of end-of-support software, or upgrade
software timely;

Implement patch management; and

Separate internal database servers from web servers.
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Inspections

The PCPD is committed to monitoring and supervising
compliance with the PDPO, including exercising the powers
under section 36 of the PDPO to carry out site inspections of
data systems of organisations which retain and handle a vast
amount of personal data.

In 2024, two educational institutions reported data breach
incidents to the PCPD, both involving unauthorised access
to their information systems. The PCPD carried out and
completed compliance actions against the educational
institutions in relation to the security of personal data. Against
this backdrop and the escalating risk of cyberattacks targeting
educational institutions, the Privacy Commissioner, pursuant
to section 36 of the PDPO, carried out inspections of the
personal data systems of these two educational institutions.
The inspections aimed to enhance the protection of personal
data held by the educational institutions, prevent the
recurrence of similar incidents, and provide recommendations
to the entire education sector on enhancing data protection
frameworks.
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Matching Procedures

A matching procedure involves the electronic comparison
of two sets of personal data, each of which is collected for
different purposes. Each comparison involves the personal
data of 10 or more data subjects. Results of the comparison
may be used to take adverse action against the data subjects
concerned. A data user shall not carry out a matching
procedure without the prescribed consent from all data
subjects involved or the consent of the Privacy Commissioner.
During the reporting year, the PCPD received a total of 33
applications for carrying out matching procedures.
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&# COMPLIANCE

Compliance Promotion

In the light of the growing popularity of online travel
platforms and mobile applications, the Privacy Commissioner
released a report on “A Study of the Collection of Personal
Data by 10 Online Travel Platforms” in November 2024. 10
online travel platforms (including the relevant websites
and mobile applications) commonly used by citizens
were reviewed to understand how they collect and use
the personal data of their users. The 10 platforms are (in
alphabetical order) Agoda, EGL Tours, Expedia, Goldjoy
Holidays, Miramar Travel, Sunflower Travel, Travel Expert, Trip.
com, Wing On Travel and WWPKG.

According to the review results, the Privacy Commissioner
offered recommendations to the operators of online travel
platforms on the best practices and enhancement of
privacy protection. They included implementing a Personal
Data Privacy Management Programme, appointing a Data
Protection Officer, incorporating privacy-protecting elements
into the design of platforms, limiting collection of personal
data to the extent that is necessary, providing a clear and
easy-to-understand privacy policy, enhancing transparency
in the processing of personal data by artificial intelligence
(A1), providing an easily accessible option to delete accounts,
using third-party services (e.g. payment systems) cautiously,
providing sufficient user control, and providing options in
relation to the use of personal data in direct marketing.

On the other hand, the Privacy Commissioner also advised
users of online travel platforms to read the privacy policy, adjust
privacy settings, pay attention to direct marketing settings,
provide only the minimum amount of personal data, stay
vigilant about the use of Al, and to delete unused accounts.





