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International Privacy/
Data Protection Community

As internet and digital devices continue to grow
and become increasingly prevalent, data has
become more accessible across different regions
of the world. This trend is expected to accelerate
with the emergence of the next generation of the
internet, such as Web 3.0 and the metaverse. These
technologies will further enhance the movement
of data and lead to a more interconnected global
community. The PCPD recognises the importance
of international collaboration and leveraging the
expertise of the global privacy or data protection
community to stay up-to-date with the latest
trends and best practices in personal data privacy
protection. During the reporting year, the PCPD
participated in numerous privacy platforms at both
regional and international levels, demonstrating its
ongoing commitment to and participation in the
international community, with a view to telling the
world a good Hong Kong story.
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© REFE 44 [ERKLEZES
Participated in the 44" GPA Conference

®© BIRBESELIE AR E/F
Co-Chair of the International Enforcement
Cooperation Working Group (IEWG)

© ZETIENEKE  BREBEBIZIIE
ME - BIBARRABE TIEA - BIS
HEILE)DE  RATEERERESIE
RIEE)NE
Member of various working groups,
including Data Sharing Working Group,
Digital Citizen and Consumer Working
Group, Digital Education Working Group
and Ethics and Data Protection in Artificial

Intelligence Working Group

© B NS2EE 57 @R ARILEEERE
Hosted and participated in the 57" APPA
Forum

© 2% 58 fE KRB HIERE
Participated in the 58" APPA Forum

© BRI I/ EREMITIENEKE
Member of Technology Working Group
and Communications Working Group

© ERREEKE

Member of Governance Committee

© 2HEFH R mIERE
Participated in periodic meetings to discuss
enforcement issues

® ITLEEEKE
Member of Executive Committee
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Global Privacy Assembly

The Global Privacy Assembly (GPA) is the leading
international forum for over 130 data protection
authorities from around the globe to discuss and
exchange views on privacy issues and the latest
international developments.

The Privacy Commissioner and senior officers
of the PCPD attended the 44" GPA Conference
through video conference from 25 to 28 October
2022. The conference, held in Istanbul, Turkey in
a hybrid mode, featured the theme “A Matter of
Balance: Privacy in The Era of Rapid Technological
Advancement”. The topics of discussions included
privacy issues relating to artificial intelligence, facial
recognition technologies, regulatory effectiveness,
cross-border data transfers, and protection of
children privacy.

The GPA's International Enforcement Cooperation
Working Group, co-chaired by the PCPD, presented
its annual report at the 44™" GPA Conference . Some
highlights of its work in 2022 included conducting
closed-door enforcement meetings to promote
information exchange and collaboration among
data protection agencies, as well as launching the
“transnational case map”. The creation of this map,
led by the PCPD and the data protection authority
in Colombia, disclosed cases in which the GPA
members conducted cross-border enforcement or
participated in cross-border cooperation in 2020
and 2021.
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In addition, the PCPD co-sponsored the “Resolution
on International Cooperation Capacity Building
for Improving Cybersecurity Regulation and
Understanding Cyber Incident Harms"”, which
was adopted by GPA members by consensus at
the conference. Through this resolution, the GPA
resolved to develop an understanding of the remits
and responsibilities of data protection authorities
in relation to cybersecurity, as well as explore
opportunities for international cooperation in
tackling cybersecurity risks.

Asia Pacific Privacy Authorities

Founded in 1992, the Asia Pacific Privacy Authorities
(APPA) is the principal forum for privacy and data
protection authorities in the Asia Pacific region to
strengthen cooperation and discuss best practices. It
also enhances the sharing of information on privacy
regulations, new technologies and the handling of
privacy enquiries and complaints.

Asia Pacific Privacy Authorities
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57t APPA Forum

The PCPD is honoured to have hosted the 57t
APPA Forum virtually from 12 to 13 July 2022,
which served as an opportunity to tell the world
a good Hong Kong story. The forum brought
together over 110 representatives from different
data protection authorities across the Asia Pacific
region. Participants discussed numerous global
privacy issues and exchanged views on regulatory
and enforcement experiences.
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During the forum, which was held as one of
the celebratory events of the 25" anniversary
of the establishment of the Hong Kong Special
Administrative Region, the Privacy Commissioner
led an insightful panel discussion entitled “Privacy
Issues Arising from Emerging Technologies and
the Regulatory Roadmaps”. The panellists included
privacy and/or information commissioners or senior
representatives from Australia, Canada, Japan and
the United Kingdom.

The PCPD showcased its work at the forum by
providing an update on the enforcement actions
on doxxing and sharing its findings in the report on
“Comparison of Privacy Settings of Social Media”,
which holistically reviewed the performance of the
top ten most commonly used social media platforms
in Hong Kong in terms of their privacy functions.

For details of the forum, please refer to the
“Highlights of the Year” of this annual report.
58" APPA Forum

The Privacy Commissioner and senior officers of the
PCPD attended the 58" APPA Forum from 29 to 30
November 2022. The forum was held in a hybrid
mode in Singapore. Major themes discussed at the
forum included:

@ Data security measures and enforcement
strategies by regulators;

@ Cross-border data transfers;
@ Safeguarding children’s online privacy;

@ Increasing the use of privacy-enhancing
technologies; and

@ Development and use of artificial intelligence.
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During the forum, the Privacy Commissioner shared
with APPA members the enforcement experience
of the PCPD on doxxing and the new criminal
investigation and prosecution powers of the PCPD
on doxxing.

In a session which featured data security measures,
Ms Joyce LIU, Legal Counsel of the PCPD, provided
an overview of the “Guidance Note on Data Security
Measures for Information and Communications
Technology” published by the PCPD. She highlighted
the data security measures recommended in the
Guidance.

International and Regional
Cooperation

Renewal of MOU with Singapore’s
Personal Data Protection Commission

In July 2022, the PCPD and Singapore’s Personal
Data Protection Commission (PDPC) renewed a
Memorandum of Understanding (MOU) signed
in 2019 to develop bilateral platforms for the
advancement of personal data protection. Both
authorities signed the renewed MOU to maintain
their existing ties and foster closer cooperation with
an enhanced scope of collaboration in personal data
protection.
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The MOU was signed by the Privacy Commissioner
and Mr YEONG Zee Kin, Deputy Commissioner of
Singapore’s PDPC virtually on the sideline during the
57" APPA Forum.

Under the MOU, the scope of collaboration between
the two data protection authorities includes the
exchange of information and sharing of best
practices involving data protection policies and
enforcement actions, coordination and provision of
mutual assistance in joint investigations into cross-
border personal data incidents, and collaboration in
education and training.

pdpc =

PERSOMNAL DATA

PROTECTION COMMISSION

SINGAPORE
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Global Privacy Enforcement Network

The Global Privacy Enforcement Network
(GPEN) was established in 2010 with the aim of
fostering cross-border cooperation among privacy
enforcement authorities. During the reporting year,
the PCPD continued to be a committee member
of the GPEN and participated in periodic meetings
to discuss enforcement issues and share relevant
experiences with other GPEN members.
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