BSEHKB

Promotion and Education







90

TAIEE ENEF R PCPD ANNUAL REPORT 2022-23

EMEH

EFHERHERBNRE  MEE
BEREEREFEA—ERNHE
REAEFLE - BBMNAZE&
EeFa  MEGEDY AR
HINERET  LWEREELREAN
WHREFDEBRE  AESHS
HHE A B L FL R R 7% O 5258 A 2R

# o

Promotional Campaigns

During the reporting year, the PCPD continued
its efforts to promote the message of protecting
and respecting personal data privacy through
promotion and education. By leveraging a diverse
range of platforms, such as promotional campaigns,
educational activities and media, the PCPD
effectively engaged different stakeholders to raise
awareness and understanding of personal data
privacy protection.
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To foster compliance with the PDPO across
different sectors and the wider community, the
PCPD’s educational endeavours encompassed
industry-specific campaigns, seminars, webinars,
workshops and training sessions. Additionally, the
PCPD addressed privacy concerns through multiple
channels, including advisories, media statements,
response to media enquiries, interviews, articles and
social media posts, reinforcing its commitment to
safequarding personal data privacy.

Throughout the reporting year, the PCPD’s
comprehensive efforts attracted over 31,000
attendances to its educational events, reflecting
our unwavering dedication to promoting personal
data privacy protection in an increasingly digital
world.
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SfEE%E Promotion and Education

Since 2007, the PCPD has been participating in the
Privacy Awareness Week (PAW) jointly organised
by members of the Asia Pacific Privacy Authorities
(APPA) to enhance the awareness of personal
data privacy protection in the region. During the
reporting year, the PAW 2022 was held from 11 to
17 July, under the theme of “Privacy Protection in
Digital Era”.

Various activities were held during the week,
including the 57" APPA Forum hosted by the PCPD
from 12 to 13 July as one of the celebratory events
of the 25" anniversary of the establishment of the
Hong Kong Special Administrative Region. Led
by the Privacy Commissioner, a panel discussion
entitled “Privacy Issues Arising from Emerging
Technologies and the Regulatory Roadmaps” was
held at the forum and attracted an attendance of
over 120 Data Protection Officers’ Club (DPOC)
members.

Another highlight of the PAW 2022 was the
“Learning and Teaching Privacy on Social Media”
Online Forum jointly organised by the PCPD and the
Hong Kong Association for Computer Education
which attracted an attendance of over 300
principals and teachers. A poster on “Practical Tips
on Privacy Protection in Using Social Media” was
also posted on the screen doors of MTR trains in July
and distributed to relevant stakeholders.
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Privacy-Friendly Awards 2023

In 2023, the PCPD’s flagship event — the “Privacy-
Friendly Awards” returned under the theme of
“Embrace Privacy Management Programme to
Gain Trust and Benefits”, which aims to recognise
the commitment and efforts of organisations in
protecting personal data privacy. The Awards
received an overwhelming response of 168
applications from enterprises, public and private
organisations, and government departments, which
indicated the growing awareness and importance of
protecting personal data privacy in Hong Kong.

Participating organisations with designated “Privacy
Protection Measures” in place will be awarded after
a stringent assessment process by the judging panel.
In addition to the Gold, Silver or Bronze “Privacy-
Friendly” certificates and prizes, all awardees would
be granted a “Privacy-Friendly” logo as a token of

recognition. Outstanding performers will also be
invited to participate in various publicity activities
to showcase their achievements in personal data
privacy protection.
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SfEE%E Promotion and Education

In a fast-changing environment accelerated by rapid
technological advancements, implementing a robust
Personal Data Privacy Management Programme
(PMP) as part of data governance can help
organisations build trust and facilitate compliance
with the requirements of the PDPO, which is also an
essential component of the continuous success of
businesses in Hong Kong. The PCPD will continue
to promote the importance of setting up a PMP and
encourage more organisations to join our privacy-
friendly community and make a concerted effort to
cultivate the culture of respecting and protecting
personal data privacy.
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Education

The PCPD organised or participated in 12 industry-
specific promotional and educational events
concerning personal data privacy protection,
covering sectors such as education, property
management, information technology, estate
agency and social services. These events attracted
nearly 4,000 participants from the relevant
industries. By collaborating with various partners of
respective sectors, such as the Education Bureau,
Estate Agents Authority, Hong Kong Association
for Computer Education, Hong Kong Computer
Emergency Response Team Coordination Centre,
Hong Kong Computer Society, Hong Kong Council
of Social Service and Property Management
Services Authority, the PCPD aimed to disseminate
essential information on personal data protection
to practitioners, fostering and promoting a culture
of protecting and respecting personal data privacy
within the industries.




MEREERHEEKERSETE
WEEENAISE MBEE D
RIMEABERILEZEERRENDE
RABRATREZFEARDZE
BR - Pl AR RE) T B R
BREEINEE  BAERLE
TEERG  HENMMEBAATIERE
BIREE . MBS ERNLER
o MIB -

ONCESUNWIY ¥ Fin- g0kl
ANERILEZER RS &
RREAERFNBBEL2EE
A CER LB R 2/ EIE)
RRAERBERERNBRBZEZA
BHMRXEARZE -

ERk e JES a0
%‘;—}:1—“" 2022 £ 94296 i‘,";?,‘i

One firm
Your firm.

m‘ I

SfEE%E Promotion and Education

The Privacy Commissioner and her team delivered
presentations in a variety of seminars/webinars and
talks organised by different organisations to provide
stakeholders and members of the public with up-
to-date information and advice on various personal
data privacy issues, such as the anti-doxxing regime
under the PDPO, PMP, ethical development and use
of artificial intelligence, as well as privacy risks and
opportunities of digital marketing.

The PCPD also continued to organise seminars/
webinars on current topical issues relating to
personal data privacy, including data security
management in the cyber world, the Mainland’s
security assessment measures on cross-border data
transfers, and the PCPD’s recommended model
contractual clauses for cross-border transfers of
personal data.
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During the reporting year, the PCPD organised a
total of 28 professional workshops which attracted
over 770 participants. These workshops, supported
by 30 professional organisations and industry
associations, covered topics on data protection
law, court cases and Administrative Appeals Board
decisions relating to the PDPO, PMP, data access
requests, data protection in direct marketing
activities and human resource management, as well
as privacy protection issues relating to insurance,
banking or financial services.

To enhance public awareness of the PDPO, the
PCPD held 13 free introductory seminars/webinars
for the general public to understand the statutory
requirements. In addition, the PCPD was also invited
to conduct around 150 tailor-made training sessions
for public and private organisations to explain the
requirements of the PDPO to their staff members.

To enhance stakeholders’ awareness and
knowledge of personal data privacy protection,
the PCPD actively engaged with stakeholders from
different sectors to understand and exchange views
on their concerns about topical privacy issues. The
PCPD met with various government departments,
chambers of commerce, professional bodies,
associations and organisations, DPOC members,
youngsters, and the wider community through
public talks, seminars, workshops and webinars to
share expertise and provide training.
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The PCPD established the DPOC in 2000 to provide
data protection practitioners from public and
private sectors with an effective and resourceful
platform for advancing their knowledge of data
protection in the privacy landscape and the practice
of data privacy compliance through experience
sharing and training. DPOC membership reached
over 510 by the end of March 2023. The individual
and organisational members come from various
backgrounds, including compliance, legal affairs,
regulatory affairs, law enforcement and customer
services in both the public and private sectors.

During the reporting year, the PCPD organised
three topical seminars for DPOC members, covering
topics such as data security management and cross-
border data transfers. DPOC members were also
invited to join a panel discussion of the 571" APPA
Forum hosted by the PCPD. The DPOC members
gained a better understanding of the formidable
challenges to personal data privacy arising from
emerging technologies across different jurisdictions,
and whether and how these technologies should
be regulated, from the sharing by the privacy/
information commissioners or senior representatives
from Australia, Canada, Japan and the United
Kingdom.
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Publicity on Media

During the reporting year, the PCPD issued 51
media statements and responded to 114 media
enquiries. The topics of media concern included
the Amendment Ordinance and the PCPD’s
enforcement actions, several data breach incidents,
the report on “Comparison of Privacy Settings of
Social Media”, privacy issues arising from various
anti-pandemic measures, personal data fraud, as
well as the personal data privacy issue arising from a
documentary.
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The Privacy Commissioner and her team conducted
72 television, radio and newspaper interviews on
various privacy-related topics, including arrests and
sentencing cases related to the enforcement of the
Amendment Ordinance, review of the first year
of implementation of the Amendment Ordinance,
personal data fraud and the work of the PCPD.
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During the reporting year, three media briefings
were held in June and November 2022, and
February 2023 respectively, enabling the media
and members of the public to gain a better
understanding of the PCPD’s work. The media
briefings covered the PCPD’s work in 2022, issuance
of five investigation reports (including the improper
collection, retention and/or use of personal data of
residents and visitors by four property management
companies, accidental disposal of medical records
of patients by a medical group, sharing of clients’
personal data among a medical group’s various
brands through an integrated system, and a
ransomware attack on the database or servers of
two organisations), as well as the publication of the
new edition of “Protection of Personal Data Privacy
— Guidance for Property Management Sector” and
the leaflet on “Guidance on Data Security Measures

1

for Information and Communications Technology”.

ioner for Personal Data
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SfEE%E Promotion and Education

The Privacy Commissioner also contributed articles
to newspapers and industry journals to share views,
insights, and guidance on personal data privacy,
such as data security, the Amendment Ordinance
and the adoption of Recommended Model
Contractual Clauses for cross-border transfers of
personal data.

Data governance - the
privacy considerations
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Publicity and Educational Materials

During the reporting year, the PCPD issued a
number of publications to provide stakeholders with
practical guidance and compliance suggestions,
including the report on “Comparison of Privacy
Settings of Social Media”, the “Guidance Note
on Data Security Measures for Information and
Communications Technology” and its leaflet.

To remind the public to think twice before sharing
doxxing messages online or on social media
platforms, the PCPD produced TV and radio
Announcements in the Public Interest (API) for
broadcast on 40 TV and 12 radio channels starting
from July 2022. The API was also promoted on the
PCPD’s website and social media platforms.

Data Secunty Measures
for Information and
Communications Technology

iy
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The PCPD effectively disseminated messages about
personal data privacy protection and the latest
developments through its website. During the
reporting year, the PCPD website recorded over
1,900,000 visits. To provide a one-stop platform of
information on combatting personal data fraud, the
PCPD launched a new webpage offering anti-fraud
tips, relevant educational resources and channels of
assistance.
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Social Media Platforms

The PCPD regularly updated its social media
platforms, using simple texts and illustrations to
inform the public of information relating to privacy
protection and emerging privacy trends. During the
reporting year, the PCPD published 457 social media
posts, a 54% increase compared to the 296 posts
in the previous reporting year. The content covered
topics such as the PCPD’s promotional activities,
personal data fraud prevention, the “Guidance
Note on Data Security Measures for Information and
Communications Technology” and its leaflet, the
report on “Comparison of Privacy Settings of Social
Media”, and the latest developments in privacy
regulations in the Mainland and overseas.
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Engaging Youngsters

Student Ambassador for Privacy
Protection Programme - Partnering
Schools Recognition Scheme

To promote the importance of respecting and
protecting personal data privacy among youngsters,
the PCPD organised the “Student Ambassador
for Privacy Protection Programme — Partnering
Schools Recognition Scheme”, which attracted
the participation of over 16,000 secondary school
students.
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SfEE%E Promotion and Education

Under the programme, which was co-organised
by the Education Bureau as a Business-School
Partnership Programme, the PCPD also hosted
a “Mobile Game Apps Design Competition for
Secondary Students”. The PCPD received an
overwhelming response, with over 150 entries
submitted by over 400 secondary school students.
The winning teams were awarded trophies,
certificates and scholarships in recognition of
their programme design concepts, creativity,
programming skills and the innovative incorporation
of messages related to the theme of the
competition: “Say ‘No’ to Cyberbullying” or “Stay
Vigilant Online: Exercise Caution when Disclosing
Personal Data” into their work.

The PCPD also presented the programme’s
diamond, gold, silver and bronze awards to 64
secondary schools in recognition of their efforts
in fostering a culture of respecting and protecting
personal data privacy on campus over the past year.
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Short Video Competition for Primary
School Students — Respecting Privacy
Begins with Me

The PCPD launched a short video competition for
primary three to six students themed “Respecting
Privacy Begins with Me” in September 2022,
with a view to raising students’ awareness of
protecting personal data privacy, enabling them to
understand the importance of respecting others’
personal data privacy and learning more about
the potential privacy risks which exist in the online
world. Participating teams were invited to choose
one of the three themes: “Respect Others’ Personal
Data Privacy”, “Say ‘No’ to Cyberbullying” or “Stay
Vigilant Online: Be Careful while Disclosing Personal
Data” to produce a short video clip which lasted for
less than two minutes.
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School Talks

To assist youngsters in understanding how to
protect their personal data online and raise their
awareness of the seriousness of doxxing acts,
the PCPD spared no effort to organise primary
school talks titled “Stay Vigilant Online: Say ‘No’
to Cyberbullying”. Over 8,000 students from 30
primary schools participated in these activities.

As part of this initiative, the Privacy Commissioner
delivered a talk on “Protecting and Respecting
Personal Data Privacy Online” at S.K.H. St. James’
Primary School in November 2022. The talk
emphasised the importance of protecting and
respecting personal data privacy to over 200 primary
five and six students. The Privacy Commissioner
also taught them to say “No” to cyberbullying and
doxxing.

During the reporting year, the PCPD also continued
to hold university talks to promote the awareness of
doxxing offences among tertiary students.

PAWBEHRS/NE
2022%F11H17H





