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Complaints
Overall Trend of Complaints

There were a total of 3,644 complaints and
self-initiated online patrol cases in 2022-23,
indicating an increase of 8% from the 3,368 cases in
2021-2022.

Of the total complaints, 676 were related to doxxing
complaints and 841 were related to proactive
online patrol cases, accounting for 42%. This
suggests that doxxing remained as one of the major
areas of personal data privacy intrusion. With the
Amendment Ordinance being implemented for over
a year, curbing doxxing will continue to be a top
priority of the PCPD.
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BRI IEERS NEMBEEIRITIKE ¢ https://www.pcpd.org. hk/tc_chi/complaints/policy/complaint_policy.html
For details, please refer to the PCPD's Complaint Handling Policy: https://www.pcpd.org.hk/english/complaints/policy/complaint_policy.html
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Complaints Received and Self-initiated
Online Patrol Cases

There were a total of 3,644 complaints and
self-initiated online patrol cases in 2022-23.
Excluding the 676 doxxing-related complaints and
841 self-initiated online patrols cases, the PCPD
received 2,127 complaints, which represents a 5.5%
increase from the previous year (Figure 3.1).
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* Since the Amendment Ordinance came into force on 8 October
2021, the PCPD has been conducting regular self-initiated online
patrols and the Privacy Commissioner would issue cessation notices
as empowered under the Amendment Ordinance against doxxing
messages found.

A There were 2,665 complaints about two incidents involving the
alleged wrongful disclosure of a HKID Card in live broadcasts or
streaming, 669 complaints about the suspected theft of residents’
letters by a security guard, and 428 complaints about the alleged
wrongful disclosure of a list of cabin crew by an artiste on her social
media platform.

# 143 complaints were about an airline’s data leakage incident.
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Types of Parties being Complained
against

The types of parties being complained against
among the 2,127 non-doxxing-related complaints
can be categorised as follows (Figure 3.2):

e  Private organisations (1,127 cases), with the majority
involving banks, financial institutions, property
management companies, telecommunication
companies and retail business organisations;

e Individuals (808 cases), with many disputes
arising from domestic affairs and installation of
CCTV by neighbours; and

e  Government departments and public organisations
(192 cases), with the majority involving healthcare

AR M B E o organisations, law enforcement agencies and
education institutes.
/
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Nature of Alleged Breaches

The 2,127 non-doxxing-related complaints involved
a total of 2,624 alleged breaches (as one complaint
might involve more than one allegation). The nature
of the alleged breaches is shown as follows (Figure

EABRBRAERAETE

Inadequate transparency of

personal data policies

o]

7.3%

193 IR Alleged Breaches
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Inadequate security of
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o
N,/
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AN
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L
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Subject Matters of Complaints

The distribution of major subject matters of
non-doxxing-related complaints received by the
PCPD in the reporting year is as follows (Figure 3.4).

The number of complaints relating to information
technology remains the highest among all, with the
number of complaints tripling that in the 2021-22
reporting year. This could be explained by the
increasing use of personal data by the general public
when accessing instant messaging software, online
social networks and smartphone applications, as
well as the use of online platforms by corporations
to collect personal data, when going paperless is a
major trend in the world.

Further, complaints relating to property management
increased by 28.6%. This increase could be attributed
to the need for property management companies to
handle various records during the COVID-19 pandemic,
which included the visitor records of delivery workers,
information submitted by residents who were tested
positive and records of distribution of epidemic
prevention packs.
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* MR EEA L KERER * Self-initiated online patrol cases were not included
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Summary of Complaints Handled

In 2022-23, the PCPD handled a total of 5,119
complaints, of which 3,644 were new complaints
(including 676 doxxing-related complaints and 841
online patrols cases) and 1,475 were carried over
from the previous reporting year.

During the 2022-23 reporting year, the PCPD
completed the handling of 4,287 complaints
(83.7%), while the remaining 832 complaints
(16.3%) were still in progress as at 31 March 2023.

Excluding the doxxing-related complaints and online
patrol cases, the PCPD completed the handling
of 2,198 complaints in 2022-23, of which 1,036
complaints were concluded after our preliminary
assessment, while the other 1,162 complaints were
accepted for further handling.

Among these 1,162 complaints, the PCPD
successfully resolved 1,046 complaints (90%)
through conciliation. For the other 11 complaints
which involved possible criminal offences (mostly
related to direct marketing), the PCPD, after
obtaining prima facie evidence of the suspected
contravention of the PDPO, referred them to the
Police for further investigation and consideration for
prosecution. Among the remaining 105 complaints,
the PCPD found 40 cases to be in contravention of
the requirements of the PDPO. The PCPD therefore
issued eight Enforcement Notices and 32 warnings,
directing or requesting the parties being complained
against to take remedial actions or implement
appropriate and practicable measures to prevent
recurrence of the contravention.
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Complaint Investigations

During the reporting period, the Privacy Commissioner
initiated investigations under section 38(a) of the
PDPO into six complaints and published two reports
on those investigations. Details of these reports are
as follows.

Investigation Report on the Improper
Collection, Retention and Use of Personal
Data of Residents and Visitors by Property
Management Companies

Over the past five years, the PCPD received more
than 100 complaints per year against property
management companies. To raise awareness of
the need to protect the personal data privacy of
residents and visitors, the Privacy Commissioner
investigated four complaints against property
management companies. The four companies were
accused of the following:

e Displaying the full names and addresses of
property owners on a public notice board in a
payment overdue notice;

e Failing to cover a common form containing
the names and addresses of residents who had
collected face masks in a mask distribution
activity;

e Disclosing the phone number of a resident to
another resident without consent; and

e Requiring delivery workers to show their
Hong Kong Identity Cards for the purpose of
registration as visitors.
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The Privacy Commissioner found that the four
property management companies had contravened
the relevant requirements of the Data Protection
Principles (DPP) of the PDPO regarding the
collection, retention, use, and security of personal
data. Enforcement Notices were served on the four
property management companies, directing them to
remedy their contraventions and prevent recurrence
of similar contraventions in future. The Privacy
Commissioner also issued an updated “Protection
of Personal Data Privacy — Guidance for Property
Management Sector” guidance note, which
included recommendations on how to safeguard
personal data privacy.

Investigation Report on a Medical Group’s
Sharing of Clients’ Personal Data among its
Various Brands through an Integrated System

The Privacy Commissioner published an investigation
report regarding a medical group’s sharing of
clients’ personal data among its various brands
through an integrated system. The investigation
began after the PCPD received two complaint cases
involving four brands operated by the medical

group.
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The Privacy Commissioner discovered that personal
data originally provided by complainants to a
single brand had been disclosed and transferred
to staff members of other brands without the
complainants’ knowledge nor consent through
an internal integrated system. Based on these
circumstances, the Privacy Commissioner concluded
that the medical group had violated DPP 3 of the
PDPO on the use (including disclosure and transfer)
of personal data. An Enforcement Notice was issued
to the medical group, requiring it to remedy and
prevent the recurrence of the violations in question.

In addition, the Privacy Commissioner made
recommendations to other organisations that
operate multiple brands. These recommendations
included providing clients with clear and concise
Personal Information Collection Statements to help
them understand the purpose of data collection
and the classes of transferees to whom the data
may be transferred; obtaining consents from
customers before using (including disclosing and
transferring) their personal data for a new purpose;
and appropriately assigning staff members’ rights
of access to and retrieval of clients’ personal data,
taking into account the scope of business and staff
members’ authorities.
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Appeals Lodged with the
Administrative Appeals Board

The Administrative Appeals Board (AAB) is a
statutory body established under the Administrative
Appeals Board Ordinance (Chapter 442 of the Laws
of Hong Kong), which hears and determines appeals
against the Privacy Commissioner’s decisions under
the PDPO.

Statistics of AAB cases

During the reporting year, the AAB handed down a
total of six decisions (which included appeals lodged
in previous years), in which four appeals were
dismissed, one appeal was allowed (i.e. remitted to
the PCPD for further investigation) and one appeal
was partly allowed. In the same reporting year, four
appeals were lodged and subsequently withdrawn
by the appellants (Figure 3.5).
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Nature of AAB Cases Received and
Provisions of the PDPO Involved

A total of seven appeals were received during the
reporting year. Four of these were related to appeals
against the Privacy Commissioner’s decisions to
refuse to carry out or terminate investigations
initiated by a complaint under section 39(2) of the
PDPO. The Privacy Commissioner exercised the
aforesaid discretionary power as outlined in the
Complaint Handling Policy issued by the PCPD, on
the ground that there was no prima facie evidence
of any contraventions of the requirements under
the PDPO after a preliminary enquiry by the PCPD.
Regarding the remaining three cases, one appeal
was against the Privacy Commissioner’s decision not
to serve an Enforcement Notice after investigation,
while the other two appeals were against the Privacy
Commissioner’s decision to serve an Enforcement
Notice after investigation.

The particulars of the seven appeal cases involved
the following allegations (Figure 3.6):

e (Contraventions of DPPs: five cases

e Non-compliances with data access requests:
one case

e Concerning whether or not personal data was
involved: one case
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