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Vision, Mission & Values
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Vision

To develop and promote a culture of protection and
respect for individual’s privacy in relation to personal data.
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Mission

® To promote the protection and respect for personal
data privacy through publicity and education

@® To facilitate lawful and responsible use of personal
data by providing guidance and best practices

® To monitor and supervise compliance through
effective enforcement

® To maintain the efficacy of the regulatory regime
through continuous review and enhancement, taking
into account global standards for the protection of
personal data privacy
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B{E Values

- §-) Respect

o BEEMAMNBAAERTLE » Respect others’ personal data privacy

H Integrity

o TTERIEFEE ® Acting fairly and professionally

-1E Innovation

o RELBHY  HEHEENER » Embrace technological, social and economic
developments

Bir Independence

o B BAT A E g » Independent from the Government and other bodies

= Excellence

o BNHiERFEKERESELE ® Striving for the best results and highest standards

- 1l
o N
&




FLB2 2 EF R PCPD ANNUAL REPORT 2021-22

LIS F R RYGE

Privacy Commissioner’s
Message

BToeEHEARSUNBEAERLBEELASE (A
BAZE)221-2FENFR EXBMUZHRZ
AEBREESTHEENERT  ABREEFEEERINT
BEXBEN—F - £FB Q021 FEAEHE (FLB) (&
1) RG) (BET R B AFE BB EiE - & T EZEHE
EXBREBAEHNEEHEBATLE T ERALE
RERF NN —EEBREH -

I have much pleasure in presenting to you the Annual
Report of the Office of the Privacy Commissioner
for Personal Data (PCPD) for the year 2021-22.
Undoubtedly, the reporting year was a hectic yet
eventful year with a wide array of developments in
the privacy protection landscape both locally and
globally. The passage and implementation of the
Personal Data (Privacy) (Amendment) Ordinance 2021
(Amendment Ordinance) in the year not only heralds a
new era in the regulatory regime for the protection of
personal data in Hong Kong, but also drives the PCPD
to another major milestone in its history.

ERR
Ada CHUNG Lai-ling

BARHILBER

Privacy Commissioner for Personal Data
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2021-22 FFE R EE B ZF Key Figures in 2021-22

ERBAERLBHNTEE  RMAR221-22FEEEES T HBTHRELTHERED - U
HE BRIEBHEAEHLBHRE -EREFER - RF:
As the guardian of personal data privacy, we strove to continue promoting, ensuring
and upholding the protection of personal data privacy by discharging our powers and
functions on all fronts in 2021-22. During the reporting year, we:

D #3368 RIFFMESR D 853272 NRLBAEN TEEE
Received 3,368 complaints; WHERTENEEREFEAERE ;

Saw 2,742 news reports relating
to PCPD’s work being published on
various media channels;

D 2188 AF1H155901 AR BEFLEL

D EE1351RERIER
Handled 1,351 doxxing cases;

D BR%RHAE;

Initiated 96 investigations;

EHFIE
D EE1RETEHIMNBESER ; Recorded an average of 155,901 visits
Received 142 data breach notifications; to the PCPD’s website per month;
D BE16,URAREN ; D RUREWBR296BH; &
Received 16,944 public enquiries; Published 296 social media posts; and
D ETIBRERESE ; D $#1832,794 KRB MABAB KB -
Carried out 373 compliance checks; MEHRIES > EmmRyEAE
B (FAR) R B KR RBARED) HIE R K
D BB RMERE ; B o

Initiated 65 criminal investigations; Reached out to 32,794 persons at

O BHBEHERE ; PCPD’s talks, seminars and workshops
Issued 33 media statements; to enhance understanding of and
compliance with the Personal Data

D EE14REREN (Privacy) Ordinance (PDPO).

Responded to 144 media enquiries;
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Highlights of Our Work

In 2021, my team and | were heavily engaged in
supporting the Secretary for Constitutional and Mainland
Affairs, as we put forth concrete legislative proposals to
amend the PDPO in a bid to combat doxxing behaviour,
and in the subsequent legislative process. In parallel, we
spared no effort in preparing for the implementation of
the new regulatory regime including the establishment of
a dedicated criminal investigation team, the formulation
of investigation and prosecution policies and procedures,
new workflows and procedures to issue cessation notices
to remove doxxing messages, and the preparation of
guidance materials, specimen forms and the like.

Thanks to the unstinting efforts of all parties involved,
and, in particular, the generous support of the
Government and members of the Legislative Council,
the Amendment Ordinance was enacted, and came into
effect, on 8 October 2021.

| am pleased to report that thanks to the hard work
and perseverance of my team, we managed to achieve
a seamless transition to the new regulatory regime
last year. To this end, my colleagues and | are also
indebted to Hong Kong Police and the Department of
Justice for their staunch support in the entire legislative
process, and for their advice and arrangement of
necessary training for my office in our preparation for
the assumption of our new roles and duties under the
Amendment Ordinance.
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| am particularly proud of the concerted efforts of my
colleagues. Together, we sowed the seeds for initiating
65 criminal investigations as of March 2022, within
a period of around five months from the enactment
of the Amendment Ordinance, followed by a swift
issuance of 602 cessation notices to 13 platforms which
involved 3,110 doxxing messages for the same period.

Regulatory overhauls are not confined locally. The
Personal Information Protection Law (PIPL), the first piece
of legislation on the Mainland dedicated to protecting
personal information, came into effect in November
2021. To help the general public and businesses in
Hong Kong better understand the regulatory regime for
the protection of personal information on the Mainland,
the PCPD published a booklet entitled “Introduction
to the Personal Information Protection Law of the
Mainland” within three weeks after the PIPL came into
effect. As part of our educational efforts, | also hosted
a webinar on the subject with renowned scholars and
practitioners from the Mainland appearing as guest
speakers, met with relevant stakeholders to understand
their needs and concerns, and published various articles
to highlight the requirements under the PIPL on the
transfer of personal information out of the Mainland.
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During the reporting year, Hong Kong continued
its uphill battle against the COVID-19 pandemic.
Addressing any lingering doubts and privacy concerns
arising from the anti-epidemic measures naturally
became another priority of our work. To that end,
we issued, for example, the “Guidance for Employers
on Collection and Use of Personal Data of Employees
during COVID-19 Pandemic” amid the fifth wave of the
pandemic. We also issued advisories appealing to the
public to take proper measures to protect their personal
data when they worked from home and to pay extra
caution when they registered for various lucky draws for
the vaccinated population.

Given that the Vaccine Pass arrangements made by
the Government sparked some concerns over the
protection of personal data privacy and security of data,
we looked into the Vaccine Pass in terms of its design
and functionality. Following our assessment, we assured
the public that the operation of the Vaccine Pass was in
line with similar measures taken on the Mainland and
other parts of the world, and also in compliance with
the requirements of the PDPO.
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The PCPD, like any of its counterparts around the globe,
has been racing against time to address the thorny
issues brought about by technological advancements.
One of those which we highlighted and addressed in
the year was the privacy and ethical risks caused by
artificial intelligence (Al) — a game changer in our times.
As the use of Al has been gaining momentum in Hong
Kong, we issued in August 2021 the “Guidance on the
Ethical Development and Use of Atrtificial Intelligence”
to help organisations understand and comply with the
relevant requirements of the PDPO when they develop
or use Al. In line with international standards in the
field, organisations are recommended to embrace
three fundamental Data Stewardship Values and seven
ethical principles when they develop and use Al. We
believe that the healthy development and use of Al will
contribute to making Hong Kong a technology and
innovation centre and a world-class smart city.
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It is beyond dispute that socio-technological
developments have posed unprecedented challenges
to personal data privacy and impacted people from
all walks of life. Whilst each and every one of us is
tasting the fruits brought about by technological
advancements, the extensive use of online social media
and video teleconferencing (VTC) software also comes
with privacy risks in terms of excessive collection,
retention and unauthorised use of personal data, as
well as mounting concerns on data security. In the wake
of the changes in the terms of use of a major instant
messaging application and several high-profile data
breach incidents allegedly involving various social media
platforms in early 2021, the PCPD issued the “Guidance
on Protecting Personal Data Privacy in the Use of
Social Media and Instant Messaging Apps” in April
2021, followed by a series of publicity and education
campaigns on the subject. In October 2021, my office
joined hands with five data protection authorities
from Australia, Canada, Gibraltar, Switzerland and the
United Kingdom in publishing a joint statement on
global privacy expectations for VTC companies. The
joint statement highlighted the good practices reported
by the major VTC companies in safeguarding personal
data when they provide their services, while reminding
the VTC companies of the possible areas of further
improvement.
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Looking ahead

2022-23 is set to be another challenging year for
the PCPD. While we will continue to enhance our
capabilities to enforce the Amendment Ordinance
to combat doxxing behaviour more effectively, we
will also be working closely with the Government in
carrying out a review of the PDPO, with a view to
formulating legislative proposals to further amend the
PDPO to incorporate the latest international norms and
regulatory practices. We will also continue to offer our
views and advice to relevant stakeholders on a myriad
of issues relating to personal data privacy, in support
of the development of Hong Kong into a technology
and data hub in the Greater Bay Area under the Outline
Development Plan for the Guangdong-Hong Kong-
Macao Greater Bay Area.

Last but not least, | wish to express my sincere gratitude
to the Government, members of the Personal Data
(Privacy) Advisory Committee and the Standing
Committee on Technology Development, and our
stakeholders, for their relentless support to our
work. | am also indebted to all my colleagues, whose
professionalism, devotion and perseverance have
contributed to the successful transition to the new
regulatory regime.

Together, we will scale new heights in the privacy
protection landscape.

Ada CHUNG Lai-ling

Barrister
Privacy Commissioner for Personal Data
September 2022
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2021

4H1 Apr

-
FHCREBEABRLE — B EE KR @A FrES])

Issued “Guidance on Protecting Personal Data Privacy in the Use of
Social Media and Instant Messaging Apps”

2021

5H/ May

/

LB AEZ EMILER2020-21 FEEERE B RTE [ £ 5]
The PCPD’s various websites received “Gold Award” in the Web Accessibility
Recognition Scheme 2020-21 —_—

2020-2021 TRIPLE ) @[N]

web-accessibility.hk

~
/

By

BAEHRNLEZREE (MERE) KEBRXAREIRRZ5 A & (JMF)
IR IE AU T (A S B ERR | 8 LB R

The Privacy Commissioner for Personal Data (Privacy Commissioner) and
Professor WONG Kam-fai, Associate Dean (External Affairs), Faculty of
Engineering of The Chinese University of Hong Kong, spoke at a webinar
on “Social Media and You”

B kA EERRRELEZEEMCGLEEIDNBRBETEFELR
EeRtEREEeeR

Secretary for Constitutional and Mainland Affairs and Privacy Commissioner
attended the meeting of the Legislative Council Panel on Constitutional
Affairs on proposed amendments to the PDPO

BRI BBNECAAEEREDNIBRE ///
Z

Launched a thematic webpage on the PIPL of the Mainland . =
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Privacy Commissioner attended the 55" Asia Pacific Privacy Authorities

(APPA) Forum, updating members on the Government’s proposals to

amend the PDPO to curb doxxing behaviour

2021 I 1

6 A/ Jun BWFEIAILER]  E8R
[ B Bt R IRIEALEE

PR' CY 21_27‘];Ug Launched the annual Privacy

AWARENEss WEEK /N Awareness Week with the theme

v - 2021 - Protecting Privacy in the Internet

Era”
Qi:::::7 _
;::::::h -~
B IRELBEA AT « B2REBEMH

Fatar 22021 1B 2R 24 F K
GAME JE 2 A\ EET L&

Launched “Student Ambassador for
Privacy Protection Programme — Partnering
Schools Recognition Scheme 2021” cum
“Mobile Game Apps Design Competition
for Secondary School Students”

N

2021

7A1 Jul

Emﬂ:n B = >

REEEHEDNERERBRARETSE  BHEE
FICALRR R DD R =

Privacy Commissioner met with representatives of the Asia
Internet Coalition to exchange views on the proposed

% _ amendments to the PDPO

2
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Secretary for Constitutional and
Mainland Affairs and Privacy
Commissioner attended various
meetings of the Bills Committee
in its scrutiny of the Personal
Data (Privacy) (Amendment) Bill
2021

BHCABRFRAATISRERIEE cwmeommm

Artificial Intelllgence <

¥Esl)
Issued “Guidance on Ethical Development
and Use of Artificial Intelligence”

§

* 5

ERBEMBLAASEENEFPEAAERRSGNRERS
Released an inspection report on customers’ personal data systems of two
public utility companies

J

K
B THBEZE SRR ENREREAEN ZIFEBE R

IR ES QOGRRINERBEER - RERHEEER LHEE
Published a set of Frequently Asked Questions & Answers on “Understanding
the European Commission’s New Standard Contractual Clauses for Transfer
of Personal Data from EU to Non-EU Regions” and organised a webinar on
the subject

— B E IR R B KL R R T BB (R HHRE '
# E 508 % 15,000 7T =
An estate agent was convicted of and fined HK$15,000 for /

failing to comply with the direct marketing provisions under
the PDPO
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2021

10H/ Oct

UERTIRBD FIBERR - AINEIT B =
PLEAERLENREITTR
The Amendment Ordinance was
published in the gazette and came into
effect to combat doxxing acts that are
intrusive to personal data privacy

//f' W
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24

MEREEREFAERIAEZE - TR E MR B 17 1F
Privacy Commissioner attended the 43 Global Privacy Assembly, appealing
for greater international collaboration

ERREBRM - MEX - EMER - BT REBRM A EEBHRIERE
HRBEER MERERQARRERKARNMLERE

Released a joint statement together with five data protection authorities
from Australia, Canada, Gibraltar, Switzerland and the United Kingdom on
global privacy expectations for VTC companies

EREFARL2019EREFERAD T 14HREHELBETEHD
REEBHNFAERE

Released an investigation report on security measures taken by 14
restaurants to protect customers’ information collected under the COVID-19
anti-pandemic regulations

’
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Privacy Commissioner explained
the Amendment Ordinance at
a public webinar on the subject.
With its re-run in December, the
two webinars attracted more than
1,300 participants

(i RS 4 F £
THE OMBUDSMAN'S AWARDS

MAaNEAEEEERERFE
BHEAri82021 | A A B
Two PCPD officers received the
Awards for Officers of Public
Organisations of The Ombudsman’s
Awards 2021

AR (B A S BRFER) 7)) MBF

Published a booklet on “The Personal Information Protection Law of the Mainland”

/

o— L
N O
‘ BERMPRERIERIFETHNERME —RETF  FRAEERGLE

2021

128/ Dec

B 64CA) 15 - BI[ERERE N HEEEAE R

Made the first arrest for a suspected doxxing offence, in which a male
was arrested for a suspected contravention of section 64(3A) of the PDPO
relating to “disclosing personal data without consent”

and use of artificial intelligence

EEELFFES6EEANRILEEER

EEAERERAALISRNBEEE
Privacy Commissioner attended the 56"
APPA Forum, advocating ethical development
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2022

:\

A——a N
BEM(ER TER B TV EA B EHRIE) B ok
Published “Protecting Personal Data under
Work-from-Home Arrangements” leaflets
2022
1H/ Jan
o U )

1B RS
Released an investigation report on a data breach incident caused by a hacker’s
intrusion into the email system of Nikkei China (Hong Kong) Limited

4 N
HRUBKTE (FB) BRATNEBEFERZARNBERING

R TEREBAERE LK Rt eHNEBaERMNE
Established Anti-Pandemic Volunteer Team to contribute to the community’s
efforts to combat the pandemic

2022

3H/ Mar

BRIRME TLEkE

Donated anti-epidemic medical supplies to social welfare organisations

2H/ Feb
\_ )
7 J
A e N
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A Yea r i n N u m bers (APRIL 2021 - MARCH 2022)

IS, 368/T\¢xpﬁ HES
Received 3,368 complaints

FRIR 1,351 R [EE B %
Handled 1,351 doxxing cases

96 142

PGS BRI RER
Initiated 96 AN B B R
investigations Received 142 data

breach notifications

N

373

HEITIT3RERES
Carried out 373
compliance checks

16, 944

16,944 RARE
Received 16,944 public enqumes
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65 33 144

RS AMERE i 33EFER Bl fE 144 RIEHKEH
Initiated 65 criminal Issued 33 media Responded to 144
investigations statements media enquiries

2,742

2,742 Q| EFLR AZE B TER AR ER T RNE KT o e
2,742 news reports relating to PCPD’s work were published on
various media channels

155,901

Bk15 8 H 7159 155,901 AR BIBEALE A F A8k
Recorded an average of 155,901 visits to the PCPD’s website per month

< S
“ o™ [ 32,794
hthb \ |
Q- - 32,794 NRZ AR REEH
> > BB R T - iy
CRLEZ R ) B0 38 i 2 3B Aie
2 9 6 Reached out to 32,794 persons
at PCPD’s talks, seminars
AR i 82 2% 22 006 EE L X and workshops to enhance
Published 296 sodcial understanding of and compliance

media posts with the PDPO
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The Office of the Privacy Commissioner for Personal
Data (PCPD) is an independent body that monitors,
supervises and promotes compliance with the Personal
Data (Privacy) Ordinance (PDPO) to protect privacy
of individuals in relation to the collection, holding,
processing and use of personal data.

Established in August 1996, the PCPD is headed by the
Privacy Commissioner and comprises different functional
units, including the Complaints Division, Criminal
Investigation Division, Compliance & Enquiries Division,
Legal Division, Global Affairs & Research Division,
Corporate Communications Division and Corporate
Support Division. It had a total of 83 staff members at
the end of the reporting year.
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Privacy Commissioner for Personal Data
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Assistant Privacy Commissioner for Personal Data
(Corporate Communications and Compliance)
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Assistant Privacy Commissioner for Personal Data

(Legal, Global Affairs and Research)
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(Complaints and Criminal Investigation)
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Assistant Privacy Commissioner for Personal Data
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{ﬁﬂg%ﬁﬁ Criminal Investigation

{%ﬁ&ﬁ%ﬂ Compliance & Enquiries

{iﬁﬁ Legal
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CHAIRPERSON
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Ms Ada CHUNG Lai-ling

Privacy Commissioner for Personal
Data

Personal Data (Privacy) Advisory

Committee

The Personal Data (Privacy) Advisory Committee (PDPAC)
was established pursuant to section 11 of the PDPO to
advise the Privacy Commissioner on matters relating to
personal data privacy protection and the operation of

the PDPO.
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MEMBERS (zitxzxssitsin alphabetical order of last name)
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Ms Terese AU-YEUNG

Kar-wai
Solicitor

Al 4

EHEWEE, MH, JP
hEMERIESR A A
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Mr Addy WONG Wai-hung,
MH, JP

Chairman and Chief Executive Officer
(Asia Pacific),
Centaline Property Agency Limited
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BITES

Ms Karen CHAN Ka-yin, JP
Executive Director,

German Pool Group Company Limited
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(FA 2021 10 5 1 H#E)

Ms Eirene YEUNG

Executive Committee Member &
Company Secretary,

CK Asset Holdings Limited
(Appointment from 1 October 2021)
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Mr Alex CHIU Chih-sun
Honorary Chairman,

Oriental Press Group Limited; Director,
Hong Kong Aerospace Technology
Group Limited

(Appointment from 1 October 2021)
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Clarksdale Investment Limited
EFER
(FEIZ 202149 H30H)

Ms Cordelia CHUNG
Chairman,

Clarksdale Investment Limited
(Appointment up to 30 September 2021)
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The PDPAC receives regular reports on the operational
performance of the PCPD and advises the Privacy

Commissioner on the handling of major issues relating

to the work of the PCPD.

The Privacy Commissioner is the chairperson of the
PDPAC, and members of the PDPAC are appointed by
the Secretary for Constitutional and Mainland Affairs.
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Ms Carmen KAN Wai-mun

General Counsel,
Bank of China (Hong Kong) Limited

RIRTE

ASI Analytics & Media Limited
o g
(HEHIZ 202149 A30H)

Mr Stephen LOH Chan
Chief Executive Officer,

ASI Analytics & Media Limited
(Appointment up to 30 September 2021)
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Mr Joseph LIN Ho-man
Founder,

Ever Royal International Limited
(Appointment from 1 October 2021)
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Deputy Secretary for Constitutional
and Mainland Affairs or

Principal Assistant Secretary for
Constitutional and Mainland Affairs
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Ms Ada CHUNG Lai-ling

Privacy Commissioner for Personal
Data
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Mr Dennis NG

Acting Assistant Privacy Commissioner
(Legal, Global Affairs & Research)

Standing Committee on
Technological Developments

The Standing Committee on Technological Developments
(SCTD) was established to assist the Privacy Commissioner
to better perform the statutory functions under section
8(1)(f) of the PDPO, namely researching into and
monitoring technological developments that may affect
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Mr Francis FONG Po-kiu
Honorary President,

Hong Kong Information Technology
Federation
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Professor YB YEUNG
Adjunct Professor,

Department of Computer Science,
Hong Kong Baptist University




S

SmvA

%ﬂk%gﬁﬂkﬁﬂﬁﬁmﬁ
REMLELE
%Eﬁﬂ&%@%@%%%

EYE 28R
PRARETA

?ET/\ PN

MERERFBLZESHLERE
B EE -

KENEMEEEEE

A g
ué*/tLE

=

~

ZHA'® COMMITTEES

personal data privacy. The SCTD also advises on the

drafting of codes of practices, advisories and guidance
notes on privacy issues arising therefrom.

The SCTD is co-chaired by the Privacy Commissioner

and the Assistant Privacy Commissioner.
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Professor Jason LAU
Adjunct Professor,

Department of Finance and Decision
Sciences,

Hong Kong Baptist University
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Professor SM YIU

Professor and Associate Head,
Department of Computer Science,
The University of Hong Kong
(Appointment from 1 January 2022)
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Mr Mark PARSONS
Partner,
Hogan Lovells
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Professor John BACON-SHONE

Director,

Social Sciences Research Centre,

The University of Hong Kong
(Appointment up to 31 December 2021)
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Professor KF WONG
Associate Dean (External Affairs),
Faculty of Engineering,

The Chinese University of Hong Kong
(Appointment from 1 January 2022)
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Dr KP CHOW

Associate Professor,

Department of Computer Science,
The University of Hong Kong
(Appointment up to 31 December 2021)
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Mr Cliff IP

Assistant Privacy Commissioner (Complaints
and Criminal Investigation)
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BABHALEER

Ms Ada CHUNG Lai-ling
Privacy Commissioner for
Personal Data

REEEEE BT TS s
sepREALHLEZACAE . < | REHXT <
RERRHTT) b BREABRFLEES (BEEARER)
—r e
- ’/y‘
Mr Dennis NG Ms Joyce LAI
Acting Assistant Privacy Commissioner Assistant Privacy Commissioner (Corporate

(Legal, Global Affairs and Research) Communications and Compliance)
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Mr Brad KWOK
Acting Chief Personal Data Officer
(Compliance & Enquiries)
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Ms Gloria YU
Chief Personal Data Officer (Criminal
Investigation)

BRE@ELL BEERT

B EEAEREE OREF) BREABEREFE(DESE)

Ms Amy CHAN Ms Natalie POON

Chief Personal Data Officer (Complaints) Senior Personal Data Officer
(Corporate Support)
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Mr Billy KWAN

Senior Legal Counsel
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Senior Officers
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Ms Christine CHAN
Senior Personal Data Officer
(Compliance & Enquiries)
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Mr Raymond CHAN
Senior Personal Data Officer (Information
Technology)

PRERETL
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Ms Joanna CHAN

Senior Personal Data Officer (Complaints)

EBAEE
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Mr DF LO
Senior Personal Data Officer
(Criminal Investigation)
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ERBRANEHEE (BRREN)

Ms Kimmy CHENG
Acting Senior Personal Data Officer
(Compliance & Enquiries)
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Ms Tessa FAN
Acting Legal Counsel
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Ms Joyce LIU

Legal Counsel
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Ms Terri WU
Acting Senior Personal Data Officer
(Complaints)
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Ms Clemence WONG
Acting Legal Counsel

ELEMEAABREE(BEEN)

Mr Eric PHENG
Acting Senior Personal Data Officer
(Corporate Communications)
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I Personal Data (Privacy) (Amendment) Ordinance 2021

Implementation Guideline
EREANKLESRCE
i if Whae Priviacy Commissasnar
o Persanal (et Mong Kong

Implementation Guideline
Doxxing Offences, the Privacy Commissioner’s Powers to Conduct Criminal
Investigation, Prosecution and Issue Cessation Notice

Contents

14 Contents of this Guidell e
Il. Scope of Doxxing Offences under the new section &4 of the Amendment Ordinance
21 introduction
23 Two-tier Dexing Offences
23 Other Doxxing-related Offences

24 Prosecution Deadline for Summary Offences
L. The Criminal Investigation and Prosecution Powers of the Commissioner
31 Introduction
33 Powero Require Material and Assistance by Issuing a Written Natice
33 Apply for a Warrant 1o Search Premises and Access Electronic Devices from the Court
34 Power 1o Access Electranic Devices Without a Court Warrant
L5 Powers 1o Stop, Search and Arrest
36  Offences in relation 1o impeding the Commissioner, Prescribed officer or Autharized 13
Officer in Exercising their Powers under Warrant or Amest
7 Prosecution Power
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IV, Powers of the Commissioner to Serve Cessation Notices and Apply for Injunctions 15
41 Introduction s
y Serve Censation Notices and

the Consequences of Non-compliance
43 Appeal against Cessation Notice

44 Injunction 17
V. Tolodgea Ce tothe € Doxxing Acts 19
51 Introduction 9
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Legislating for and Implementing
the Personal Data (Privacy)
(Amendment) Ordinance 2021

Sparing No Effort in Combatting Doxxing

Doxxing acts, which are intrusive to personal data
privacy, have become rampant in Hong Kong since mid-
2019. For the past three years, the PCPD handled 4,707,
957 and 1,351 doxxing-related cases respectively. The
victims falling prey to the doxxing acts came from all
walks of life, including judges, government officials,
Legislative Council members, police officers, celebrities
and members of the public.
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To enhance the PCPD’s capabilities to combat doxxing,
the Secretary for Mainland and Constitutional Affairs
introduced the Personal Data (Privacy) (Amendment) Bill
2021 (the Bill) to the Legislative Council in July 2021.
The Privacy Commissioner and the PCPD proactively
participated in the drafting and legislative process in
support of the Government. A Bills Committee was
formed by the Legislative Council to scrutinise the Bill,
and after rounds of meetings of the Bills Committee,
the Personal Data (Privacy) (Amendment) Ordinance
2021 (Amendment Ordinance) was enacted and came
into effect on 8 October 2021.

The main objectives of the Amendment Ordinance
are to amend the PDPO to (1) create a two-tier
offence for disclosing personal data without consent;
(2) empower the Privacy Commissioner to carry out
criminal investigations and institute prosecutions for
doxxing-related offences; and (3) confer on the Privacy
Commissioner statutory powers to issue cessation
notices to request the removal of doxxing messages.
Anyone who discloses the personal data of another
person without consent, whether recklessly or with
intent to cause specified harm to the person or his
family, such as harassment, molestation, pestering,
threat, intimidation, bodily or psychological harm or
damage to property, commits the offence of doxxing.
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Work before the Amendment Ordinance
Came into Effect

From 1 April 2021 to 7 October 2021, the PCPD
handled a total of 423 doxxing-related cases, and the
follow-up actions included:

» Wrote 104 times to request the operators of 18
websites, social media platforms and discussion
forums to remove a total of 1,749 doxxing messages;

» Sought the cooperation of local and foreign
regulatory authorities to jointly combat doxxing on
social media platforms;

o Referred 36 cases of possible contraventions to the
Police for criminal investigation and consideration of
prosecution; and

o Referred six cases of possible violations of interim
injunction orders relating to doxxing to the
Department of Justice for follow-up actions.
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Stepping Up Enforcement and
Promotion under the Amendment
Ordinance

From the commencement of the Amendment Ordinance
to 31 March 2022, the PCPD handled a total of 928
cases related to the new doxxing offences, and took
these follow-up actions, among others:

o Exercised the newly conferred powers under the
Amendment Ordinance and issued 602 cessation
notices to 13 websites, social media platforms and
discussion forums, requesting them to remove over
3,110 doxxing messages;

» Commenced criminal investigations into 65 cases;
» Made the first arrest for a suspected doxxing offence

on 13 December 2021; and

» Referred two cases of more serious contraventions of
the new doxxing offences to the Police for criminal
investigation and consideration of prosecution.
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In parallel, the PCPD also launched a series of publicity
and education activities to raise public awareness of the
Amendment Ordinance and compliance with relevant
requirements:

» Launched a thematic website on “Doxxing
Offences”;

» Published an implementation guideline for the
Amendment Ordinance;

» Issued media statements, publicity leaflets, posters
and social media posts relating to the Amendment
Ordinance;

» Produced and broadcast short films, television videos
and radio announcements;

» Organised 18 seminars or webinars to explain the key
provisions of the Amendment Ordinance, with over
2,800 attendees; and

» Published articles about the Amendment Ordinance
in professional journals and newspapers.

> » H» —+



HERIRAH IR

ERAE KR LA BAREAMD
RAREBABTEEEN—EBD - A
m - ERSRPHNEABZERLES
KB RENEAR - HRABNE
WMEDEMERASE T KA
S - AR R EEAP
RENZFEA BFEMER BELE
AEHE BEBRIFRVE BN
MBI BELL TR E Z 0 EA
BF - EEBEUEMRBENER
—BREE  BAEAESITAFE
@M EZ=r BREARZ - [H#
EINEETE -

£t [F) B - 0 EFE 2021 F F )%
ETHRSRTALREEF S
HERINSER - K —SECDA D
B 3B ST 5B s IR AT -
PHRFEALEIEEITENEA
BRFLBERS HRET - AT
HELSEAERLEBERRR &
PR AR IEEA B RIBUER - fEER
KNS o RFEEEAERHEE M A
ERERAEE] B 500E
s [N Aal  WEHMAET
B BRREARIUERK B

EHRADIEEE -

X FER T HIGHLIGHTS OF THE YEAR

Promoting the Smart Use of Social
Media

The use of social media and instant messaging apps
is very much part of the everyday life for Hong Kong
people. However, it also carries inherent yet non-
negligible risks to users’ privacy in relation to personal
data. Given that most materials shared online can leave
a perpetual digital footprint that is hard to remove,
users of social media who frequently share information,
including photos, stories of everyday life, their habits
and locations, could unwittingly disclose more personal
data than they anticipate. When pieced together, this
kind of innocuous data can be used to profile the users
and potentially manipulated for cyberbullying, doxxing
and identity theft.

Meanwhile, the public has become increasingly aware
of the personal data privacy risks related to the use of
social media in recent years, particularly following several
data breach incidents allegedly involving different social
media platforms and the changes in the terms of use of
a popular instant messaging app in early 2021. The risks
posed to personal data privacy arising from the use of
social media may include abuse of personal data, data
scraping or data leakage. Personal data which is openly
available may also be used by others for the purposes
of doxxing, cyberbullying, phishing, or other illegal
activities, leading to property loss and even physical or
psychological harm of the victims.
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In the light of the privacy risks related to the use of
social media, the PCPD took swift action in the reporting
year to strengthen its education efforts to promote the
smart use of social media, including:

» Publishing the “Guidance on Protecting Personal
Data Privacy in the Use of Social Media and Instant
Messaging Apps”;

» Organising webinars on “Social Media and You”;

» Publishing articles on the Protection of Personal
Data Privacy in the Use of Social Media and Instant
Messaging Apps in the journal “Hong Kong Lawyer"

and local newspapers; and

» Producing posters on the smart use of social media.
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“GQuidance on Protecting Personal Data
Privacy in the Use of Social Media and
Instant Messaging Apps”

With the aim of providing the public with practical
advice to mitigate the privacy risks associated with the
use of social media, the PCPD issued the “Guidance on
Protecting Personal Data Privacy in the Use of Social Media
and Instant Messaging Apps” (the Guidance) in April
2021, urging the public to exercise greater vigilance when
they communicate online. The Guidance recommended
that users of social media should, among others,:

» Take steps to understand how social media platforms
handle their personal data by examining their privacy
policies, and whenever there are changes to the
privacy policies, clearly understand those relevant
changes before accepting the changes;

» Regularly review their privacy settings to retain
control over what information will be disclosed
to other users and how widely the information is
disclosed;

» Limit the permissions granted to social media
platforms on how their personal data, such as facial
images and location data, can be used;

® Think twice before sharing or sending any
information on social media;

» Respect others’ privacy and be cautious about
tagging other people in photos or sharing
information about other people; and

» Be vigilant about online scams, such as malicious
hyperlinks that request users to “log-in" or provide
personal data.
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Promoting Ethical Development
and Use of Artificial Intelligence

There is a growing trend for organisations in Hong
Kong, including business entities, government
departments and public bodies, to use artificial
intelligence (Al) in their operations. While Al has huge
potential in boosting productivity and economic growth,
the use of Al also brings about challenges to privacy and
protection of personal data. Against this backdrop, the
PCPD issued the “Guidance on the Ethical Development
and Use of Artificial Intelligence” (the Guidance) in
August 2021 to help organisations understand and
comply with the relevant requirements of the PDPO
when they develop and use Al.

The Guidance recommends that organisations embrace
three fundamental Data Stewardship Values when they
develop and use Al, namely, being respectful, beneficial
and fair to stakeholders. In line with international
standards, the Guidance sets out seven ethical principles
for Al. It also provides a set of practice guide, structured
in accordance with general business processes, to assist
organisations in managing their Al systems.

The PCPD organised or participated in various forums,
webinars and events to promote the Guidance, with
a notable one being the webinar on “The Ethical
Development and Use of Artificial Intelligence” organised
by the PCPD on 13 September 2021. The webinar was
held with great success and attracted more than 240
participants from government departments, professional
associations and various industries from banking,
insurance, and education to retail and real estate.

Guidance on the Fthical Development and Lse of

Artificial Intelligence ° 1
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Advisories and Guidance Notes in
relation to COVID-19

For over two years, different parts of the world have
been hard hit by the COVID-19 pandemic. Governments
worldwide have been formulating various policies and
solutions to combat the pandemic and address the
challenges posed by it, such as contact tracing, imposition
of regulations on cross-border travels, implementation
of vaccination campaigns and Vaccine Pass, and the like.
Inevitably, the process of putting these measures into
practice involved the handling of personal data of citizens
and visitors. It is important that governments around
the world, as well as relevant stakeholders, respect and
protect the personal data privacy of individuals in the
entire data management cycle.

The PCPD has been keeping abreast of the developments
both internationally and in Hong Kong in this regard.
We provided advice and guidance from the perspective
of the protection of personal data privacy to relevant
stakeholders, including the Government, in the
introduction of new initiatives to combat the pandemic
and on our road to recovery.

Safeguarding Personal Data Privacy in
Vaccination-related Lucky Draw Activities

In support of the Government’s initiative to implement
a territory-wide COVID-19 vaccination programme,
different organisations across Hong Kong launched a
series of lucky draw campaigns around mid-2021 for
vaccinated citizens. As most of the lucky draw activities
involved the collection of participants’ personal data,
the PCPD issued an advisory in July 2021 appealing to
the public to beware of fraudulent websites and pay
extra caution when they submitted their personal data
to take part in such activities.

Meanwhile, the PCPD also urged the organisers to
pay heed to the relevant requirements of the PDPO
when they handled participants’ personal data in
implementing the lucky draw campaigns, ranging
from the collection, holding, processing, to the use of
personal data.
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Personal Data Protection in the Hong
Kong Health Code System

The Government launched the Hong Kong Health
Code system in December 2021, as part of its drive to
facilitate quarantine-free travel between Guangdong,
Hong Kong and Macao. Upon provision of the required
personal data and uploading visit records from the
“LeaveHomeSafe” mobile app, an applicant could apply
for a Hong Kong Health Code, so as to be granted entry
to Guangdong or Macao with quarantine exemption.

The PCPD offered its advice to various government
bureaux and departments concerning compliance with
the requirements of the PDPO in the context of the
Hong Kong Health Code initiative, with a view to duly
safeguarding the privacy interests of individual data
subjects.

Privacy-protecting Features of the
Vaccine Pass

To help facilitate the city’s recovery from the pandemic
and guard against further outbreaks, the Government
rolled out the Vaccine Pass arrangements on 24 February
2022. Venue operators could use an official mobile app
to verify visitors’ Vaccine Passes. Upon examining the
design and functionality of the Vaccine Pass, the Privacy
Commissioner noted that the operational arrangements
and design of the Vaccine Pass were in compliance with
the requirements of the PDPO.

In particular, the Privacy Commissioner contributed
articles to the media to point out that the Vaccine Pass
adopted a number of privacy-protecting features, such
as (1) no display of personal data in a venue operator’s
mobile device; (2) de-identification of personal data
in the mobile device of the venue operator; and (3)
encryption and limited retention of visit records. The
Privacy Commissioner was satisfied that the Vaccine Pass
had adopted various technical features in accordance
with the data minimisation principle and had struck
a reasonable balance between the need for contact
tracing and safeguarding the interests of individual data
subjects.
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“Guidance for Employers on Collection
and Use of Personal Data of Employees
during COVID-19 Pandemic”

Since the onset of the fifth wave of COVID-19
pandemic in early 2022, organisations in Hong Kong
have stepped up epidemic prevention and control
measures in the workplace to ensure the health and
safety of their employees. Health data of employees
was normally collected by employers for implementing
effective anti-epidemic measures to reduce the risk of
transmission of coronavirus variants in the workplace.
The PCPD received nearly 17,000 enquiries during the
period. With a view to helping relevant stakeholders
understand employers’ obligations under the PDPO
when it comes to the collection and use of employees’
health data in the context of the pandemic, the PCPD
issued the “Guidance for Employers on Collection and
Use of Personal Data of Employees during COVID-19
Pandemic” in March 2022. The Guidance also makes
recommendations on, among other matters, the
necessity, transparency and accuracy in relation to the
collection of employees’ health data.

Guidance Note
BAELREERRACY
e Do g ey

of Personal Data of Employees during COVID-19

I Guidance for Employers on Collection and Use

Pandemic

Introduction

During the COVID-19 pandemic, especially since the onset of the fifth wave in early 2022, organisations in

Keng have been deploying epidemic prevention and control measures in the workplace 1o ensure the

heaith and safety of employees. Health data of employees is normally collected by employers, with a view to

introducing effective anti-epidemic measures to mﬂuwm: risk of mmm vfu:-ummrua variants in the
ssued to help

workplace.

the
smilayers’ bligations under the Persanal Ou ulmm1w~mmmwmmﬂmmmn
(“PDPO”) when it comes to the collection and use of mployees’ health data in the context of the COVID-19

pandemic.

The PDPO containg no definition of the verm Thealth data”. In the context of the COVID-19 pandemic, health
data generally refers to personal data which reveals information of an individual’s health status in relation
to COVID-19. This may include information regarding whether an individual has been vaccinated against
COVID-19, tested positive or negative of COVID-19, and/or recovered fram COVID-19,

1.Can an employer collect temperature measurements, travel
histories, vaccination records, COVID-19 test results, infection
records and other COVID-19 related health data from employees?

Employers in Hong Kong are under both a statutory duty' and a comman law duty b, so far as It is ressanably
Rside

practicable, ensure the health and safety st work of
are generally expected ta sha protect the health of th

Against mhaagm-.w

wisitors a3 pact of their corporate social resporsibaility:

q:wm, Justifiable and reasonable for employers 10 collect temperature

. COVID- 19 test results, | Weclloﬂwd and other COVID-19

assess the risk of

hpwoﬂtplwe ndulequnni he mlmmmploym and visitors durlng the pandemic
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Promoting Understanding of
Developments in the Privacy
Landscape

The introduction of new or updated data protection
regulations around the world has inevitably given
rise to implications on how personal data is used and
transferred globally. The PCPD notes that individuals
and businesses in Hong Kong have found it increasingly
important to understand and navigate the evolving data
protection landscape.

The Personal Information Protection Law (PIPL) of the
Mainland has come into operation since 1 November
2021. In November 2021, the PCPD published a booklet
entitled “Introduction to the Personal Information
Protection Law of the Mainland” to help the general
public and businesses in Hong Kong better understand
the regulatory regime on the protection of personal
information on the Mainland.

The PCPD also shared with the public the latest
developments on the personal information protection
regime on the Mainland through webinars, meetings
with stakeholders, PCPD’s website and e-newsletters.

Webinar on
“The Personal Information
Protection Law of the Mainland®
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X FER T HIGHLIGHTS OF THE YEAR

The European Commission adopted a new set of
Standard Contractual Clauses (New SCCs) for the
transfer of personal data to non-EU regions. From 27
September 2021 onwards, data exporters and data
importers can only conclude contracts incorporating
the New SCCs for the transfer of personal data out of
the European Union. In September 2021, the PCPD
published, for public reference, a set of frequently
asked questions and answers on the implementation
framework of the New SCCs and the obligations
of parties entering into cross-border data transfer
agreements using the New SCCs.

Meanwhile, the European Commission and the United
States announced on 25 March 2022 that they had
reached an agreement in principle on a new Trans-
Atlantic Data Privacy Framework (New Framework), with
a view to re-establishing a new legal mechanism for
the transfer of personal data from the European Union
to the United States in place of the previous “Privacy
Shield”, which was invalidated by the Court of Justice
of the European Union in July 2020. The PCPD provided
updates regarding the New Framework on its website
for public reference.

T I
o
Webinar on the New Standard Contractual Clauses Sperail
of the EU for Transfer of Personal Data e lomiims.
from EU to Third Countries 5
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Responding to Public Enquiries

A total of 16,944 public enquiry cases were received
during the reporting year, down 7% from that of the
previous reporting year. On average, over 1,400 public
enquiry cases were handled per month. (Figure 1.1)

The collection and use of personal data (e.g. Hong Kong
Identity (HKID) Card numbers and/or copies) constituted
29% of total enquiries. The nature of other enquiries
included the handling of personal data in employment
relationships (8%) and the application of the PDPO (7%).
The PCPD also received public enquiries on data privacy
issues relating to the COVID-19 pandemic, mainly
concerning the collection and use of employees’ health
data and the protection of personal data under work-
from-home arrangements.

Following the implementation of the Amendment
Ordinance targeting doxxing acts on 8 October 2021,
there was an increase in public enquiries relating to the
PCPD’s complaint handling policy (8%). 217 enquiry
cases were associated with doxxing and the related
provisions of the PDPO.

EMEARNE

Number of Enquiries Received

{7 Year
2021-22 16,944
2020-21 18,253
2019-20 | 23,779
2018-19 17,168
e ————
0 5,000 10,000 15,000 20,000 25,000

Figure 1.1
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ERREEFH MONITORING AND SUPERVISING COMPLIANCE

Monitoring and Promoting
Compliance with the Personal Data
(Privacy) Ordinance

In cases where the PCPD finds that there is an
inconsistency between an organisation’s practices and
the requirements under the PDPO, the PCPD wiill initiate
compliance checks or investigations. Upon completion
of a compliance action, the Privacy Commissioner will
generally point out any inconsistencies or deficiencies
to the organisation, and advise the organisation to take
remedial action to correct the breaches and preventive
action to avoid recurrence of similar incidents.

During the reporting year, the Privacy Commissioner
carried out 382 compliance actions, an increase of 7%
compared to 356 in 2020-21. (Figure 1.2)
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Number of Compliance Actions Made
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Inspection

Reasons for Inspection

The PCPD is committed to monitoring and supervising
compliance with the provisions of the PDPO, including
exercising the powers under section 36 of the PDPO
to carry out site inspections of the data systems of
organisations which handle a vast amount of personal
data.

Public utility companies handle a vast amount of
customers’ data in their normal business of maintaining
service accounts, processing bills and handling customer
enquiries. In 2021, the Privacy Commissioner, pursuant
to section 36 of the PDPO, carried out inspections of
the customers’ personal data systems of CLP Power
Hong Kong Limited (CLP) and The Hongkong Electric
Company, Limited (HKE).

Findings and Recommendations

The findings revealed that both CLP and HKE had
implemented a Personal Data Privacy Management
Programme and had adopted good practices. The
security measures adopted by the two companies
regarding their customers’ personal data systems
conformed with international standards and were found
to be satisfactory. The Privacy Commissioner considered
that in the protection of their customers’ personal data,
the two companies had complied with the requirements
of Data Protection Principle (DPP) 4 of Schedule 1 to the
PDPO as regards the security of personal data.

Through the findings of the inspection, the Privacy
Commissioner also made several recommendations
to public utility companies and organisations which
handled a vast amount of personal data including,
for example, the implementation of a Personal Data
Privacy Management Programme and appointment of
Data Protection Officers to ensure compliance with the
reguirements of the PDPO.
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ERREEFH MONITORING AND SUPERVISING COMPLIANCE

Data Breach Notifications

In general, a data breach occurs when inadequate
security or vulnerabilities of personal data held by a
data user exist, thereby exposing the data to the risks
of unauthorised or accidental access, processing,
erasure, loss or use. The breach may be found to be
in contravention of DPP 4 of Schedule 1 to the PDPO.
To minimise the impact of a data breach and rectify
the relevant security vulnerabilities, data users are
encouraged to give a data breach notification to the
affected data subjects, the Privacy Commissioner, and
other relevant parties after a data breach has occurred.

Upon receipt of a data breach notification, the PCPD
would carefully assess the information provided and
decide whether the situation warrants the initiation
of a compliance check or an investigation. When
the compliance action is completed, the Privacy
Commissioner would generally advise on the particular
deficiencies of the data user and make suggestions for
remedial action to prevent and avoid further breaches
of a similar nature in future.

During the reporting year, the PCPD received 142 data
breach notifications (42 from the public sector and 100
from the private sector), involving the personal data of
around 680,000 individuals. The data breach incidents
included hacking, loss of documents or portable
devices, inadvertent disclosure of personal data by fax,
email or post, unauthorised access of personal data by
internal staff, accidental erasure of personal data and
system misconfiguration, etc. The PCPD conducted a
compliance check or an investigation into each of these
142 incidents. (Figure 1.3)
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Compliance Investigation

During the reporting year, the PCPD published an
investigation report in relation to a data breach incident.

A company reported to the PCPD that a hacker had
intruded into the email accounts of six staff members
and forwarded the emails therein to two unknown
email addresses. The incident resulted in the leakage of
1,600 customers’ personal data, including their names,
email addresses, company names, telephone numbers
and credit card information. The PCPD initiated an
investigation into the incident.



REABHHEZATNETLRR
REVERLERERT ) EHARL
FHENATRIENE

(1) ERNEHEE

Q) REDBENEBIES ;
() ATMBB RS R
ERER R R

@) RBSHHEENREHREZIE
i -

REABEHAERRBBZ AR
BXRBFABYIERIITHER - AR
REFENEPBEAAEHNIRE
MAZREAEFNHEIER -
BRI - MIBRSKERARE - BimE
T AL AP RIEE R 4(1) R
AIBEBEAERRLZOEE -
RERZAREENTAM - R
ZARAMLEALIEBEHERS
BEAE -

MEAEREREREFEAER
EHRFNBREFTINRED - AR
BRI BT EETH AL - s
FHEEENERLEZHER &k
MR - WRZE A NES

D LUBEABKRALBEERS

D ZFREEREMF:
O SEEBBABE
D T RHRREE: &

D EETIEERBNLBREL -

ERREEFH MONITORING AND SUPERVISING COMPLIANCE

The PCPD found that the following four deficiencies
existed in the security of the company’s email system at
all material times:

(1) Weak password management;
(2) Retention of obsolete email accounts;

(3) Lack of security controls for remote access to the
company’s email system; and

(4) Inadequate security controls on its information
system.

The PCPD considered, upon conclusion of the investigation,
that the company had failed to take all practicable
steps to ensure that its customers’ personal data was
protected against unauthorised or accidental access,
processing or use, thereby contravening DPP 4(1)
as regards the security of personal data under the
PDPO. The PCPD issued an Enforcement Notice to the
company to direct it to remedy and prevent recurrence
of the contravention.

The PCPD reminded organisations with email systems
which handled customers’ personal data to be vigilant
about cyberattacks targeting their email systems.
Adequate policies, measures and procedures covering
system security should be put in place, and should cover
the following areas:

D Establishing a Personal Data Privacy Management
Programme;

Appointing Data Protection Officer(s);
Devising policy on email communications;

Implementing adequate security measures; and

@ @ @ @

Instilling a privacy-friendly culture in the workplace.
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Handling a Data Breach
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PCPD initiated checks
(section 8 of the PDPO)
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® Prima facie evidence
of contravention of the
PDPO

e Signiycant number of
data subjects

e Sensitive personal data
involved

e Great public interest
involved

e Widely reported
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Compliance investigation (section
38(b) of the PDPO)

Power

e Enter premises of the data user to
carry out the investigation (section 42
of the PDPO)

e Conduct public hearing and invite
witness for interview (section 43 of
the PDPO)

e Summon a person to provide

b

evidence (section 44 of the PDPO)
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EEREHEFHE Handling Requests for Matching
Procedure

ZEREFRIENETFAALEM A data matching procedure involves the electronic
EATRBE O MBERERAER - comparison of two sets of personal data, each of which
F—HELEER P M10ZBH A EER s collected for different purposes. Each comparison
EEAMER  MZHEEEMER  involves the personal data of 10 or more data subjects.
A AEHEBEREEAKIT  The result of the comparison may be used for taking
FITENMRERF - ERMEREWEE  adverse action against the data subjects concerned.
EEEANGTARSXFEZHEE A data user shall not carry out a matching procedure
WRE @ MIETZERERF - without the prescribed consent from all data subjects
involved or the Privacy Commissioner.

EREFERN B AEHLUE  During the reporting year, the PCPD received a total

ABRBEAERZERZFEHGEE  of 43 applications from government departments

R A BT ERPI R AL - &£ and public-sector organisations to carry out matching

BI1% - FLEEEEEM IEHEAIER  procedures. After vetting, the Privacy Commissioner

THEET BT AR © approved all of these applications, with conditions
imposed.
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Handling of Complaints

Overall Trend of Complaints

Compared to the 3,157 complaints received by the
PCPD in 2020-21, the total number of complaints
received in 2021-22 increased by 7% to 3,368, among
which 1,351 were doxxing-related and 107 were
COVID-19 pandemic-related. The complaints relating
to the pandemic mostly concerned the collection of
personal data from individuals (e.g. health-related
information) at the time of their entry into different
premises, the security of customers’ personal data
collected by restaurants, as well as the collection and
disclosure of employees’ health data by employers.

The number of doxxing-related cases accounted for
more than 40% of total complaints, suggesting that
doxxing remained one of the major areas of personal
data privacy intrusion. With the implementation of the
Amendment Ordinance, curbing doxxing will continue
to be a main priority of the PCPD.
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B EEREFE

Eﬁfgﬂi‘n’f Complaint Handling Chart

%

(;%Fx'ﬂlx ath EH1E T HEE
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screening

Iz

BRIRIR R
Complaint
handling
L L
T T
. 4 N (emER (RBEIDEERS)
EaEs 8 R TR A1) SR
Caces 64(3A) K64(3C)5HY | AU ER
. [ |E=E ases W.I'[h suspectgd
serious nature _ contravention of the direct
Suspected doxxing cases marketing provisions of the
under Sections 64(3A) and PDPO or cases in relation to
64(3C) of the PDPO, etc. non-compliance with data
\_ J \_ access / correction requests J

L

% EHMEREE —

Police’s criminal investigation

Conciliation

RN

Unsuccessful

D8
c

\r Successful

B S BRR

Advisory notice /

= E
Investigation warning /

resolution

&, o,
And / or

% FLERERERE S

PCPD'’s criminal investigation

)\ sRerEmES
% LB A JNon—compliancewith

ER BEN
CRLBRAERDT)

Contravention
of the PDPO

Cessation notice creseiion nelee

CRLBR &G
No contravention
of the PDPO

ER A
El=]

ZRIZERIZE
Consider whether
to prosecute

HITIRAN o
enforcers Non-compliance with enforcement notice

notice

FHIFBLREHNEAZENEERFBER © httos/Avww.pcpd.org.hk/tc_chi/complaints/policy/complaint_policy. A
For details, please refer to the PCPD's Complaint Handling Policy: https./iwww.pcpd.org. hk/english/comiplaints/policy/complaint_policy.htm/ @
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BERRERERE

2021-22 % € U 51 3,368 RI%FF
B EiE1,351 RE K] HHEEM
Bz - Mibr[RREIFEE  LEAE
E2021-22 F 5 % 2,017 R
FREFRLD8% - (E2.1)

Complaints Received

A total of 3,368 complaints were received in 2021-22,
including 1,351 doxxing-related cases. Excluding the
doxxing cases, the PCPD received 2,017 complaints in
2021-22, representing an 8% decrease from last year.
(Figure 2.1)

EENRRERSE

Number of Complaints Received

F19 Year

2,017 1,351

202122 (e & TR

2,200 957
202021 QD @8 Total: 3,157
6,513~ 4,707

201920 Q.

1,878* Total: 11,220

2013-19 4D
3,562*

01719 (—

0 2,000

4,000 6,000 8,000 10,000 12,000

Wk TRE] RFER

Non-doxxing-related complaints

B[R RFER
Doxxing-related complaints

Figure 2.1

A ERBEE2L5RRABEEEEMARERBMRBETNER T —REEFNE  69RER —BRLABZBELEMH
BVIRER - AR 428 REMEIE — BB AREERFATERE —HE QARS8 2 EREF -
2,665 complaints were about two incidents involving the alleged wrongful disclosure of a HKID Card in live broadcasts or streaming,
669 complaints about the suspected theft of residents’ letters by a security guard and 428 complaints about the alleged wrongful
disclosure of a list of cabin crew by an artiste on her social media platform.

# BPEEIBRAEEMERRIINREPEARR KR

143 complaints were about an airline’s data leakage incident.

* ERERIMARER - BAAFTERSARREAENOFREMNIRF -

1,944 complaints were about the loss of a government department’s computer containing the personal data of registered electors.
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HwIRERE AR Types of Parties being Complained

against

20177 B [EBEK] EZBOKRF
RS ER D A TER
(B2.2)

Excluding the doxxing cases, the types of parties being
complained against among the 2,017 complaints were:
(Figure 2.2)

FLAKE (1,254%) ' FES

NR1T B AR EMESE
/NCIE
A (5195R) ' B RZEZ=R

B AN Sl EERY R A HUZ
HE KR ERMEREA
BRHEERBERERER &

BAFEFPIFn A L (244
) CEESNEEBE B

Private organisations (1,254 cases), with the
majority being banks, financial institutions and
property management companies;

Individuals (519 cases), with many of the cases
involving cyberbullying arising from domestic
affairs, installation of CCTV by neighbours and use
of personal data in electioneering activities; and

Government departments and public organisations
(244 cases), with the majority being healthcare

SEMERA N BB M o organisations, law enforcement agencies and
education institutes.
R

Types of Parties being Complained against

e
ll 62.2%
1,254>RCases
‘ TLE i
\ Private organisations

25.7%
5195=Cases
&A

Individuals

12.1%
2445RCases
BRATEBPT B LA

Government departments

and public organisations

Figure 2.2
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RERiETE Nature of Alleged Breaches
BTHIREE|BEAREEIN - Other than doxxing-related cases, the 2,017 complaints

2017 RIRFILH N 2,168 H g2 involved a total of 2,168 alleged breaches (as one
BHTAE (AR —REFoFEZR complaint might have involved more than one
—IRIETE) c HIMEHITANME allegation). The nature of the alleged breaches is shown

mr:(E2.3) as follows: (Figure 2.3)
RARETE
Nature of Alleged Breaches
> - B
6.5% = 29.6%
14215alleged 6411Halleged breaches
breaches ) — TEREEAER
z 4
BRI g Improper collection of )
Direct marketing personal data o S
0 -
e N L )
5.0% . -
109Halleged breaches 5.7%
&, 1231Halleged breaches
BAER

Data access request /
_data correction request

—‘f | BABE R SRR
?’/ Accuracy or retention

of personal data @

- §\\\“§
0.7% - N
161Ealleged breaches % 40.6 %
EABRBEER 7 8801Halleged breaches

EAETR z TR RREEALDR
Inadequate transparency Improper use and
of personal data policies disclosure of

\personal data

-
11.9%
2571Halleged breaches
EAERRZ T E
Inadequate security of
personal data

N
Figure 2.3
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B R B LR HANDLING OF COMPLAINTS AND APPEALS

Subject Matter of Complaints

Excluding doxxing cases, the distribution of major
subject matters of complaints received by the PCPD in
the reporting year was similar to that of last year. (Figure
2.4)

The number of complaints relating to information
technology decreased 10% from 790 to 708.
Nonetheless, this category still outnumbered all other
subject matters, with the majority of complaints being
about online social networks and smartphone apps. The
situation could be explained by the popularity of online
social networks, which served as channels and multi-
functional platforms for communication.

It is noteworthy that the number of complaints
relating to HKID Card number / copy and other personal
identifiers increased by 22%, with some complaints
relating to the collection of the HKID Card numbers
of delivery workers upon their entry into different
premises. This could be attributed to the increased
popularity of catering and goods delivery services during
the pandemic.
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Subject Matter of Complaints
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B R B LR HANDLING OF COMPLAINTS AND APPEALS

Summary of Complaints Handled

In 2021-22, the PCPD handled a total of 4,593
complaints, which consisted of 3,368 newly received
complaints (including 1,351 doxxing-related complaints)
and 1,225 complaints carried forward from the previous
reporting year. Of these, 3,118 complaints (67.9%)
were completed during the reporting year while 1,475
complaints (32.1%) were still in progress as at 31 March
2022.

Excluding the doxxing-related cases, the PCPD
completed the handling of 1,929 complaints in
2021-22, of which 1,155 were concluded after our
preliminary assessments and 774 were accepted for
further handling. Among these 774 complaints, the
PCPD successfully resolved 688 complaints (88.9%)
by conciliation, and 20 complaints were identified as
possible criminal offences (most of them relating to
direct marketing). The PCPD, after obtaining prima facie
evidence of the suspected contraventions of the relevant
requirements under the PDPO, referred the cases to the
Police for further investigation and consideration for
prosecution.

The PCPD carried out investigations into the remaining
66 complaints and found contraventions of the
requirements of the PDPO in 38 cases. The PCPD directed
or requested the parties being complained against to
take remedial action or implement appropriate and
practicable measures to prevent a recurrence of the
contraventions by issuing 17 enforcement notices and
21 warnings.
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Appeals Lodged with the
Administrative Appeals Board

The Administrative Appeals Board (AAB), established
under the Administrative Appeals Board Ordinance
(Chapter 442 of the Laws of Hong Kong), is the
statutory body that hears and determines appeals
against the Privacy Commissioner’s decisions under the
PDPO.

Statistics of AAB cases

During the reporting year, the AAB handed down a
total of 24 decisions (which included appeals lodged
in previous years) in which 21 appeals were dismissed,
two appeals were allowed (i.e. remitted to the PCPD
for further investigation) and one appeal was partly
allowed. In the same reporting year, two appeals were
lodged and subsequently withdrawn by the appellants.
(Figure 2.5)

LEREGFBHER
Results of Appeal Cases

p
7.5%
2°RCases
FHRSE
\Appeal allowed

p
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Figure 2.5
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Nature of AAB Cases Received and
Provisions of the PDPO Involved

A total of nine appeals were received in the reporting
year. All cases were related to appeals against the
Privacy Commissioner’s decisions in refusing to carry out
or deciding to terminate an investigation initiated by a
complaint under section 39(2) of the PDPO. The Privacy
Commissioner exercised the aforesaid discretionary
power with reference to the following grounds outlined
in the Complaint Handling Policy issued by the PCPD:

(1) After a preliminary enquiry by the PCPD, there is no
prima facie evidence of any contraventions of the
requirements under the PDPQO;

(2) Given the conciliation by the PCPD, remedial
actions taken by the party being complained
against or other practical circumstances, the
investigation or further investigation of the case
cannot reasonably be expected to bring about a
more satisfactory result;

(3) The ulterior motive of the complaint in question is
not concerned with personal data privacy and data
protection; and / or

(4) The primary subject matter of the complaint is
considered not to be related to personal data
privacy (e.g. the complaint stems essentially from
consumer, employment or contractual disputes).

©



FLB3 X EF R PCPD ANNUAL REPORT 2021-22

ENFE FREZRSF - B2 NET The particulars of the nine appeal cases involved the
578 : (E2.6) following allegations: (Figure 2.6)

o ZERREEBHERA: =Zx e  Contraventions of DPPs: three cases

o NEUEHBEREN: = e Non-compliances with data access requests: three

cases

Non-compliances with data access requests and
other DPPs: one case

e TEREMEMZREEMMR
FEEHRE : —R

Whether or not personal data was involved: two
cases

. RTHRAAEE MR .

LaRiF R TLEBIER) BHBE
The Provisions of the PDPO Involved in the Appeals

#HE TOTAL :
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BT RAANER 33.5%
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4 N
11% §§§§7
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Figure 2.6
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Of the nine appeal cases received, the distribution of
DPPs concerned is as follows (one appeal might involve
more than one DPP): (Figure 2.7)

DPP 1 (Data Collection Principle): two cases

DPP 3 (Data Use Principle): three cases

DPP 6 (Data Access & Correction Principle):

8)) : [O= four cases
LR RFEFEFRABNSH
The Distribution of DPPs Involved in the Appeals
A% TOTAL :
9 S
RCASES (990
22% §

p
45%
4>RCases
% 6 RAI
(BRI &R RBIERAD)
DPP 6 (Data Access &
Correction Principle)

Figure 2.7
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Engaging Different Sectors and the
Community

Despite the challenges of the COVID-19 pandemic
during the reporting year, the PCPD continued
its efforts to promote the protection of personal
data privacy by leveraging a mix of social media
and online publicity platforms, and engaging
different stakeholders via virtual, and from time to
time, face-to-face communications. The PCPD also
addressed privacy concerns of the public through
various means and channels, such as issuing
advisories, media statements, responding to media
enquiries, joining interviews, publishing articles,
conducting promotional campaigns and publishing
posts and videos on social media.

In terms of educational work, the PCPD has engaged
different sectors and the wider community through
seminars or webinars and professional workshops,
aiming to raise the awareness and understanding of
and compliance with the requirements of the PDPO.
During the reporting year, a total of 32,794 participants
attended the educational events organised by the PCPD.
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#E - Ef5 K B% EDUCATION, PUBLICITY AND ENGAGEMENT

Speaking Engagements and Webinars
on Topical Issues

To foster and promote a privacy-respectful culture, the
Privacy Commissioner and her team actively participated
in events organised by different organisations and
shared their views on a wide array of topics during
the reporting year, including the core requirements
of the PDPO, data protection in the digital age and
the importance of implementing a Personal Data
Privacy Management Programme in organisations.
The PCPD also organised seminars or webinars on
topical issues relating to personal data privacy, such as
the Amendment Ordinance, ethical development and
use of Al, the PIPL of the Mainland and the European
Commission’s new standard contractual clauses for
cross-border transfers of personal data.
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Introductory Seminars and In-house
Training Programmes

With heightened public awareness of personal data
privacy, the PCPD regularly organised free seminars to
introduce the requirements of the PDPO and enhance
public understanding. On the other hand, the PCPD
also provided tailor-made training programmes
upon organisations’ requests in order to meet their
compliance and operational needs.

efecefecesfeceBnnefocene,

NOW SHOWING :

Professional Workshops

During the reporting year, the PCPD held a total of
23 professional workshops which were supported by
30 professional organisations and trade associations.
The topics covered data protection law, data access
requests, personal data privacy issues relating to
banking or financial services, direct marketing activities,
human resource management, insurance and property
management practices. The workshops also provided
training sessions on the establishment of a personal
data privacy management programme and court and
Administrative Appeals Board decisions relating to the
PDPO.
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Meetings with Stakeholders

To better understand stakeholders’ concerns about
personal data protection, the PCPD met with
representatives of various government departments,
chambers of commerce, professional bodies,
organisations, associations and stakeholders to
exchange views on topical privacy issues.

Industry-specific Privacy Campaigns

In 2021-22, the PCPD co-organised a Continuing
Professional Development Seminar on “Law and
Regulations Series” with the Property Management
Services Authority. To enhance the awareness of
protecting personal data privacy among social service
practitioners, the PCPD also collaborated with the Hong
Kong Council of Social Service to organise a series of
webinars entitled “Protection of Personal Data Privacy
for NGOs".
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Established for 22 years, the Data Protection Officers’
Club (DPOC) has been dedicated to providing data
protection practitioners from the public and private
sectors with an effective training and experience-sharing
platform, which allows users to access information
about the latest developments in the privacy landscape
and personal data privacy protection, and advances
the practice of data privacy compliance. The DPOC
membership reached more than 550 by the end of
March 2022, with members coming from diverse
backgrounds, including human resource management
and training, compliance, legal affairs, regulatory affairs
and law enforcement.

During the reporting year, the PCPD organised various
activities for the DPOC members, including the flagship
event “Privacy-Friendly Awardees’ Sharing Session”,
which invited award-winning organisations in 2021
to share their success stories about building a good
organisational culture of respecting and protecting
personal data privacy, as well as their practical
experience in personal data management.

Sharing Session .=,

29 June 2021 (Tuesday)
3:00 pmy - 415 pm
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Disseminating Messages through
Media and Various Platforms

Media Statements and Enquiries

During the reporting year, the PCPD continued to
address and give advice on topical issues relating to
personal data privacy. The PCPD issued 33 media
statements and responded to 144 media enquiries.
The topics of media concern included the Amendment
Ordinance, privacy issues arising from various
initiatives introduced to combat COVID-19 (including
the “LeaveHomeSafe” mobile app, Vaccine Pass,
collection and use of personal data of employees), data
breach incidents, as well as changes to the inspection
arrangements of some public registers.
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Media Interviews, Briefings and Articles
in Newspapers and Industry Journals

The Privacy Commissioner and her team joined 46
television, radio and newspaper interviews on various
privacy-related topics. A media briefing was held in
August 2021 on the issuance of the “Guidance on
Ethical Development and Use of Al” and the “Inspection
Report on Customers’ Personal Data Systems of Two
Public Utility Companies”. Another media briefing was
held in December 2021 in relation to an arrest made
for a suspected doxxing offence under the PDPO.
The Privacy Commissioner also contributed articles
to newspapers and industry journals to address and
provide advice on topical privacy issues.
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Publicity and Educational Materials

During the reporting year, the PCPD issued different
publications to provide useful information about
compliance guidance for stakeholders, including a
booklet to introduce the PIPL of the Mainland, guidance
notes on data privacy protection issues relating to work-
from-home arrangements and Al, as well as information
leaflets and posters about anti-doxxing and stopping
cyberbullying.
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Website

The PCPD effectively disseminated information about
personal data protection and its latest developments
through the website and online channels. During
the reporting year, we recorded 1,870,806 visits to the
website. With a view to offering a one-stop portal of
online resources, the PCPD launched thematic websites
on key topics, including a new webpage on doxxing
offences since the Amendment Ordinance took effect
last year, and revamped its thematic website on children
privacy.
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Social Media Platforms

As always, the PCPD regularly updated its social media
platforms to provide the public with information about
the protection of personal data privacy and privacy
trends using simple texts and illustrations. During the
year, the PCPD published 296 social media posts which
covered a vast variety of topics, ranging from advisories
on the collection and use of personal data of employees
during the pandemic, and tips on how to safeguard
personal data while working from home to anti-doxxing
messages and the work of the PCPD’s Anti-Epidemic
Volunteer Team.
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Publicity Initiatives for Promoting
Awareness of Privacy

25™ Anniversary Celebratory Events
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To mark its 25™ Anniversary in 2021, the PCPD
organised a series of webinars on different data privacy
topics, such as “The PIPL of the Mainland”, “New
Standard Contractual Clauses of the EU for Transfer
of Personal Data from EU to Third Countries”, “Ethical
Development and Use of Artificial Intelligence”, “Social
Media and You” and “Data Protection in the Age of Big
Data”.
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Engaging Youngsters

To engage youngsters, the PCPD organised the Student
Ambassador for Privacy Protection Programme (SAP) in
2021. 64 secondary schools, with more than 16,000
students, joined the network of SAP to become
“partnering schools” to foster a culture of respecting
and protecting personal data privacy on campus. A
Mobile Game Apps Design Competition, which was
part of SAP 2021, attracted more than 400 secondary
school students.
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N AEmas L ES5EA F{R#EE  To disseminate messages about the online protection
ABE®EE LB AZLAMUMKRE  of personal data to youngsters, the PCPD produced
ZaELBEe/NEEESESR A three animated educational videos based on the award-
BN BUET =HHEER N winning works of the Comic Strip Competition which
AERAEHE T THEMEE S was open to primary school students. The videos could
1B MR EERER/EL  be viewed on television channels and various social
S PRFEMHE o media platforms. The PCPD also produced educational
leaflets which were distributed to primary schools and
social services organisations.
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Privacy Awareness Week

The PCPD continued to join hands with members of the
Asia Pacific Privacy Authorities to organise the annual
international promotional event — Privacy Awareness
Week — to enhance public awareness of protecting
personal data privacy in the region. In Hong Kong,
the PCPD successfully held the Privacy Awareness
Week 2021 from 21 to 27 June under the theme of
“Protecting Privacy in the Internet Era”.

The kick-off and flagship event of the Privacy Awareness
Week 2021 was the webinar on “Social Media and
You". The Privacy Commissioner and Professor WONG
Kam-fai, Associate Dean (External Affairs), Faculty of
Engineering of The Chinese University of Hong Kong,
provided practical guidance to users of social media and
instant messaging apps on how to protect personal data
privacy, and explained the latest developments in social
media and their impact on the society.
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The PCPD kept abreast of the issues concerning the
global data privacy landscape. A webinar on “Data
Protection in the Age of Big Data” was organised for
enterprises and organisations to elaborate the relevant
requirements under the PDPO with regard to their
use of big data or Al, and discussed issues related to
enhancing cybersecurity.

The PCPD also rolled out a mobile outdoor publicity
campaign during the Privacy Awareness Week 2021.
Double-decker buses carrying important messages
about data protection including “Protecting Children’s
Privacy” and “Say ‘No’ to Doxxing”, shuttled on routes
through the prime business and shopping areas to
widely and effectively promote the messages about
the protection of personal data privacy to the general
public.
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BEZERERAGTILEE Proactively Participating in
HEEEE International Privacy Community

HENRENZSFRELEEE In view of accelerated technological advancements
ANBEFLEBREELE RS and their inherent impacts on personal data privacy,
MERRERE BB HNEZH data protection authorities around the globe have
EHns& A A BB FLE B IREE o FLEE been ramping up efforts on various fronts in a bid
NEMRE  FRL2HBEBRERFLE to enhance the protection of personal data privacy.
HESES) - WD =FRESHNE We believe that participating in and leveraging the
HHE . BEHHERREFBAEZ expertise of the international privacy community is
BALE T EN SR BE - £k the key to keeping the PCPD abreast of the global
EFERN - LEABEEFEIRAHE trends in personal data privacy protection. During the
ZEBEEREME I FLE TS - reporting year, the PCPD remained active in various
international and regional privacy platforms.

C ) 0
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Participated in 43 GPA Conference
O 2019BMRBESHELEMEMKE
Member of COVID-19 Working Group
O BBRHEA (E/MERBEER
Co-Chair of International Enforcement
Working Group
D IRGERALBEERRHAES
Issued a joint statement on privacy issues
related to video teleconferencing )

B
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MEAERBRSHE Participated in 55" APPA Forum
S D SEFEscEIABNLERERE
PCPD’s active L || Participated in 56" APPA Forum
ek O T frIvEREATIEMERE

in the global privacy

platforms Member of Technology Working Group

and Communications Working Group
D TrzEeKs
\ Member of Governance Committee /

SETHERN I ERE h
Participated in periodic meetings to discuss
enforcement issues

ZEE®KE

Member of Executive Committee

SH12021 FHMHEITE

Participated in GPEN's Sweep 2021
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Global Privacy Assembly

The Global Privacy Assembly (GPA) is the leading
international forum for over 130 data protection
authorities from around the globe to discuss and
exchange views on privacy issues and the latest
international developments.

During the reporting year, the PCPD made contributions
as a member of the GPA to the international privacy
community in several areas, including, among
others, data protection in the COVID-19 pandemic,
safeguarding privacy in the field of VTC tools, and
international enforcement cooperation.

Global Priy
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vacy Assembly

43 Global Privacy Assembly

The PCPD participated in the 439 GPA Conference
held virtually from 18 to 21 October 2021. With its
theme “Privacy and Data Protection: A Human-centric
Approach”, the topics of discussions of the Conference
included privacy issues relating to Al, facial recognition,
smart cities, vaccine passports and cross-regional
enforcement.

In the light of the increasing number of personal data
breach incidents which involved infringements of privacy
laws in different jurisdictions, the Privacy Commissioner
joined her counterparts in other jurisdictions in a panel
discussion to share their international enforcement
collaboration experience. The Privacy Commissioner
appealed for greater cooperation among data
protection authorities on an international level to
address issues common to the authorities.
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Continuous Promotion of Best Privacy Practices
in Response to COVID-19

For the second year in a row, the PCPD took the lead,
under the GPA COVID-19 Taskforce and the COVID-19
Working Group, to conduct surveys on the relevant
experiences and recommended best practices of data
protection authorities of more than 30 jurisdictions
regarding data protection and privacy issues arising
from measures to combat the COVID-19 pandemic.

Following the publication of the Compendium of Best
Practices in Response to COVID-19 (the Compendium)
(Part I) in 2020, the PCPD compiled Part Il of the
Compendium in 2021, focusing on the survey results
as regards the experiences and best privacy practices
reported by 32 jurisdictions in four areas: health
passports, health monitoring of incoming travellers and
returning nationals, contact tracing apps and handling
of children’s or students’ data in e-learning technologies.

The 2021 survey found that health passports (also
known as vaccine passports, vaccine passes, health
codes, etc.) and contact tracing apps had been
commonly used internationally to fight the pandemic.
Many jurisdictions incorporated the protection of
privacy in the designs of the measures. These included,
for example, adherence to the data minimisation and
limitation of use principles in the design of health
passports; and the adoption of a decentralised approach
to data storage in the development of contact tracing
apps. One of the best practices adopted globally
was conducting of privacy impact assessments in the
development of health passports or contact tracing
apps, which illustrated a high awareness among
authorities to address privacy concerns arising from their
use.



(EEXHR I D BERHRE#E -
AT ~ REBEIPI R EMIEREAN
ROERHEELZER  RE
P4 B REBALE - LB RAER
mmﬁmﬂﬁﬁm%ﬁﬂﬁﬁg

MRTEEINE —H » W&
%ﬁ%ﬁﬂ%%ﬁ%m—ﬁﬂﬂo

bn3a ¥ 5P Bk EE STRENGTHENING EXTERNAL CONNECTIONS

Both parts of the Compendium served as valuable
reference documents for data protection authorities,
governments, health authorities and other relevant
stakeholders, reminding them to continue to uphold
privacy protection. The Compendium (Part Il) was
presented by the PCPD at the GPA Conference in
October 2021 and was well received by the international
data protection community.
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APPA

Asia Pacific Privacy Authorities

Founded in 1992, the Asia Pacific Privacy Authorities
(APPA) is the principal forum for privacy and data
protection authorities in the Asia Pacific region to
strengthen cooperation, discuss best practices and share
information on privacy regulations, new technologies
and the handling of privacy enquiries and complaints.

Asia Pacific Privacy Authorities
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55t APPA Forum

The Privacy Commissioner and representatives of the
PCPD attended the 55" APPA Forum held virtually from
16 to 18 June 2021. Major themes discussed at the
forum included the following:

D Legislative developments in the protection of
personal data;

O Privacy issues in the new normal post COVID-19;

D Use of emerging technologies and engagement
with industries;

O Children’s and adolescents’ privacy; and

¥ Formulating global standards in data protection.

In the discussion session on legislative developments, the
Privacy Commissioner explained to APPA members the
elements of the proposed doxxing offence, and her new
criminal investigation, prosecution and enforcement
powers under the proposed amendments to the PDPO
to combat doxxing behaviour.
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56t APPA Forum

Later in the year, the PCPD attended the 56" APPA
Forum held virtually from 1 to 3 December 2021. Major
themes discussed at the forum included:

O Development and use of Al;

D Legislative developments in the protection of
privacy,

O Privacy issues arising from the COVID-19 pandemic
and virtual health care;

U Cross-border data flows; and

U Guidance and enforcement.

In the topical session, the Privacy Commissioner
delivered a presentation to advocate the principles and
good practices recommended in the “Guidance on the
Ethical Development and Use of Artificial Intelligence”
issued by the PCPD in August 2021.

In the discussion session on legislative developments,
the Privacy Commissioner explained the scope of the
Amendment Ordinance to APPA members, including
the two-tier structure of doxxing offences and the new
powers of the Privacy Commissioner to conduct criminal
investigation, institute prosecution for doxxing cases
and issue cessation notices to request the removal of
doxxing messages.
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Fostering Cross-jurisdictional
Collaboration

Global Privacy Enforcement Network

The Global Privacy Enforcement Network (GPEN) was
established in 2010 with a view to fostering cross-border
cooperation among privacy enforcement authorities.
The PCPD continued to be a committee member of the
GPEN during the reporting year and helped steer the
overall activities of GPEN.

The PCPD, together with 19 other data protection
authorities from Europe, the Americas, Oceania, Asia
and the Middle East, participated in the GPEN's Sweep
in 2021. Themed “Privacy Considerations and COVID-19
Related Solutions and Initiatives”, the event aimed to
find out how privacy considerations had been taken into
account by organisations for various COVID-19 solutions
and initiatives, and what level of engagement data
protection authorities had had with the organisations in
their jurisdictions. A report was published in September
2021 which summarised the responses from the
participating data protection authorities.

Apart from the annual Sweep exercise, the PCPD
continued to participate in GPEN’s periodic meetings
to discuss enforcement issues and share enforcement
experiences with other GPEN members.

Enhancing Enforcement Collaboration
with other Data Protection Authorities

In view of the Privacy Commissioner’s new powers under
the Amendment Ordinance, in particular the extra-
territorial power to serve cessation notices on non-Hong
Kong service providers (e.g. operators of overseas social
media platforms) to request the removal of doxxing
messages, the PCPD strove to foster collaboration with
data protection authorities of other jurisdictions on
privacy issues which involve cross-jurisdictional elements.
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To that end, the PCPD took up the co-chairmanship of
the International Enforcement Working Group (IEWG)
of the GPA in October 2021 with a view to playing
a more strategic role in international enforcement
initiatives and priorities, and reinforcing international
cooperation with other data protection authorities. As
a permanent working group of the GPA, the I[EWG
serves as a platform for members to discuss privacy
issues with cross-border implications, share experiences
in investigating multinational companies and explore
opportunities for joint enforcement. The other co-chairs
of the working group comprise the data protection
authorities of Canada, Colombia and Norway.

In October 2021, the PCPD, together with five data
protection authorities from Australia, Canada, Gibraltar,
Switzerland and the United Kingdom, published a
joint statement on the global privacy expectations
of video teleconferencing (VTC) companies as a
conclusion to a series of engagement activities with
major VTC companies. The joint statement highlighted
the good practices reported by the VTC companies
in safeguarding the personal data of their users. The
joint signatories also took the opportunity to remind
the VTC companies of the possible areas for further
improvement.

This series of engagement activities with the VTC
industry demonstrated how data protection authorities
could collaborate across borders to address privacy
issues of global concern.
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TO: THE PRIVACY COMMISSIONER FOR

PERSONAL DATA
(A CORPORATION SOLE IN HONG KONG ESTABLISHED
UNDER THE PERSONAL DATA (PRIVACY) ORDINANCE)

We have audited the financial statements of The
Privacy Commissioner for Personal Data (the PCPD)
set out on pages 103 to 139, which comprise the
statement of financial position as at 31 March 2022,
and the statement of comprehensive income, statement
of changes in funds and statement of cash flows for the
year then ended, and notes to the financial statements,
including a summary of significant accounting policies.

In our opinion, the financial statements give a true and
fair view of the financial position of the PCPD as at 31
March 2022, and of its financial performance and its
cash flows for the year then ended in accordance with
Hong Kong Financial Reporting Standards (HKFRSs)
issued by the Hong Kong Institute of Certified Public
Accountants (HKICPA).

We conducted our audit in accordance with Hong Kong
Standards on Auditing (HKSAs) issued by the HKICPA.,
Our responsibilities under those standards are further
described in the auditor’s responsibilities for the audit
of the financial statements section of our report. We
are independent of the PCPD in accordance with the
HKICPA's Code of Ethics for Professional Accountants
(the Code), and we have fulfilled our other ethical
responsibilities in accordance with the Code. We believe
that the audit evidence we have obtained is sufficient
and appropriate to provide a basis for our opinion.
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Information other than the Financial
Statements and Auditor’s Report
thereon

The Privacy Commissioner is responsible for the other
information. The other information comprises the
information included in the annual report, but does not
include the financial statements and our auditor’s report
thereon.

Our opinion on the financial statements does not cover
the other information and we do not express any form
of assurance conclusion thereon.

In connection with our audit of the financial statements,
our responsibility is to read the other information and,
in doing so, consider whether the other information
is materially inconsistent with the financial statements
or our knowledge obtained in the audit or otherwise
appears to be materially misstated. If, based on the
work we have performed, we conclude that there is a
material misstatement of this other information, we are
required to report that fact. We have nothing to report
in this regard.

Responsibilities of the Privacy
Commissioner and Those Charged with
Governance for the Financial Statements

The Privacy Commissioner is responsible for the
preparation of the financial statements that give a true
and fair view in accordance with HKFRSs issued by the
HKICPA, and for such internal control as the Privacy
Commissioner determines is necessary to enable the
preparation of financial statements that are free from
material misstatement, whether due to fraud or error.

@
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In preparing the financial statements, the Privacy
Commissioner is responsible for assessing the PCPD’s
ability to continue as a going concern, disclosing, as
applicable, matters related to going concern and using
the going concern basis of accounting unless the Privacy
Commissioner either intends to liquidate the PCPD or to
cease operations, or has no realistic alternative but to do
S0.

Those charged with governance are responsible for
overseeing the PCPD’s financial reporting process.

Auditor’s Responsibilities for the Audit
of the Financial Statements

Our objectives are to obtain reasonable assurance about
whether the financial statements as a whole are free
from material misstatement, whether due to fraud or
error, and to issue an auditor’s report that includes our
opinion. This report is made solely to you, as a body, in
accordance with the agreed terms of engagement, and
for no other purposes. We do not assume responsibility
towards or accept liability to any other person for the
contents of this report. Reasonable assurance is a high
level of assurance but is not a guarantee that an audit
conducted in accordance with HKSAs will always detect
a material misstatement when it exists. Misstatements
can arise from fraud or error and are considered
material if, individually or in the aggregate, they could
reasonably be expected to influence the economic
decisions of users taken on the basis of these financial
statements.
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As part of an audit in accordance with HKSAs,
we exercise professional judgment and maintain
professional skepticism throughout the audit. We also:

e |dentify and assess the risks of material
misstatement of the financial statements, whether
due to fraud or error, design and perform audit
procedures responsive to those risks, and obtain
audit evidence that is sufficient and appropriate
to provide a basis for our opinion. The risk of not
detecting a material misstatement resulting from
fraud is higher than for one resulting from error,
as fraud may involve collusion, forgery, intentional
omissions, misrepresentations, or the override of
internal control;

e  Obtain an understanding of internal control relevant
to the audit in order to design audit procedures
that are appropriate in the circumstances, but not
for the purpose of expressing an opinion on the
effectiveness of the PCPD’s internal control;

e Evaluate the appropriateness of accounting policies
used and the reasonableness of accounting
estimates and related disclosures made by the
Privacy Commissioner,
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e Conclude on the appropriateness of the Privacy
Commissioner’s use of the going concern basis
of accounting and, based on the audit evidence
obtained, whether a material uncertainty exists
related to events or conditions that may cast
significant doubt on the PCPD’s ability to continue
as a going concern. If we conclude that a material
uncertainty exists, we are required to draw
attention in our auditor’s report to the related
disclosures in the financial statements or, if such
disclosures are inadequate, to modify our opinion.
Our conclusions are based on the audit evidence
obtained up to the date of our auditor’s report.
However, future events or conditions may cause
the PCPD to cease to continue as a going concern;
and

e Evaluate the overall presentation, structure and
content of the financial statements, including the
disclosures, and whether the financial statements
represent the underlying transactions and events in
a manner that achieves fair presentation.

We communicate with those charged with governance
regarding, among other matters, the planned scope
and timing of the audit and significant audit findings,
including any significant deficiencies in internal control
that we identify during our audit.

PATRICK WONG C.P.A. LIMITED
Certified Public Accountants

TSANG CHEUK FUNG ANDY

FCPA (Practising), ACA, MSCA

Certified Public Accountant (Practising), Hong Kong
Practising Certificate Number: PO6369

Hong Kong, 20 July 2022
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s 2021
Notes $
A Income
ISRk Government subventions 6 90,634,368 89,530,165
RITHE Bank interest 125,640 317,304
B E Seminar fees 1,261,195 946,405
287 Membership fees 98,850 114,610
hEiEEs] T Financial assistance under

B ER AL AT 2l Job Creation Scheme of

ME 5 & B Anti-epidemic Fund 1,770,795 -
NMEZEER=S Sales of publications - 3,000
BEME #BER Gain on disposal of property,

Bl plant and equipment - 120,000
IR Miscellaneous income 88,493 167,376

93,979,341 91,198,860
X Expenditure
= EEEN & Auditor’s remuneration 55,000 55,000
THEH Administrative expenses 1,626,914 1,613,618
A B AR S Consultancy services - 387,200
M - Hes K Depreciation of property,
RENITE plant and equipment
- HEAREDEX — financed by capital
=t subvention fund 10 908,357 857,437
- HAMESKIR — financed by other
> A sources of funds 10 9,752,264 10,830,476
EEFHE Staff emoluments 7 65,618,166 68,721,650
WAEHLE Operating lease rentals in

HEHES respect of office premises 240,207 200,813
BINGEE, @ Overseas visit/conference 21,517 -
SEHEER Promotion and education

HEX W expenses 3,182,133 2,473,462
EE W BhET & Legal assistance scheme 49,802 37,052
BREY®  HaE KR Loss on disposal of property,

BYE0EEES plant and equipment 32,881 -
B EEER Other operating expenses 4,550,220 4,538,872
HEBGERNE Interest on lease liabilities 18 444,106 168,159

86,481,567 89,883,739
FRERREZE Surplus and total
o g=3 5] comprehensive income
for the year 7,497,774 1,315,121

55108 = 139 AL A MY X B AN B 75 ¥k 0 ALK B8 9
The notes on pages 108 to 139 are an integral part of these financial statements.
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B FE MK R & Statement of Financial Position

720223 H31 B AT 31 MARCH 2022

B 5T 2021
Notes $
JERENEE Non-current asset
s - HeEs a1t Property, plant and equipment 10 16,854,127 26,424,468
mEEE Current assets
EWGRIE ~ Re Kk Accounts receivable, deposits
SEEN G and prepayments 358,334 192,904
RITHEFE MRS Bank balances and cash 11 44,707,258 38,298,958
45,065,592 38,491,862
mE &R Current liabilities
FEfTRTE N EETE A Accounts payable and accruals 115,164 488,190
BB 4 m & B Provision for staff gratuity 12 2,406,858 4,203,354
IR FRER R Provision for unutilised
annual leave 1,415,636 1,958,476
SRR Eksn Government subvention
received in advance 13 8,175,593 8,329,933
MHERAE Lease liabilities 14,18 7,454,744 7,270,875
19,567,995 22,250,828
mENEERE Net current assets 25,497,597 16,241,034
EEHERTEAMR/  Total assets less
current liabilities 42,351,724 42,665,502
ERBAR Non-current liabilities
B B9 497 B <& Government subvention
B for gratuity 15 3,532,096 3,395,001
B B 40 m BN & 1 Provision for staff gratuity 12 1,903,757 1,661,078
BRI E Capital subvention fund 16 963,434 1,700,016
HERAE Lease liabilities 14,18 6,356,091 13,810,835
12,755,378 20,566,930
SEPHE Net assets 29,596,346 22,098,572
Be Funds
— MR General reserve 17 29,596,346 22,098,572

KEAFEHRERD N 2022F7 A20 BEFBEE E#E & R IFHE T3

Approved and authorised for issue by the Privacy Commissioner on 20 July 2022

SR

FEEABHILBER

Ada CHUNG Lai-ling
Privacy Commissioner for Personal Data, Hong Kong

551082 139 AR LB A BImKR AKX LD °
The notes on pages 108 to 139 are an integral part of these financial statements.




BT &8 E R Statement of Changes in Funds
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2EKRE — A% ok O
Statement of
comprehensive General
income reserve
$ $
# 2020548 1H Balance at
By SR 1 April 2020 —~ 20,783,451 20,783,451
FREHKRK Surplus and total
FEWRERE comprehensive
income for the year 1,315,121 - 1,315,121
S B Transfer (1,315,121) 1,315,121 -
#2021¥3A31H Balances at
’2021F4R1A8 31 March 2021 and
B ER at 1 April 2021 - 22,098,572 22,098,572
FARERNK Surplus and total
FHKRBRE comprehensive
income for the year 7,497,774 - 7,497,774
Bk Transfer (7,497,774) 7,497,774 -
#2022%3A31H Balance at
BYFEER 31 March 2022 - 29,596,346 29,596,346

£ 108 = 139 Bt B A B MR AV AER F D o
The notes on pages 108 to 139 are an integral part of these financial statements.
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I € E & Statement of Cash Flows

B Z 202243 A31 H1ESE YEAR ENDED 31 MARCH 2022

By aE 2021
BEEE Operating activities
FR AR Surplus for the year 7,497,774 1,315,121
FEE Adjustments for:
- EXH — Depreciation expense 10,660,621 11,687,913
- EEWH¥ - #83K&k - Loss/Again) on disposal
RMEREL (UrzE)  of property, plant and
equipment 32,881 (120,000)
- M BEUA — Interest income (125,640) (317,304)
- HEaGBFE — Interest on lease liabilities 444,106 168,159
LEEAREHEA Operating surplus before
& R working capital changes 18,509,742 12,733,889
FEWFIE - e Kk (Increase)/decrease in
AR E (gm), accounts receivable,
NS deposits and prepayments (151,658) 589,525
FES RRIE K FEET Decrease in accounts
ERRL payable and accruals (373,026) (587,586)
BB XM e B Decrease in provision for
Ve staff gratuity (1,553,817) (167,834)
RIERF R (Decrease)/increase in provision
(R A,/ 12 hn for unutilised annual leave (542,840) 635,461
TRUER AT B8  Decrease in government
subvention received
in advance (154,340) (1,400,000)
BT B9 4050 B Increase in government
18 Bh K% AN subvention for gratuity 137,095 4,080
BRI Decrease in capital
subvention fund (736,582) (615,763)
LIEEBERS Net cash generated from
FRE operating activities 15,134,574 11,191,772
_REER Investing activities
UGB F & Interest received 111,868 402,422
=RANR EZEH Decrease in short-term bank
RITEFORD deposits with maturity
more than three months 973,607 1,354,521
BEMF  #MaEk Payments for property,
10K EN plant and equipment (1,124,161) (1,812,129)
BREYE B Proceeds from disposals
wENEE of property, plant
and equipment 1,000 120,000
"EES (FTR),/ Net cash (used in)/generated
FTigiIR & /#58 from investing activities (37,686) 64,814
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ks 2021
Notes $
RMEEE Financing activities
ENEEEELRS Capital element of
lease rentals paid 18 (7,270,875) (7,857,131)
ENEERENE Interest element of
lease rentals paid 18 (444,106) (168,159)
BMEEBFTRRS Net cash used in
FER financing activities (7,714,981) (8,025,290)
ReRB&EH Net increase in cash and
B98I0 cash equivalents 7,381,907 3,231,296
FMHBER Cash and cash equivalents
BesHE at the beginning of year 29,828,403 26,597,107
FENBHE&R Cash and cash equivalents
HeE®E at the end of year 37,210,310 29,828,403
HReRBRE&HE Analysis of balances
BERHR of cash and cash
equivalents
IRITHEFE MRS Bank balances and cash 11 44,707,258 38,298,958
=& A LA £ 2 %2 Bf Short-term bank deposits
|ITER with maturity more than
three months (7,496,948) (8,470,555)
FENRER Cash and cash equivalents
ReEE at the end of the year 37,210,310 29,828,403

£ 108 = 139 Bt B A B MR AV AER F D o
The notes on pages 108 to 139 are an integral part of these financial statements.
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Bt ¥ R R PMIEE Notes to the Financial Statements

202243 A31H 31 MARCH 2022
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1. General Information

The Privacy Commissioner for Personal Data (the PCPD)
is a corporation sole established in Hong Kong under
the Personal Data (Privacy) Ordinance 1995 enacted on
3 August 1995 for the purpose of protecting the privacy
of individuals in relation to personal data and to provide
for matters incidental thereto or connected therewith.
The address of its registered office is 12/F, Dah Sing
Financial Centre, 248 Queen’s Road East, Wanchai,
Hong Kong.

2. Statement of Compliance with Hong
Kong Financial Reporting Standards

The PCPD’s financial statements have been prepared
in accordance with all applicable Hong Kong Financial
Reporting Standards (HKFRSs), which includes all
applicable individual Hong Kong Financial Reporting
Standards, Hong Kong Accounting Standards (HKASs)
and Interpretations issued by the Hong Kong Institute of
Certified Public Accountants (HKICPA) and accounting
principles generally accepted in Hong Kong. A summary
of significant accounting policies is set out in note 3.
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A543 FINANCIAL STATEMENTS

Basis of Preparation of the Financial
Statements

The measurement basis used in preparing the
financial statements is historical cost.

Property, Plant and Equipment

Property, plant and equipment are stated in
the statement of financial position at cost less
accumulated depreciation and subsequent
impairment losses, if any.

Depreciation is recognised so as to write off the
cost of assets less their residual values over their
estimated useful lives, using the straight-line
method, as follows:

Owned assets

Motor vehicle 3 years

Computers and software 3 years

Office equipment 5 years

Furniture and fixtures 5 years

Leasehold improvements 3 years

Right-of-use assets
Leasehold land and buildings Over the lease term

The estimated useful lives, residual values and
depreciation method are reviewed at the end
of each reporting period, with the effect of any
changes in estimate accounted for on a prospective
basis.
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(b) Property, Plant and Equipment (Continued)

(9]

An item of property, plant and equipment is
derecognised upon disposal or when no future
economic benefits are expected to arise from
the continued use of the asset. Any gain or loss
arising on the disposal or retirement of an item of
property, plant and equipment is determined as
the difference between the sales proceeds and the
carrying amount of the asset and is recognised in
the statement of comprehensive income.

Recognition and Derecognition of Financial
Instruments

Financial assets and financial liabilities are
recognised in the statement of financial position
when the PCPD becomes a party to the contractual
provisions of the instruments.

Financial assets are derecognised when the
contractual rights to receive cash flows from the
assets expire; the PCPD transfers substantially all
the risks and rewards of ownership of the assets; or
the PCPD neither transfers nor retains substantially
all the risks and rewards of ownership of the assets
but has not retained control on the assets. On
derecognition of a financial asset, the difference
between the assets’ carrying amount and the sum
of the consideration received is recognised in profit
or loss.

Financial liabilities are derecognised when the
obligation specified in the relevant contract is
discharged, cancelled or expired. The difference
between the carrying amount of the financial
liability derecognised and the consideration paid is
recognised in profit or loss.
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(d) Financial Assets

Financial assets are recognised and derecognised
on a trade date basis where the purchase or
sale of an asset is under a contract whose terms
require delivery of the asset within the timeframe
established by the market concerned, and are
initially measured at fair value, plus directly
attributable transaction costs except in the case
of investments at fair value through profit or
loss. Transaction costs directly attributable to the
acquisition of investments at fair value through
profit or loss are recognised immediately in profit or
loss.

Financial Assets at Amortised Cost

Financial assets (including trade and other
receivables) are classified under this category if they
satisfy both of the following conditions:

— the assets are held within a business model
whose objective is to hold assets in order to
collect contractual cash flows; and

— the contractual terms of the assets give rise
on specified dates to cash flows that are solely
payments of principal and interest on the
principal amount outstanding.

Financial assets at amortised cost are subsequently
measured at amortised cost using the effective
interest method less loss allowances for expected
credit losses.
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(e) Loss Allowances for Expected Credit Losses

The PCPD recognises loss allowances for expected
credit losses on financial assets at amortised cost.
Expected credit losses are the weighted average of
credit losses with the respective risks of a default
occurring as the weights.

At the end of each reporting period, the PCPD
measures the loss allowance for a financial
instrument at an amount equal to the expected
credit losses that result from all possible default
events over the expected life of that financial
instrument (lifetime expected credit losses) for trade
receivables, or if the credit risk on that financial
instrument has increased significantly since initial
recognition.

If, at the end of the reporting period, the credit
risk on a financial instrument (other than trade
receivables) has not increased significantly since
initial recognition, the PCPD measures the loss
allowance for that financial instrument at an
amount equal to the portion of lifetime expected
credit losses that represents the expected credit
losses that result from default events on that
financial instrument that are possible within 12
months after the reporting period.

The amount of expected credit losses or reversal
to adjust the loss allowance at the end of the
reporting period to the required amount is
recognised in profit or loss as an impairment gain
or loss.
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Contract Assets and Contract Liabilities

A contract asset is recognised when the PCPD
recognises revenue before being unconditionally
entitled to the consideration under the payment
terms set out in the contract. Contract assets are
assessed for expected credit losses in accordance
with the policy set out in note 3(e) and are
reclassified to receivables when the right to the
consideration has become unconditional. A
contract liability is recognised when the customer
pays consideration, or has an unconditional right
to consideration (in such case, a corresponding
receivable is recognised), before the PCPD
recognises the related revenue.

Leases

(i) Definition of a Lease
A contract is, or contains, a lease if the
contract conveys the right to control the use
of an identified asset for a period of time in
exchange for consideration.

For contracts entered into or modified on
or after the date of initial application, the
PCPD assesses whether a contract is or
contains a lease based on the definition under
HKFRS 16 at inception or modification date
as appropriate. Such contract will not be
reassessed unless the terms and conditions of
the contract are subsequently changed.
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3. EESHBFREE(HE) 3. Summary of Significant Accounting
Policies (Continued)

(g) HE (&) (g) Leases (Continued)
(i) BAZHEBZEAESL % (ii) The PCPD as a Lessee

#AA
WCHHENEKEBEEREM Short-term leases and leases of low-value
g assets
BAEEFLREEB G5 The PCPD applies the short-term lease
THERERIAR R ERNTEE recognition exemption to leases that have
B 15 HERfEsT AEF 12 (@ a lease term of 12 months or less from the
AU\ TN ETBIEES commencement date and do not contain a
RIBENHE - AAZE purchase option. It also applies the recognition
MEEENMEHEKBEEE exemption for lease of low-value assets. Lease
MERERAERIH L o 5 H payments on short-term leases and leases of
MENEEEEERED low-value assets are recognised as expense on
HMENFREGEENEE a straight-line basis over the lease term.

HA R FERR SRS

FREEE Right-of-use assets

FREEENKANETE The cost of right-of-use asset includes:

@ VwRsT=HEaEN (@) the amount of the initial measurement of
k- the lease liability;

(b) MNFAEHESK Z AT (b) any lease payments made at or before
YRR E N ZOR the commencement date, less any lease
EEMBRNEEE incentives received; and
B2 K

© BABHRNLEESE (¢ any initial direct costs incurred by the
A B AT 90 88 B 52 K PCPD.

7N o
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3. EESHBFREE(HE) 3. Summary of Significant Accounting
Policies (Continued)

FREEE (&)

1 R E IR A AN BT
REITE MORE B B
£ UHREERENEMA
BT EFELHE-

MEAEHLEREESE
i g X HE R EwR
RSHEAEESERAR
MEREEE  ZEER
Fia B A Z Al A F B4
RETEIE - TRIEARE
BENGTAIERFHE
& AR MR & ) B & A
BAVRITE o

(g) 5 (&) (g) Leases (Continued)
(i) BAZEELEBEEEER (i) The PCPD as a Lessee (Continued)
A (#)

Right-of-use assets (continued)

Right-of-use assets are measured at cost, less
any accumulated depreciation and impairment
losses, and adjusted for any remeasurement of
lease liabilities.

Right-of-use assets in which the PCPD is
reasonably certain to obtain ownership of the
underlying leased assets at the end of the lease
term is depreciated from commencement date
to the end of the useful life. Otherwise, right-
of-use assets are depreciated on a straight-line
basis over the shorter of its estimated useful
life and the lease term.



FLB2 2 EF R PCPD ANNUAL REPORT 2021-22

(g) 5 (&) (g) Leases (Continued)
(i) BAZEELEBEEEER (i) The PCPD as a Lessee (Continued)
A (#8)
HEBE Lease liabilities

NEERBBEH  EAE
HMILEEBRZ AR
RS 5 BOR B K AT
EHERE -FEHEN
FRRER  HHEEASH
MEZHAERE  AEAER
HILEEEeERHEER
45 B BBV IR B (B B X R 5t

Sty
H o
e

HEMNREREEE MK (R
1B E B E 30 BAE
FERHEER -

M AM%  ARAER
FBFIEE R RS 5
R

At the commencement date of a lease, the
PCPD recognises and measures the lease
liability at the present value of lease payments
that are unpaid at that date. In calculating the
present value of lease payments, the PCPD
uses the incremental borrowing rate at the
lease commencement date if the interest rate
implicit in the lease is not readily determinable.

The lease payments include fixed payments
(including in-substance fixed payments) less
any lease incentives receivable.

After the commencement date, lease liabilities
are adjusted by interest accretion and lease
payments.
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(o) K (1) (9) Leases (Continued)
(i) BAZERLBEEES XA (ii) The PCPD as a Lessee (Continued)
#HA (%)
EHIRATER  EAE The PCPD remeasures lease liabilities (and
ﬂﬁﬂaii@i%ﬁﬁ%%ﬁ makes a corresponding adjustment to the
EaE (Y HEBEE PE related right-of-use assets) whenever:

BEFLERHAR)

(@) THEHE E Rk ¥E1T (@) the lease term has changed or there is a

FEE TR IR change in the assessment of exercise of a
& EZIERT purchase option, in which case the related

y = F‘ga HEaEREHN lease liability is remeasured by discounting
STk B HR S 3B A the revised lease payments using a revised
EETHT IR BRI IR &H4& discount rate at the date of reassessment.
FIMEE MR B
2o

b) BENZRB TS (b) the lease payments change due to
HermElEesHFE changes in market rental rates following
MEIREE  E£3%15 a market rent review, in which cases the
MK MEREaRE related lease liability is remeasured by
FHAE BB TR X discounting the revised lease payments
IR ISR E = using the initial discount rate.
MEETE o

BAERILEREE NG The PCPD presents lease liabilities as a separate

RRENBHEEBBEY line item on the statement of financial position.

REFIEA -
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(h) BekhBAeEFH

0

()

BeBRBRITATERS -]
cHFERRANSRBMENKR
B EERE R ABRERS
EHEENRY  BEZHN
B2 K

FE IR

FEAS IR ) B3R 1 F E i
R R HA AR - 2
EEPSEV NP NN -2 A
ER - ARKAGIR

MmBRBARAR

MREAERLEREARD
BAEMEMHAREREIETER
T AmEHRRA e EHE
BN EA S
Al SEH G ET A - A B AR
HEFEeHZERHAER T E
ERRBEREE WRER
REEEEAX  BILFEETT
BEIMHEEANRE RS -

(h) Cash and Cash Equivalents

0

()

Cash comprises cash on hand and at bank. Cash
equivalents are short-term, highly liquid investments
that are readily convertible to known amounts of
cash and which are subject to an insignificant risk
of changes in value.

Accounts and Other Payables

Accounts and other payables are initially measured
at fair value and, after initial recognition, at
amortised cost, except for short-term payables with
no stated interest rate and the effect of discounting
being immaterial, that are measured at their
original invoice amount.

Provisions and Contingent Liabilities

Provisions are recognised for liabilities of uncertain
timing or amount when the PCPD has a legal or
constructive obligation arising as a result of a past
event, it is probable that an outflow of economic
benefits will be required to settle the obligation and
a reliable estimate can be made. Where the time
value of money is material, provisions are stated at
the present value of the expenditure expected to
settle the obligation.
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Provisions and Contingent Liabilities
(Continued)

Where it is not probable that an outflow of
economic benefits will be required, or the amount
cannot be estimated reliably, the obligation is
disclosed as a contingent liability, unless the
probability of outflow of economic benefits is
remote. Possible obligations, whose existence
will only be confirmed by the occurrence or non-
occurrence of one or more future events are
also disclosed as contingent liabilities unless the
probability of outflow of economic benefits is
remote.

Income Recognition

(i) Government Subventions and Funding
Government subventions are recognised at
their fair value where there is a reasonable
assurance that the grant will be received
and the PCPD will comply with all attached
conditions.

Government subventions relating to specific
projects are included in the capital subvention
fund and are deferred and recognised in the
statement of comprehensive income over the
period necessary to match them with the costs
that they are intended to compensate.
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(k) W AHEs2 (48)

(i)

HFwBRER £ (4)

HERBEYE BENRE
BRENBAMbEeRE
BEREBEA - WA
BEMNTAFR  LER
ERRAZHRERA ©

AREmEAEHLER
8 B E A ST A BUR # B
@Aﬁﬁﬂj}ziﬁ’jﬁﬂfﬁ
B R 2 W e R AR
BASWA ©

[Br B E L | T BliEms
S| E )
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(k) Income Recognition (Continued)
(i) Government Subventions and Funding

(Continued)

Government subventions relating to the
purchase of property, plant and equipment are
included in the capital subvention fund and are
credited to the statement of comprehensive
income on a straight-line basis over the
expected lives of the related assets.

Government subventions that compensate the
PCPD for expenses incurred are recognised as
income in the statement of comprehensive
income on a systematic basis in the same
periods in which the expenses are incurred.

Financial assistance under Job Creation
Scheme of Anti-epidemic Fund

Financial assistance under Job Creation Scheme
of Anti-epidemic Fund is recognised in the
statement of comprehensive income on an
accrual basis to match them with the staff costs
that they are intended to compensate.
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(k) W AHEs2 (48)

(k) Income Recognition (Continued)

(i) ESRITFIBUA (i) Bank Interest Income
FITH B U A A B R F & Bank interest income is recognised using the
FHAEFE - effective interest method.

(iii) IREWRBEREGRTRA

(iii) Seminar and Membership Fees Income

HEIWE LSS BN AR Seminar and membership fees income are
FEET 5| HESR o recognised on an accrual basis.

(iv) Sales of Publications
Income from the sales of publications is
recognised when the PCPD has delivered
products to the customer, the customer has
accepted the products and collectability of the
related receivables is reasonably assured.

(iv) FIthiE &
THEWAEZES m
RNTFET MEIEX
S DA KB B R UK TR
] & T 1 e E M B B A2

() EEFE () Staff Emoluments
() EEATEBRIBRYRIE (i) Employee Leave and Gratuity Entitlements
B
EBENZEMNEREY R Employee entitlements to annual leave and

MerEzEREEEHH
2T RERER - EA
ERNEERCERERRE
ATEFEE IEFTRENR
5 A R M 8 m Bl & 75
H B 5l B B EF A
B e

EEAZAHBEEA
B ERTIERR - B
Z 1R B HEL S B S
T IARERR -

gratuities are recognised when they accrue
to employees. A provision is made for the
estimated liability for annual leave and
gratuities as a result of services rendered by
employees up to the year-end date.

Employee entitlements to sick leave and
maternity or paternity leave are not recognised
until the time of leave.



FLB2 2 EF R PCPD ANNUAL REPORT 2021-22

() &S&FHE(E)

(ii) BHEFIREE
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() Staff Emoluments (Continued)

(ii) Retirement Benefit Costs

The PCPD has joined the Mandatory Provident
Fund Scheme (the MPF Scheme) established
under the Mandatory Provident Fund Schemes
Ordinance for its employees. The PCPD
contributes 5% of the relevant income of
staff members up to the maximum mandatory
contributions under the MPF Scheme. The
assets of the Scheme are held separately from
those of the PCPD, in funds under the control
of trustee.

Payments to the MPF Scheme are charged as
an expense as they fall due.

(m) Impairment of Assets

At the end of reporting period, the PCPD reviews
the carrying amounts of its assets with finite useful
lives to determine whether there is any indication
that those assets have suffered an impairment
loss. If any such indication exists, the recoverable
amount of the asset is estimated in order to
determine the extent of the impairment loss, if any.
When it is not possible to estimate the recoverable
amount of an individual asset, the PCPD estimates
the recoverable amount of the cash-generating unit
to which the asset belongs. When a reasonable
and consistent basis of allocation can be identified,
corporate assets are also allocated to individual
cash-generating units, or otherwise they are
allocated to the smallest group of cash-generating
units for which a reasonable and consistent
allocation basis can be identified.
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3. Summary of Significant Accounting
Policies (Continued)

(n) Related Parties

(i)

(if)

A person or a close member of that person’s
family is related to the PCPD if that person:

(@) has control or joint control over the PCPD;

(b) has significant influence over the PCPD; or

(0 is @ member of the key management
personnel of the PCPD.

An entity is related to the PCPD if any of the
following conditions applies:

(@) The entity is a post-employment benefit
plan for the benefit of employees of either
the PCPD or an entity related to the PCPD.

(b) The entity is controlled or jointly controlled
by a person identified in (i).
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3. Summary of Significant Accounting
Policies (Continued)

(n) Related Parties (Continued)

(i) (o) A person identified in (i)(@) has significant
influence over the entity or is a member
of the key management personnel of the
entity.

(d) The entity, or any member of a group
of which it is a part, provides key
management personnel services to the
PCPD.

4. Changes in Accounting Policies

The PCPD has initially applied the new and revised
HKFRSs issued by the HKICPA that are first effective for
accounting periods beginning on or after 1 April 2021,
including:

Amendments to HKFRS 16, Covid-19-Related
Rent Concessions

Amendments to HKFRS 9, HKAS 39,
HKFRS 7, HKFRS 4 and HKFRS 16,
Interest Rate Benchmark Reform-Phase 2
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4. Changes in Accounting Policies
(Continued)

The application of the amendments to HKFRSs in the
current year has had no material impact on the PCPD’s
financial positions and performance for the current and
prior years and / or on the disclosures set out in these
financial statements.

5. Critical Accounting Estimates and
Judgement

The PCPD’s management makes assumptions, estimates
and judgements in the process of applying the PCPD’s
accounting policies that affect the assets, liabilities,
income and expenses in the financial statements
prepared in accordance with HKFRSs. The assumptions,
estimates and judgements are based on historical
experience and other factors that are believed to
be reasonable under the circumstances. While the
management reviews their judgements, estimates and
assumptions continuously, the actual results will seldom
equal to the estimates.

Certain key assumptions and risk factors in respect
of the financial risk management are set out in note
19. There are no other key sources of estimation
uncertainty that have a significant risk of causing a
material adjustment to the carrying amounts of asset
and liabilities within the next financial year.
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6. MF#bI& 6. Government Subventions
2021
$
K R IR E Recurrent and non-recurrent 89,068,246 87,875,920
EAXREDE (M3E16) Capital subvention fund (Note 16) 1,566,122 1,654,245
90,634,368 89,530,165
7. BEEFE 7. Staff Emoluments
2021
$
M Salaries 55,600,298 56,459,603
#)0m BN Kz E b )2 B Gratuities and other allowances 9,179,518 10,294,609
IR ETEIH Contributions to MPF Scheme 1,381,190 1,331,977
R FRER R Provision for unutilised
annual leave (542,840) 635,461
65,618,166 68,721,650

8. EEETHARMRMN

8. Key Management Compensation

2021
$

MEEEEE Short-term staff emoluments 13,020,555 13,335,712
XmiN e RiaiES5TE]  Gratuities and contributions to
HR MPF Scheme 1,279,332 1,754,927
14,299,887 15,090,639
9. IRIA 9. Taxation

RIBCEAE R (FLER) BRBID PR 2
FoHRMARTE  EAEHLEEER
ERRRR - RILEAABERLER
EEBEANYBRRTIEER B

BHEE -

No provision for Hong Kong Profits Tax has been made
in the financial statements as the PCPD is exempted
from taxation in respect of the Inland Revenue
Ordinance by virtue of Schedule 2 Section 6 of the
Personal Data (Privacy) Ordinance.
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10. Property, Plant and Equipment
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HAEE EREEE
Owned assets Right-of-use
assets
R&R HAELHER
BRER&G BERE HAENE 3
AE | Computer | MAZMIE |  Furniture kIR Leasehold
Motor and Office and Leasehold it land and
vehicle software | equipment fixtures | improvements | Sub-total buildings
$ $ $ $ $ $ $
BE Cost
20214818 At1Aprl 2021 535500 8180236 1968342 608,054 10,109,046 21,401,178 36,675230 58,076,408
byl Additions - 562,430 255,479 38,752 267,500 1,124,161 - 1124161
RE Disposals - (2,270,330) (64,056) (52,400) (53,000)  (2,439,786) - (2,439,786)
R2022E3A318 At 31 March 2022 535,500 6,472,336 2,159,765 594,406 10,323,546 20,085,553 36,675,230 56,760,783
RENE Accumulated depreciation
R2021E4818 At 1 Apil 2021 178,500 5,797,021 1,058,575 345,537 8635488 16,015,121 15,636,819 31,651,940
ERHE Charge for the year 178,500 1,440,942 370,405 112,541 1,132911 3,235,299 7425322 10,660,621
REGH Write back on disposals - (2270330 (64,056) (52,380) (19,139)  (2,405,905) - (2,405,905)
R2022%3A318 At 31 March 2022 357,000 4,967,633 1,364,924 405,698 9,749,260 16,844,515 23,062,141 39,906,656
IREPE Net book value
R2022F3A318  At31March 2022 178500 1,504,703 794,841 188,708 574286 3,241,038 13,613,089 16,854,127
123 Cost
R2020F4 818 At1Apil 2020 468,900 7,869,002 1,926,452 709,430 9,708 546 20,682,330 14,399,265 35,081,595
)| Additions 535,500 775,049 44,576 56,504 400,500 1,812,129 22,275,965 24,088,094
RE Disposals (468,900) (463,815) (2,686) (157,880) - (1,093,281) - (1,093,281)
R2021E3A318  At31 March 2021 535,500 8,180,236 1,968,342 608,054 10,109,046 21,401,178 36,675,230 58,076,408
RERAE Accumulated depreciation
R2020F4 718 At1Apil 2020 468,900 4911,746 704,347 396,432 6,758,329 13,239,754 7,817,554 21,057,308
FATE Charge for the year 178,500 1,349,090 356,914 106,985 1,877,159 3,868,648 7,819,265  11,687913
REGE Write back on disposals (468,900) (463,815) (2,686)  (157,880) - (1,093,281) - (1,093,281)
202138318  At31March 2021 178500 5,797,021 1,058,575 345,537 8635488 16,015,121 15636819 31,651,940
IRERE Net book value
R2021%F3A31H  At31 March 2021 357,000 2,383,215 909,767 262,517 1,473,558 5,386,057 21,038,411 26,424,468
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NBTEFRAE

11. Bank Balances and Cash

2021
$

RITNFHEIR® Cash at banks and on hand 14,834,962 11,532,820
REHASRITE K Short-term bank deposits 29,872,296 26,766,138
BN E K& Bank balances and cash
REMERDN in the statement of
RITEF LIRS financial position and the
statement of cash flows 44,707,258 38,298,958

12. 1 R ¥R BN & 35 fi

12. Provision for Staff Gratuity

2021
$

R4 A1 BREEER Balance as at 1 April 5,864,432 6,032,266
EEL R G Provision made 6,299,934 7,094,519
RE)FAFKIAR D Unused amounts reversed (473,384) (148,599)
FAT B Amount paid during the year (7,380,367) (7,113,754)
A3 A 31 BREES Balance as at 31 March 4,310,615 5,864,432
B mENE D Less: current portion (2,406,858) (4,203,354)
EREE D Non-current portion 1,903,757 1,661,078

HWmHeBEERES T XNAXE
HEFE KA AR BN LM

Bl 1 5 SZEY

Provision for staff gratuity is established for gratuity
payments which become payable to those employees
of the PCPD who complete their contracts commencing
from the date of their employment.
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13. Government Subvention Received in

Advance
2021
$

R4 R 1 BB Balance as at 1 April 8,329,933 9,729,933
BB & Subvention received 1,500,000 -
REIMEIE Subvention refunded - (900,000)
FREREBRAREE  Recognised as income in the year (1,654,340) (500,000)
K3 A31 B4R Balance as at 31 March 8,175,593 8,329,933

BREFHDEEENFEB RS
R B IERS MRS -
T IE I AR N S B A Y HR
B R AEE IR RER DA -

148 8/1%B

Government subvention received in advance
represents subvention received in connection with
various services to be provided after year end and is
deferred and recognised as income in the statement
of comprehensive income on a systematic basis in the
same periods in which the expenses are incurred.

14. Lease Liabilities

2021
$
PR EEE N REE Minimum lease payments due
-1FRN — Within 1 year 7,714,980 7,714,980
-1E5%F - 1to 5 years 6,429,150 14,144,130
14,144,130 21,859,110
B RREEE A Less: future finance charges (333,295) (777,400)
HEaE/MIRE Present value of lease liabilities 13,810,835 21,081,710
DA Analysed as:
mEnE o Current portion 7,454,744 7,270,875
EREE D Non-current portion 6,356,091 13,810,835
13,810,835 21,081,710

RIS E BFTER/INEFY
RILEEFIERA2.5% (2021: 2.5%) °

The weighted average incremental borrowing rate
applied for future finance charges is 2.5% (2021: 2.5%).
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15. BFa R &dE 15 Government Subvention for Gratuity

2021
$

R4 A1 BBES Balance as at 1 April 3,395,001 3,390,921
FRERNEE S Subventions recognised
for the year (6,386,289) (7,094,519)
R WK Forfeiture 473,384 148,599
2T B) 49 Gratuity subvention received
B <& 7 Bh K from Government 6,050,000 6,950,000
N3 A31 BR&EER Balance as at 31 March 3,532,096 3,395,001

ERERBEABELEBES UK This represents funds received from the Government in
FF Uk B & B B 45 B 20 o respect of gratuity payments to staff of the PCPD.
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16. EXHili & 16. Capital Subvention Fund
ERBABER
BRAE | RERERE RARERE EATEREK
IT
Replacement | infrastructure Handling | Replacement
of motor overhaul System | of telephone
vehicle project
§ §
R2020F4A1H At 1 April 2020 332,400 1,710,962 - 272,417 2,315,779

HIEA#H 2 Government capital subvention - 1,038,482 - - 1,038,482
BAZAMRR Transfer to the statement
=1 NS of comprehensive income
as income to match with:

—mELH — Depreciation expense (110,800) (653,237) - (93,400) (857,437)

—HiEBER — Other operating expenses - (796,808) - - (796,808)
R2021E3A31H At 31 March 2021 and

R20215481H 1 April 2021 221,600 1,299,399 - 179,017 1,700,016
BRETHBE Government capital subvention - - 829,540 - 829,540
BAZAMEER Transfer to the statement

B A - of comprehensive income

as income to match with:

—HEXH — Depreciation expense (110,800) (699,386) (4,771) (93,400) (908,357)

—HEER — Other operating expenses = - (657,765) - (657,765)
R2022%63A31H At 31 March 2022 110,800 600,013 167,004 85,617 963,434

BAREEAMETCTEFTRE The capital subvention fund represents the unutilised

WENB R FERRIER S B TE balance of non-recurrent capital subvention from the

AEhEemasrsE BEREEAS Government received for special projects. The funds are

EKFRABWA - LABCEHEBEER o released to the statement of comprehensive income as
income to match with the related costs.



FLB2 2 EF R PCPD ANNUAL REPORT 2021-22

17.— R e 17. General Reserve
2021
$
R4A1H At 1 April 22,098,572 20,783,451
HEMREREA Transfer from statement of
comprehensive income 7,497,774 1,315,121
M3 A31H At 31 March 29,596,346 22,098,572

R — MR EY B A2 R 2R B
SELMREFE . —REREERR
HEERBEA ZeRBE/EA
EMLEERFERERDEHN
25% - —RRFEHBEBE—RAE
MAEMLEEEERBTTER -
BSRINBBFERENHE LR - B
Z B EREBT GRR N F R/
B LA EH) ©

The general reserve is established to meet operational
contingencies and is transferred from the statement
of comprehensive income with a ceiling at 25% of
the PCPD’s annual recurrent subvention. The general
reserve is available for general use and can be spent
at the discretion of the PCPD. Any surplus in excess
of the agreed reserve ceiling should be returned to
the Government by way of offsetting from next year’s
subvention.
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TRALEAEHLEZEERE
BRERINREZY BRATR
FREES  BERDMEENE
ERREREXNRKRRESRES
REAERLEBEENRESRE
RPN BERBERDNATRE
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18. Reconciliation of Liabilities Arising
from Financing Activities

The table below details changes in the PCPD’s liabilities
from financing activities, including both cash and non-
cash changes. Liabilities arising from financing activities
are liabilities for which cash flows were, or future cash
flows will be, classified in the PCPD’s statement of cash
flows as cash flows from financing activities.

2021
$
REM At beginning of the year 21,081,710 6,662,876
MERSRHEE : Changes from financing
cash flows:
ENHEAERE Capital element of lease
rentals paid (7,270,875) (7,857,131)
ENHEEEENE Interest element of lease
rentals paid (444,106) (168,159)
BERSRAEEEEE  Total changes from
financing cash flows (7,714,981) (8,025,290)
13,366,729 (1,362,414)
Hth$ 5 : Other changes:
HMEBERNE Interest on lease liabilities 444,106 168,159
HE B EEI Increase in lease liabilities - 22,275,965
H b BB RE Total other changes 444,106 22,444,124
BEX At end of the year 13,810,835 21,081,710
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19.&€MTH 19. Financial Instruments

1|)\/éfﬂﬂ|§a EBESREE The PCPD has classified its financial assets in the

DR TR - following categories:
2021
$

REBEETED Financial assets at

eMEE amortised cost
JEW IR R IZ & Accounts receivable and deposits 307,024 117,144
RITEFNIRE Bank balances and cash 44,707,258 38,298,958

45,014,282 38,416,102

BEBABEILEEEBSESHAE The PCPD has classified its financial liabilities in the

DR TR - following categories:
2021
$

REBEETED Financial liabilities

eMaR at amortised cost
FERTRIB R ERTE A Accounts payable and accruals 115,164 488,190
BUR EY 29 B & Government subvention

BN for gratuity 3,532,096 3,395,001
HERE Lease liabilities 13,810,835 21,081,710

17,458,095 24,964,901

FTA & Rt T E AR EE A8 $ 2021 All financial instruments are carried at amounts not
FR2022F3A31HEMAFE  materially different from their fair values as at 31 March

R BERER 2022 and 2021.
1I/\éfﬂﬂ|3§ = LLJ/ATLBZ The PCPD’s risk management objectives, policies and
EEEERR  RBESRER processes mainly focus on minimising the potential

1% g L/(/UM ZE Rk %ﬂlAéﬁ adverse effects of credit risk, liquidity risk and market
7H FLEEEE MR RARA  risk on its financial performance and position by closely
BETNZE - monitoring the individual exposure.



(a)

(b)

{5 8 B b%
BAABRLEEETEEER
SMHEESETHNER  MESE
ERREERNEREEMIE
ﬁﬁﬁﬁ RITTGEHMNEEM

AR - BEXFRERTT
ﬁ%xﬁl@%ﬁmeﬁ%
B B TS IS o

e B 8 & B PR
1./\§7Hﬂ\|15—r/\ E"]mb@]é{i
@ Te/EE  EAZRNL

BEEYHESIEHZEER -
ﬁ%%%%ﬁi&ﬁuﬁ@
UM B HEBEENEE o

(a)

(b)
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Credit Risk

The PCPD has no significant concentration of
credit risk. The maximum exposure to credit risk is
represented by the carrying amount of the financial
assets. The credit risk on bank deposits is limited
because the counterparties are authorised financial
institutions regulated under the Hong Kong
Banking Ordinance.

Liquidity Risk

The PCPD is exposed to liquidity risk on financial
liabilities. It manages its funds conservatively by
maintaining a comfortable level of cash and cash
equivalents in order to meet continuous operational
need. The PCPD ensures that it maintains sufficient
cash which is available to meet its liquidity.
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19. €M T & (#§)

(b) FEENE & Wb (§8)
TRIIIBEAEHLEFREN
TREBERRERRNRGRS
WFEH - ZFeRmBERRE
BRARMBBELRE (BRE
AET A KN RFIRFE R
BRI R (AnE% B) st B AT
ME) ARBEAERLERE
Al BE B K R =2 B HiR

19. Financial Instruments (Continued)

(b) Liquidity Risk (Continued)

The details of remaining contractual maturities at
the end of the reporting period of the financial
liabilities, which are based on contractual
undiscounted cash flows (including interest
payments computed using contractual rates or, if
floating, based on rates current at the end of the
reporting period) and the earliest date the PCPD
can be required to pay are as follows:

g -
BHRBR —FAH —Fi
ReRes BREX BERFER
Total
contractual Over 1 year
Carrying |undiscounted | Within 1 year but within
amount cash flow | or on demand 5 years
$ $ $ $
2022 2022
R HIE R Accounts payable and
FEstER accruals 115,164 115,164 115,164 -
BFE4mEE  Government subvention
BN EK for gratuity 3,532,096 3,532,096 - 3,532,096
HEERE Lease liabilities 13,810,835 14,144,130 7,714,980 6,429,150
17,458,095 17,791,390 7,830,144 9,961,246
2021 2021
R RIE K Accounts payable and
FEstER accruals 488,190 488,190 488,190 -
B4 mBE  Government subvention
ERUEA for gratuity 3,395,001 3,395,001 - 3,395,001
HERE Lease liabilities 21,081,710 21,859,110 7714980 14,144,130
24,964,901 25,742,301 8,203,170 17,539,131
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(d)

T 45 i B

F £ B

AABRLERE B ZE R
EBRBRITER - BHAER
LR BIRELHTELMNFX
R IERRRME DT - AAEIE
BRI E RS E A B R LR
BEEMMBRATEELEAN

BATENBNSMT R

EHREHR  BAAEHILER
B EEBITANRTET

o

Pl

(0

(d)
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Market Risk

Interest Rate Risk

The PCPD’s exposure on interest rate risk mainly
arises from its cash deposits with bank. No
sensitivity analysis for the PCPD’s exposure to
interest rate risk arising from deposits with bank
is prepared since based on the management’s
assessment the exposure is considered not
significant.

Financial Instrument at Fair Value
At the end of reporting period, there were no
financial instruments stated at fair value.
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20. EMBERFRRKRE
éﬁ;@(?i&ﬂﬁ%iﬁ%iﬁ
|

AT —EB/MAERSFE AR
MKE M B REER) ELE
Al B EAENLEEENEE
KRB HRERBER

20. Hong Kong Financial Reporting
Standards Issued but not yet
Effective for the Year

HKFRSs that have been issued but are not yet effective
for the year include the following HKFRSs which may
be relevant to the PCPD’s operations and financial
statements:

RUTFEERRKRN
HligER

Effective for annual
periods beginning

on or after

(BAMBRELADFENTR - REALIRIGEIEFTA 2023F 1A 1H
HKFRS 17, Insurance Contracts and the related Amendments 1 January 2023
(BAMBREERDE 3% (BRIA) - BLtEFL A0 2022F1A1H
Amendments to HKFRS 3, Reference to the Conceptual Framework 1 January 2022
(BRI BHRELENF 10X R(BEBGFTERDF 285 (BE] ) : REN: ¥

REEZHABE T RGBT R AMEELERKA
Amendments to HKFRS 10 and HKAS 28, Sales or Contribution of
Assets between an Investor and its Associate or Joint Venture

To be determined

(EERHEANE 15 (BHA) : BRHDBERBAHTH

Amendments to HKAS 1, Classification of Liabilities as Current or Non-current

20231 H1H
1 January 2023

(BAGEADE 1R M(BAMBRELIEHAEE 25 (BRI X) :

gl a0k 43
Amendments to HKAS 1 and HKFRS Practice Statement 2,
Disclosure of Accounting Policies

20231 A1H

1 January 2023

(BB GHERDESW (BRI « RatldatAIES 2023F1 A1 H
Amendments to HKAS 8, Definition of Accounting Estimates 1 January 2023
(BREERDE 125 (BFIX) : FHE-—XZELHNEER R G 2023F1 A1 H

BEREHTE
Amendments to HKAS 12, Deferred tax related to assets and liabilities arising
from a single transaction

1 January 2023

(BARETEDE 165 BRIAN) - W% - B K& -
HE 2RI 1370

Amendments to HKAS 16, Property, Plant and Equipment —
Proceeds before Intended Use

2022F1H1H

1 January 2022

(BREHERDE TR BIIR) : BREA - BITEKIEIKA
Amendments to HKAS 37, Onerous Contracts — Cost of Fulfilling a Contract

202218 1H
1 January 2022

BRMBMELER (BRIA) : (BBEH BHEER)2018F £ 2020 F 4
FREUE
Amendments to HKFRSs, Annual Improvements to HKFRSs 2018-2020

20221 A1H

1 January 2022
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21. L EMBRR

KB HRDN2022F7 A20H
EEAERLEEERETE -

A543 FINANCIAL STATEMENTS

20. Hong Kong Financial Reporting
Standards Issued but not yet
Effective for the Year (Continued)

The PCPD has not early adopted these HKFRSs. Initial
assessment has indicated that the adoption of these
HKFRSs would not have a significant impact on the
PCPD’s financial statements in the year of initial
application. The PCPD will be continuing with the
assessment of the impact of these HKFRSs and other
significant changes may be identified as a result.

21. Approval of Financial Statements

These financial statements were authorised for issue by
the PCPD on 20 July 2022.

&
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Appendix 1

FEZE#ERA

(LEREPD 5 EREBA (BHE
EN)EBEABER T EAFLEE -
FrEEREAERON AL (BRHE
&) B CALRR R PI) #20 B X
IRREERRE o ZNERBDRE
TEAERBYEE REF - £
EHBMEMELBEN -

4

_
Data Protection Principles

The objective of the PDPO is to protect the privacy
rights of a person (Data Subject) in relation to his
personal data. A person who collects, holds, processes
or uses the data (Data User) has to follow the six Data
Protection Principles (DPPs). The DPPs represent the
normative core of the PDPO and cover the entire life
cycle of the handling of personal data.

F1RA— KRBT HERR

o BRHERBAUAEMAT LIS
= WEMANEAZR B
MR TR R B SE BN A B -

o BT EA(THITAS AR Y
FAUWEEEABRGOE B
RANT S HHBAMEATL -

o WEMEHLZEEREEN
TRTEE -

DPP 1 - Data Collection
Principle

» Personal data must be collected
in a lawful and fair way, and for a
lawful purpose directly related to a
function or activity of the data user.

o All practicable steps must be taken
to notify the data subjects of the
purpose for which the data is to be
used, and the classes of persons to
whom the data may be transferred.

» Personal data collected should be
necessary and adequate but not
excessive.

F2FRA — A

RHEHR  EEREZRA

o ERMEREEKDFABYIEITH A
BREENEABEERER  MERR
(RERR FERBE BURR B R B FRE -

DPP 2 — Accuracy & Retention
Principle
» A data user must take all practical steps to
ensure that personal data is accurate and not
kept for a period longer than is necessary to
fulfil the purpose for which it is used. D

FIRA —EHFHEFER h

o MAZERRRBRARKERMBPMNENIE

EHEENBEN  BRIEGINEHNESABM
MERTEM R E -

DPP 3 - Data Use Principle

» Personal data is used only for the purpose for
which the data is collected or for a directly
related purpose; voluntary and explicit consent
must be obtained from the data subject if the
data is to be used for a new purpose. )

AN
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BEABNEANS D EUER
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BHERSE
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Personal Data

means any data (1) relating directly or indirectly to a
living individual; (2) from which it is practicable for
the identity of the individual to be directly or indirectly
ascertained; and (3) in a form in which access to or
processing of the data is practicable.

Data User

means a person who, either alone or jointly or in
common with other persons, controls the collection,
holding, processing or use of the data. The data user is
liable as the principal for the wrongful act of any data

BEMELE FEEEE - processor engaged by it.
| N
B4R —EFHERER
o0 BRERAEARDBUEATHNZRE  REBAERTS RERESZINIHER -

BRIE - bR - BekSifEM -
DPP 4 - Data Security Principle

o A data user must take all practical steps to protect personal data from unauthorised or
accidental access, processing, erasure, loss or use. D

\
SES5FEA —ZERERA
o BRHMEREREBRIEAITHNIRRARERBEAEHNEEMTEIR » R
REFENBEABERERMAE -
DPP 5 — Openness Principle

» A data user must make generally available its personal data policies and practices, types of
personal data it holds and how the data is used. D

~
EoRA —ERRWIERA
0 ENEFEANERELCHEBAER SR EREAENTERE  BEERKELE -
DPP 6 — Data Access & Correction Principle

» A data subject is entitled to have access to his personal data and to make corrections where
the data is inaccurate.
)

©
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BR %5 2 5

EREFEAN REAFHERE
REF a‘txﬂ)?&ﬁ&@ﬁ%ﬂj]“rilﬁﬁ
HHEBTERE  HERIRE A
B1R - D& E E ) S R
EMEATE > B ERSERE
TEFERAZTK  EFAIDEEES
AT E - FrAEZESE28E
HAELDE -

FEREBEARIEHFAE - ERBIEF
1% M B T 1 B 2 R AR A
b & 599% (ARG IE1ZE A 98% ) °
AN - FLBE AT R E A RIS R A E
w*EP 99% MY & 28 #B AE # 4E 180
NER (RIFIEIREI5%) °

EREEEEHEFTEIRFEIE -
P B 215 e S0 B FR 5 12 PR
TEEABRLRUCBMRERF
NIEZE 2 15 B) B8 58 /I BT 48 F%
BRHE =l A B IR RS

Performance Pledge

During the reporting year, the PCPD’s performance
in the handling of public enquiries, complaints and
applications for legal assistance exceeded the target
performance. Replies to telephone enquiries and
acknowledgements of written enquiries were all
completed within two working days of receipt. All
written enquiries that needed substantive replies were
also responded to within 28 working days of receipt.

In handling public complaints, acknowledgement
receipts were issued within two working days of receipt
in 99% of the cases (our performance target is 98%). In
situations where the PCPD decided to close a complaint
case, 99% of the cases were closed within 180 days of
receipt (our performance target is 95%).

As regards applications for legal assistance,
acknowledgement receipts were issued within two
working days of receipt of all applications and all
applicants were informed of the outcome within
three months after they had submitted all the relevant
information for the applications.
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R HER

({ER BB THRR
KEHFSL) Performance Achieved

¥R Performance

Service Standard Target (% of

Cases Meeting
Standard)

BB 2 W’ ERF Handling Public Complaints

B 2 M ZE# Handling Public Enquiries

EEEEEN YR EEE R EmIETLE
Call back to a . El.m. . 99% 100% 100% 100% 100% 100%
telephone enquiry  Within two working days of
receipt
BRWHEREN YIEEESHEMELE
Acknowledge BHA o o . . . .
receipt of a written  \Within two working days of 9% 100% RS 100% IRy 100%
enquiry receipt
HHMDEEEEN KEDERE228ET
Substantive reply to /£ % o o o o o o
a written enquiry  Within 28 working days of 9% 100% R 100% Rl 100%
receipt

B e BRI FRERETER A

Acknowl Withi ki f

C r.mw edge |tI|n two working days o 9% 100% [100% @ 99% | 99%  99%
receipt of a receipt

complaint

RRRFER R EFR 180 A

Close a complaint  Within 180 days of receipt’ 95% 9% 9%% 99% 9% 9%
case

BE T8 ;% 12 1% Bh &1 8 28 8§ Handling Applications for Legal Assistance
WRGEERBY SERFEMETERRN

g UL:E Within two working days of
Acknowledge receipt 99% 100% 100% 100% B 1000
receipt of an N/A?
application for
legal assistance
BRRBARERE S AEAR R RS
* FrEEBERE=1E AR
Inform the Within three months after
applicant of the the applicant has submitted 90% 100% 83% 100% 100% 100%
outcome all the relevant information
for the application for legal
L assistance /

1

BRI S B A CRLRR IR D) 28 37 IR T BV IR AR 8 FR IR ST & ©
Time starts to run from the date on which the complaint is formally accepted as a complaint under section 37 of the PDPO.

722020 2 BB

No application was received in 2020. :
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(FTH R =145 3/20205R)

EHERER — BRXMFHE B
ERMASHER LM ETATEL
REMKE — FNEHEERKRERE
ANEHILEER — ERTERE
BIEBEIRETTHE

Appeal Case Note (1)
(AAB Appeal No. 3 of 2020)

Data access request — requesting a document for the
purpose of seeking evidence on the data user’s prior
decision — the subject matter was not related to the
protection of personal data privacy — discretion not to
further investigate the complaint duly exercised

KREEERER:

Coram:

HRERHEAR - 2021118248
Date of Decision: 24 November 2021

RFAR

FRARREHREZRBR —DAE
BRERXMAEHERER  MA
FARENATREKERSER
PR IREWIE LR AR L
FRTIEHISETT « LR ASEREZBUA
W R A AT IR &40 K K
REMERENR  WRALEZEEE
H R o

BB I5 F R A 12EF (£ ) Mr Robert PANG Yiu-hung, SC (Chairperson)
BE# 41 (FH) Ms Christine YUNG Wai-chi (Member)
FELL1E% % (B B) Mr TONG Yee-hang (Member)

The Complaint

The Appellant lodged two data access requests (DARs)
to a law enforcement agency (the Law Enforcement
Agency) for access to an investigation report, which
later transpired to have resulted in the Appellant’s
prosecution of certain offence(s). The Appellant alleged
that the Law Enforcement Agency failed to comply with
the DARs within the statutory timeframe of 40 days and
hence made a complaint to the Privacy Commissioner.

"
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LIRERMRE

REEBEENERR  MEEER
REZHIKBEFONEENE
MEBRNEE WA EAFE -
MEEEEREBHAE FFAD
BaF o ER— AR ERER A
ERESEBEZINERIBENITE -
BEATAE  RRZEEREA
EEEBRERAE RBERTNIE
PITARZ A HEE AT 4R S| CRLER AR 11D
FE58(1)a) k- ERIKEEHENE
BIEMER - LA NMILEEE
R CRL R AR 1) 56 39(2)(d) 15 1
HURTE - 2RZBgied L5 -

L&

REESHRANEERNIRE  WH
P T 338 e B Bl 5% E R

(1) mBEZIIRBEREIES
BIERZK  ZEERRZH
AHBE B R IE I
WRETLEFE—TRHE -

The Privacy Commissioner’s Decision

Upon examining the evidence available, it was not
disputed that the Law Enforcement Agency delayed
in responding to the DARs. One of the reasons
why the Privacy Commissioner refused to further
investigate into the Appellant’s complaint was that
the Law Enforcement Agency was entitled to invoke
the exemption under section 58(1)(a) of the PDPO in
refusing to comply with the DARs. The disclosure of the
investigation report would reveal the action(s) taken by
the Law Enforcement Agency, including the details of
the investigation such that it would likely prejudice the
investigation and prosecution of the crime concerned.
Dissatisfied with the Privacy Commissioner’s decision
made pursuant to section 39(2)(d) of the PDPO, the
Appellant lodged an appeal to the AAB.

The Appeal

The AAB confirmed the Privacy Commissioner’s decision
and dismissed the appeal on the following grounds:

(1) Regarding the allegation of a delay on the part of
the Law Enforcement Agency, the AAB agreed
that any further investigation of this issue was
unnecessary as remedial actions had already been
taken by the Law Enforcement Agency voluntarily.

/
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/

/(2) FEeRAEEBEBRT IR (2) Regarding the purpose for which the DARs were
AREEHERERAE®H lodged, the AAB found evidence indicating that
EERZH FHMELEL T the Appellant’s purpose for such requests was
ER S HBIERERNTEH to fish for any irregularities in the then decision
FH o mMAIEE T IR EEMAIRE to investigate and / or prosecute, as opposed to
R B FTER R R - 540 furtherance of any of the relevant data protection
BT EMBEFEASEA principles, such as ascertaining the kinds of personal
EREER - EESKRLHZ data held by the Law Enforcement Agency. The
JKEFR7TIE _F FF 2 8 2[2007] 4 AAB applied the principle established in Wu Kit
HKLRD 849 —z= &y /& Bl (BN 18 Ping v Administrative Appeals Board [2007] 4
HEBER ZEKA B 89 IEEH HKLRD 849 (i.e. the purpose of lodging a DAR
PR EA N B O RE R Sk 2 & was not to supplement rights of discovery in legal
BEEANFEAEEIESR proceedings or to enable a data subject to locate
BUEEMBE) r RA K information for other purpose(s)) and opined that
AEBEHERESKAWEZH to look for evidence of perceived wrongdoing on
FEHEELETNERTE R BE the part of the Law Enforcement Agency was not a
A0 FECFLBB ARG T F &R E purpose for lodging a DAR as enshrined under the
SEAEBENBR - PDPO.

ZEeREHAFIREHMAES R As obiter dicta, the AAB had reservations as to the

¥ AL B & 1) 55 58(1)(a) & B9 EA applicability of the exemption under section 58(1)(a) of

ERZNEBUERREZ - 255 the PDPO and considered that the Privacy Commissioner

FEEREEREATHRE  E should have examined the investigation report to

B EMERE T AT HIEEE consider whether there was sufficient justification for

SIKFLEAEEY TR EA R E o the Law Enforcement Agency to invoke the relevant
exemption provision(s) under the PDPO.

ZEEEMDAN ko The appeal was dismissed.

FEF /& 20 5 E The Appellant appeared in person

B LB FE /RN L EES Mr Alex LAI, Assistant Legal Counsel representing the
Privacy Commissioner

L EETE (T EE FARATR A The Law Enforcement Agency (the Person bound by the

HRERFHIFBIN ) bk EH decision appealed against) was absent

— J

)
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TEREREELE(Z)
(FTB L3R &R 1F 5 5/2020 5% )

REREXREENRE — B3R
MEMBRAERERFALTZS
fn — IERETTIE BB HE TR 48 S 4 AR
ETHE

ﬂ\
Appeal Case Note (2)

(AAB Appeal No. 5 of 2020)

Data access request — the requested data was protected
by legal professional privilege — the requested data
might reveal the identity of the complainant — discretion
not to further investigate the complaint duly exercised

HRAEHRELN : 2021 5A 13 H
13 May 2021

Date of Decision:
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KMZRERA - BE®RXL  KXF#L (EXF) Ms Elaine LIU Yuk-ling, JP (Chairperson)
Coram: BRIEF % & (2 H) Mr Ernest CHAN Ho-sing (Member)
EF ¥t (ZH) Ms TONG Choi-cheng (Member)

The Complaint

The Appellant was notified by the Dental Council
of Hong Kong (Dental Council) of their decision to
deregister the Appellant pursuant to the Dentists
Registration Ordinance by a letter. It was also
mentioned that the Dental Council had received a
complaint against the Appellant (the Complaint), and
if the Appellant intended to re-apply for a practising
certificate, the Dental Council would follow up with
the Complaint.
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The Appellant made a total of three DARs to the Dental
Council, requesting, amongst other things, (1) a copy of
the legal opinion rendered by its legal advisor regarding
the decision to deregister the Appellant; and (2) the
details of the Complaint. As the Dental Council refused
to comply with the aforesaid DARs, the Appellant
lodged a complaint to the Privacy Commissioner.

First, the Privacy Commissioner considered that the legal
opinion rendered by the legal advisor of the Dental
Council was subject to legal professional privilege.
Hence, the Dental Council could have relied on the
exemption under section 60 of the PDPO and refused to
comply with the relevant DAR:s.

Further, the Privacy Commissioner agreed with the
Dental Council that disclosing the details of the
Complaint might have directly or indirectly revealed
the identity of the Complainant, and may well have
prejudiced the investigation against the Complaint.
Therefore, the Dental Council was entitled to refuse to
provide the Appellant with the details of the Complaint
by relying on the exemption under section 58(1)(d) of
the PDPO.

The Privacy Commissioner considered that there was
no contravention of the requirements of the PDPO;
and exercised the discretion under section 39(2)(d) of
the PDPO not to carry out an investigation into the
Appellant’s complaint. Dissatisfied with the Privacy
Commissioner’s decision, the Appellant lodged an
appeal to the AAB.
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The AAB confirmed the Privacy Commissioner’s decision
and dismissed the appeal on the following grounds:

(1) The AAB agreed that the legal professional privilege
enjoyed by the Dental Council was not absolute.
In considering the role of the legal advisor and the
circumstances under which the legal opinion was
provided, the AAB opined that the legal opinion
obtained by the Dental Council was subject to legal
professional privilege. In the absence of reasonable
evidence to the contrary, the legal opinion
concerned could be exempted from providing to
the Appellant under section 60 of the PDPO.

(2) The aim of the disciplinary proceedings instituted
by the Dental Council was targeted on misconduct
of dentists. Disclosing the details of the Complaint
might have not only directly or indirectly revealed
the identity of the complainant, but also prejudiced
the prevention, preclusion or remedying (including
punitive action) of unlawful or seriously improper
conduct, or dishonesty or malpractice, by persons.
Hence, the AAB agreed that the details of the
Complaint could be exempted under section
58(1)(d) of the PDPO.

The appeal was dismissed.

The Appellant appeared in person

Ms Lucia LAU, Legal Counsel representing the Privacy
Commissioner

The Dental Council (the Person bound by the decision
appealed against) was absent
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Appeal Case Note (3)
(AAB Appeal No. 19 of 2020)

Data access request — data supplied not complete
— data provided by data user in its best efforts — no
evidence suggesting delay on the part of the data user
in providing data — data correction request — discretion
not to investigate the complaint duly exercised

KAERERER

Coram:

BREHERM : 202111898
Date of Decision: 9 November 2021
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BE®XZL  XFE#HL(EF) Ms Elaine LIU Yuk-ling, JP (Chairperson)
BRIE F+ 5% 4 (2 B) Mr Ernest CHAN Ho-sing (Member)
£ 8%t (ZHR) Ms Julienne JEN (Member)

The Complaint

The Appellant submitted a DAR to a law enforcement
agency (the Law Enforcement Agency) for obtaining
documents and records relevant to a case which was
reported by the Appellant earlier; and submitted a data
correction request (DCR) requesting erasure of certain
contents from the record of the officer of the Law
Enforcement Agency respectively. Notwithstanding that
the Law Enforcement Agency provided the requested
documents within 40 days after receiving the DAR, the
Appellant considered that the data supplied was not
complete; the CD-Rom provided could not be read; and
the DCR was not complied with. Hence, the Appellant
complained to the Privacy Commissioner.

The Privacy Commissioner’s Decision

As regards the complaint against the failure of the
Law Enforcement Agency in complying with the DAR,

@R
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the Privacy Commissioner considered that the Law
Enforcement Agency had made their best efforts to
provide the Appellant with the data so requested.
Further, upon being notified that the CD-Rom could
not be read, it had already taken remedial measures,
which included providing another CD-Rom and the
relevant data in paper form in order to comply with the
Appellant’s request.

As regards the complaint against the failure of the Law
Enforcement Agency in complying with the DCR, the
Privacy Commissioner considered that the Law Enforcement
Agency was not required to comply with such request
as it was not made pursuant to section 22(1)(a) of the
PDPO. Besides, the concerned record of the officer had
been admitted as evidence in the relevant civil claim
for damages, and it was not appropriate to change the
contents.

In view of the above, the Privacy Commissioner decided
to exercise her discretion not to further investigate into
the Appellant’s complaint pursuant to section 39(2)(d) of
the PDPO. Dissatisfied with the Privacy Commissioner’s
decision, the Appellant lodged an appeal with the AAB.

The AAB affirmed the Privacy Commissioner’s decision,
and dismissed the Appellant’s appeal for the following
reasons:

(1) The AAB agreed that the Law Enforcement Agency
had made their best efforts to comply with the
DAR. The Appellant was unable to raise sufficient
evidence to prove that the Law Enforcement
Agency deliberately delayed the supply of data as
per his request or he suffered from any actual harm

v
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due to the delay. The AAB accepted that even if
the Privacy Commissioner had continued with her
investigation, it would not have brought about any
material result.

(2) Regarding the complaint concerning the DCR,
the AAB agreed with the Privacy Commissioner’s
decision that the record constituted part of the
contemporaneous record noted down by the
officer of the Law Enforcement Agency, and had
been admitted to the court as evidence such that
its contents should not be revised. Meanwhile,
as there was evidence indicating that the Law
Enforcement Agency had made a note of the
Appellant’s opinion in its record, the relevant
requirements of the DCR had been duly complied
with.

As obiter dicta stated in the decision, the AAB opined
that the Appellant’s purpose of requesting the data
was to look into the cause of the miscommunication
between the Appellant and the Law Enforcement
Agency, which subsequently led to the delay in
investigation. The AAB agreed with the Privacy
Commissioner’s findings that to look into the
miscommunication issues was different from that of
protection of personal data privacy such that the Privacy
Commissioner would be entitled to refuse to carry out
or decide to terminate an investigation pursuant to
section 39(2) (ca) of the PDPO.

The appeal was dismissed.

The Appellant appeared in person
Ms Joyce LIU, Assistant Legal Counsel representing the
Privacy Commissioner
The Law Enforcement Agency (the Person bound by the
decision appealed against) was absent
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Appeal Case Note (4)

(AAB Appeal No. 21 of 2020)

A loss adjuster was engaged by the data user as its
agent — not a third party in processing relevant personal
data — reasonable for the data user and loss adjuster
to use personal data concerned for claims handling —
no evidence that the personal data has been used or
processed for other unlawful or unrelated purposes —
discretion not to further investigate the complaint duly
exercised
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Coram:

RREHMELM : 2021¥4R 138
Date of Decision: 13 April 2021
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#FRERXKEEM (EE) Mr CHUA Guan-hock, SC (Chairperson)
§#R %4 (ZER) Mr CHIN Shing-hoi (Member)
B XL (ZFR’) Miss Angelina Agnes KWAN (Member)

The Complaint

The Appellant was injured in a supermarket (the
Supermarket). A staff of the Supermarket recorded
the Appellant’s personal data, including his full name,
telephone number and age, in a Customer Accident
Report (the Report). The Report was subsequently
provided to a loss adjuster, who acted on behalf of the
Supermarket in handling all personal injuries incidents
(the Loss Adjuster). The Appellant lodged a complaint
to the Privacy Commissioner against the Supermarket
for: (1) failing to inform him the purpose of collection
of his personal data; and (2) disclosing the Report
containing his personal particulars to the Loss Adjuster
for settlement negotiations without his consent.

_
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Upon investigation, the Privacy Commissioner noted
that the Supermarket had taken remedial measures
and devised a Customer Information Sheet for injured
customers, which set out: (1) personal data should be
provided on a voluntary basis; and (2) the personal data
would be used or transferred to its loss adjusters and
insurers for handling of the injury cases. The Privacy
Commissioner also considered that the Loss Adjuster
was acting as the agent on the Supermarket’s behalf in
negotiating with the Appellant.

Taking into account all circumstances of the case,
the Privacy Commissioner exercised the discretion to
terminate the investigation under section 39(2)(d) of
the PDPO. Dissatisfied with the Privacy Commissioner’s
decision, the Appellant lodged an appeal to the AAB.

The AAB confirmed the Privacy Commissioner’s decision
and dismissed the appeal on the following grounds:

(1) Regarding whether the Supermarket was entitled
to engage the services of the Loss Adjuster as its
agent without specifically informing the Appellant,
the AAB was satisfied that it was not uncommon
for the Supermarket to allow its loss adjusters or
insurers to have access to or process the Appellant’s
personal data in relation to actual or potential
damages to persons or properties, with the aim of
providing the Supermarket with professional advice
and assistance. The Loss Adjuster was acting at all
material times as the agent of the Supermarket and
was not a third party.
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(2) Regarding the purposes for which the Appellant’s
personal data was provided to the Supermarket
and / or the Loss Adjuster, the AAB adopted a
common-sense approach and considered that the
Appellant’s personal data was used for the purposes
of identity verification such that the compensation,
if any, would be made to the correct person. There
was also no evidence suggesting that the Appellant
provided his personal data to the Supermarket on
an involuntary basis; or that the Supermarket and /
or the Loss Adjuster had used such personal data
for any unlawful or unrelated purposes, which
would otherwise constitute a contravention of the
requirements of DPP 1(1).

(3) Given the aforesaid and the remedial measures
taken by the Supermarket, the AAB accepted that
any further investigation was unnecessary. The AAB
emphasised that the Privacy Commissioner had a
wide discretion to terminate an investigation under
section 39(2)(d) of the PDPO, and such discretion
had been exercised reasonably and fairly in this
matter.

The appeal was dismissed.

The Appellant appeared in person

Ms Clemence WONG, Assistant Legal Counsel
representing the Privacy Commissioner

The Supermarket (the Person bound by the decision
appealed against) was absent
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— Lessons Learnt
[
ExE— Case 1

Staff of a public transport company
was doxxed - section 64 of the PDPO -
disclosure of personal data

The Complaint

The Complainant was a staff member of a public
transport company. In early 2021, the Complainant
found that his name, photo and other personal data
(including his occupation, company name and the
station where he worked) had been posted on a
social media platform without his consent. The doxxer
addressed the Complainant in foul language, blaming
him for checking tickets, and incited other netizens to
identify him. The Complainant was extremely distressed
due to the disclosure of his personal data on the social
media platform. He therefore sought assistance from
the PCPD.
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Outcome

In this case, not only was the Complainant’s personal
data disclosed, the doxxer also incited netizens to
identify the Complainant. This undoubtedly posed
threats and harassment to the Complainant in his daily
life. The PCPD requested the social media platform
to remove the doxxing post concerned and received
a positive response from the social media platform.
The doxxing post was eventually removed to minimise
damages to the Complainant.

Lessons Learnt

Doxxing activities have become rampant and personal
data has been “weaponised” in recent years. Although
at the time of the complaint, doxxing was not a
criminal offence, the PDPO was amended in October
2021 to more effectively combat doxxing behaviour.
The objectives of the amendments were to criminalise
doxxing acts, empower the Privacy Commissioner
to carry out criminal investigations and institute
prosecutions in respect of doxxing and related offences,
and confer on the Privacy Commissioner statutory
powers to demand the cessation of disclosure of
doxxing messages. Everyone should think twice before
publishing or re-posting any message that appears to be
related to a doxxing message on the Internet or social
media platforms.
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Case 2

An employer posted a list containing
the personal data of staff who were to
undergo virus testing — DPP 4 - security
of personal data

The Complaint

An organisation arranged COVID-19 tests for its staff,
including the Complainant, for three consecutive days.
On the first day of testing, a list of the staff to be tested
was posted outside the staff clinic, and the personal data
of the staff on the list, including their names, full HKID
Card numbers, dates of birth, phone numbers and staff
numbers, were available for viewing by all the people
present. The list was photographed by others at the scene.
The Complainant was dissatisfied that his employer failed
to properly protect the personal data of his staff and
lodged a complaint with the PCPD.

Outcome

The organisation explained that the list was provided to
the staff clinic so that the nurses of the clinic could pre-
register the staff to be tested, prepare the necessary
materials and verify the staff's identity. Aiming to assist the
staff to ascertain the testing sequence, the nurses posted
the list outside the clinic on the day of the test. On the
day following the incident, the organisation immediately
requested the nurses to remove and safeguard the list.

Upon PCPD’s intervention, the organisation further
issued a circular to its staff, requesting them to delete any
photos of the list and reminding them to comply with the
organisation’s internal rules on personal data privacy. The
organisation also undertook to require all departments
(including its staff clinic) to exercise care when handling

-
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ng%: NEIRBrEEEZEEIEHE The PCPD also issued a warning to the organisation,
£, BRMPEEEMNBYRE T#E  requesting it to urge its staff to handle personal data with
EEBEAAER THIZREZIFPAE prudence and regularly remind its departments to carefully
NEERBE ISR ZBo/ 3 check, whether any documents contain personal data
wh ELEHAEAZE WTFMEE  or not before posting them in public. The organisation
NEERRABERMNEMKIZ  was also requested to carefully consider and weigh the
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committing the same mistake.
& 5 Lessons Learnt
2019 AR S E B IE B LAZK - B3R COVID-19 has quickly escalated into a global health crisis
RALRAEDIEEEM - ETEF4  following its outbreak. Employers may arrange regular virus
BEFEMEZEHARNET ' fExgk  testing for their staff to ensure the health and safety of
e A8 TXEEFERERSHE -3 the community. While prompt anti-epidemic measures are
FEH BT EAREE - BIEE IR important, employers must not lose sight of the importance
A ZBIRERERABSENEE of protecting the personal data of their staff. In this case, the
Mo FEARZR » ZELTHAS N nurses’ intention of posting the list might have been to keep
FEES T KRGS TE K the staff informed of the sequence of their respective tests
FMoEALEZ 28 Al Rk BEREZE in advance; nonetheless, they failed to consider that the list
2B FEASKAETNNEREER contained sensitive and excessive personal data. Employers
BABE - BFEEEFINIFESR should consider adopting an approach that minimises the
DEAABRIM X ZEDR—B WA disclosure of personal data while seeking to achieve their
% LA HA7E [ 55 FN{FFE FL S 75 E HX objective, so as to strike a proper balance between epidemic
BHEENEE - EBIXERZ/) L E prevention and privacy protection. Employers should at
BX=REETHEAABZE - §E all times exercise due care in safeguarding the personal
jﬁa S| IEHE IR HIE IS E - 1R data of their staff by formulating guidelines or measures,
S EWMREAAERILBR =S o providing training or education, and raising staff awareness
of personal data privacy protection.
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Case 3

A telecommunications company accepted
a HKID Card that had been declared lost by
a customer — DPP 4 - security of personal
data

The Complaint

The Complainant had his belongings and HKID Card
stolen. He then called and visited his telephone service
provider to report the theft and asked its staff to record
the theft in its computer system so that the thief could
not assume his identity. Subsequently, a person (the
Person) visited a branch of the telecommunications
company and, using the HKID Card stolen from the
Complainant as proof of identity, successfully deactivated
the Complainant’s telephone number and signed two
new contracts. Meanwhile, the Person also changed
the Complainant’s email address from which the latter
received his bills from the telecommunications company.

Dissatisfied with the handling of the case by the
telecommunications company, the Complainant reported
the incident to the Police and lodged a complaint with
the PCPD.

Outcome

The telecommunications company confirmed that the
Complainant had notified them of the theft of his
HKID Card. However, at the time of the incident, the
telecommunications company had not established
proper practices to record the loss of a customer’s HKID
Card. As a result, its branch staff was not aware of the
theft of the Complainant’s HKID Card when processing
the Person’s application. The staff conducted the
normal procedure of checking the customer’s proof of
identity (i.e. asking the customer to produce the original
identity document and checking the information on the
document) to process the Person’s request.
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In response to this case, the telecommunications company
implemented a series of measures to deal with the loss of a
customer’s HKID Card. They indluded requiring the customer
who reported the loss of his HKID Card to present his
recognisance form or other identity documents to its staff
for verification of identity and to complete a “Declaration
of Loss of HKID Card”. The staff would then suitably make
a remark in the computer system, noting that the lost HKID
Card could no longer be accepted as the customer’s identity
proof. On the other hand, when a customer wished to apply
for or change a service, and that customer had previously
reported a loss of his HKID Card, its staff must check and
ensure that the HKID Card presented was issued after
the date of the report. When in doubt about the identity
of the customer, the staff must request other identity
documents from the customer. The telecommunications
company also required that all such cases must be approved
by a supervisor before it could be proceeded with.

The PCPD issued a warning to the telecommunications
company regarding the incident. It was required to urge
its staff to strictly follow its policies on the protection of
customers’ personal data (including the above measures
in relation to the reporting of loss of customers’ HKID
Cards). It was also required to strengthen the training
for its staff and remind its staff to handle customers'’
personal data with prudence in order to comply with
the relevant requirements of the PDPO.

Lessons Learnt

With identity theft being a common occurrence
nowadays, data users are faced with an unprecedented
challenge to effectively protect their customers’ personal
data. In the face of the multifariousness of crimes, it is
important for data users to formulate proper identity
verification mechanisms to avoid loopholes which
unscrupulous individuals may exploit. In this case, if the
telecommunications company had a proper recording
and verification mechanism in place, it would have
been able to effectively identify the suspected case. The
telecommunications company would then have had the
opportunity to bring the thief to justice.
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Case 4

Staff of a property management company
disclosed the personal data of residents
when using recycled paper — DPP 4 -
security of personal data

The Complaint

The Complainant was a resident of an estate managed
by a property management company. One day, the
Complainant found dozens of notices displaying the
words “Wet Paint” hung or posted on both sides of
the pedestrian walkway in the estate. The Complainant
noticed that on the back of these notices were email
exchanges between residents and the company. In
particular, a printout of a complaint email from the
Complainant to the company was on the back of one
of the notices. It clearly showed her English name,
email address and the content of the complaint. The
Complainant thus lodged a complaint against the
company with the PCPD.

Outcome

The company said that according to its established
guidelines, recycled paper was for internal use only.
The incident was caused by human negligence on
the part of individual staff members, who were given
verbal reprimands and warnings. In the light of the
incident, the company revised its guidelines on the
use of recycled paper, requiring its staff to stop using
documents or correspondences involving personal data
as recycled paper in future, failing which they would be
subject to disciplinary action.
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The PCPD considered that the company had failed
to take all practicable steps to ensure a degree of
awareness of or sensitivity to the security risks associated
with personal data among staff. The company therefore
failed to properly protect the personal data held by it in
contravention of DPP 4. The PCPD warned the company
that it needed to formulate a comprehensive internal
policy and guidelines on the destruction or disposal of
documents containing personal data for its staff to follow
(e.g. destroying in a timely manner the documents that
contain personal data but need not be retained; and
requiring staff to regularly check whether the paper in
recycling bins include documents containing personal
data). The company should also assign designated staff
to effectively monitor and communicate with other staff
to ensure that they are aware of and follow its internal
policy and guidelines.

Lessons Learnt

The incident occurred despite the company’s guidelines
stipulating that recycled paper was for internal use only.
Moreover, neither the staff responsible for printing the
“Wet Paint” notices nor the staff responsible for posting
the notices had come to realise that there was personal
data printed on the back of the notices, proving a
lack of awareness of personal data privacy protection
among staff. The company should learn from this
experience that it is pivotal not only to formulate the
relevant policy, but also to adopt measures to enhance
the awareness of such policy and foster a strong sense
of compliance among staff. The company should also
provide comprehensive training to its staff to strengthen
their appreciation for personal data privacy protection.
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Case 5

Restaurants took inadequate security
measures to protect customers’ information
— DPP 4 - security of personal data

The Complaint

In response to the COVID-19 pandemic, the Government
imposed the Restaurant Entry Requirement whereby the
responsible persons of restaurants had to ensure that
customers either scanned the venue’s QR code with the
“LeaveHomeSafe” mobile app or registered their names,
contact numbers, and dates and times of their visits
before entering the restaurants, and for restaurants to
keep such written or electronic records for 31 days. Since
the implementation of the Restaurant Entry Requirement
on 18 February 2021, the PCPD had received complaints
about the failure of restaurants to properly handle the
registered data of customers, and as a result, launched
investigations into 14 complaints.

Outcome

The PCPD’s findings revealed that: 11 restaurants used
common registration forms or books; one restaurant
did not set up any collection box for the forms; one
restaurant failed to cover the collection box at all
times; and one restaurant used uncut sheets of paper
as common forms. The above practices exposed the
registered personal data to unauthorised or accidental
access or use, and contravened DPP 4(1) of the PDPO as
regards the security of personal data.
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WEMIAEEEZHEZEHEEMEE  The 14 restaurants subsequently took remedial action, D
BRRGEE  BIEUA B RREA including replacing common registration forms or books
HAMBIEERLEEE  LEBLL with individual registration forms, setting up a form-
TFERYEEK YRR I EFAHE collection box made of opaque materials for customers’
ZEA - UREREEWNEREER  use, and requesting its staff to cover the collection box at
BRINEMREEZZ=0T - R - ZED all times. Nevertheless, in order to prevent recurrence of
AN AR N YN AR similar incidents in future, the PCPD issued Enforcement
BEEHHITRE  BERKFERE Notices to the restaurants in question to request them
FEGEE MY ER[THE M - AR to implement appropriate and practicable measures to
[ERERMNZELER  WEHEFSER protect the registration data of customers and specified
BB EN IFERBREA - the steps that ought to be taken by the restaurants
ERTREIRH EZ2mBE LIED| for preventing recurrence of the contravention. These
THEBE  WHEBTHERIES X measures included providing a written policy and
HRIEEEE J,;{}Eﬂﬂ%%;‘-\ R FE guidance to their staff, as well as circulating the guidance
BABKFLEBHE regularly and providing training to staff to raise their
awareness of personal data privacy protection.
@ Lessons Learnt
THBEEMNERIERE B2 Regardless of the scale of business, mode of operation
BRZE BEAKWE - BE6 - B and availability of resources, all restaurants have the
BAFEABAER TEmEEEETE responsibility to comply with the requirements of the
TFLALBIRGIDYBIRTE - EEMHIHE PDPO in the collection, holding, processing and use of
=Lt REEAEEIREEEE personal data. When it comes to implementing anti-
eS| - B M PIEHREREAE epidemic measures, restaurants should raise their staff's
BIFLEBH S - BRHREM@ AE  awareness of personal data privacy protection through
ﬂﬁﬁéa’ﬁﬁ)‘j@jﬁﬁjﬁﬁﬂﬁgmﬁ appropriate training and guidance. With effective
B Es 2 E 2 o measures in place to protect personal data privacy,
restaurants are set to enhance their goodwill, competitive
edge and potential business opportunities.
E—FHE AREEAEZE  mE On the other hand, to safeguard their personal data,
fEr = mARREIREEAEE T members of the public should be mindful of the privacy
AR E AL R o risks inherent in providing personal data to restaurants.
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Summaries of Selected Conviction Cases
— Lessons Learnt
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Case 1

An estate agent failed to comply with
the opt-out request from a customer to

RIFAE

BRFAER—EERERAE
BYE YRz Am Rt Tes
2R BRI - WK AR KRAZA
Al EREHMA SRR WY
7T HERE A &Y B A B R IA X
NAEIMERZE T2 BRER

KR AEE RS » A1 - R A
MEWBZ R BN — B ENE
HRE  BARFAZTEBEENE
YES

HEASHEBRERSE — cease using his personal data in direct
CELBS & 1) 88 35G 1& marketing - section 35G of the PDPO
BB NREH R AN LR

Court: Kowloon City Magistrates’ Court

FHERAE : HBRSUERAE

Coram: Ms CHONG Ching-wai, Erica, Deputy Magistrate

HRER - 2021%9A7H

Date of Decision: 7 September 2021

The Complaint

The Complainant provided his full name and mobile
phone number to an estate agency when he purchased
a property. He subsequently made an opt-out request
to the agency and received a confirmation from the
agency that his personal data had already been included
in its opt-out list and no further direct marketing calls
would be made to him. However, the Complainant later
received a direct marketing call from an estate agent of
the agency asking him if he wished to sell his property.
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Outcome

The estate agent was charged with failing to comply
with the request from a data subject to cease using his
personal data in direct marketing, contrary to section
35G(3) of the PDPO. The estate agent was convicted
after trial and fined HK$15,000.

Lessons Learnt

Before calling a customer for direct marketing purposes,
a staff member of a company should check the opt-
out list maintained by the company. An individual staff
member who has failed to check the opt-out list and
called the customers on the list for direct marketing may
have committed a criminal offence.

Pursuant to section 35G(3) of the PDPO, a data user
who receives a customer’s request to cease using his
personal data in direct marketing must comply with the
request without a charge. Failing to comply with the
requirement is a criminal offence, and is punishable by
a fine up to HK$500,000 and imprisonment of up to 3
years.
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Case 2

A telecommunications company failed
to comply with the opt-out request from

Date of Decision:

RIFAE

BFAR—MENDANMES I
% 7] 3% 2 F42 45 U 71 95 12 5 2R
BHER Tl RARERER
HBER A DEISE B RS - A
fio e T O PR R T 1 -

7 September 2021

EBEAASHEHEBTERME — a customer to cease using his personal
CFLRSIE M) &6 35G & data in direct marketing - section 35G of
the PDPO

kB WHEBHER

Court: Shatin Magistrates’ Court
FERANE: ERARAE

Coram: Mr CHUM Yau-fong, David, Magistrate
RAM : 2021 9A7H

The Complaint

The Complainant was a customer of a telecommunications
company. He made an opt-out request to the company
to not receive its direct marketing messages. However,
a representative of the telecommunications company
made a phone call to the Complainant, informing him
of the expiry of his service contract and at the same
time promoting to him a new service plan.
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Outcome

The telecommunications company was charged
with failing to comply with the request from a data
subject to cease using his personal data in direct
marketing, contrary to section 35G(3) of the PDPO. The
telecommunications company pleaded guilty to the
charge and was fined HK$8,000.

Lessons Learnt

A business organisation may out of goodwill make
phone calls to customers to remind them of the expiry
of their service contracts. However, if the staff member
intends to further promote contract renewal services
or new contract services to the customers during the
phone calls, he should check beforehand whether the
customers have already consented to the use of their
personal data for direct marketing purposes or whether
they have made opt-out requests.
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—ZAT+THEFEBEENME Anindividual used a customer’s personal
ASTHEEERBAEHE datain direct marketing without taking
REIEBAMNTEBMEERR  specified actions to notify the customer
WEHERS  LE:EFSESH and obtain his consent, and failed to
EEMAEIEKEERBIM notify the customer of his opt-out right
BRiEF — (FLIB&EHI)E - sections 35C and 35F of the PDPO
35C k¢ 35F f&
- BREBFER
Court: Fanling Magistrates’ Court
FERAE - REERANE
Coram: Ms NG Chung-yee, Debbie, Magistrate
RRBEM - 2021 8H 26H
Date of Decision: 26 August 2021
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The Complaint

A few years ago, the Complainant made contact with
several companies to enquire about home repair services,
and Ms Y was a representative of one of the companies.
One day, the Complainant received a direct marketing
message via an instant massaging app from Ms Y
regarding property investment and was informed that she
could arrange transportation for viewing the properties.

Outcome

Ms Y pleaded guilty to two charges under the PDPO
and was fined HK$4,000 in total (HK$2,000 in respect
of each charge).

The first charge related to the offence of using the
personal data of the Complainant in direct marketing
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without taking specified actions to notify the customer
and obtain his consent, in contravention of section 35C
of the PDPO.

The second charge related to the offence of failing to
inform the Complainant, when using his personal data
in direct marketing for the first time, of his right to
request not to use his personal data in direct marketing
without charge, in contravention of section 35F of the
PDPO.

Lessons Learnt

Before using a data subject’s personal data in direct
marketing, a data user (whether an individual or
a representative of an organisation) must take the
specified actions under section 35C of the PDPO. The
specified actions include notifying the data subject:
that the data user may not use his personal data
for direct marketing unless he has received the data
subject’s consent; of the kinds of personal data that the
data user intends to use for direct marketing; of the
classes of marketing subjects in relation to which the
personal data of the data subject is to be used; and of
a response channel through which the data subject can
communicate his consent.

Pursuant to section 35F of the PDPO, the data user
must also, when using the data subject’s personal data
in direct marketing for the first time, notify the data
subject of his right to request the data user to cease to
so use the data, without charge to the data subject.

Failure to comply with each of the above requirements
is a criminal offence, and is punishable by a fine up to
HK$500,000 and imprisonment of up to 3 years.
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Case 4

A reporter published the details of a
certified copy of an entry in the birth

ATERFoIHEBEELHA register pertaining to a celebrity’s son
HIEMREEFMHELAEZE  without the consent from the data user
—(FLEB & M) & 64(1) & — section 64(1) of the PDPO

&b : BN RERFERR

Court: West Kowloon Magistrate’s Court

FHEEHE HREREERAE

Coram: Ms Ivy CHUI Yee-mei, Principal Magistrate

HREAM: 20215 6RA15H

Date of Decision: 15 June 2021
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The Complaint

The Complainant was a celebrity in Hong Kong and a
reporter gained access to a certified copy of an entry
in the birth register kept under the Births and Deaths
Registration Ordinance (commonly known as “birth
certificate”) pertaining to the Complainant’s son from
the Immigration Department and published the details
of the birth entry concerned in a magazine without
the consent from the data user (i.e. the Immigration
Department in the present context).
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Outcome

Two magazine companies and the chief editor pleaded
guilty to the charge of disclosing personal data of a data
subject which was obtained from a data user without
the data user’s consent, and they were fined HK$40,000
each. The charge against the reporter was dropped and
the court imposed a 12-month bind over on him for
HK$2,000.

Lessons Learnt

This was the first doxxing case in which the defendants
were convicted for contravention of the offence under
section 64(1) of the PDPO. A person who commits an
offence under section 64(1) is liable on conviction to a
maximum fine of HK$1,000,000 and to imprisonment
for 5 years.
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Summaries of Selected Compliance

RERTHBIFEN —EBA
BHNRR

TR
—HEERFLALEBEAZAER
EEFAERMABERNEFEAAER
BEAEHRRGHE  BHY
115,000 2" AR EAE R - B1E
HE R EEBE - BEHH
RTINS~ BRSNS bl - FEEHD
HF B REE S MR A B
w AR ERIING o

RREBRNZE RS OER B
VIR IER MR - EERERSR
RHBEXWE -

i Action Cases — Lessons Learnt
/
Ex=— Case 1
BEBAIOBHERBASTHE  Unauthorised access to a clinical centre’s
BR{EXRBBREER — customer personal data system — DPP 4 -

security of personal data

Background

A clinical centre reported to the PCPD that its customer
personal data system containing patient files had
suffered a ransomware attack. As a result, about
115,000 records of patients’ personal data containing
names, gender, dates of birth, HKID Card numbers,
contact numbers and addresses, email addresses,
occupations, family history and emergency contact
information were leaked.

The incident was caused by the use of outdated
operating systems and software, which had left its
system vulnerable to attackers.
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Remedial Measures

Upon receiving the natification from the clinical centre,
the PCPD initiated a compliance check and provided
recommendations to the clinical centre to ensure
compliance with the provisions of the PDPO. The clinical
centre conducted a vulnerability scan on its systems,
updated the relevant software and operating systems,
and scheduled a weekly system update exercise to
ensure that all software installed was up to date. It also
agreed to engage an external cybersecurity company
to conduct a security audit on its systems on an annual
basis.

Lessons Learnt

The use of outdated software and operating systems
could expose a data user to severe security vulnerabilities.
Healthcare organisations possess a huge amount of
patients’ sensitive data and should therefore take
reasonably practicable measures to ensure their systems
are free from outdated or unsupported software to
minimise the risk of exposure to cyberattacks. Healthcare
organisations should perform periodic vulnerability
scanning exercises to detect possible security vulnerabilities
and take timely action to remediate them.
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Case 2

Unauthorised photo-taking in a hospital
— DPP 4 - security of personal data

Background

A hospital reported to the PCPD that a research staff
from a university had attended a ward and an operating
theatre for surgery observations. Even though “No
photo taking” signs were posted on the walls of the
ward and the operating theatre, the staff took photos
and shared them with others via an instant messaging
app. One of the photos showed the names, HKID Card
numbers, gender, age and brief operation details of
seven patients.

The research staff stated that he was not aware that
his act of photo sharing had inadvertently disclosed
patients’ personal data.

Remedial Measures

Upon receiving the notification from the hospital,
the PCPD initiated a compliance check and provided
recommendations to the hospital to ensure compliance
with the provisions of the PDPO. The hospital requested
the university to remind its staff members to observe the
guidelines of the hospital when they entered the clinical
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areas of the hospital. The university promulgated a new
set of guidelines for the proper handling of patients’
personal data and sensitive information. It explicitly
prohibited photo taking at any wards or operating
theatres as well as uploading and sharing of photos or
text messages containing patient data through social
media platforms or instant messaging app.

Lessons Learnt

Patient’s data are sensitive personal data which should
be afforded a high degree of protection. To this
end, organisations handling patients’ data should
formulate clear data protection guidelines, in which
practical examples relevant to their operations could
be included to better illustrate what may constitute
violations of the guidelines. Adequate staff training
should be provided to instil a data protection mindset
in staff and remind them to give due consideration to
the established protocols on the proper handling of
patients’ personal data.
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Case 3

Loss of notebook computer under work-
from-home arrangements - DPP 4 -
security of personal data

Background

A government department reported to the PCPD that a
staff member had lost an official notebook computer,
which was provided to the staff member under work-
from-home (WFH) arrangements, on public transport.
The computer contained draft staff appraisal reports
including their names, ranks and dates of appointment,
salary points, duties and preliminary assessments. The
staff member had failed to delete the draft appraisal
reports upon completion of the appraisal period.




¥l 4 e

W BB BEBUF PR @ RER - A
BRRERRTEAES - WELE
TH - AR TIRERANERD
WINERE - EFNEAENZE
AREEFHBINNE R AR R
1K - mERILALE - ZBEFIEREEFT A
BT F2NPOEREAKEMNE
B RTERE -

% EBFUMERT TiR4E S| - IREEB T4
EREZEMKARERFIRE

BP - P ER M R R B et
A -
&

Emmﬂﬁfafﬁmﬁgﬁﬁ

A BEFEEETERIESR
H’MWQEEmAﬁ&HQ%
g o BN KEB D %ﬁaﬂjﬁﬁ
KIEIMzﬁﬁﬂii & A

BFIER @&%ﬁuﬁﬁai
@ﬁ%%a$%ﬁ%ﬁﬁﬁMA
BERE XM B REREAE
K MEREZEEERE T EAER
FAAMLS (VPN ERIE TEX /- T
FEEBEAXNHREEREER
FFEEAN

ff}£% APPENDIX

Remedial Measures

Upon receiving the notification from the government
department, the PCPD initiated a compliance check. The
PCPD found that while the personal data contained in
the notebook computer had been encrypted to reduce
the risk of unauthorised or accidental access to the data,
the department reminded staff to take extra care in
handling official portable devices.

The department revised its guidelines reminding staff
members that notebook computers should not be used
as permanent storage of restricted information, and
such information should be deleted when it was no
longer necessary.

Lessons Learnt

In view of the severity of the COVID-19 pandemic
situation, many organisations have adopted WFH
arrangements to reduce the flow of people and
social contacts in the community. It is noted that
most organisations have policies in place to require
their staff members to encrypt electronic records in
notebook computers. However, it is difficult to ensure
staff members deleted obsolete documents containing
personal data in notebook computers. To further
enhance the protection of personal data, organisations
should consider requesting their staff members to
access work files through a virtual private network (VPN)
connection instead of storing work files locally.
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