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M= Vision
EELHEEREHAEEFEAER To develop and promote a culture of
LR L © protection and respect for individual's
- S, privacy in relation to personal data.
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Values

Respect

- 98 R fE{E VISION, MISSION & VALUES

Mission

To promote the protection and respect
for personal data privacy through
publicity and education

To facilitate lawful and responsible use
of personal data by providing guidance
and best practices

To monitor and supervise compliance
through effective enforcement

To maintain the efficacy of the regulatory
regime through continuous review and
enhancement, taking into account
global standards for the protection of
personal data privacy

e Respect others' personal data privacy

Integrity

e Acting fairly and professionally

Innovation

e Embrace technological, social and economic developments

Independence

e Independent from the Government and other bodies

Excellence

e Striving for the best results and highest standards

FEBAZE] PCPD Annual Report 2020-21
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Our 25™ Anniversary

Established as an independent body in
August 1996, the Office of the Privacy
Commissioner for Personal Data (PCPD)
monitors, supervises, promotes and
enforces compliance with the
provisions of the Personal Data
(Privacy) Ordinance (PDPO), Chapter
486 of the Laws of Hong Kong. As we 2
celebrate our 25th Anniversary this @
year, | am pleased to present our
2020-21 Annual Report to showcase
our milestones and achievements over
the years. This is also my first report
since | took office as the Privacy
Commissioner for Personal Data (Privacy
Commissioner) in September 2020.

Q

E~~
B} Ada CHuNng Lai-ling
8

Privacy Commise; 1@A§*4$L\[§§§ =
ssioner for Personal
ata
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FEBE S /FE PRIVACY COMMISSIONER’S MESSAGE

Back in 1996, Hong Kong was the first jurisdiction in Asia to have
a comprehensive legislation on personal data privacy, and the PCPD
was the first independent regulator dedicated to protect personal
data privacy in the region. The PDPO was modelled on the 1980
Privacy Guidelines of the Organisation for Economic Co-operation
and Development and the 1995 Directive adopted by the European
Union (EU) on the protection of personal data.

In the past 25 years, the fast-flowing stream of technological
developments brought along the mushrooming and introduction of
more stringent laws to enhance the protection of personal data. When
the EU replaced its 1995 Directive and adopted the General Data
Protection Regulation (GDPR) in 2018, a new gold standard was
established which led to waves of developments in privacy laws
around the world, including the California Consumer Privacy Act
2018, India’s Personal Data Protection Bill 2019, and the draft Personal
Information Protection Law of the Mainland introduced in 2020.

The PDPO had its first amendment in 2012 with new requirements
on the use of personal data in directing marketing. The volume,
variety, difficulty, complexity and nature of work of the PCPD had
grown significantly since our establishment. We received 253
complaints in 1997-98 and the number surged to 3,157 in
2020-21, an increase of over 1100%. Similarly, the data breach
notification figure increased tremendously from nil in 1997-98 to
106 in 2020-21, with some recent incidents involving millions of
affected data subjects.

FEBAEEHR PCPD Annual Report 2020-21
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Figures of activities in 2020-21

We continued to discharge our duties on all fronts in 2020-21 to
protect personal data privacy. During the reporting year, we:

e Received 3,157 complaints;

e Received 18,253 enquiries;

e (Carried out 356 compliance checks and 50 investigations;

e Reached out to 25,999 individuals in our talks, seminars or
workshops;

* |ssued 64 media statements and 350 social media posts;

e Responded to 220 media enquiries; and

e Recorded a monthly average of 158,073 visits to our website.

Highlights of our work

Doxxing activities which has become rampant since mid-2019 has
tested the limits of morality and the law. During the reporting year
we continued to step up our efforts to combat doxxing. We
handled a total of 957 doxxing cases and adopted a multi-pronged
approach. We wrote to the operators of relevant websites, social
media platforms and discussion forums to request the removal of
web links involving doxxing contents. We strengthened our
collaboration with other regulatory authorities in the investigation
and referral of cases. In addition, we accentuated the harm of
doxxing in our education, promotion and publicity efforts, and
reached out to government departments and trade associations
to enlist their assistance in combating doxxing.
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To enhance our capability to curb doxxing, the Chief Executive of
the Government of the Hong Kong SAR, Mrs Carrie Lam, announced
in February 2021 that legislative amendments would be made to
the PDPO to criminalise doxxing acts and empower the PCPD to
carry out criminal investigation and institute prosecution in respect
of the offence. The Government already submitted the Amendment
Bill to the Legislative Council in July 2021.

Since its outbreak towards the end of 2019, COVID-19 has brought
unprecedented challenges to data protection authorities around the
world when governments of different jurisdictions introduced a
variety of initiatives to contain the pandemic and revive the
economies. These initiatives included contact tracing measures,
large-scale testing and vaccination for the public, health passports,
and the likes. They all carried inherent risks to personal data privacy
and the situation in Hong Kong was no exception. This became
another priority area of work for us. We provided advisories or views
to the Government, organisations, schools and the general public
to ensure the proper protection of personal data in these initiatives.

Apart from advisories issued to the public, the PCPD issued the
"Guidance for Schools on the Collection and Use of Personal Data
of Teachers, Staff and Students during the COVID-19 Pandemic”
upon the resumption of classes in September 2020 and three
Guidance Notes under the series of “Protecting Personal Data under
Work-from-Home Arrangements” in November 2020.

FEAZEH, PCPD Annual Report 2020-21
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FAEBABEIR PCPD Annug

As a signature event to mark the 25th Anniversary of the PCPD, the

Iu

inaugural “Privacy-Friendly Awards"” was launched early this year.
The award was the first of its kind in Hong Kong and was met with
an overwhelming response. After assessing the entrants’
performance on personal data privacy protection, we awarded
recognition to 100 organisations, including government departments,
public bodies and companies engaged in different businesses, with
69 receiving Gold Certificates and 31 Silver Certificates, for their
outstanding achievements. Five organisations with exemplary
performance in different data protection areas were additionally

named as outstanding Gold Certificate awardees.

On the international front, we continued to take an active role in
international and regional forums through our participation in the
Global Privacy Assembly (GPA), Asia Pacific Privacy Authorities (APPA)
network and Global Privacy Enforcement Network (GPEN). In the
year, we led a subgroup of the COVID-19 Taskforce of the GPA and
we spearheaded the compilation of the “Compendium of Best
Practices in Response to COVID-19". In my role as the co-chair of
the GPA's Working Group on Ethics and Data Protection in Artificial
Intelligence, the PCPD sponsored and drafted the “Resolution on
Accountability in the Development and Use of Artificial Intelligence”
in the reporting year, which advocated 12 measures for effectuating
and demonstrating accountability in the development and use of
artificial intelligence, among others. The Resolution was adopted at

the GPA annual conference in October 2020.
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A word of thanks

Last but not least, | must also take the opportunity to express my
heartfelt gratitude to the Government, past and present members of
our two advisory committees, the Personal Data (Privacy) Advisory
Committee and the Standing Committee on Technological
Developments, and our stakeholders for their invaluable advice and
staunch support over the past 25 years. In the same vein, | also wish
to thank my predecessors and my colleagues, past and current, for
their dedication, professionalism and hard work, without which we
would not have been able to build and flourish upon this strong
foundation to act as a guardian of privacy in relation to personal data.

| believe that we have dutifully discharged our statutory functions
in monitoring, supervising, promoting and enforcing compliance
with the provisions of the privacy law for the past 25 years. The
history of the PCPD is one that we shared with the community at
large, and is one that we can all be proud of.

Ada CHUNG Lai-ling

Barrister

Privacy Commissioner for Personal Data
August 2021

L2 A F 3 PCPD Annual Report 2020-21
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Years O,

The PCPD as the guardian of privacy

Established in August 1996, the PCPD was the first independent
regulator in Asia dedicated to the protection of personal data
privacy. The PDPO, enacted in 1995, was the first piece of
legislation introduced in the region to protect the privacy of
individuals in relation to personal data. The PDPO was modelled
on the 1980 Privacy Guidelines of the Organisation for Economic
Co-operation and Development and the 1995 Directive adopted
by the EU on the protection of personal data.

Mushrooming of data protection laws
amidst rapid technological changes

The PCPD witnessed a fast-flowing stream of technological
developments in the past 25 years, accompanied by the
mushrooming and introduction of more stringent laws in
enhancing the protection of personal data. Over 130 jurisdictions
have enacted privacy or personal data protection laws, and the
laws have expanded significantly from their first iterations in many
localities. The PDPO underwent its first major amendments in 2012
to introduce legal requirements on the use of personal data in
direct marketing, among others. In 2018, the EU replaced its 1995
Directive and adopted a new gold standard, the GDPR. It led to
subsequent development in privacy laws around the world,
including the California Consumer Privacy Act of 2018, India‘s
Personal Data Protection Bill of 2019, and the draft Personal
Information Protection Law of the Mainland introduced in 2020.
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The Government, after considering the PCPD’s proposals and the
GDPR, proposed preliminary amendment directions for the PDPO.
These included, among others, making data breach notifications
mandatory, imposing direct obligations on data processors, and
empowering the Privacy Commissioner to impose administrative
fines, as in other jurisdictions, for breaches under the PDPO. Owing
to rampant doxxing activities since mid-2019, the Chief Executive
announced in February 2021 that legislative amendments would
be made to the PDPO to criminalise doxxing and confer statutory
powers on the Privacy Commissioner to carry out criminal
investigations and institute prosecutions.

Tireless efforts in education and
promotion

In the ensuing few years after its establishment in 1996, the PCPD’s
priority was education, publicity and promotion, as personal data
privacy and the requirements of the PDPO were new to the general
public. The PCPD issued a myriad of publications, and conducted
seminars and training with about 300,000 participants over the
years. It also took an edutainment approach by producing
television docu-dramas and radio dramas, in addition to running
advertisements. Recently, the PCPD also leveraged social media to
reach the wider public and brought seminars and training online.

As information and communication technologies have encroached
on our daily lives, public expectation of personal data privacy has
also been rising. It was no longer sufficient for organisations to
tick the box on compliance. They needed to demonstrate good
data ethics, respect for customers’ personal data, and accountability
in the management of data.

In 2000, the PCPD established Data Protection Officers’ Club for
data protection officers of public and private organisations to share
their experiences and insights. In 2014, the PCPD introduced the
Privacy Management Programme and encouraged organisations
to embrace data protection as a corporate governance responsibility
and as a top-down business imperative. In 2018, the PCPD issued—
what became a yardstick—the “Ethical Accountability Framework
for Hong Kong, China” to advocate good data ethics.

FEAZE R, PCPD Annual Report 2020-21
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Compliance and enforcement actions
on the rise

In the last 25 years, the PCPD handled 39,645 complaints, 421,326
enquiries, and 946 data breach notifications. It has initiated 3,652
compliance checks and 1,762 investigations. Our compliance and
enforcement actions served to address public’s concern on major
data breach incidents which affected tens of thousands of data
subjects.

The number of cases rose significantly owing to increasing public
awareness of and demands for personal data privacy.

1997-98 & Note 2020-21 R Increase
ZiMERNA . . 13,551 18,253 34.7%
Number of enquiries received
LnERNA . . 253 3,157 1,147 .8%
Number of complaints received
BN RERERRB S
Number of data breach notifications received 0 106 TER N/A
EREERE 0
Number of compliance actions initiated 74 356 381.1%

£ 1997- 98 FERLBABHERTENREFE
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Note: 1997-98 was the PCPD's first full reporting year.

Strong global connections

Online data knows no borders. Collaboration among data protection
authorities in different jurisdictions is therefore indispensable for the
effective enforcement of privacy laws. Since establishment, the PCPD
has been an active member of major international privacy regulator
forums. This enables the PCPD to share knowledge and experience
and collaborate with our overseas counterparts, as well as to seek
assistance from them.
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For instance, since 1996, the PCPD has been participating in the
GPA, formerly known as the International Conference of Data
Protection and Privacy Commissioners, and hosted the 1999 and
2017 annual conferences. The PCPD was an Executive Committee
member from 2016 to 2018, and the co-chair of the Working Group
on Ethics and Data Protection in Artificial Intelligence, leading a
subgroup of the COVID-19 Working Group to tackle privacy issues
arising from COVID-19.

The PCPD also takes leading roles in other international forums. It
was the chair of the Technological Working Group of the APPA from
201010 2019 and has been a committee member of the GPEN since
2016.

Under “One Country, Two Systems”, Hong Kong enjoys very close
social and economic ties with the Mainland. The PCPD has
established a strong network with the academia and relevant
authorities on the Mainland. To facilitate the development of Hong
Kong as a data hub in the Greater Bay Area and enhance regional
cooperation and development, the PCPD will further strengthen its
connection with our Mainland counterparts.

Looking ahead

The technological and regulatory landscapes have been dynamic
in the past quarter-century and the data protection landscape will
be even more vibrant in the light of the rapid development of big
data, blockchain, artificial intelligence, biometric data, etc.
Globally, more robust data protection laws would be enacted and
implemented and the demands for data privacy would become
more vigorous. The PCPD will continue to keep abreast of the
developments and uphold strong protection of privacy in relation
to personal data.

FEBAZE | PCPD Annual Report 2020-21
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FLEBE AZIE 2021 FEMAIL25 AF - — 2021 marks the 25th Anniversary of the PCPD. Over the years, the

BEUXR  LEABRNEBRER - BEEX PCPD has been striving to enhance the protection of the privacy of

HEEBHCRLBIEFD M EXR - EMmELR individuals in relation to personal data. It monitors, supervises and

& - BEEAERILERN XL o promotes compliance with the PDPO and fosters a culture of protecting
and respecting personal data privacy.

UTRILBAZBBEF—LEEEH Here are some notable milestones and achievements of the PCPD
E)= in the past 25 years:

HHHREIL RN BRIERE
[ BB ZEIRE
Launched the privacy show
“Telling You My Secret”
targeting primary school
students

EREETALESEABET
BHEBE/MARM R EWEE
Hosted the first Asia-Pacific Economic -
Cooperation (APEC) Electronic Commerce SETALESEABTE
Steering Group technical assistance seminar T —ELRRERARERE
B8 BmASRN2 EREEE |

EHEET
RBEEIPHEBAENLBER Took part in an APEC
Mr Roderick WOO Bun, JP, took initiative to develop a set of
office as Privacy Commissioner privacy principles and
for Personal Data implementation framework

that could be subscribed to
by all 21 member economies

02006 2010

BRRABERFESBIUEREZSSRIMEE
EBE A RMEANEA DR NSRS
Published an investigation report
regarding the leakage of the personal
data of 20,000 people on the Internet by
the Independent Police Complaints Council

RBEEREEEN —
(R iNE S b
Organised the Hotel Privacy Campaign
to raise awareness of privacy issues in
the hotel industry

RIEE NRE TR

BREERBEN
DABFEHERE

Hosted the Asia Pacific Privacy
Authorities (APPA) Forum for
the first time in Hong Kong

14  F.EBAZBEF3{ PCPD Annual Report 2020-21
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O 1996-2000 = ™

(Fh BB B STIE R £ 30 o
Provisions of the PDPO
commenced operation

RALBLAE  ZESEEIPHESEEA
BERALBES

Establishment of the PCPD; Mr Stephen
LAU Ka-men, JP, took office as the first
Privacy Commissioner for Personal Data

§¥b¥% =t~ %,ﬂ\ E &{E 5 International Conferen
AERRERNERERHRE o S e
HEEgR e
Hosted the 21st International
O Conference on Privacy and
O Personal Data Protection and
Meeting of the Data
Protection Commissioners
-
e
Vi HREBEABASRESHRBC(LABS4HE)
Produced the docu-drama television
series “Privacy Special” in partnership
with Radio Television Hong Kong

02001-2005

BWIFRE | RERED - BRE[HEETH
EFLRBIMNERRSEBNERGERE
Launched “Privacy Week” with activities such
as the “E-Privacy in the New Economy”
Conference and a live television variety show

HESLEHEBAAERLBER
v Mr Raymond TANG Yee-bong took office as
2§ =~ Privacy Commissioner for Personal Data

B =7
=

ABESERITEREED
BAREBREERNBEABAER RS
Privacy Commissioner exercised
inspection power for the first time

P ﬁﬁk@ﬂ%m*ﬁé:%g{% on the Hospital Authority’s personal
HROZE [ FARRERTEE) 2007 data system in respect of patients

Organised its first international
promotional campaign, Privacy
Awareness Week 2007, together
with members of the APPA

EBFRRERE - 8 (FhRRHI)
fEHE KB

Submitted a package of proposals to
the Government recommending
substantial amendments to the PDPO



RBARE CFARRIRAI) B DA R

Carried out public consultation

on the review of the PDPO B B R LA
0 2006-2010 i
Organised a personal data
R EREERPRRE ’ privacy campaign for

BAERFEEE medical practitioners
Organised a personal data privacy
campaign for estate agents

\ --

ERFEIRELBBEAEE] - YA
hEFHPRELERREBAALRLRE

,I&a;E;rs:\%::?‘;:'rlsi’trif/talge;rt)gramme; o 20 1 1 '20 1 5

o R (1A B R ; ;

(GLBE) 15151 B 8 bt smge_t.hen, the PCPD organised annual BENM RS ERRE
ERHEM - 5B hE activities to promote personal data BN B FAEEE
EMBESEERERA privacy protection to secondary school Organised a personal data
ERIFLRE students privacy campaign for
Published the telecommunications

“Personal Data practitioners

(Privacy) Ordinance
Liberal Studies

Teaching Kit" to assist HEBEABARE
secondary school ERB(FLEBMEE) ;
teachers in teaching ZERBEERTEMER
students how to 2012 8BET

Produced the docu-drama
television series “Privacy
Beyond Price” in
partnership with Radio
Television Hong Kong; the
series ranked 10th in the
2012 TV Programme
Appreciation Index Survey

protect personal data
privacy

2012 FEAER

(FABB) (E3T) 1561

B 0 BEERHEET

%ﬁg@ﬁ"é‘f&%ﬂ&#&&

PRELTLIEE | BRRETLRE 2EERIATE 1R

BEERRHE R RET P IAREE
AERALRAERTE

Organised the Privacy by Design
Conference to advocate embedding
the protection of personal data
privacy in the design of information
and communication systems

Commencement of
the Personal Data
(Privacy)
(Amendment)
Ordinance 2012.
Implemented new
direct marketing
regulatory regime
and launched legal
assistance scheme

Launched an online assessment tool
tailor-made for the retail industry to train
practitioners and evaluate their
understanding of the requirements under
the PDPO

& \ B ABERTRNE LIMETA
153 B 22 S5 5 ST CRL R ) P T2 R
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ERE=+—/F
TABBHERE

Hosted the 31st APPA Forum
HFARB AR LS

Compliance

the Smart

BRE@EIN\EBBREGTERE
REAEFEAENNATRE
Published an investigation report
regarding the collection and use of
customers’ personal data under the
Octopus Rewards Programme

BB 39 BRIR - ERSTENBBEARETILBEERRS
The Government and 39 organisations from the insurance,
telecommunications and other sectors pledged to

implement a Privacy Management Programme

BRRUDEESOBRE
Published the Privacy
Assessment Report on

Identity Card System

25 B 25 YEARS ON

AREBUEXEEPMREEA
BERALRED

Organised a personal data
privacy campaign for
insurance practitioners

BERKE, SBSHEBAZR
hEEE

Mr Allan CHIANG Yam-wang,
SBS, took office as Privacy
Commissioner for Personal
Data

02016-2019

BEASABAHESRBCLRBMAEN
Jointly produced the docu-drama television
series “Privacy Beyond Price II” in partnership
with Radio Television Hong Kong

B AEHE
BAERILBES

Mr Stephen Kai-yi WONG
took office as Privacy
Commissioner for
Personal Data

BEEANEAEXERIBSRHERARXENLRE
RIFBEBREE I RELBES

Launched the privacy campaign “Developing
Mobile Apps: Privacy Matters” with leading
professional and trade associations in
information and communications technology

BH(AREERAS—
BETERRESD
SEBERREEAER
REFEEREME

Issued the “Best Practice
Guide on Privacy
Management Programme”
to encourage organisations
to embrace personal data
protection as part of their
corporate governance

)

FEBAZE] PCPD Annual Report 2020-21 17
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BERE=+NEBEREEHRE o
RIBESHHNE - BB7508
A 60 EE R Rt EAZ i
EHLEEE

Hosted the 39th International
Conference on Privacy and
Personal Data Protection and
Meeting of the Data
Protection Commissioners,
welcoming more than 750
participants from over 60
countries and regions

FEAEEN ABOUT US

02016-2019

MEBRB 20 AF
20th anniversary of the PCPD

BESBEIRETR
[ A7
Was awarded Manpower
Developer by the Employees
Retraining Board

FEBAEE IR PCPD Annual Report 2020-21

BEZERBRRLBESIALE
BEREREHBREERIEND
HIBEERE

Was appointed as a co-chair
of the GPA's “Ethics and Data
Protection in Artificial
Intelligence Permanent
Working Group”

[ B 1R STAS AT (FABBIRB1) V=R
Submitted the PCPD’s recommendations
to amend the PDPO to the Government

ERIBBERNER NS
Organised the Symposium on
Data Ethics in Action

MPasIUN oNn

\TA ET ‘
, ?I%Efﬁm]§g5$"§s"\l ACTION
INAY - &

NFERENC A =
S &

3

AYIEEBREXSBMPRE
BAERILRED
Organised a personal
data privacy campaign for
property management
practitioners

ERFEAERRERAE
B = [E 2 IRAA B R
BREEHEASHTE
Co-hosted the 3rd GPEN
Enforcement Practitioners
Workshop with the Office
for Personal Data
Protection, Macao

’



BRRTERIMNRERBRASE
& ERARREN L ERURE
ERERDANEERSE - UK
BEEMEERIARBENES
RATMNMOBERE/MAEN
WARERENERER

Published investigation reports

25 B 25 YEARS ON

02020 ——— T

BEERZTHABAERILBESR
Ms Ada CHUNG Lai-ling took
office as Privacy Commissioner
for Personal Data

on two data breach incidents:
unauthorised online access to &

credit reports at TransUnion £ \ Q}" -
Limited and unauthorised 2019 Fi2f9,182 B8 - H S

access to personal data of 4370 RE|EHE ; ABAZF Nee

approximately 9.4 million BEEHITE[BE |[{E= Y

passengers of Cathay Pacific Received 9,182 complaints in 2019 H

Airways Limited and Hong of which 4,370 cases relating to :

Kong Dragon Airlines Limited doxxing; the PCPD spared no

efforts in combating doxxing

@0@0

£2019 BREEHAEHME
ERBRLBRE AT ERNEESRIBRE BHREBAERNEEESINER
BERIENEIBEETRE BAEEERE (R Issued Guidance Notes and advisories
BRERAATIESENERMERE)  RAEES on the protection of personal data

N EBRILEBEESEAEESELER amid the COVID-19 pandemic

Sponsored and spearheaded the drafting of

the “Resolution on Accountability in the

Development and Use of Artificial EMEEIAB e AEIE ]
Intelligence” as the co-chair of the GPA's Al Organised the inaugural
Working Group; the Resolution was adopted "“Privacy-Friendly Awards”
at the annual conference of the 42nd GPA

fg?,;

M
anacy Frlendly AWards i
LN | .‘

B ERBAMESBRBRE
EAERALREES

Organised a personal data
privacy protection campaign for
social service practitioners

HEE 2 ERRILBRE R
FEE BRRALBLEE
BRI EE 2019 BikE
SHENBETSERBSE]
Presented the Compendium
of Best Practices in

02021

= .
Response to COVID-19 at (1RZ3A8 TBABHRY 25 FF
the annual conference of January to March) 25% anniversary of
the 42nd GPA the PCPD

BUEZ RS T (AR BAIT
BIBEK] RRESRTED

Privacy Commissioner - FhpE .
welcomed the Government’s GUARmAN ﬂ'ﬁﬁt
proposals to amend the PDPO PR’VE‘;CY 25 YEARS

to combat doxxing P -';_.

—BEREEREE AR REFE ]
BHERAMEERREREERLE, IDSM, JP
EERTREAREIEESE

100 organisations received the inaugural “Privacy-
Friendly Awards”. Mr Erick TSANG Kwok-wai, IDSM, JP,
Secretary for Constitutional and Mainland Affairs,
officiated the awards presentation ceremony

FEBAZEEH PCPD Annual Report 2020-21 19
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3

g

=3 =

-RE TR

One Year at-a-glance

2020
4R

2020

8H
Aug

ERIFHEEHRERELEES

Issued guidelines on children’s privacy during the pandemic

LEHEEHEEZERHEREZE SR MM 2019FETE
Privacy Commissioner attended a meeting of the Legislative Council Panel on Constitutional
Affairs to brief members on the work of the PCPD in 2019

J

—REM R RIEEE R R (LB ED) TEERERTE - HEFEE—&8 T
A telecommunications company was convicted of and fined $12,000 for failing to comply
with the direct marketing provisions under the PDPO

RPEFEFINRE] TERIMRENLE HRELR BETEEDE]
Launched the annual Privacy Awareness Week with the theme “Protecting Privacy —
Respecting Dignity for a Smart Hong Kong”

RIBFNR MO ER RIEF)E HEEE
BREESET BRERSE
om .

S
i e
ERS - enmmnsa wop® T -0
poer—oria®

BERAERSFERMEM AR R ]| WERFRARIS - mEREREIR - #1828
B &M%

In the first case of breaching an interim injunction order granted by the High Court relating
to doxxing, the defendant was sentenced to 28 days’ imprisonment, suspended for one year

J

BRAREA-BHMEAZEEAEHAFORE RS
Published an inspection report on the personal data system of a data user in the food
and beverage industry

FEBAEE ] PCPD Annual Report 2020-21



2 FEE —E ONE YEAR AT-A-GLANCE

2020

08 1
Oct

_ \ )
BEERAZLTHEEAAERNLE
=8
Ms Ada CHUNG Lai-ling took
office as Privacy Commissioner
for Personal Data
BH(ERE 2019 BB EHREERRKE RERHEBE REBEEAERNIESD)
Issued “Guidance for Schools on the Collection and Use of Personal Data of Teachers,
Staff and Students during COVID-19 Pandemic”
/
BmEE LB KT
Organised the inaugural Privacy-Friendly Awards
} 20213
Privacy-Friendly Awards =
LEHEEHRERERERFILEZSREEER BN 20198 REERARITHME
REEEAER
Privacy Commissioner attended the 42nd GPA virtual conference, advocating the
protection of personal data amidst the COVID-19 pandemic
J

BRERCILEGODIREE ] R4 - REKHEEZ18EA @ﬁﬁ@fﬁé‘%é\/\%iﬁﬁ\
e

In the first case of contravention of the PDPO relating to doxxing, the defendant was
sentenced to imprisonment for 18 months. Together with other convictions, he was

sentenced to imprisonment for 24 months

/

FEBAZEE] PCPD Annual Report 2020-21
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2020
118

Nov

2020
12A

-

MER TELHEL =MES THE  BERGRERTIHERE A

Issued three Guidance Notes relating to work-from-home arrangements for organisations,
employees and users of video conferencing software

l ERXRTHERFTHEARRRRIES | #il8 l ERXRIHRFTHEARHRRIES : GBRE ERTERFTHEAREHRMRES]
fE AR R ERRE

SEBAR (BTBA

mwRE El
B e R

5 BERRRERANERZEAREARAL
Lo

@ reaman
e
o

m AmHBAEN
nEx

o)
-

@ REEAREFEALRE R ABRRL
"

B e tetuiard

P

EawEas BEsszemEzAENE
R e -

P

@ asneRamtERNL  ERRANS

\_

J

BRAERZIRE I ZEHSRY - HERANKEL21H
In the first immediate imprisonment case for breaching an injunction order relating to
doxxing, the defendant was sentenced to 21 days' immediate imprisonment

ELRBAZB LELTERIZCEAINEZHEE

Launched the new “Say ‘No’ to Doxxing” webpage on the PCPD’s website

MEEEHEIFA THERANRELE
W IE | PR BR W 1ELAIT 8
[REI1TR

Privacy Commissioner appealed for
international collaboration in combatting
doxxing at the 54th APPA Forum

MELERABR B LERFEEFRTR2020
Two PCPD staff members received the Ombudsman’s Awards 2020

@l 2| rrsannn ‘ o 2 SEBARNE ‘
# 20 | The Ombudsman's Awards # 20 | The Ombudsman'’s Awards

+ 4+ + TRy e
IBeEee) Teiiid
ABGOBe: LIt
it B iTiiiss .
IS0 94 T it eee T
. +
F 44’ T it i
i B

4 »
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2021

18 1
Jan

38 1
Mar

2 FEE —E ONE YEAR AT-A-GLANCE

(

—EEFBEZE M AIEBAET R R RLEBRE - LEEE UBF%E)EH\

F BB R/ NME BT R

An instant messaging app widely used in Hong Kong changed its terms of service and
privacy policy. Privacy Commissioner appealed to users to carefully consider the new terms
before agreeing

NEEEHFEEERHNEREE SR MR2020FE TIE
Privacy Commissioner attended a meeting of the Legislative Council Panel on Constitutional
Affairs to brief members on the work of the PCPD in 2020

R REE | B, RFEER 3423 6666
Set up the 3423 6666 doxxing enquiry/complaint hotline

J

\
FLFRE B R RGBT 2R E AT CRLRRAR G ) LAFT B [HEK

Privacy Commissioner welcomed the Government's proposal to amend the PDPO to
combat doxxing

J

— AR BEREREILBZAEZAR] B RABEBEREREEG L,
IDSM, JPEER IS F1ERE

100 organisations received the inaugural Privacy-Friendly Awards; Mr Erick TSANG Kwok-
wai, IDSM, JP, Secretary for Constitutional and Mainland Affairs, officiated the awards
presentation ceremony

=% 7 JZ‘OM‘T @'

\

sssssss

J .t

1 1
| -rﬁﬁ-;‘ Fi »H 1
| Pl mEzrmEse | |
%' | alvrreef® Privacy-Friendly Awards

| J

T

tti i (Personal Data (Privacy) Law in Hong Kong — A Practical Guide on Compliance)
(%8 —{&5ThR)

Published the second edition of “Personal Data (Privacy) Law in Hong Kong — A Practical

Guide on Compliance”
J
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%l? = EE: (2020 £ 4 5 - 2021 ¥ 3 A)

A Year In Numbers (April 2020 - March 2021)

3,15

B 3,157 RIRGF AR
Received 3,157 complaints

18,253 || 356

18,253 REMIER #1717 356 RBEARTTED
Received 18,253 enquiries Carried out 356 compliance actions

\_ /. J

N
NN
AN

A\

64

EHedRTER
Issued 64 media statements

RS
A0
WAL NN
N\ \
MR
ANV }\‘\ AN\

\\\\‘
A\
‘§\ \

\Q‘\\ A

ny
\ \
\
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B2 70 R EEH

Gave 70 media interviews
\_ J

ZF[EIRE A YEAR IN NUMBERS

220

[O1fE 220 RIEHER

Responded to 220 media enquiries )

ME BT 53 3,069 RIFTHE
Published 3,069 news stories on various media platforms

$:159 A 15 158,073 AIRBI BRI R B
Recorded 158,073 visits to the PCPD’s website on average per month )

\

158,073

2 5 I 9 9 9 R EIRREEER 350 R X

25,999 AR IMFLBABHERE - B R ITIE Issued 350 social media posts

5 7 RRCLIEER) BBk - J
Reached out to 25,999 people at our talks, seminars
and workshops to learn about the PDPO requirements

FEAZEH, PCPD Annual Report 2020-21
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NN
Organisation

LEBRAEE—FBU#E  AEER &
AR B RATBRCLERIED]) - (L
RO RFEBEABERBREOMLE - SRE
Wik 758 - RIENEREAER -

LEAERLEESEE - 1 1996F8 A
FXAL o S F ABILBABKI 25 AFHE
B AREFETER  LEBASHNBE
HHEA8IA °

The PCPD is an independent body that monitors, supervises and
promotes compliance with the PDPO to protect privacy of
individuals in relation to the collection, holding, processing and
use of personal data.

The PCPD is headed by Privacy Commissioner for Personal Data.
It was established in August 1996 and is celebrating its 25th
Anniversary this year. It had a total of 83 staff members at the end
of the reporting year.

& &

Complaints

Compliance & Enquiries

J S

BHREEN

VAN

e
Legal

AN

Policy & Research

BER KA

AN

BBk
IT Complaints

A A A ) ) )

Communications & Education

J L

EHNHE

Corporate Support

S\

EEXE

-
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EAZE (FLEB)BMTJERT  Personal Data (Privacy) Advisory
Committee

BAEH (LE)AHRNEZEES®(ZEE)R The Personal Data (Privacy) Advisory Committee (PDPAC) was
BAECFLBARBIY EE 11 185K - B AORSE established pursuant to section 11 of the PDPO to advise the
TRIZEA BRI ALRE I (FLER A& D) E 1ERI 4R Privacy Commissioner on matters relating to personal data
HMEE MLEZEERHEER - privacy protection and the operation of the PDPO.

F & CHAIRPERSON B8 MEMBERS
(R FEHEF in alphabetical order)

EEkut BEEELt

BAERLRES HEEERS

Ms Ada CHUNG Lai-ling FREENERER

Privacy Commissioner for Personal Data Ms Terese Kar-wai AU-YEUNG

Head, Legal Affairs Division,
Consumer Council

MEBELZL

FESHERLT

ANERBE

Ms Connie Tsui-wa LAM
Human Resources, Director

The CLP Power Hong Kong Limited
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FLBS A (E LR -

E =R

BB EBRBRERE -

REELL
EHEEEERAH

HITES

Ms Karen Ka-yin CHAN
Executive Director, German Pool
Group Company Limited

EIRSE
ASI Analytics & Media Limited

Mr Stephen Chan LOH

Chief Executive Officer,
ASI Analytics & Media Limited

ZEge T HRBMLEAZTEFRRR
T YRARAZBETIFLNEX

i3S

FRILEES mZ8

w2 7]

ZE 2 COMMITTEES

The PDPAC receives regular reports on the operational
performance of the PCPD and advises the Privacy Commissioner

on the handling of major issues relating to the work of the

PCPD.

o

X

\|

A The Privacy Commissioner is the chairperson of the PDPAC, and

members of the PDPAC are appointed by the Secretary for

Constitutional and Mainland Affairs.

S

EMELLE

Clarksdale Investment Limited

BEER

Ms Cordelia CHUNG

Chairman, Clarksdale Investment
Limited

EHEHKE, MH, JP
R EREARAT
TABTRHRTHAR

Mr Addy Wai-hung WONG,
MH, JP

Chairman and Chief Executive
Officer (Asia Pacific), The Centaline
Property Agency Limited

BHEH LT

HRERIT (BE) BRAAE

WL EER

Ms Carmen Wai-mun KAN
General Counsel, Bank of China
(Hong Kong) Limited

BHEIRAGEZRREIMERD
BHRAGERRSEEDERER
Deputy Secretary for
Constitutional and Mainland
Affairs or Principal Assistant
Secretary for Constitutional and
Mainland Affairs
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HERREHERRE

LEAFBRUMREREHLZES®  §
T%?JEJJTAIE—D\Eﬁxﬁm%ﬂfﬂﬁMﬂﬂﬂ E
8(1)(f) IR FE A A FE B BE - BT R B # Bz
BEREAMBMERERR  UENZF

Bt 4 £ CO-CHAIRPERSONS

EERZL
BAERLRES

Ms Ada CHUNG Lai-ling
Privacy Commissioner for Personal Data

MEZERE
BEEAERLBES

Mr Tony LAM Chik-ting
Deputy Privacy Commissioner for
Personal Data

FEBAEE IR PCPD Annual Report 2020-21

Standing Committee on Technological
Developments

The Standing Committee on Technological Developments (SCTD)
was established to assist the Privacy Commissioner to better
perform the statutory functions under section 8(1)(f) of the PDPO,
namely researching into and monitoring technological

BB MEMBERS
(R FEHEF in alphabetical order)

HER#KR
BERREBEHGRERRPOLE
Professor John BACON-SHONE
Director, Social Sciences Research Centre,
The University of Hong Kong

P

B EEHR
BEREERBUBRRKBRBHIR

Professor Jason LAU

Adjunct Professor, Department of Finance and
Decision Sciences, Hong Kong Baptist
University



HRUEALBEEAZER T ENE
& ZEeRKERLELESEEURE
ERSIHHOLEEE - ﬁ:’fﬁﬂ?ﬁﬂﬁ%ﬁi
K ZELESBERREEER

MR EEZEehNLEEEREIRLE
HEREBMAETRE -

ZE5 8 COMMITTEES

developments that may affect personal data privacy. The SCTD
also advises on the drafting of codes of practices, advisories and
guidance notes on privacy issues arising therefrom.

The SCTD is co-chaired by the Privacy Commissioner and the

Deputy Privacy Commissioner.

emiE LT

BERBFERNERBIHR

Dr K P CHOW

Associate Professor, Department of Computer
Science, The University of Hong Kong

AR LE
ESREBEEMITENA

Mr Mark PARSONS
Partner, Hogan Lovells

FRELE
ERAEMRNRESRESR
Mr Francis Po-kiu FONG

Honorary President, Hong Kong Information
Technology Federation

P E
BREEABHERNBRBTEAR

Professor YB YEUNG
Adjunct Professor, Department of Computer
Science, Hong Kong Baptist University
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aRrXt
BAERILEESR

Ms Ada CHUNG Lai-ling

Privacy Commissioner for
Personal Data

CEfEE
ElEREAEEESEEEED)

VISJAmMYIGHIAN sHBiBR e
@}ﬂi? EnpEX(EUNEE SNV (ANSENLS)) _ MBW@ IPAl
JAssistantiPrivacy,
Officer(compizints) M VITIE (i ATSE AGAE
AssistantiPrivacydCommissionen (til?

forPersonallDatal(RublicdAtfairs)
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R ENEE R (ESE)

MsiNatalie]POON:
SeniorPersonal
Suppot)

IMSIDianalPANG
AssistantiPrivacylCommissionen
forlPersonallDatal(Iif€omplaints?
Policyl&IResearch)

= AN T (A R )
Mr/incentiNG

‘Acting|Chief}
(Compliancel&IEnquiries)
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EIREE 1 WmELt
S . Off EESREABREE(AREER)
enior Icers Ms Christine CHAN

Acting Senior Personal Data Officer
(Compliance and Enquiries)

2 SBIEEBScH
SREAEREE(EREENR)
Mr Brad KWOK

Senior Personal Data Officer
(Compliance and Enquiries)

-4 < g =
-~ 4
3 ~3
1) e7
1 2
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PRIEEASEE
BREAANER EE (B RBEEH)
Mr Raymond CHAN

Senior Personal Data Officer
(Information, Communications and Technology)

MRELE
SARMENER EE (EF)

Mr Anthony CHAN
Senior Personal Data Officer (Complaints)

|
1l
S B



5 BBASXE 8 MERLL
EEEAMEAEREE (EARHIEHR) DREANER EE (REF)
Mr DF LO Ms Joanna CHAN
Acting Senior Personal Data Officer (IT Complaints) Senior Personal Data Officer (Complaints)
6 REEWEEE 9 REIRS%®
EESRERD AR FRRD
Mr Dennis NG Mr Kenneth YUEN
Acting Senior Legal Counsel Senior Legal Counsel
7 RE@EREE 10 BREREE
BREANEREE (BORRAFR) BREAEREE (FRREE)
Mr Aki CHEUNG Mr Ivan CHAN
Senior Personal Data Officer (Policy and Research) Senior Personal Data Officer

(Communications and Education)
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[ WHREEREFAERBAEE °
EREFEN MEABEBERNZER
TEHR - TR B 2019 FHRUKRBEIE
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LEABRFAREEIS7 RIBE]E
RoHARRHTE F—EARESFED
4,707 RAIER AT 80% « B[ K | H X
EERERAFEKRKNOEES - 48 -
BRENEBTAZE - Bt LWEAEL
TERBBETRE  TEIREITTA -
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Taking a Multi-pronged Approach to
Combat Doxxing

Doxxing is weaponisation of personal data which pushes the limits
of morality and the law. It intrudes personal data privacy and causes
great harm to the victims and their family members. During the
reporting year, the PCPD continued to adopt a multi-pronged
approach to combat doxxing and tamed the growing trending of
doxxing since mid-2019. Our efforts began to bear fruit.

The PCPD handled a total of 957 doxxing cases, which dropped by
nearly 80% when compared to 4,707 cases in the last reporting
year. Still, the PCPD spared no effort in combating doxxing as the
psychological harm, molestation, harassment, and pestering suffered
by the victims and their family members as a result of doxxing could
not be ignored.
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Sparing No Efforts in Enforcing the Law

From June 2019 to 31 March 2021, the PCPD handled a total of
5,664 doxxing cases and:

® Setup the 3423 6666 hotline to answer enquiries or complaints
on doxxing;

e Wrote 287 times to request the operators of 18 websites, social
media platforms, and discussion forums to remove 5,689 web
links involving doxxing contents;

e Sought the cooperation of local and foreign regulatory
authorities to combat doxxing on social media platforms;

e Referred 1,461 cases of possible contravention of criminal
offence to the Police for criminal investigation and consideration
of prosecution; and

e Referred 59 cases of possible violation of interim injunction orders
relating to doxxing to the Department of Justice for follow-up
actions.

Doxxing bears serious legal consequences. In the reporting year, six
defendants were convicted of offences relating to doxxing, and two
of them were sentenced to immediate imprisonment terms. One
received a total term of two years for contravention of section 64(2)
of the PDPO in disclosing personal data obtained from a data user
without the consent of the data user, and the other for 21 days for
civil contempt of court.

Publicity and Promotion Efforts

The PCPD stepped up its publicity and promotion efforts to remind
the public of the harm caused by doxxing and the importance of
respecting others’ personal data privacy. The publicity and education
efforts included:

* |ssuing media statements (eight times);

e Responding to media enquiries (28 times);

e Explaining to the public through media interviews (20 times);

e Publishing the “Say ‘No’ to Doxxing” webpage on the PCPD’s
website as a one-stop information portal;

e Posting on social media to heighten the public’s awareness on
protecting and respecting privacy; and

e (ollaborating with the Police Public Relations Branch to produce
a television programme and social media videos to urge the
public to respect the law.
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Collaborative Efforts

The PCPD also strengthened its communication and collaboration
with government departments and trade associations to combat
doxxing. Examples included:

e The Hong Kong Monetary Authority had reminded banks and
other financial institutions to guard against unauthorised credit
applications using stolen personal data;

e The Hong Kong SAR Licensed Money Lenders Association Ltd.
appealed to all its members to tighten up their customer due
diligence and verification procedures to prevent identity thefts;
and

e The Department of Health put up a notice on its organ donation
website to warn applicants against the fraudulent use of others’

personal data to register for organ donation.
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Amending the PDPO to Combat Doxxing

To enhance the PCPD’s capability to combat doxxing, the Chief
Executive, Mrs Carrie Lam, announced on 4 February 2021 that
legislative amendments should be made to the PDPO to criminalise
doxxing acts.

The major legislative amendment proposals included: (1)
criminalising doxxing acts as an offence under the PDPO, (2)
conferring on the Privacy Commissioner statutory powers to demand
the removal of doxxing contents from social media platforms or
websites, and (3) empowering the Privacy Commissioner to carry
out criminal investigation and institute prosecution.

The Government planned to complete the drafting of the legislative
amendment proposals and submit the Amendment Bill to the

Legislative Council in the 2020-21 legislative session.
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Advisories and Guidance Notes in
Relation to Covid-19

To contain the spread of COVID-19, governments around the world
adopted digital measures to track or trace the infected and their
close contacts. Work-from-home, learn-from-home, and shop-from-
home were means to reduce social contact. As economies
deteriorated due to travel restrictions and lockdowns, governments
provided subsidies to alleviate residents’ financial distress. Lately, as
the pandemic started to subside in some regions, governments
proposed or implemented “travel bubbles” and “health passports”
to facilitate the resumption of normal social and economic activities.

All these measures required the collection, processing, use, or
sharing of personal data. Against this background, the PCPD
prioritised its role in the past year in providing advisories or views
to the Government, businesses, schools, and the general public to

enhance the protection of personal data privacy.
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Privacy-friendly design of the LeaveHomeSafe app

The Government introduced the LeaveHomeSafe app in November
2020 to allow users to keep a record of the places visited. The app
would alert users if they were present in a similar timeframe at the
same place visited by a COVID-19 infected person.

The PCPD considered that the design and development of the app
were generally in line with internationally recognised best practice
from the perspective of protecting privacy. For example, privacy
impact assessment was conducted prior to the launch of the app.
No registration was required to download and use the app. The app
did not collect GPS data or track users’ movement. Visit records
were stored decentrally on users’ smartphones and not in any
government or other system. Overall, the PCPD considered
LeaveHomeSafe is in compliance with the relevant requirements of
the PDPO.

Data security and privacy protection during
work-from-home

As work-from-home arrangements and video conferencing became
prevalent, the PCPD called on employers, employees, and users of
video conferencing software to step up their guard against the new
risks posed to data security and personal data privacy. In addition
to the advice provided to the public in early 2020, the PCPD
published three Guidance Notes under the series “Protecting
Personal Data under Work-from-Home Arrangements” in November
2020.

The PCPD also conducted a webinar in March 2021 to explain the
recommendations in the Guidance Notes. Organisations were
advised to assess the risks under work-from-home arrangements
and formulate appropriate policies and measures, including
providing employees with suitable cybersecurity training and
support. Employees and users of video conferencing software were
advised to tighten up the security of their Wi-Fi and electronic
devices at home.
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Online Vigilance

People tended to spend more time online and, as a result, the
number of online scams surged, including the illicit use of personal
data and online naked chat blackmail. Teenagers might fall prey to
online lewd traps and the PCPD therefore issued an advisory in
November 2020 urging teenagers to exercise greater vigilance
online.

For example, teenagers were advised not to disclose personal data
casually, trust new online friends too readily, click on web links
uncritically, or download apps indiscriminately. Teenagers should
realise that the cyberworld resembles the real world, with the same
kinds of traps and dangers.

Personal data privacy protection for teachers,
staff, and students

When schools resumed classes in September 2020, COVID-19
prevention measures were in place and involved the collection of
personal data, including more sensitive health data, of teachers,
staff and students. The PCPD therefore issued the “Guidance for
Schools on the Collection and Use of Personal Data of Teachers,
Staff and Students during COVID-19 Pandemic” to remind schools
to collect only adequate and not excessive data in relation to its
purpose of collecting data. As most students are minors, they need
more protection from the perspective of protecting personal data
privacy.

Schools were also advised to adopt a self-reporting system and use
multiple-choice questionnaires to collect only necessary personal
data . The PCPD conducted a webinar subsequently to explain the
advice contained in the Guidance.
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Personal data protection in the Government’s
Cash Payout Scheme and reusable mask
distribution programme

The Government launched the “Cash Payout Scheme” and a

reusable mask distribution programme in mid-2020. To alleviate the

public’s concerns about the Government’s collection, use, and

retention of personal data in the two initiatives, the PCPD issued

two media statements in May and June 2020 to explain the relevant

requirements under the PDPO. The PCPD also reminded the public

to be cautious about phishing websites and fraudulent calls relating

to the Government’s initiatives as swindlers might take the

opportunity to

perpetrate fraud.

Road to recovery

New measures
Government a

such as “health passports” may be adopted by the
nd the private sector. The PCPD will continue to

monitor the situation and provide timely advice to stakeholders to

ensure that the relevant requirements of the PDPO are complied
with.
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Survey on Attitudes of the Public and
Data Users on the Protection of
Personal Data Privacy

In 2020, the PCPD commissioned the Social Sciences Research
Centre of The University of Hong Kong to conduct a survey to gauge
public awareness and attitude on the protection of personal data
privacy, the work of organisations in protecting personal data privacy,
and their support of proposals to amend the PDPO. The results of
the survey were released at a media briefing on 28 January 2021.

The survey noted that the public were prudent in protecting their
personal data. 80% of the respondents were aware of the privacy
settings in their social media accounts, and over 80% of these
respondents had checked their privacy settings. For respondents
with a social media account, the majority (54%) only shared personal
photos and personal opinions with friends, while 34% never shared
personal photos and 38% never shared personal opinions. In relation
to the work of organisations in protecting personal data privacy,
nearly 60% of the organisations surveyed considered that they had
little difficulties in complying with the requirements of the PDPO.

In respect of amending the PDPO, more than 80% of the
respondents supported imposing administrative fines and mandating
data breach notification to the affected customers and the PCPD.
As for combating doxxing, over 60% of the respondents showed
support to empower the Privacy Commissioner to carry out criminal
investigations and institute prosecutions.
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Inaugural Privacy-Friendly Awards

The inaugural Privacy-Friendly Awards was launched in October
2020 as a highlight of the PCPD’s 25th Anniversary. The awards aim
at promoting the importance of personal data privacy protection by
recognising and showcasing outstanding achievements from public
and private organisations as well as government departments.

The awards received an overwhelming response, and contestants
were judged based on their provision or completion of privacy
protection measures. After a vigorous assessment and selection
process, 100 organisations received recognition: 69 were awarded
Gold Certificates and 31 Silver Certificates. In addition, five
organisations with exemplary performance in different areas were
named as outstanding Gold Certificate awardees.

The awards presentation ceremony was held on 4 March 2021. It
was officiated by Mr Erick TSANG Kwok-wai, IDSM, JP, Secretary for
Constitutional and Mainland Affairs, the Privacy Commissioner and
Mr Stephen Chan LOH.
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Scan the QR Code to view the
highlight video of the Privacy-
Friendly Awards Presentation
Ceremony.
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Response to Public Enquiries

In 2020-21, a total of 18,253 enquiries were received, a decrease
of 23% from 23,779 in 2019-20 when a substantial number was
in relation to public events.

The enquiries mainly concerned the requirements on the collection
and use of personal data (for example Hong Kong Identity (HKID)
Card number) (28%), handling of personal data in employment
(8%), and use of CCTV (5%). There were also enquiries relating to
the COVID-19 pandemic, including security concerns about the use
of video conferencing software and collection and use of health
data.

Enquiries relating to the use of the Internet increased by 2% from
1,695 cases to 1,726 cases. They mainly concerned cyberbullying,
and collection and use of personal data on the Internet, including
social media platforms.

Figure 1.1
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Monitoring and Promoting Compliance
with the PDPO

When the Privacy Commissioner has reasonable grounds to believe
that an organisation’s practices are inconsistent with the requirements
under the PDPO, compliance checks or investigations will be
conducted. Upon completion of a compliance action, the
organisation receives a report from the Privacy Commissioner on
the breaches, inconsistencies and deficiencies that require remedial
actions.

In 2020-21, the Privacy Commissioner carried out 356 compliance
actions, an 8% increase over the 329 compliance actions in 2019-

20.

Highlights of some compliance actions conducted during the
reporting year can be found in Appendix 6 (page 142-149).

Figure 1.2
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Inspection

Reason for Inspection

According to the employment statistics published by the Census
and Statistics Department, more than 220,000 persons were
employed in the food and beverage industry. In 2020, the Privacy
Commissioner considered that it was in the public interest to carry
out an inspection on the handling of employment-related personal
data at one of the leading companies in the food and beverage
industry (Employer) pursuant to section 36 of the PDPO.

Findings and Recommendations

The inspection report was published in August 2020. The Inspection
showed that the Employer did make reasonably good efforts to
ensure proper management of employees’ data. The Privacy
Commissioner identified some areas of improvement that were also
generally applicable to the industry as well as all employers in Hong
Kong. The recommendations were:

e (Cease collecting partial HKID Card numbers of job applicants
and obliterate such data previously collected;

e Mark photocopies of employees’ HKID Card with the word
“COPY" across the entire image of the HKID Card;

e Provide all job applicants with (a) a copy of the Personal
Information Collection Statement (PICS); or (b) the identity of
the contact person from whom the job applicants may obtain a
copy of the PICS, if the job advertisement directly solicits personal
data from job applicants;
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e FErasein a timely manner job applicants’ personal data collected
in instant messaging apps;

e Ensure the same retention period of employees’ personal data
as stated in the online privacy policy and the employment
application form;

e Conduct data protection training for all employees and update
related training materials regularly; and

e Incorporate restrictive clauses on handling employees’ personal
data in the agreements with paper disposal and other
contractors.

Data Breach Notifications

A breach of security of personal data could result to exposing the
data to unauthorised or accidental access, processing, erasure, loss
or use. Such a breach may amount to a contravention of Data
Protection Principle (DPP) 4 of Schedule 1 to the PDPO. When a data
breach has occurred, a data user is not mandated under the PDPO
to give a data breach notification (DBN), but the PCPD has always
encouraged data users to notify the Privacy Commissioner, affected
data subjects and other relevant parties.

Upon receiving a DBN, through the PCPD-designated DBN form or
other means of communication, the PCPD assesses the information
and decides whether a compliance check is warranted. When a
compliance check is taken, upon completion, the Privacy
Commissioner would identify the deficiencies and advise the data
user on remedial measures to prevent occurrence of similar incidents.
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In the reporting year, the PCPD received 106 DBNs, 35 from the public
sector and 71 from the private sector. The DBNs collectively involved
the personal data of about 850,000 individuals. These data breach
incidents involved hacking, system misconfiguration, unauthorised
access of personal data by internal staff, loss of documents or portable
devices, inadvertent disclosure of personal data by fax, email or post,
and accidental erasure of personal data, etc. The PCPD conducted
compliance check in all 106 incidents.

Figure 1.3
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Handling Requests for Carrying Out
Matching Procedure

Definition and Consent

A matching procedure is a process by which personal data collected
for one purpose is compared with personal data collected for other
purposes when each comparison involves the personal data of 10
or more data subjects and is performed by non-manual means, and
the result of the comparison may be used for taking adverse actions
against the data subjects concerned.

A data user must not carry out a matching procedure unless it has
obtained the data subjects’ prescribed consent or the Privacy
Commissioner’s consent.

Number of Requests

In 2020-21, the PCPD received 29 applications from government
departments and public organisations for the Privacy Commissioner’s
consent to carry out matching procedures, and the applications
were approved subject to conditions.
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MOPEBHREHERE  Submissions Made in Respect of Public

Consultations
EREFERN  LEEERIATNAREA In the reporting year, the Privacy Commissioner provided views from
IEXHBRERAERILENER - the perspective of personal data privacy protection in response to

the following public consultations:

HAERRE RS

Consulting Organisation Consultation Paper

RETHERT SOEERBREEEIE S| AR A

Electoral Affairs Commission Public Consultation on Legislative Council Election Proposed Guidelines
ERANSER Consultation Paper on Implementation of Mandatory Reference Checking

P y ) e
o (G ey AUy Eéf;eme to Address the “Rolling Bad Apples” Phenomenon (RA X

BE (BIAFZ - WEBEE  AERETHELTESERIFETHE
) BRI

Consultation Paper on the Proposed Introduction of Offences of Voyeurism,
Intimate Prying, Non-consensual Photography of Intimate Parts and Related

GRR

Security Bureau

Offences
FRLIBYERRY BE CHESFITRR R eV RAREEIE) BERX
The Law Reform Commission Consultation Paper on Sentencing and Related Matters in the Review of
of Hong Kong Sexual Offences
kidod doh oo B E R E BRI

Commerce and Economic

Consultation Paper on Real-name Registration Programme for SIM Cards
Development Bureau

FEAZEH, PCPD Annual Report 2020-21 57



bz X iR

andling of Complaints
and Appeg|s







60

B2 125k K% £5F HANDLING OF COMPLAINTS AND APPEALS

EAREFE LB ABEHLEZES SR
B BERL71% TERAEIEEK]
B2 8 2019-20 F E 89 4,707 7R K iE R
£ 2020-21 FEH 957 7R ©

HEFEIRE|ERKERD © REEF
BAZBMHEFHEIEKR - LREER
2020 FF HY £ 1B 7E 38 2 IR T PR VEA o
AL - [ ] ERDGRFEHLD
30% * Al R BRI EIRATE -

TEBEIERIDAZRLEBRENEEE
15 o R AFEDBHERT CALER RG] &Y
i NEARITEIER] - LBAE—
ERGEBFEIE - GIFHERTCRLBRIEG)
M ELRS R o

FEBAEE I PCPD Annual Report 2020-21

Complaints Investigation

Overall trend of complaints

In the reporting year, the PCPD received 3,157 complaints, a drop
of 71% year-on-year. This was primarily attributable to a significant
reduction in the number of doxxing-related cases from 4,707 in
2019-20 to 957 in 2020-21.

The decrease in the number of doxxing-related cases in the reporting
year reflected the enforcement efforts made by the PCPD and the
Police, and the deterrent effect brought about by the convictions in
a number of court cases in 2020. That said, doxxing-related cases
still accounted for about 30% of the total number of complaints.
[t suggested that doxxing remained a problem.

Combatting doxxing continued to be a top priority of the PCPD.
The PCPD welcomed the Government’s amendment proposals to
make the PDPO more effective in combatting doxxing. The PCPD
continued to actively work with the Government to formulate the

proposals to the amendments.



BEGIFEFE
COMPLAINT
HANDLING CHART

ERE A EZR
Cases of

B2 5F &% L7 HANDLING OF COMPLAINTS AND APPEALS

BT

Receipt of
Complaint

l =RR

B

FHRF
Complaint

- Screened
Screening

Qut

fEig:
eI ———
(DR E R

Complaint

Handling %R S ARG
BAER - ERERE
EERHEAME S
5ﬁﬁfﬁ?ﬁﬁﬁ/ﬂﬁlﬁ

BRENR) Police Criminal

| 7

1z
=S

A

Serious Nature

EZIR

Investigation

Cases that may involve
criminal offences
(e.g. disclosure of personal
data obtained from a data
user without the data user’s
consent, contravention of the
direct marketing provisions
or non-compliance with data

access/correction request)
' Bay /

T Advisory Notice /
Conciliation Successful War}rlwing/
Resolution

TR Unsuccessful
y

' BEN

(LB R

CRLB A1)
Contravention
of the PDPO

ST A

HE
Investigation

No
Contravention
of the PDPO

ERITIBA

Warning /
Enforcement
Notice

Non-Compliance with Enforcement Notice

WIEFETT
Prosecution
of Offence

FEAZE R, PCPD Annual Report 2020-21

61



62

B2 125k K% £5F HANDLING OF COMPLAINTS AND APPEALS

EEAIREFERE

LEAECMEFERLEEIISIRE
i o #iBR [ #E[E | B - £UEI2,200 R
FEE BRE-—FERD66%  BIHR
2018-19FE LA T 17% ° (E 2.1)

Number of complaints received

The PCPD received 3,157 complaints in the reporting year. Excluding
doxxing-related cases, the PCPD received 2,200 complaints, which
is 66% fewer than that in the last reporting year but 17% more
than that in 2018-19. (Figure 2.1)

Figure 2.1
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I
ated Omplajnts

A There were 2,665 complaints about two incidents of the Police’s displaying a reporter’s
HKID in live broadcasts or streaming, 669 complaints about suspected theft of
residents’ letters by a security guard, and 428 complaints about the disclosure of a list
of cabin crew by an artiste on her social media platform.

# 143 complaints were about an airline’s data leakage incident.

* For statistical purpose, 1,944 complaints about the loss of a government department’s
computer containing the personal data of registered electors were counted as one
complaint.



WIRERE AR

MR [ B EZ - £2,200 RI&FF -
KRFEBAI D BATER

o FLEHE(1,216R) TEHNIRTT -
MR RMREER AT

o EA(781R)  ERRZERETLA
HES| OB BEUE - HELRERRK
ERRFEABAEHEERREE
2N

o HFEBPIRAH£KE (203R) £ B
W B EME - BB RS o
(E2.2)

B2 5F &% L7 HANDLING OF COMPLAINTS AND APPEALS

Types of parties being complained against

Excluding doxxing-related cases, the types of parties being

complained against among the 2,200 complaints were:

e Private organisations (1,216 cases), with the majority being

banks, financial institutions, and property management

companies;

e Individuals (781 cases), with many of the cases involving

cyberbullying arising from domestic affairs, installation of CCTV

by neighbours and use of personal data in electioneering

activities; and

e Government departments and public organisations (203 cases),

with the majority being healthcare organisations, law enforcement

agencies, and education institutes. (Figure 2.2)

Figure 2.2

W7 E B Types of parties being complained against

RN
36% \
781 5= Cases
{@ A Individuals

N
S

# 55%
1,216 5% Cases
FhE B

Private organisations

9%
203 5% Cases

DRAFERPT R X HE 448
Government
departments and
public organisations

FEAZEHR PCPD Annual Report 2020-21

63



B2 125k K% £5F HANDLING OF COMPLAINTS AND APPEALS

AR ETE Nature of alleged breaches

MR K JEZE - 2,200 REF LS N
2,611 88 R(FLEAGH) R T /457 (
B —REFA R LR —IHIER) - 7z

Excluding doxxing-related cases, the 2,200 complaints involved a
total of 2,611 alleged breaches, as one complaint might involve
more than one allegation. The classification of the alleged breaches

BRSO BT : (B2.3) by nature is as follows: (Figure 2.3)

Figure 2.3
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AR SIS Subject matters of complaints

WK AR LBABRMEFER Excluding doxxing-related cases, the distribution of subject matters
HHIRFT AN T ESEhE F—FF of complaints received in the reporting year was similar to that of

HBE - (E2.4) last reporting year. (Figure 2.4)
EEANRIENEFES LR FaEE - The highest number of complaints was related to information

ER RO ZERE LR B REEETF technology, with the majority about online social networks and
HERAREN  HEEALREERBERE smartphone applications. This could be attributed to their popularity
RER - and daily use.

Figure 2.4
R EF &R Subject matters of complaints

B
,.m%(Total: 1,129
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# BTA8RAR—REAREERFERBE—HZEA # These 428 complaints were about the disclosure of a list of cabin crew by an artiste on
AR E R E - her social media platform.
N EFE6IRAMERRRABRIELEY - A These 669 complaints were about suspected theft of residents letters by a security
guard.
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Summary of complaints handled

In 2020-21, the PCPD handled a total of 4,627 complaints,
consisting of 3,157 newly received complaints and 1,470 complaints
carried forward from the last reporting year. Of these, 3,402 (73.5%)
were completed and 1,225 (26.5%) were in progress as at 31 March
2021.

Categorisation of completed complaints

Among the 3,402 completed cases, 524 were doxxing-related, in
which 59 complaints were suspected contravention of section 64 of
the PDPO and were referred to the Police for criminal investigation
and consideration of prosecution. 15 complaints involved suspected
violations of relevant court injunction orders and were referred to the
Department of Justice. In the remaining 450 doxxing-related cases,
the PCPD wrote to the operators of the online platforms and websites
concerned and urged them to delete the relevant web links.

In the 2,878 non-doxxing cases, 1,909 were concluded after
preliminary assessment and 969 were accepted for further handling.

Among the cases accepted for further handling, 887 of them (92%)

were successfully resolved by the PCPD by conciliation, and:

e Corresponding remedial actions were taken by parties being
complained against;

e Complaints were withdrawn after the PCPD had given further
information or explanation to the complainants; or

e Follow-up actions were taken by parties being complained against
to address the complainants’ concerns conveyed by the PCPD.

In 12 complaints, possible commission of criminal offences were
identified. After obtaining prima facie evidence of the contravention
of the relevant requirements under the PDPO, the PCPD referred
the cases to the Police for further investigation and consideration
of prosecution.

In the remaining 70 complaints, the PCPD carried out investigations.
Warning letters were issued to some of the parties being complained
against. The PCPD also urged them to take remedial actions as
appropriate. In the less serious cases, the PCPD provided advice or
recommendations to parties being complained against on good
practice in the protection of personal data.
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Appeals Lodged with the
Administrative Appeals Board

The Administrative Appeals Board (AAB), established under the
Administrative Appeals Board Ordinance (Chapter 442 of the Laws
of Hong Kong), is the statutory body that hears and determines
appeals against the Privacy Commissioner’s decisions under the
PDPO.

Statistics of AAB cases

A total of 20 appeal cases were concluded during the reporting
year: 17 were dismissed by the AAB or withdrawn by the appellants,
2 were allowed, and 1 was partly allowed. (Figure 2.5)

Figure 2.5
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Nature of AAB Cases Received and Provisions of
the PDPO Involved

All 20 appeal cases received in the reporting year appealed against

the Privacy Commissioner’s decision not to carry out or terminate

an investigation under section 39(2) of the PDPO. The Privacy

Commissioner made the decisions on the grounds that:

(i

(if)

(iif)

(iv)

there was no prima facie evidence to support the alleged
contravention;

the party being complained against had taken remedial action
to rectify the alleged contravention;

the primary subject matter of the complaint was not related to
personal data privacy;

the ulterior motive of the complaint did not concern privacy
and data protection; and/or

the complainant and party being complained against were able
or should be able to resolve the dispute between them without
intervention by the Privacy Commissioner.

Of the 20 appeal cases received, 11 cases involved alleged

contraventions of the DPPs, seven cases involved alleged non-

compliances with data access requests, and the remaining two cases

involved alleged non-compliances with data access requests, data

correction requests and other DPPs. (Figure 2.6)

Figure 2.6
EHRH R (FARBIRA) KR E The provisions of the PDPO involved in the appeals
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EEERREEHRA 1 ELFEZR Of the 11 appeal cases which involved alleged contraventions of

o EZEHHREERRAIMNSENT (— the DPPs, the distribution of the DPPs concerned is as follows (one
RARH R LN —IBREEREA]) : appeal might concern more than one DPP):
o F1RA (WEERERE]) : LFE e DPP 1 (Data Collection Principle) : nine cases
o ZFE2[RA (ARERRRERA : TR e DPP 2 (Accuracy & Retention Principle) : four cases
o FIFRBI(FEARERRA : N\R e DPP 3 (Data Use Principle) : eight cases
o FARBI(BRHMRELZRAI) : MR e DPP 4 (Data Security Principle) : two cases
o Fo6RAI(ERRKERA) : R e DPP 6 (Data Access & Correction Principle) : nine cases
Figure 2.7

LIRS RAREERR R K2 2 The distribution of the DPPs involved in the appeals
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S S -
Y
6% 25%
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7 —RMERTS RSN -BREERRE Note: one appeal might concern more than one DPP.
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Education, Publicity, and
Engagement

The PCPD leverages social media and publicity platforms and
engages different stakeholders to promote and publicise the respect
for and protection of personal data privacy and remind community
groups to be vigilant about privacy risks.

In the reporting year, the PCPD’s education efforts continued to be
hampered by the COVID-19 pandemic. Many organisations ceased
face-to-face meetings and public seminars, workshops, talks and
conferences were suspended from time to time. As a result, the
PCPD could offer very few in-person sessions and relied much more
on webinars and virtual meetings when practicable.

The PCPD continued to address or give advice on topical issues
relating to personal data privacy by issuing media statements,
responding to media enquiries, attending radio, television, and
newspaper interviews, publishing articles in newspapers and
professional or trade magazines, making posts and uploading videos
on social media, and conducting advertising campaigns.

Engaging Organisations and the
Community

The education efforts of the PCPD are about engaging organisations
and the wider community via public talks, seminars, and workshops.
The first goal is to promote the understanding of and compliance
with the requirements under the PDPO. The second goal is to provide
guidance for data users to follow good practices in the protection
of personal data privacy. Finally, the third goal is for the public to
acquire knowledge on safeguarding their own personal data privacy.

During the reporting year, a total of 25,999 participants attended
our public talks, seminars, and workshops online and in person.
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EEKREE ) EBE EDUCATION, PUBLICITY AND ENGAGEMENT

Speaking engagements and webinars
on topical issues

The Privacy Commissioner and the team were invited to speak and
share views on the evolution of privacy protection in the digital age,
data governance, and ethics stewardship values and models. These
activities engaged a broad range of stakeholders. In particular, senior
executives were encouraged to incorporate a corporate-wide privacy
strategy.
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Topics of the speaking engagements included personal data privacy
issues in relation to COVID-19, Belt and Road, LawTech, work-from-
home arrangements, guidance to schools on personal data privacy,
and instant messaging apps and social media, etc.

ﬂﬂ%ﬁﬁﬁa‘]%

Introductory seminars and in-house
training

The PCPD regularly runs free, introductory seminars on personal
data protection for the general public to understand the PDPO and
to safeguard their personal data privacy right. On request, the PCPD
also provides tailored, on-site training for organisations to help their
staff to better understand the PDPO, with illustrations in relation to
their industries and sectors.

Professional workshops

The PCPD continued its series of professional workshops on data
protection catered to specific industries and sectors. These
workshops covered Data Protection Law, Data Access Requests,
Banking/Financial Services, Direct Marketing Activities, Human
Resource Management, Insurance, Privacy Management Programme,
Recent Court and Administrative Appeals Board Decisions, Data
Ethics, and Property Management Practices.
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Meetings with stakeholders

As in the past, the PCPD met with stakeholders from government
departments, chambers of commerce, professional bodies,
organisations, and groups to exchange views on and understand
their concerns about topical privacy issues.

Privacy Management Programme
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Guide for Independent
Non-Executive Directors

Concise Practice Notes and Advisory Tips

The PCPD had long been advocating organisations
to implement a Privacy Management Programme
(PMP) to put in place a proper system to safeguard
personal data that they collect, use, and hold. In
March 2021, the Guide for Independent Non-
Executive Directors, published by the Hong Kong
Institute of Directors, encouraged company directors
to set up and implement PMP as an essential

element for good corporate governance for the
adoption of Environmental, Social and Governance
management.

Industry-specific Privacy Campaign for
Social Service Sector

In collaboration with the Hong Kong Council of Social Service, the
PCPD organised a series of “Protection of Personal Data Privacy for
NGOs"” webinars to promote personal data privacy protection
among social service practitioners. The webinars attracted over 300
participants comprising board and committee members of non-
governmental organisations, agency heads, advisors and senior
managers of social service organisations. The PCPD shared relevant
real-life cases and discussed, among other topics, the implementation
of privacy management programme and putting data ethics into
practice.

Data Protection Officers’ Club

Established in 2000, the Data Protection Officers’

R Club (DPOC) provides data protection practitioners a

f& Data

ﬁ pProtecrion  platform for advancing their knowledge and practice
% 2::::“5 through experience sharing and training. DPOC
] membership stood at 557 at the end of March 2021.

Members come from a wide range of backgrounds,
including compliance, legal affairs, regulatory affairs, law
enforcement, customer relations, etc., in the public and private

sectors.
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EREEERALFES Disseminating Messages Through
HEME Media and Online Platforms
&g Media communications

WMEFEAN B RAEBREMR T64EH During the reporting year, the PCPD issued 64 media statements,
B EARNEFENTFTSE9E - £ second highest to the last reporting year’s record of 69. It also
HEET 220 R EEENR - #EBIE2019 responded to 220 media enquiries about the requirements under
EANFEEESIENALEEE Bl EE | the PDPO. Some topics from the media included privacy issues arising
IR « B RBTIR S ET (FLEBIEBIY) LA from COVID-19, doxxing-related cases, the SAR Government’s
TEIRE | R AREZRWT RAOFLEZ proposals to amend the PDPO to combat doxxing, and privacy issues
[ arising from public registers.

BEEARHLBEEASRES
The PCPD Media Briefing
28/1/2021
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The Privacy Commissioner’s interviews,
briefings, and articles in the media and
industry journals

The Privacy Commissioner and her team gave 70 media interviews
on various privacy-related topics, including doxxing and prevention
for senior citizens to fall victim to data traps. In a media briefing in
January 2021, the Privacy Commissioner reported on the work of
the PCPD in 2020 and released the results of a survey to gauge the
attitudes and views of the public and organisations on the protection
of personal data privacy.

The Privacy Commissioner also contributed articles to newspapers
and industry journals and shared views, insights, and guidance on
personal data privacy. Topics included doxxing, protection of
personal data privacy when using social media, data privacy issues
related to COVID-19, contact tracing apps, etc.
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Website and social media
Website

The PCPD website contains information on the work of the PCPD
and the latest updates on personal data privacy issues. In the
reporting year, the website recorded 1,896,878 visits, an increase
of 25% from 1,520,779 visits in the last reporting year. The most
popular sections on this effective communication channel were

“Case Notes”, “Media Statements”, and “Speeches, Presentations
& Avrticles”.
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In our education and promotion efforts to combat doxxing, the
PCPD has launched the new “Say ‘No’ to Doxxing” webpage to
elaborate on the harmful effect and serious legal consequences of
doxxing and to urge the public not to flout the law.
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The PCPD’'s main and thematic websites were awarded “Gold
Award” in the Web Accessibility Recognition Scheme 2020-2021
organised by the Hong Kong Internet Registration Corporation
Limited and the Office of the Government Chief Information Officer.
The thematic website “Be SMART Online” was also awarded “Triple
Gold Award” for achieving gold for three consecutive years.

Social Media

During the reporting year, the PCPD maintained an active online
presence and made 380 social media posts on protecting and
respecting personal data privacy. We responded in a timely manner
to incidents and issues of public concern.

The topics included using social media and instant messaging apps
mindfully, staying vigilant about phishing, “combating doxxing”,
and data security related to work-from-home. We also advised
teenagers to beware of online swindlers, recommended the public
to safeguard personal data privacy in large-scale lucky draw activities,
and worked with education institutes on protecting personal data
privacy of teachers, staff, and students during the pandemic.
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Publicity Initiatives for Promoting
Awareness

Privacy Awareness Week

The Privacy Awareness Week (PAW) is an annual promotional event
of the Asia Pacific Privacy Authorities (APPA) on personal data privacy
protection. APPA is a forum for privacy authorities in the Asia Pacific
region to exchange ideas and share experiences about privacy
protection and the latest privacy issues.

The PCPD held PAW 2020 in Hong Kong on 22 to 26 June 2020
under the theme “Protecting Privacy Respecting Dignity for a Smart
Hong Kong”.

The flagship event was the online workshop “Privacy Awareness Week
2020: From Principles to Practice — Personal Data Protection for
Enterprises”. It was attended by more than 850 participants
comprising privacy management professionals, DPOC members,
business owners, executives, and human resource practitioners.

To promote awareness of cybersecurity to the public, the PCPD
collaborated with Google Hong Kong and Dustykid, a local
illustrator, on comic strips. The theme was “Happiness starts from
learning to surf the Internet safely”. The six comic strips showed
potential cybersecurity risks on the Internet and tips on using the
Internet safely.
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The PCPD also created e-posters on privacy protection.
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Outdoor promotional campaign

To celebrate the PCPD’s 25th Anniversary and to increase the visual
exposure of our message on personal data privacy protection, the
PCPD began a mobile outdoor advertisement campaign in March
2021. Trams painted with eye-catching celebratory images and
remindful captions would run up and down prime business and

shopping areas until late of June 2021.
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Strengthening External Connections

Data sees no border in the information age. An email sent in Hong
Kong may be processed by and stored in a data centre in Singapore.
A post on social media may immediately be accessible by users
around the world. To effectively protect personal data, collaboration
by data protection authorities in different jurisdictions is critical.
Therefore, the PCPD maintains an active presence in the international
arena and work closely with our counterparts in other jurisdictions
to enhance personal data protection in Hong Kong.

The PCPD is an active member of the GPA, a leading global forum
comprising over 130 data protection authorities. The PCPD is also
a committee member of the Global Privacy Enforcement Network,
which seeks to foster cross-border cooperation among its network
of over 70 privacy enforcement authorities. In addition, the PCPD
participates in the APPA Forum and the Asia-Pacific Economic
Cooperation Digital Economy Steering Group — Data Privacy Sub-

group.

During the reporting year, the PCPD made significant contributions
to the international privacy community on topical issues including
data protection amid the COVID-19 pandemic, ethical use of artificial
intelligence (Al) and international enforcement cooperation, among
others.
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Promoting best privacy practices in
response to COVID-19

As jurisdictions relied on data and technology to combat the spread
of COVID-19 in the spring of 2020, the Executive Committee of the
GPA saw the need to provide guidance on the protection of personal
data and established the COVID-19 Taskforce in May 2020. The
PCPD led a subgroup of the taskforce, surveyed GPA members and
observers, and spearheaded the compilation of the “Compendium
of Best Practices in Response to COVID-19".

The Compendium included experience and best practices from 32
members, covering five topics: contact tracing and location tracking;
sharing of health data with health authorities and institutions;
sharing of health data with law enforcement agencies; sharing of
health data with charitable or other similar organisations; and
handling of employee data in work-from-home and return-to-work
situations.

According to the survey for the Compendium, contact tracing apps
were adopted by 72% of the jurisdictions. The use of these apps
was mostly voluntary, except those for enforcing quarantine orders.
Further, the majority of the apps adopted a decentralised approach
in data storage, which meant that records of close contacts or visits
were stored only on users’ smartphones. The approach reflected
that a more privacy-friendly design was adopted internationally.

The Compendium also contained best practices for protecting
personal data privacy from multiple jurisdictions to facilitate the
sharing of experience and developments. Examples included
conducting privacy impact assessments, minimising the collection
of personal data by anonymisation and enhancing transparency.

The Compendium was presented by the Privacy Commissioner at
the annual conference in October 2020 and was well received by
the international data protection community.

The COVID-19 Task Force has evolved in 2021 into the COVID-19
Working Group. The PCPD continues to lead a subgroup to address
emerging issues arising from the pandemic. The second Compendium
is expected to be published around October this year.
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Advocating accountability in the
development and use of artificial
intelligence (Al)

Globally there is significant growth in the development and use of
Al. The lack of accountability in the development and use of Al may
violate personal data privacy and individuals’ rights and interests.
As a co-chair of GPA's Al Working Group, the PCPD sponsored and
led the drafting of the “Resolution on Accountability in the
Development and Use of Artificial Intelligence”.

The Resolution recommended 12 measures for effectuating and
demonstrating accountability in the development and use of Al, as well
as actions that governments, public authorities and other stakeholders
could take to promote accountability. In particular, it urged organisations
to assess the impact of Al on human rights, including privacy rights;
disclose the impact assessments; test the robustness, reliability, accuracy
and data security of Al systems; designate accountable human actors
to oversee the operation of Al; provide upon request laymen-
understandable explanations on Al decisions; and evaluate the
performance and impact of Al systems continuously.

The Resolution also recommended engaging stakeholders and
demonstrating accountability to data protection authorities upon
request to help instil trust and confidence in Al systems.

The Resolution was adopted at the GPA annual conference in
October 2020.

HKPCPD |
FRANLE )
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International collaboration on
engagement with video conferencing
companies

The COVID-19 pandemic resulted in a sharp uptake in the use of
video conferencing software, increasing risks around the collection
and use of personal data. Further, unwanted intrusion and disruption
in video conferences happened due to lack of vigilance by service
providers and users.

The PCPD joined forces with data protection authorities from the
United Kingdom, Australia, Canada, Gibraltar and Switzerland, and
issued an open letter in July 2020 to companies providing video
conferencing services. It reminded them of their obligations to
comply with relevant data protection laws and handle users’
personal data responsibly.

The letter also identified key areas of concerns, including data
security, privacy by design and default, needs of users, transparency
and fairness in handling personal data and, lastly, user control over
the use of services and the handling of personal data.

Positive responses were received from four major video conferencing
service providers in September 2020. They adopted various privacy
and security practices as a result.

This engagement continues in 2021 and there have been further
discussions with video conferencing service providers. The PCPD’s
collaboration with other data protection authorities demonstrates
the importance of international cooperation in tackling common
privacy issues.
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TO: THE PRIVACY COMMISSIONER FOR
PERSONAL DATA

(A CORPORATION SOLE IN HONG KONG ESTABLISHED UNDER THE
PERSONAL DATA (PRIVACY) ORDINANCE)

We have audited the financial statements of The Privacy
Commissioner for Personal Data (the PCPD) set out on pages 93
to 113, which comprise the statement of financial position as at 31
March 2021, and the statement of comprehensive income,
statement of changes in funds and statement of cash flows for the
year then ended, and notes to the financial statements, including
a summary of significant accounting policies.

In our opinion, the financial statements give a true and fair view of
the financial position of the PCPD as at 31 March 2021, and of its
financial performance and its cash flows for the year then ended in
accordance with Hong Kong Financial Reporting Standards (HKFRSs)
issued by the Hong Kong Institute of Certified Public Accountants
(HKICPA).

We conducted our audit in accordance with Hong Kong Standards
on Auditing (HKSAs) issued by the HKICPA. Our responsibilities under
those standards are further described in the auditor’s responsibilities
for the audit of the financial statements section of our report. We
are independent of the PCPD in accordance with the HKICPA's Code
of Ethics for Professional Accountants (the Code), and we have
fulfilled our other ethical responsibilities in accordance with the
Code. We believe that the audit evidence we have obtained is
sufficient and appropriate to provide a basis for our opinion.

The Privacy Commissioner is responsible for the other information.
The other information comprises the information included in the
annual report, but does not include the financial statements and
our auditor’s report thereon.

Our opinion on the financial statements does not cover the other
information and we do not express any form of assurance conclusion
thereon.

In connection with our audit of the financial statements, our
responsibility is to read the other information and, in doing so,
consider whether the other information is materially inconsistent
with the financial statements or our knowledge obtained in the
audit or otherwise appears to be materially misstated. If, based on
the work we have performed, we conclude that there is a material
misstatement of this other information, we are required to report
that fact. We have nothing to report in this regard.
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The Privacy Commissioner is responsible for the preparation of the
financial statements that give a true and fair view in accordance
with HKFRSs issued by the HKICPA, and for such internal control as
the Privacy Commissioner determines is necessary to enable the
preparation of financial statements that are free from material
misstatement, whether due to fraud or error.

In preparing the financial statements, the Privacy Commissioner is
responsible for assessing the PCPD’s ability to continue as a going
concern, disclosing, as applicable, matters related to going concern
and using the going concern basis of accounting unless the Privacy
Commissioner either intends to liquidate the PCPD or to cease
operations, or has no realistic alternative but to do so.

Those charged with governance are responsible for overseeing the
PCPD’s financial reporting process.

Our objectives are to obtain reasonable assurance about whether
the financial statements as a whole are free from material
misstatement, whether due to fraud or error, and to issue an
auditor’s report that includes our opinion. This report is made solely
to you, as a body, in accordance with the agreed terms of
engagement, and for no other purposes. We do not assume
responsibility towards or accept liability to any other person for the
contents of this report. Reasonable assurance is a high level of
assurance, but is not a guarantee that an audit conducted in
accordance with HKSAs will always detect a material misstatement
when it exists. Misstatements can arise from fraud or error and are
considered material if, individually or in the aggregate, they could
reasonably be expected to influence the economic decisions of users
taken on the basis of these financial statements.

As part of an audit in accordance with HKSAs, we exercise
professional judgment and maintain professional skepticism
throughout the audit. We also:

e |dentify and assess the risks of material misstatement of the
financial statements, whether due to fraud or error, design and
perform audit procedures responsive to those risks, and obtain
audit evidence that is sufficient and appropriate to provide a
basis for our opinion. The risk of not detecting a material
misstatement resulting from fraud is higher than for one
resulting from error, as fraud may involve collusion, forgery,
intentional omissions, misrepresentations, or the override of
internal control.

e Obtain an understanding of internal control relevant to the audit
in order to design audit procedures that are appropriate in the
circumstances, but not for the purpose of expressing an opinion
on the effectiveness of the PCPD’s internal control.
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e Evaluate the appropriateness of accounting policies used and
the reasonableness of accounting estimates and related
disclosures made by the Privacy Commissioner.

e Conclude on the appropriateness of the Privacy Commissioner’s
use of the going concern basis of accounting and, based on the
audit evidence obtained, whether a material uncertainty exists
related to events or conditions that may cast significant doubt
on the PCPD’s ability to continue as a going concern. If we
conclude that a material uncertainty exists, we are required to
draw attention in our auditor’s report to the related disclosures
in the financial statements or, if such disclosures are inadequate,
to modify our opinion. Our conclusions are based on the audit
evidence obtained up to the date of our auditor’s report.
However, future events or conditions may cause the PCPD to
cease to continue as a going concern.

e Evaluate the overall presentation, structure and content of the
financial statements, including the disclosures, and whether the
financial statements represent the underlying transactions and
events in a manner that achieves fair presentation.

We communicate with those charged with governance regarding,
among other matters, the planned scope and timing of the audit
and significant audit findings, including any significant deficiencies
in internal control that we identify during our audit.

PATRICK WONG C.PA. LIMITED
Certified Public Accountants

TSANG CHEUK FUNG ANDY

FCPA (Practising), ACA, MSCA

Certified Public Accountant (Practising), Hong Kong
Practising Certificate Number: P06369

Hong Kong, 16 July 2021
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Z2EE T STATEMENT OF COMPREHENSIVE INCOME
#2£202143A31H L4 YEAR ENDED 31 MARCH 2021

P &E
Notes 2020
$
A Income
BB & Government subventions 6 89,530,165 83,976,872
RITALE Bank interest 317,304 655,231
HEINE Seminar fees 946,405 1,558,530
=F Membership fees 114,610 125,400
T s E Sales of publications 3,000 2,500
BREVZ  #aERk Gain on disposal of property, plant and
R equipment 120,000 -
FTBUT A Miscellaneous income 167,376 24,893
91,198,860 86,343,426
I Expenditure
Z AN EN & Auditor’s remuneration 55,000 55,000
1THER Administrative expenses 1,613,618 1,672,443
&R 1 AR 7S Consultancy services 387,200 1,050,000
EN T Y5 Depreciation of property, plant and
RAEITE equipment
- MEARHEE A — financed by capital subvention fund 10 857,437 282,198
- BEMES KRBT - financed by other sources of funds 10 10,830,476 10,703,873
BEZ & Staff emoluments 7 68,721,650 64,668,500
HWAZHEE Operating lease rentals in respect of
HEHES office premises 200,813 194,080
BN/ et Overseas visit/conference - 491,543
SEEENHE ST Promotion and education expenses 2,473,462 2,002,028
A BNET & Legal assistance scheme 37,052 39,973
BREYR - #aZ K Loss on disposal of property, plant and
BYEOEEES equipment _ 6,473
HiveiE& M Other operating expenses 4,538,872 3,477,154
HEAERE Interest on lease liabilities 18 168,159 269,889
89,883,739 84,913,154
FHRBRR Surplus and total comprehensive
2EBREEH income for the year 1,315,121 1,430,272

£97 2113 BN B AN RRNAK LS

The notes on pages 97 to 113 are an integral part of these financial statements.
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B35 KM & STATEMENT OF FINANCIAL POSITION
7202143 A31H AT 31 MARCH 2021

PFsE
Notes 2020
$
ERBEE Non-current asset
E = YN Property, plant and equipment 10 26,424,468 14,024,287
I E Current assets
IR - e K& Accounts receivable, deposits and
AR RIR prepayments 192,904 867,547
RITEERIR S Bank balances and cash 11 38,298,958 | | 36,422,183
38,491,862 37,289,730
mERR Current liabilities
JESSRIE N ST E Accounts payable and accruals 488,190 1,075,776
B B 4TS B Provision for staff gratuity 12 4,203,354 | | 4,406,609
ARIERF R Provision for unutilised annual leave 1,958,476 1,323,015
TR B & Government subvention received in 13
advance 8,329,933 9,729,933
HEBE Lease liabilities 14,18 7,270,875 6,662,876
22,250,828 23,198,209
B S ERE Net current assets 16,241,034 14,091,521
HBERERTHAR Total assets less current liabilities 42,665,502 28,115,808
ERBAR Non-current liabilities
BRATEY 400 B & # B 3R Government subvention for gratuity 15 3,395,001 3,390,921
5% B 4 mN & B Provision for staff gratuity 12 1,661,078 1,625,657
BRI S Capital subvention fund 16 1,700,016 2,315,779
HEAaE Lease liabilities 14,18 | 13,810,835 =
20,566,930 7,332,357
HERE Net assets 22,098,572 20,783,451
o Funds
— A General reserve 17 22,098,572 20,783,451

REBRITEN 2021 F7 A 16 BEFBEEHE RITETE
Approved and authorised for issue by the Privacy Commissioner on 16 July 2021

EER

EREAERLRBER

Ada CHUNG Lai-ling

Privacy Commissioner for Personal Data, Hong Kong

£97 2113 BN B AN RRNAK LS

The notes on pages 97 to 113 are an integral part of these financial statements.
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T &8 EFE STATEMENT OF CHANGES IN FUNDS
HZE2021F3H31HIEEE YEAR ENDED 31 MARCH 2021

2EEE
Statement of — % &
comprehensive General st
income reserve Total
$ $ $
#2019 48 1HEY¥EER  Balance at 1 April 2019 - 19,353,179 19,353,179
FRNEB KL EE Surplus and total comprehensive
Ws4a%a income for the year 1,430,272 - 1,430,272
R Transfer (1,430,272) 1,430,272 -
#202063A8318R Balances at 31 March 2020 and B
2020 4 A 1 HeY#EER at 1 April 2020 20,783,451 20,783,451
FARBRKEEE Surplus and total comprehensive
Wes4a%a income for the year 1,315,121 - 1,315,121
HER Transfer (1,315,121) 1,315,121 -
720213 A 31 BRY9#EER Balance at 31 March 2021 - 22,098,572 22,098,572

£97 2113 BN B AN RRNAK LS

The notes on pages 97 to 113 are an integral part of these financial statements.
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IR &R E R STATEMENT OF CASH FLOWS
#2£202143A31H L4 YEAR ENDED 31 MARCH 2021

B
Notes 2020
$
BEEH Operating activities
FARER Surplus for the year 1,315,121 1,430,272
FE Adjustments for:-
-HEYH — Depreciation expense 11,687,913 10,986,071
-REME  BER — (Gain)/loss on disposal of property, plant and
A (W) 1Bk equipment (120,000) 6,473

- FBIA — Interest income (317,304) (655,231)

-HEABHNS — Interest on lease liabilities 168,159 269,889
2B B N BRI 28 B Operating surplus before working capital changes 12,733,889 12,037,474
UG - Be X Decrease/(increase) in accounts receivable,

ENZERAD/ (Ehn) deposits and prepayments 589,525 (545,869)
[ERFIE R ERT B AR Decrease in accounts payable and accruals (587,586) (938,412)
BB A mi B Em > Decrease in provision for staff gratuity (167,834) (913,510)
RIEEREEE I/ (F))  Increase/(decrease) in provision

for unutilised annual leave 635,461 (403,135)
BUE T EEIE O ) /1800 (Decrease)increase in government (1,400,000) 3,910,000
subvention received in advance
B 405 B % B 2K A 0 Increase in government subvention for gratuity 4,080 4918
BB OB /& (Decrease)/increase in capital subvention fund (615,763) 1,906,686
BETEMSHE T Net cash generated from operating activities 11,191,772 15,058,152
REEH Investing activities
HRERA & Interest received 402,422 626,251
AR EZRHRT Decrease/(increase) in short-term bank deposits

FEom (38n) with maturity more than three months 1,354,521 (214,994)
BEME  HERRENMI Payments for property, plant and equipment (1,812,129)  (3,052,950)
REVE BB RRBNSGE  Proceeds from disposals of property, plant and

equipment 120,000 =
BEEZEAE/(FTA)R4 %5 Net cash generated from/(used in) investing activities 64,814 (2,641,693)
MEED Financing activities
BENHEEERE Capital element of lease rentals paid 18 (7,857,131) (7,736,389)
ENHEERENS Interest element of lease rentals paid 18 (168,159) (269,889)
BB EHREESFE Net cash used in financing activities (8,025,290) (8,006,278)
& RB&EEEM Net increase in cash and cash equivalents 3,231,296 4,410,181
FOHRER Cash and cash equivalents

Ra%E at the beginning of year 26,597,107 22,186,926
FENRERBSEE Cash and cash equivalents at the end of year 29,828,403 26,597,107
ReRBEFERESN Analysis of balances of cash and cash equivalents
RITEFERES Bank balances and cash 11 38,298,958 36,422,183
=EAN LB Short-term bank deposits with maturity

RITER more than three months (8,470,555)  (9,825,076)
EENHERBEEHE Cash and cash equivalents at the end of the year 29,828,403 26,597,107

£97 2113 BN B AN RRNAK LS

The notes on pages 97 to 113 are an integral part of these financial statements.
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The Privacy Commissioner for Personal Data (the PCPD) is a
corporation sole established in Hong Kong under the Personal Data
(Privacy) Ordinance 1995 enacted on 3 August 1995 for the purpose
of protecting the privacy of individuals in relation to personal data
and to provide for matters incidental thereto or connected therewith.
The address of its registered office is 12/F, Dah Sing Financial Centre,
248 Queen’s Road East, Wanchai, Hong Kong.

The PCPD's financial statements have been prepared in accordance
with all applicable Hong Kong Financial Reporting Standards
(HKFRSs), which includes all applicable individual Hong Kong
Financial Reporting Standards, Hong Kong Accounting Standards
(HKASs) and Interpretations issued by the Hong Kong Institute of
Certified Public Accountants (HKICPA) and accounting principles
generally accepted in Hong Kong. A summary of significant
accounting policies is set out in note 3.

(@) Basis of preparation of the financial statements
The measurement basis used in preparing the financial
statement is historical cost.

(b) Property, plant and equipment
Property, plant and equipment are stated in the statement of
financial position at cost less accumulated depreciation and
subsequent impairment losses, if any.

Depreciation is recognised so as to write off the cost of assets
less their residual values over their estimated useful lives, using
the straight-line method, as follows:-

Owned assets

Motor vehicle 3 years
Computers and software 3 years
Office equipment 5 years
Furniture and fixtures 5 years
Leasehold improvements 3 years

Right-of-use asset
Leasehold land and building Over the lease term

The estimated useful lives, residual values and depreciation
method are reviewed at the end of each reporting period, with
the effect of any changes in estimate accounted for on a
prospective basis.
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BA 53R M35k NOTES TO THE FINANCIAL STATEMENTS
202193 A31H 31 MARCH 2021
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Property, plant and equipment (continued)

An item of property, plant and equipment is derecognised upon
disposal or when no future economic benefits are expected to
arise from the continued use of the asset. Any gain or loss arising
on the disposal or retirement of an item of property, plant and
equipment is determined as the difference between the sales
proceeds and the carrying amount of the asset and is recognised
in the statement of comprehensive income.

Recognition and derecognition of financial instruments
Financial assets and financial liabilities are recognised in the
statement of financial position when the PCPD becomes a
party to the contractual provisions of the instruments.

Financial assets are derecognised when the contractual rights
to receive cash flows from the assets expire; the PCPD transfers
substantially all the risks and rewards of ownership of the
assets; or the PCPD neither transfers nor retains substantially
all the risks and rewards of ownership of the assets but has
not retained control on the assets. On derecognition of a
financial asset, the difference between the assets’ carrying
amount and the sum of the consideration received is
recognised in profit or loss.

Financial liabilities are derecognised when the obligation
specified in the relevant contract is discharged, cancelled or
expired. The difference between the carrying amount of the
financial liability derecognised and the consideration paid is
recognised in profit or loss.

Financial assets

Financial assets are recognised and derecognised on a trade
date basis where the purchase or sale of an asset is under a
contract whose terms require delivery of the asset within the
timeframe established by the market concerned, and are
initially measured at fair value, plus directly attributable
transaction costs except in the case of investments at fair value
through profit or loss. Transaction costs directly attributable
to the acquisition of investments at fair value through profit
or loss are recognised immediately in profit or loss.

Financial assets at amortised cost

Financial assets (including trade and other receivables) are
classified under this category if they satisfy both of the
following conditions:

— the assets are held within a business model whose objective
is to hold assets in order to collect contractual cash flows; and

— the contractual terms of the assets give rise on specified
dates to cash flows that are solely payments of principal
and interest on the principal amount outstanding.

Financial assets at amortised cost are subsequently measured
at amortised cost using the effective interest method less loss
allowances for expected credit losses.
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Loss allowances for expected credit losses
The PCPD recognises loss allowances for expected credit losses
on financial assets at amortised cost. Expected credit losses
are the weighted average of credit losses with the respective
risks of a default occurring as the weights.

At the end of each reporting period, the PCPD measures the
loss allowance for a financial instrument at an amount equal
to the expected credit losses that result from all possible default
events over the expected life of that financial instrument
(lifetime expected credit losses) for trade receivables, or if the
credit risk on that financial instrument has increased
significantly since initial recognition.

If, at the end of the reporting period, the credit risk on a
financial instrument (other than trade receivables) has not
increased significantly since initial recognition, the PCPD
measures the loss allowance for that financial instrument at
an amount equal to the portion of lifetime expected credit
losses that represents the expected credit losses that result
from default events on that financial instrument that are
possible within 12 months after the reporting period.

The amount of expected credit losses or reversal to adjust the
loss allowance at the end of the reporting period to the
required amount is recognised in profit or loss as an impairment
gain or loss.

Contract assets and contract liabilities

A contract asset is recognised when the PCPD recognises
revenue before being unconditionally entitled to the
consideration under the payment terms set out in the contract.
Contract assets are assessed for expected credit losses in
accordance with the policy set out in note 3(e) and are
reclassified to receivables when the right to the consideration
has become unconditional. A contract liability is recognised
when the customer pays consideration, or has an unconditional
right to consideration (in such case, a corresponding receivable
is recognised), before the PCPD recognises the related revenue.

Leases
(i) Definition of a lease

A contract is, or contains, a lease if the contract conveys
the right to control the use of an identified asset for a
period of time in exchange for consideration.

For contracts entered into or modified on or after the date
of initial application, the PCPD assesses whether a contract
is or contains a lease based on the definition under
HKFRS 16 at inception or modification date as appropriate.
Such contract will not be reassessed unless the terms and
conditions of the contract are subsequently changed.
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Leases (continued)
(i) The PCPD as a lessee

Short-term leases and leases of low-value assets

The PCPD applies the short-term lease recognition
exemption to leases that have a lease term of 12 months
or less from the commencement date and do not contain
a purchase option. It also applies the recognition exemption
for lease of low-value assets. Lease payments on short-term
leases and leases of low-value assets are recognised as
expense on a straight-line basis over the lease term.

Right-of-use assets
The cost of right-of-use asset includes:

(a) the amount of the initial measurement of the lease
liability;

(b) any lease payments made at or before the
commencement date, less any lease incentives received;
and

(c) any initial direct costs incurred by the PCPD.

Right-of-use assets are measured at cost, less any
accumulated depreciation and impairment losses, and
adjusted for any remeasurement of lease liabilities.

Right-of-use assets in which the PCPD is reasonably certain
to obtain ownership of the underlying leased assets at the
end of the lease term is depreciated from commencement
date to the end of the useful life. Otherwise, right-of-use
assets are depreciated on a straight-line basis over the
shorter of its estimated useful life and the lease term.

Lease liabilities

At the commencement date of a lease, the PCPD recognises
and measures the lease liability at the present value of lease
payments that are unpaid at that date. In calculating the
present value of lease payments, the PCPD uses the
incremental borrowing rate at the lease commencement
date if the interest rate implicit in the lease is not readily
determinable.

The lease payments include fixed payments (including
in-substance fixed payments) less any lease incentives
receivable.

After the commencement date, lease liabilities are adjusted
by interest accretion and lease payments.
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Leases (continued)
(i) The PCPD as a lessee (continued)

The PCPD remeasures lease liabilities (and makes a
corresponding adjustment to the related right-of-use
assets) whenever:

(a) the lease term has changed or there is a change in the
assessment of exercise of a purchase option, in which
case the related lease liability is remeasured by
discounting the revised lease payments using a revised
discount rate at the date of reassessment.

(b) the lease payments change due to changes in market
rental rates following a market rent review, in which
cases the related lease liability is remeasured by
discounting the revised lease payments using the initial
discount rate.

The PCPD presents lease liabilities as a separate line item
on the statement of financial position.

Cash and cash equivalents

Cash comprises cash on hand and at bank. Cash equivalents
are short-term, highly liquid investments that are readily
convertible to known amounts of cash and which are subject
to an insignificant risk of changes in value.

Accounts and other payables

Accounts and other payables are initially measured at fair value
and, after initial recognition, at amortised cost, except for
short-term payables with no stated interest rate and the effect
of discounting being immaterial, that are measured at their
original invoice amount.

Provisions and contingent liabilities

Provisions are recognised for liabilities of uncertain timing or
amount when the PCPD has a legal or constructive obligation
arising as a result of a past event, it is probable that an outflow
of economic benefits will be required to settle the obligation
and a reliable estimate can be made. Where the time value of
money is material, provisions are stated at the present value
of the expenditure expected to settle the obligation.

Where it is not probable that an outflow of economic benefits
will be required, or the amount cannot be estimated reliably,
the obligation is disclosed as a contingent liability, unless the
probability of outflow of economic benefits is remote. Possible
obligations, whose existence will only be confirmed by the
occurrence or non-occurrence of one or more future events
are also disclosed as contingent liabilities unless the probability
of outflow of economic benefits is remote.
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(k)

Income recognition

(i)

(if)

Government subventions and funding

Government subventions are recognised at their fair value
where there is a reasonable assurance that the grant will
be received and the PCPD will comply with all attached
conditions.

Government subventions relating to specific projects are
included in the capital subvention fund and are deferred
and recognised in the statement of comprehensive income
over the period necessary to match them with the costs
that they are intended to compensate.

Government subventions relating to the purchase of
property, plant and equipment are included in the capital
subvention fund and are credited to the statement of
comprehensive income on a straight-line basis over the
expected lives of the related assets.

Government subventions that compensate the PCPD for
expenses incurred are recognised as income in the
statement of comprehensive income on a systematic basis
in the same periods in which the expenses are incurred.

Bank interest income
Bank interest income is recognised using the effective
interest method.

(iii) Seminar and membership fees income

Seminar and membership fees income are recognised on
an accrual basis.

(iv) Sales of publications

Income from the sales of publications is recognised when
the PCPD has delivered products to the customer, the
customer has accepted the products and collectability of
the related receivables is reasonably assured.

Staff emoluments

(i)

Employee leave and gratuity entitlements

Employee entitlements to annual leave and gratuities are
recognised when they accrue to employees. A provision is
made for the estimated liability for annual leave and
gratuities as a result of services rendered by employees up
to the year-end date.

Employee entitlements to sick leave and maternity or
paternity leave are not recognised until the time of leave.
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(m)

Staff emoluments (continued)

(ii) Retirement benefit costs
The PCPD has joined the Mandatory Provident Fund
Scheme (the MPF Scheme) established under the
Mandatory Provident Fund Schemes Ordinance for its
employees. The PCPD contributes 5% of the relevant
income of staff members up to the maximum mandatory
contributions under the MPF Scheme. The assets of the
Scheme are held separately from those of the PCPD, in
funds under the control of trustee.

Payments to the MPF Scheme are charged as an expense
as they fall due.

Impairment of assets

At the end of reporting period, the PCPD reviews the carrying
amounts of its assets with finite useful lives to determine
whether there is any indication that those assets have suffered
an impairment loss. If any such indication exists, the recoverable
amount of the asset is estimated in order to determine the
extent of the impairment loss, if any. When it is not possible
to estimate the recoverable amount of an individual asset, the
PCPD estimates the recoverable amount of the cash-generating
unit to which the asset belongs. When a reasonable and
consistent basis of allocation can be identified, corporate assets
are also allocated to individual cash-generating units, or
otherwise they are allocated to the smallest group of cash-
generating units for which a reasonable and consistent
allocation basis can be identified.

Related parties
() A person or a close member of that person’s family is
related to the PCPD if that person:

(a) has control or joint control over the PCPD;
(b) has significant influence over the PCPD; or

(c) is a member of the key management personnel of the
PCPD.

(i) An entity is related to the PCPD if any of the following
conditions applies:

(a) The entity is a post-employment benefit plan for the
benefit of employees of either the PCPD or an entity
related to the PCPD.

(b) The entity is controlled or jointly controlled by a person
identified in (i).

(c) A person identified in (i)(a) has significant influence over
the entity or is a member of the key management
personnel of the entity.

(d) The entity, or any member of a group of which it is a
part, provides key management personnel services to
the PCPD.

FEBAZE | PCPD Annual Report 2020-21

103



B & k%% FINANCIAL STATEMENTS

BA 53R M35k NOTES TO THE FINANCIAL STATEMENTS

202143 A31H 31 MARCH 2021

1I/\éwrwa BEHXERBEEET
NEBEHN 202054 B 1 B2 1&5A
z&rﬁﬁﬁaﬁ&ﬂﬁé@&m%ﬁa RIEFICE B

MRS L) EFEE

(BRWHMEER)F 35 (BFTA) ¢
XEHIER

(EEMBHREEL)E IS -
(BFAEETEA)E 395K

e T DE REACHESE
iEES e

(BREHEADE1HE
(BFAEGTER)E 8 (BFTA)

BAWEZ

RAERERC(EBMHHRE L) ER]
AEEANERILEEESNAEERBEF
JZ B BA TSR0 N 3R 3R K / S A B 5 R 3R
MBS BEATLE -

NG

ﬁzﬁ”<<i£;9§ﬁ7ja‘<% EEH|) zﬁ%llﬁﬁ“ﬂﬁ%

EAERABEEEERE AT 25
éf? aE- HSU\&E‘%EZEI’J ATBURH
FIfE 08 - (5 REBR  iE el -

AARBEREABEERE S REMN AR
BATRESENRESEE - BEEE
J';TL%%IJ“ fEEt RBRRIEHFHER
A BRER EEBUEA%—AEJ

B RS E IR A R L+ B M AR
RZH IR EE 19 « BRI RRA
T’Enﬂ fEat RBR®R - BRI SERERR

 BY N -MBFEEEENBENIRE
Tﬁﬁfﬂ’ﬁﬁﬂlﬁaf I

104 #FBEAZBE3R PCPD Annual Report 2020-21

The PCPD has initially applied the new and revised HKFRSs issued
by the HKICPA that are first effective for accounting periods
beginning on or after 1 April 2020, including:-

Amendments to HKFRS 3,
Definition of a business

Amendments to HKFRS 9, HKAS 39 and HKFRS 7,
Interest Rate Benchmark Reform

Amendments to HKAS 1 and HKAS 8,
Definition of material

The application of the amendments to HKFRSs in the current year
has had no material impact on the PCPD’s financial positions and
performance for the current and prior years and/or on the disclosures
set out in these financial statements.

The PCPD’s management makes assumptions, estimates and
judgements in the process of applying the PCPD’s accounting policies
that affect the assets, liabilities, income and expenses in the financial
statements prepared in accordance with HKFRSs. The assumptions,
estimates and judgements are based on historical experience and
other factors that are believed to be reasonable under the
circumstances. While the management reviews their judgements,
estimates and assumptions continuously, the actual results will
seldom equal to the estimates.

Certain key assumptions and risk factors in respect of the financial
risk management are set out in note 19. There are no other key
sources of estimation uncertainty that have a significant risk of
causing a material adjustment to the carrying amounts of asset and
liabilities within the next financial year.
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6. BIfF#iRh& 6. GOVERNMENT SUBVENTIONS
2020
$
KEME R IEEE M Recurrent and non-recurrent 87,875,920 83,255,082
BEXRmBe (MizE 16) Capital subvention fund (Note 16) 1,654,245 721,790
89,530,165 83,976,872
7. EREH® 7. STAFF EMOLUMENTS
2020
$
Hr Salaries 56,459,603 54,474,173
4N S % E A2k Gratuities and other allowances 10,294,609 9,347,877
sRiEE st EIHR Contributions to MPF Scheme 1,331,977 1,249,585
IR RE R B4E Provision for unutilised annual leave 635,461 (403,135)
68,721,650 64,668,500

8. FEEHARARE

8. KEY MANAGEMENT COMPENSATION

2020
$

CHIRE HE Short-term staff emoluments 13,335,712 13,637,912
ANmEN S KRoaiE ST 8IEE  Gratuities and contributions to MPF Scheme 1,754,927 1,612,032
15,090,639 15,249,944

9. MIF

REBECEAER (RLER) 1565 ) PHK 2 5 6
HRE - AABEHILEZE BB R RY
AU EA B RS 8 BAE AR B REK
AHEEATIEHAER -

9. TAXATION

No provision for Hong Kong Profits Tax has been made in the
financial statements as the PCPD is exempted from taxation in
respect of the Inland Revenue Ordinance by virtue of Schedule 2
Section 6 of the Personal Data (Privacy) Ordinance.
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10. P - BBRERE 10. PROPERTY, PLANT AND EQUIPMENT
. ERREE
WERE Right-of-use
Owned assets assets
RAR HELH
ERRRE BERE HEME RiEgF
Computer | ##AZAR0E | Furniture RETE Leasehold
and Office and Leasehold et land and
software | equipment| fixtures| improvements Sub-total buildings
$ $ $ $ $ $
BE Cost
R2020F4A1H  At1 April 2020 468,900 7,869,002 1,926,452 709,430 9,708,546 20,682,330 14,399,265 35,081,595
= Additions 535,500 775,049 44,576 56,504 400,500 1,812,129 22,275,965 24,088,094
RE Disposals (468,900) (463,815) (2,686) (157,880) - (1,093,281) - (1,093,281)
M202143831H At31March 2021 535,500 8,180,236 1,968,342 608,054 10,109,046 21,401,178 36,675,230 58,076,408
RIRITE Accumulated
depreciation
R2020F4F81H  At1 April 2020 468,900 4,911,746 704,347 396,432 6,758,329 13,239,754 7,817,554 21,057,308
FRTE Charge for the year 178,500 1,349,090 356,914 106,985 1,877,159 3,868,648 7,819,265 11,687,913
RE&E Write back on disposals (468,900) (463,815) (2,686)  (157,880) - (1,093,281) - (1,003,281)
W2021E3 318  At31 March 2021 178,500 5,797,021 1,058,575 345,537 8,635,488 16,015,121 15,636,819 31,651,940
IRESE Net book value
M20214E3831H  At31March 2021 357,000 2,383,215 909,767 262,517 1,473,558 5,386,057 21,038,411 26,424,468
7% 3 Cost
R2019F4F18  At1 April 2019 468,900 6,006,651 1,788,091 752,531 9,145,021 18,161,194 - 18,161,194
BRA(EBEE®RE  Adoption of HKFRS 16
RN E 165 = = = = = - 14,399,265 14,399,265
72019418  Adjusted as at
HyFHE 1 April 2019 468,900 6,006,651 1,788,091 752,531 9,145,021 18,161,194 14,399,265 32,560,459
B Additions - 2,273,990 196,781 18,654 563,525 3,052,950 - 3,052,950
RE Disposals - (411,639) (58,420) (61,755) - (531,814) - (531,814)
20203 A31H At31March 2020 468,900 7,869,002 1,926,452 709,430 9,708546 20,682,330 14,399,265 35,081,595
RENE Accumulated
depreciation
M2019F4818  At1April 2019 468,900 4,601,736 415,274 351,527 4,759,141 10,596,578 - 10,596,578
ERIE Charge for the year - 721,649 341,020 106,660 1,999,188 3,168,517 7,817,554 10,986,071
REZH Write back on disposals - (411,639) (51,947)  (61,755) - (525,341) - (525,341)
M20203831H  At31 March 2020 468,900 4,911,746 704,347 396,432 6,758,329 13,239,754 7,817,554 21,057,308
IRERE Net book value
A2020F3 8318  At31 March 2020 - 2,957,256 1,222,105 312,998 2,950,217 7,442,576 6,581,711 14,024,287
1. RITHFERE® 11. BANK BALANCES AND CASH
2020
$
RITNFEEIRE Cash at banks and on hand 11,532,820 6,588,530
BHSRIT R Short-term bank deposits 26,766,138 29,833,653

BIF&IR R R RIHS R E3  Bank balances and cash in the statement of
NIRRT IR S financial position and the statement of cash flows 38,298,958 36,422,183
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12. BRYREN &% 0

12. PROVISION FOR STAFF GRATUITY

2020
$

N4 A1 B4 Balance as at 1 April 6,032,266 6,945,776
B e Hy B Provision made 7,094,519 6,739,484
SR AR IR (E] Unused amounts reversed (148,599) (312,402)
FRZA SR Amount paid during the year (7,113,754)  (7,340,592)
3 A 31 BR&EE Balance as at 31 March 5,864,432 6,032,266
B OmBEE S Less: current portion (4,203,354) (4,406,609)
FERBE D Non-current portion 1,661,078 1,625,657

13. MR FF#E £

Provision for staff gratuity is established for gratuity payments which
become payable to those employees of the PCPD who complete
their contracts commencing from the date of their employment.

13. GOVERNMENT SUBVENTION RECEIVED IN

ADVANCE
2020
$

R4 A1 B0E Balance as at 1 April 9,729,933 5,819,933
BB & Subvention received - 5,410,000
REHEE Subvention refunded (900,000) =
ERNER BRI EEE Recognised as income in the year (500,000) (1,500,000
R 3 A31 BE&ES Balance as at 31 March 8,329,933 9,729,933

B BR B & 2 N F 4R B 1R TR AY
BRGNS - SETEAIRR
EXHEENMEA RGEEmKRER
PRSI -

Government subvention received in advance represents subvention
received in connection with various services to be provided after
year end and is deferred and recognised as income in the statement
of comprehensive income on a systematic basis in the same periods
in which the expenses are incurred.
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14. HRAR 14. LEASE LIABILITIES
2020
$
FEREMEE N K Minimum lease payments due
-1FER — Within 1 year 7,714,980 6,739,460
-1E5%F —11to 5 years 14,144,130 -
21,859,110 6,739,460
B RRTEE A Less : future finance charges (777,400) (76,584)
HEAERNRE Present value of lease liabilities 21,081,710 6,662,876
DR Analysed as:
mENER S Current portion 7,270,875 6,662,876
FEMENER S Non-current portion 13,810,835 -

21,081,710 6,662,876

AR BERFEARNINELSRILEES The weighted average incremental borrowing rate applied for future

FIE52.5% (2020 : 2.5%) ° finance charges is 2.5% (2020 : 2.5%).
15. BFFEY# M EH & ¥ Bh &% 15. GOVERNMENT SUBVENTION FOR GRATUITY
$
M4 B 1 B8R Balance as at 1 April 3,390,921 3,386,003
FENERANmEIE Subventions recognised for the year (7,094,519) (6,739,484)
SRR Forfeiture 148,599 312,402
BB 4w S mBIFR  Gratuity subvention received from Government 6,950,000 6,432,000
M3 A31 BR&E Balance as at 31 March 3,395,001 3,390,921

B AR HEA BRI B B I BUF S ERE This represents funds received from the Government in respect of
BB KM RIE © gratuity payments to staff of the PCPD.
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16. EXHbE 16. CAPITAL SUBVENTION FUND
BEsER
RiERERE
ERSE IT | RABKERE | EREERE
Replacement | Infrastructure | Upgrading of | Replacement
of motor Overhaul computer | of telephone
vehicle Project system system
$ $ $
R2019 4R 18 At 1 April 2019 = = 43,276 365,817 409,093
BB HEE Government capital
subvention 332,400 2,296,076 - - 2,628,476
BAZEMGE Transfer to the statement
B - ARCE - of comprehensive income
as income to match with:
-FEYH - Depreciation expense - (145,522) (43,276) (93,400)  (282,198)
-HiEEER — Other operating expenses = (439,592) = - (439,592)
7202063 A31H  At31 March 2020
%2020F4A18 and 1 April 2020 332,400 1,710,962 - 272,417 2,315,779
BINEARBE Government capital
subvention - 1,038,482 - - 1,038,482
BAZEKEE Transfer to the statement
p=1 G NEN e of comprehensive income
as income to match with:
-FEYH - Depreciation expense (110,800) (653,237) - (93,400)  (857,437)
-t 2iE B — Other operating expenses - (796,808) - - (796,809)
M2021%F3H31H  At31 March 2021 221,600 1,299,399 - 179,017 1,700,016

BRI A EE HREWEER
FER R IEREE BT E A& AIEREE o
fggg%%)\%ﬁ%ﬁéﬁﬁﬂkk  DARC ¥t
ARZEH -

The capital subvention fund represents the unutilised balance of
non-recurrent capital subvention from the Government received for
special projects. The funds are released to the statement of
comprehensive income as income to match with the related costs.

17. —BX &l 17. GENERAL RESERVE
2020
$
R4 H1H At 1 April 20,783,451 19,353,179
BHEmEmBERREA Transfer from statement of comprehensive income 1,315,121 1,430,272
M3 HA31H At 31 March 22,098,572 20,783,451

R —RFEERR B = AR RN 2E L/
RERIH - —RERBATEREREA -
EaREAEAERLEEEFELER
B4 B 25% (2020 : 20%) - — R fE =
RIE—&RE  EABHLEEEE#ES
1TEA - BB AKENE LR - 8
ﬁ%i%ﬁ%ﬁﬁ%ﬂﬁ?ﬁﬁmﬁ%@

The general reserve is established to meet operational contingencies
and is transferred from the statement of comprehensive income
with a ceiling at 25% (2020 : 20%) of the PCPD’s annual recurrent
subvention. The general reserve is available for general use and can
be spent at the discretion of the PCPD. Any surplus in excess of the
agreed reserve ceiling should be returned to the Government by
way of offsetting from next year’s subvention.
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18. MEEDHEENA RER 18. RECONCILIATION OF LIABILITIES ARISING
FROM FINANCING ACTIVITIES

TRFMEABLFILEREE KRB RE TS The table below details changes in the PCPD’s liabilities from

WEBEEE  BERSRIIERESFEH -5 financng activities, including both cash and non-cash changes.
BEHEANABEAR S RENANKIE Liabilities arising from financing activities are liabilities for which cash
EREENEAEHILBEENIRSRE flows were, or future cash flows will be, classified in the PCPD’s
KPS BEARMEEENHEESRE - statement of cash flows as cash flows from financing activities.
2020
$
REM At beginning of the year 6,662,876 -
RN BB BIEER)DE 1658  Adoption of HKFRS 16 - 14,399,265
REMERAE Adjusted as at beginning of the year 6,662,876 14,399,265
RMERSRNEE Changes from financing cash flows:
ENBERELS Capital element of lease rentals paid (7.857,131)| | (7,736,389)
ENAEaENE Interest element of lease rentals paid (168,159) (269,889)
FEIR &M B 4EEE Total changes from financing cash flows (8,025,290) (8,006,278)
(1,362,414) 6,392,987
Hths) - Other changes:
HEBEFE Interest on lease liabilities 168,159 269,889
THEB & Increase in lease liabilities 22,275,965 =
Hith & 84858 Total other changes 22,444,124 269,889
REX At end of the year 21,081,710 6,662,876
19. £ TH 19. FINANCIAL INSTRUMENTS

BAAEHLEZEERHEEREED RAT The PCPD has classified its financial assets in the following categories:

B8Rl
2020
$
RMMBA A ERNERMBEE  Financial assets at amortised cost

W GRIE Mz & Accounts receivable and deposits 117,144 802,923
RITHEEFERE Bank balances and cash 38,298,958 36,422,183

38,416,102 37,225,106
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BABEAEEEBESRHBES BT The PCPD has classified its financial liabilities in the following
sh - categories:
2020
$
BRMBEETENERMEANR  Financial liabilities at amortised cost
FERIFRIE R ERTE Accounts payable and accruals 488,190 1,075,776
BT EY AT BN < # Bh 3k Government subvention for gratuity 3,395,001 3,390,921
HEAE Lease liabilities 21,081,710 6,662,876
24,964,901 11,129,573
P € & T A &Y 0k M (A 48 ¥ 2020 F & All financial instruments are carried at amounts not materially
2021 F3 A3 ERMNAFELEBERXR different from their fair values as at 31 March 2021 and 2020.
Zhll e

1./\,éf7f4fAF‘Eﬁ,\LﬂMTﬂlﬁaf§ ==
Bk - mEE AR ETIERE - UK
ZERE R %T1I/\§ﬂ%5§—r,\f3’]ﬁ7ﬁ]‘%i§ﬁ
Mok A B EE TR R 2

(a) EHER
LA ZRL LI B 8 3 = B
ERNIER - MBS ERBAZER
@ﬁﬁé%ﬁﬁﬁﬁﬁﬁiﬁﬁﬁ%
WIEERBEAR - FESERIOE
THRTEAGRTEEDD REN
B -

(b) //m@)ﬁféﬂ
1.)\§)F4ﬂ\|§5—r,\m//lu@]§ﬂiﬂ 0
TRBE EABRLEREEHES
1?&%%1:5%5@ R RANEe RIR
©EE URERHBEENTE -

The PCPD’s risk management objectives, policies and processes
mainly focus on minimising the potential adverse effects of credit
risk, liquidity risk and market risk on its financial performance and
position by closely monitoring the individual exposure.

(@)  Credit risk
The PCPD has no significant concentration of credit risk. The
maximum exposure to credit risk is represented by the carrying
amount of the financial assets. The credit risk on bank deposits
is limited because the counterparties are authorised financial
institutions regulated under the Hong Kong Banking
Ordinance.

(b) Liquidity risk
The PCPD is exposed to liquidity risk on financial liabilities. It
manages its funds conservatively by maintaining a comfortable
level of cash and cash equivalents in order to meet continuous
operational need. The PCPD ensures that it maintains sufficient
cash which is available to meet its liquidity.
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19. &R T A (§§)

(b)

//Ibibﬁiﬂlg/% (zt)

TREFIEAEHLEZENTFE
BERMEPRNFRENFH - ZF
SHEEEREANAURASAE
(BEEME RIS KR R sl iz 3 & 1
SRR (JNE)T8 ) 5 B 7

19. FINANCIAL INSTRUMENTS (CONTINUED)

(b)

Liquidity risk (continued)

The details of remaining contractual maturities at the end of
the reporting period of the financial liabilities, which are based
on contractual undiscounted cash flows (including interest
payments computed using contractual rates or, if floating,
based on rates current at the end of the reporting period) and

BOURBEABEMILEES IR E the earliest date the PCPD can be required to pay are as
SO GIE LR follows:
SHERUB —F#%
ReRes —FR | ERFR
Total | BREXR Over 1
BRE{E | contractual | Within1 | year but
Carrying | undiscounted | year or on within 5
amount cash flow demand years
$ $ $ $
2021 2021
=, >
JE A K BT E Accounts payable and accruals 488,190 488,190 488,190 ~
4w B Government subvention for
gratuity 3,395,001 3,395,001 - 3,395,001
HE&E Lease liabilities 21,081,710 21,859,110 7,714,980 14,144,130
24,964,901 25,742,301 8,203,170 17,539,131
2020 2020
FERFIA K FEETE R Accounts payable and accruals 1,075,776 1,075,776 1,075,776 -
BTt 4mE & %8B35 Government subvention for
gratuity 3,390,921 3,390,921 - 3,390,921
HE&E Lease liabilities 6,662,876 6,739,460 6,739,460 -
11,129,573 11,206,157 7,815,236 3,390,921
(0 ThimER (© Market risk
) 2= @ bz Interest rate risk
{I/\ﬁﬂ%[ﬁ%_ﬁ\ﬂ’ﬁu?ﬂ&fgx The PCPD’s exposure on interest rate risk mainly arises from
BiR1THEN 1I)\§7Hﬂ\|39§/§\/x its cash deposits with bank. No sensitivity analysis for the
ﬁﬁﬁ?iﬂ’]ﬂ {’E@‘ﬁlﬂz M - PCPD’s exposure to interest rate risk arising from deposits with
HAeEBREFT 1E Jit [Z e 5 @ A & £ bank is prepared since based on the management’s assessment
LEBEEME G R R ELEA the exposure is considered not significant.
& o
d) MAAFEFENeE@TA (d) Financial instrument at fair value
EREHR  [AABRALEEZEE R At the end of reporting period, there were no financial
BEBm T EUAFEIIR - instruments stated at fair value.
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HKFRSs that have been issued but are not yet effective for the year
include the following HKFRSs which may be relevant to the PCPD’s
operations and financial statements:

REUTFF RS
Lligs

Effective for annual
periods beginning
on or after

(BBMBMERRDE 175 - REx& 4 RAFEEET AR 20231 A1 H
HKFRS 17, Insurance Contracts and the related Amendments 1 January 2023
(BEMBIHREER)FE 35 (BFIA) : BURELRLY1EM 20221 A1 H

Amendments to HKFRS 3, Reference to the Conceptual Framework

(BEMBHREERDF5  (BEGER)FE395  (EENBMELR)ET75E -
(BEMBREELEAD B4R ECEBVBERELRDFE 1658 BRIA) « FIEREE
HE— F_[ER

Amendments to HKFRS 9, HKAS 39, HKFRS 7, HKFRS 4 and HKFRS 16, Interest Rate
Benchmark Reform — Phase 2

(BB FHRELERD B 1057 L(EESTEUDFE 28R (BFIAR) : KEZ LRI &
TEFEEDLFEZRNEEHELLA

Amendments to HKFRS 10 and HKAS 28, Sales or Contribution of Assets between an
Investor and its Associate or Joint Venture

1 January 2022

20211 H1H

1 January 2021

HAREE

To be determined

(BBMBHRELELDE 1655 (IBFIA) : 2019 BN mERIEENHEE ZH 2020F6 A 1H
Amendments to HKFRS 16, Covid-19 — Related Rent Concessions 1 June 2020
(BFEEAEADE 1R (BAIR) : RESEBRBAIFREAR BT BREE S

(2020 F ) HIHEEEIZET 20231818

Amendments to HKAS 1, Classification of Liabilities as Current or Non-current and related
amendments to Hong Kong Interpretation 5 (2020)

(BEAGTERDE 169 (BFTR) - WX - B Kkl — HEAEHB A E

Amendments to HKAS 16, Property, Plant and Equipment — Proceeds before Intended
Use 1 January 2022

1 January 2023
20221 H1H

(EEGFTERDE 37 BFIR) : BEEH — EITAHAHKA 20221 A1 H
Amendments to HKAS 37, Onerous Contracts — Cost of Fulfilling a Contract 1 January 2022
BFRPRME LR (BT (BB BFREER)2018 F X 2020 FrFEUH#E 2022F1A1H

Amendments to HKFRSs, Annual Improvements to HKFRSs 2018-2020 1 January 2022

B ERITLE B B AR A POt R RS
(BB REER]) o 5T R
S (R R EA) TR EA AR
LESE S RRME NS RREAE
AT - EAEHLEEE BB ET
% (F B0 B ER) 1 E UL R
EABHNTE -

The PCPD has not early adopted these HKFRSs. Initial assessment
has indicated that the adoption of these HKFRSs would not have a
significant impact on the PCPD’s financial statements in the year of
initial application. The PCPD will be continuing with the assessment
of the impact of these HKFRSs and other significant changes may
be identified as a result.

AHBHBKRER 2021 F7 S 16 BEFA
BERLRERRETE -

These financial statements were authorised for issue by the PCPD
on 16 July 2021.
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Appendix 1

FEEHRR

(LRGP EERBEA(BEHEEA)
EEAER T ENLEE - FTEREBEA
BRAL (BRHERE) AERECLRG
) 2O RIBREERRA - ZNIBR
ARETEAERBKSE - &®F - EHAMX
EHERNBELGES -

H1RA — BREHEFEA

DATA PROTECTION PRINCIPLES

The objective of the PDPO is to protect the privacy rights of a person
(Data Subject) in relation to his personal data. A person who collects,
holds, processes or uses the data (Data User) has to follow the six
Data Protection Principles (DPPs). The DPPs represent the normative
core of the PDPO and cover the entire life cycle of the handling of
personal data.

oooooooooooooooooooooooooooooooooooooooooooooo

B2RA — BHER REREE

o BERMERBANAEMA TN Bk
AMBEAER - HEOEEZKERLBEIT
A6 -

o ANYIBEATHNIAEANEMNES ARER
BABEROBEH - ARER AR RERLR
WBERAL ©

o WEMNEHERERTEN mMIEBTEE -

DPP 1 - DATA COLLECTION
PRINCIPLE

e Personal data must be collected in a lawful and
fair way, and for a lawful purpose directly related
to a function or activity of the data user.

e All practicable steps must be taken to notify the
data subjects of the purpose for which the data
is to be used, and the classes of persons to whom
the data may be transferred.

e Personal data collected should be necessary, and
adequate but not excessive.
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=R

o ERMEREBARIDMBYIERIITHF B ARE
RIFAWEAEERER - MEMORE
) T BRI BUR K B MR BRRFTT -

DPP 2 - ACCURACY & RETENTION
PRINCIPLE

e Adata user must take all practical steps to ensure
that personal data is accurate and is not kept for
a period longer than is necessary to fulfill the
purpose for which it is used.

H3IRA — EHEHEA

o BABRRRBREERAANENHER
MR B R BRIFFIEREFEABRMA
R -

DPP 3 - DATA USE PRINCIPLE

e Personal data is used only for the purpose for
which the data is collected or for a directly related
purpose; voluntary and explicit consent must be
obtained from the data subject if the data is to
be used for a new purpose.



BAE#

BREUNTHRANERER : (1) BEX
A E -2 AT EABREN - (2) 1%
B EZRSEZMEEARNEANS D
RYEATH & (3) REHNFELR
STUBHREEGENERITH °

BHERSE

68 9 B T E o A SR BR HL A A R4
EAEREIRE - $54  RIZSLE R A
te BREAEEBIEA  ARLRE
AMERRRENEAE DEREE -

-------

Kt4% APPENDIX

PERSONAL DATA

means any data (1) relating directly or indirectly to a living individual;
(2) from which it is practicable for the identity of the individual to
be directly or indirectly ascertained; and (3) in a form in which access
to or processing of the data is practicable.

DATA USER

means a person who, either alone or jointly or in common with
other persons, controls the collection, holding, processing or use of
the data. The data user is liable as the principal for the wrongful act
of any data processor engaged by it.

FEoFH — ERRMIEFA

o ENEREARBUERTHNIR  REME ) s BENMEFARREREHMEMAEHN @ 5%
ABR A EREREXBIIMBWER - & : REREABRTER  EEELELE -

N BAER - FEHRREE

2 MIBR - FRAREKEM o

: DPP 6 - DATA ACCESS &

DPP 4 - DATA SECURITY PRINCIPLE J CORRECTION PRINCIPLE
e Adata user must take all practical steps to protect « A data subject is entitled to have access to his
personal data from unauthorised or accidental : personal data and to make corrections where the

access, processing, erasure, loss or use.

SB5RA — EAEFRA

data is inaccurate.

o BEREREAFRBYEATNISRRAME

BEEBABEFHOBRMITESR - ARAE

FANEABRHERIMAE -

DPP 5 - OPENNESS PRINCIPLE

e A data user must make generally available its
personal data policies and practices, types of
personal data it holds and how the data is used.
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BR %5 A 55

EREFEN ABRABEEEARE
o WHFRREAEMBIETEIRE - HEBR
BEFENEIE - LB EFEHRERIK
NEMERITE - FIBRRHSEMETE
HATERK : EF O EEmMERSE -« 7
BEZRHE 28 B ITEARTER °

RARIEFER - W FEMET
T’EEI NEHRBEBALEE 9% @R
PRIEEBBIFET DR 98% © o - FLBEA

EREHERILFEREF - 99% BERE
BESMTE 180 HNA SR - MmN IRTG# G4 B
BEADRI5% °

REZHBBFTERFZ AEAER
2020 8B WENMEM RS - BREABRAR

BARBAER  AE2019 FEIKEE
BZREGERBABEIMEEBELE =
ARSEREH ©
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Performance Pledge

In the reporting year, the PCPD met its performance target in the
handling of public enquiries, complaints and applications for legal
assistance. Replies to telephone enquiries and acknowledgements
of written enquiries were all completed within two working days of
receipt. All written enquiries that needed substantive replies were
also responded to within 28 working days of receipt.

On public complaints, acknowledgement receipts were issued within
two working days of receipt in 99% of the cases. In situations where
the PCPD decided to close a complaint case, 99% were closed within
180 days of receipt. The performance in both categories exceeded
the target performance of 98% and 95% respectively.

As regards applications for legal assistance, none was received in
2020. For applications submitted in 2019 and processed in 2020,
all applicants were informed of the outcome of applications for legal
assistance within three months of submission of all relevant

information.



Ft4% APPENDIX

IRFE IR 4E
; (BRI RE 35 =5
AREIRAE mEWEILL) Actual Performance

Service Target
Standard Performance

(% of cases  2016-17|2017-18|2018-19/2019-20 | 2020-21
meeting standard)

EREARER Handling public enquiries

EEEEEN EESHEMELERR

Return a telephone Within two working 99% 100%  100% 100% | 100% @ 100%
enquiry days of receipt

ERBHEEEN EESHEMELERR

Acknowledge receipt  Within two working 99% 100% | 100% 100% 100% | 100%
of a written enquiry days of receipt

HHEOEEEEN ERESHEZ28EIIERA

Substantive reply to Within 28 working days 95% 100% 100% 100% | 100% | 100%
a written enquiry of receipt

EEAREF Handling public complaints

B U I ER EERGHEMELERR
Acknowledge receipt  Within two working 98% 99%  100% | 100% | 99% | 99%
of a complaint days of receipt
3 BRERFZ180A A
RBRRMRER Within 180 days of 95% 9%6% | 99%  96% | 99% @ 99%

Close a complaint receipt’

EE 2B EBIRES Handling applications for legal assistance

R EI R il EERFEMELERR NiEH
Acknowledge receipt  Within two working 99% 100% 100% | 100% | 100% N/A2
of an application days of receipt

RERMBHEBERIE

=EAA
BAMEBAEABRERER  Within three months
Inform the applicant  after the applicant has 90% 100% 100% 83% | 100% | 100%
of the outcome submitted all relevant
information for the
application
1. FLB ABIRCALBIREI) 5 37 RERIEMIREFEFA 1. The counting starts on the date on which a complaint is formally accepted as a
iE . complaint under section 37 of the PDPO.
2. 7% 2020 FRB W R - 2. No application was received in 2020.
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AR AR —

(T EHREZ B LREM 5 2/2017 57)

HIEEHMER — BAAEEER — (LR
B ) 22 39(2)(d) i — SRENAGIERE jE —
E— S TS BT A REME
MR — WIFRTFR LR ARRAAE
ABRE T EX EFANEABER — R

BEME2RA : EAER O EREE R

B A

RAZEERE | FHERERAEM (EFF)
AEREE (EB)
B¥Yut(£R8)

HAEHEEE : 20204 5281

ERRAZERB R —FrERIT (TR
71 R—HBRREARBEE L F4
(TREIZEL]D OERF - AERHRRA M
BYRER - ERARBZEEMHER—RA
T(THIREZE D WERFER  RitA
NEEEIRR - LR AERBAZEL
EH—EEENRE (TRIZEEERE
Bl RETHRRT -

EERRABERFRTMERRERREL
BEF - BREBRERBRZEEEREE
AR IEHEAEF - ERABRAZEEER
FIEBIRHIIE BRI 25K - BReERE
HEAE R 2 LR AR SRR A RR (TR [HERR(ELL
AEx]) o NE - ZEEEREERT - 4
FERMERS —RIT(TH[ZRIT]) 82
- WHEZR D ERDERELCREX
[ IEREAE | - U BRERTE LR A
HIZRIEE R ZK -

EEF AR RZEREEREIEARE R
BB A ITH) L ERARE (R (B A &L 6 2R T
1 BRFREERSE 2 RAKRE -

LEFEHBRRETECLERGES ) %
39(2)(d) IREV B 1B #E - 14T £ 5f A BV IRER
fRE—2AE - HERNT -
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Appeal Case Note (1)
(AAB Appeal No. 2 of 2017)

Data correction request — consumer credit data — section 39(2)(d)
of the PDPO — remedial measures taken — further investigation
cannot reasonably be expected to bring about a more satisfactory
result — the personal data not maintained in the Appellant’s profile
did not constitute his personal data — DPP 2: accuracy and duration
of retention of personal data

Coram: Mr Richard KHAW Wei-kiang, S.C. (Chairman)
Mr Kenneth LAU Kwai-hin (Member)
Ms TONG Choi-cheng (Member)

Date of Decision: 28 April 2020

The Appellant received various letters from a bank (Bank A) and a
debt collection company posted to his residential address (the
Address), and the contents of which were related to collection of
debts from him. The Appellant claimed that such letters were related
to the bank account of another individual (Ms E) and were in no
way associated with him. The Appellant subsequently noted that
the Address was provided to Bank A by a credit reference agency
(the Credit Reference Agency).

The Appellant first complained to Bank A and the debt collection
company but was asked to contact the Credit Reference Agency
directly to rectify the relevant information. The Appellant
subsequently made a data correction request to the Credit Reference
Agency and requested to have the Address removed from Ms E's
record (the Relevant Address Record). Nonetheless, the Credit
Reference Agency stated that the relevant information was
previously provided by another bank (Bank B) whereby the Relevant
Address Record was confirmed to be Ms E's “correct address” at
the material time. The Credit Reference Agency thus refused to
comply with the Appellant’s data correction request.

The Appellant also considered that the Credit Reference Agency
failed to take all practicable steps in ensuring the accuracy of the
personal data, thereby contravening the requirements of DPP 2.

Upon investigation, the Privacy Commissioner decided to exercise
discretion not to further investigate into the Appellant’s complaint
under section 39(2)(d) of the PDPO for the following reasons:



1) BfS BRI 7 Y AR R A 2 8
B SRR B LR AER R

2) HAF U EBEERZEEENHEE
RBITHEMBHRBLE - BT 2 -
EAERERENFICERR -

ERATNRILEEERRIRTE FAZEE
Bed ERF o

ZESERLEFEEU(LEERD)E
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B RERZEEEMBBNMOBITER
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REEAREMEZA - MAERRELRT
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iRk Appeal Case Note 1

1) The Credit Reference Agency was not compiling information
about the Appellant when it collected the Relevant Address
Record; and

2) The Relevant Address Record had been removed from the
databases of the Credit Reference Agency and Bank B. In other
words, the issues relating to the accuracy of personal data had
been resolved.

Dissatisfied with the Privacy Commissioner’s decision, the Appellant
lodged an appeal to the AAB.

The AAB affirmed the Privacy Commissioner’s decision not to pursue
the complaint any further under section 39(2)(d) of the PDPO as
remedial measures had already been taken by the Credit Reference
Agency and Bank B in removing the Relevant Address Record from
their databases. Further, the AAB agreed with the Privacy Commissioner
that the subject matter of the Appellant's complaint, i.e., the
maintaining of inaccurate personal data by the Credit Reference
Agency had already been dealt with, and hence any further
investigation would not bring about a more satisfactory result.

Although the above views were sufficient to refute the arguments
advanced by the Appellant, for the sake of completeness, the AAB
further considered the Appellant’s grounds of appeal, which were all
rejected by the AAB as follows:

1) Bank A and Bank B obtained the Relevant Address Record as
data users in the first place, whether it was collected directly
from Ms E or the Credit Reference Agency. Hence, Ms E was the
data subject and the Relevant Address Record did not constitute
the Appellant’s personal data.

2) Given that the Relevant Address Record did not constitute the
Appellant’s personal data, his complaint against the Credit
Reference Agency could not be substantiated.

The appeal was dismissed.

The Appellant appeared in person

Mr Dennis NG, Senior Legal Counsel (Acting) representing the Privacy
Commissioner

Mir Craig Choy, Senior Consultant of Legal & Compliance Department
for TransUnion Limited (the Person bound by the decision)
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(1T ESFEZ B FAREM 55 18/2020 57)

BERS REAA R E K & 5 IS AR EE
Mgt — TERNEETETREMEA
BRILE — SREGUESEbE — [ERETTER
BRERLEIIRFETHE — £E—FHE
TREAEBMBAASTKERENER —
REEREIRA - BAAEHNER

RAZSERE | WL (EF)
ARELE (R8)
gmEzt (£8)

BOREREZEEN 202152848

ERABSERE#E (IR ZEE])
VEEZEENTE(MEIZTE]) X
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HED o ERARZIEEFENS D HEZ
HWREEm  EXMEEITRME -
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Appeal Case Note (2)
(AAB Appeal No. 18 of 2020)

Complaint related to an individual's reputation and wrongful
description of his personal capacity in a letter — primary subject
matter did not relate to protection of personal data privacy —
remedial measures taken — discretion not to investigate the
complaint duly exercised — further investigation cannot reasonably
be expected to bring about a more satisfactory result — DPP 3: use
of personal data

Coram: Mr Erik Ignatius Shum Sze-man (Chairman)
Ms Mindy Ho Sze-may (Member)
Miss Julia Lau Pui-g (Member)

Date of Decision: 4 February 2021

The Appellant was previously employed by an organisation (the
Organisation) and acted as the Chairman of a staff union of the
Organisation (the Union). The Union received an anonymous letter
containing copies of a few pages of the medical reports belonging
to a former employee of the Organisation (the Reports). In his
capacity as the Chairman of the Union, the Appellant met with the
Organisation and passed the Reports to the same.

The Organisation tried to look into the source of the leakage of the
Reports but to no avail. The Appellant subsequently noticed that
the Organisation had sent a letter to Ms Tse, another former
employee of the Organisation, for enquiry (the Letter). The Letter
stated that it was the Appellant who passed the Reports to the
Organisation. The Appellant contended that the Letter was factually
incorrect as he had received the Reports and had given them to the
Organisation in his capacity as the Chairman of the Union and not
in his personal capacity. Further, the Appellant considered that the
content of the Letter caused Ms Tse to misunderstand that he
reported the matter to the Organisation, which “leaked” his identity
to Ms Tse and “degraded” his reputation. The Appellant therefore
lodged a complaint to the Privacy Commissioner.

First, the Privacy Commissioner could not find any evidence
indicating that there was any damage caused to the Appellant’s
reputation, and reputation itself did not constitute “personal data”
as defined under the PDPO. Further, given that there was no
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evidence indicating that the said leakage was caused by the
Organisation, the Privacy Commissioner exercised the discretion
under sections 39(2)(ca) and 39(2)(d) of the PDPO not to carry out
an investigation into the Appellant’s complaint.

Dissatisfied with the Privacy Commissioner’s decision, the Appellant
lodged an appeal to the AAB.

The AAB confirmed the Privacy Commissioner’s decision and agreed
that:

1) There was no evidence indicating that the leakage of the Reports
was caused by any malpractice on the part of the Organisation.
In any event, the Organisation had taken a series of remedial
measures, including engaging an independent consultant to
review and strengthen its data management system, implementing
measures as recommended to enhance data security, and
providing training to its employees to enhance their awareness of
personal data privacy. The Organisation also confirmed that if a
similar situation arose in future, it would only disclose the source
of the information with reference to the informant’s capacity
instead of identifying the informant by name.

2) Further, even assuming that the Privacy Commissioner continued
to investigate into the complaint and found the Appellant’s
complaint substantiated, in view of the aforesaid remedial
measures taken by the Organisation, the Privacy Commissioner’s
investigation could not bring about any other concrete results.
In this context, there was no need for the Privacy Commissioner
to issue an Enforcement Notice as requested by the Appellant.

3) The Appellant’s complaint was primarily related to his reputation
and the wrongful description of his capacity, as opposed to divulging
of his name or any other personal data in the Letter (or under any
other circumstances). The subject of the Appellant’s complaint was
not related to protection of his personal data privacy.

The appeal was dismissed.

The Appellant appeared in person

Mr Dennis NG, Senior Legal Counsel (Acting) representing the Privacy
Commissioner

Mr Abraham Chan, S.C. representing CLP Power Hong Kong Limited
(the Person bound by the decision)
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Appeal Case Note (3)
(AAB Appeal No. 23 of 2020)

Use of electronic health record for other purpose without the
Appellant’s consent — remedial measures taken — discretion not to
investigate the complaint duly exercised — further investigation
cannot reasonably be expected to bring about a more satisfactory
result — relief sought beyond the purview under the PDPO — DPP 3:
use of personal data

Coram: Mr Erik Ignatius Shum Sze-man (Chairman)
Mr Dick Kwok Ngok-chung (Member)
Mr Eugene Chan Yat-him (Member)

Date of Decision: 16 March 2021

The Appellant consulted a doctor (Mr A) of a medical centre. The
Appellant was dissatisfied with the medicine prescribed to him by
Mr A and hence lodged a complaint to the Medical Council of Hong
Kong (the Medical Council). The complaint was dismissed by the
Medical Council on the ground that there was insufficient evidence
as proof of any misconduct.

The Appellant subsequently received an SMS which stated that Mr
A had accessed his electronic health record in the Electronic Health
Record Sharing System (eHRSS). As a result, the Appellant lodged
a second complaint to the Medical Council for an alleged violation
of his privacy by Mr A. The case was referred to the Privacy
Commissioner for follow-up upon the Appellant’s consent. The
Appellant demanded Mr A for compensation and an open apology.

Upon preliminary enquiry, the Privacy Commissioner found that when
Mr A accessed the Appellant’s electronic health record, he was not
providing medical treatment to the Appellant but to refresh his
memory to handle the enquiry from the Medical Council. In this
connection, the purpose of Mr A's access and use of the Appellant’s
health records at the material time was inconsistent with the original
purpose for which the data was collected, thereby contravening DPP3.

Hence, the Privacy Commissioner issued a written warning to Mr
A. In response, Mr A undertook that he would abide by the principle
of “need-to-know" when he accessed any patient’s electronic health
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record in eHRSS in future (the Undertaking), and confirmed that he
had not accessed the Appellant’s electronic health record in eHRSS
since then.

Given that Mr A had taken remedial measures in response to the
written warning, the Privacy Commissioner considered that any
investigation into the case was unnecessary and referred the case
to the Electronic Health Record Office (eHR Office). The Privacy
Commissioner also exercised the discretion under section 39(2)(d)
of the PDPO not to carry out an investigation into the Appellant’s
complaint.

Dissatisfied with the Privacy Commissioner’s decision, the Appellant
lodged an appeal to the AAB.

The AAB confirmed the Privacy Commissioner’s decision and
dismissed the appeal on the following grounds:

1) It was a one-off incident and there was no evidence suggesting
that Mr A had further breached the Undertaking. Given that the
Privacy Commissioner had already issued a written warning to
Mr A and referred the case to the eHR Office, coupled with the
remedial measures taken, the AAB affirmed the Privacy
Commissioner’s decision not to conduct further investigation.

2) There was evidence indicating that the Appellant’s major
complaint was about the manner in which he was treated by
Mr A and the medicines so prescribed; there was however no
actual or substantial damage caused upon the Appellant. If the
Appellant wished to seek compensation from Mr A, he could
commence legal proceedings under section 66 of the PDPO.
However, he did not decide to do so. The intended relief sought
by the Appellant in lodging a complaint to the Privacy
Commissioner, i.e., compensation and an open apology from
Mr A, was clearly outside the purview of the PDPO.

The appeal was dismissed.

The Appellant appeared in person

Ms Annabel Ng, Assistant Legal Counsel representing the Privacy
Commissioner

Mir Eddie Ng, Barrister instructed by Messrs Kennedys for Mr A (the
Person bound by the decision)
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Appeal Case Note (4)
(AAB Appeal No. 28 of 2020)

Data access request — failure to provide clarification of the personal
data requested — requesting document for the purpose of the
Appellant’s disciplinary proceedings — discretion not to further
investigate the complaint duly exercised — DPP 6: access to personal
data

Coram: Mr Erik Ignatius Shum Sze-man (Chairman)
Mr Eugene Chan Yat-him (Member)
Ir Lau Wing-yan (Member)

Date of Decision: 19 February 2021

The Appellant previously made a data access request to his employer
(the Employer) for all relevant investigation reports, documents, and
correspondence associated with the disciplinary proceedings instituted
by the Employer against him (1st DAR). The Employer provided the
Appellant with documents in response to the 1st DAR.

The Appellant subsequently made another data access request (2nd
DAR) to the Employer requesting all relevant documents, records or
materials with reference made to five different paragraphs of the
Employer’s procedural guidelines for the aforesaid disciplinary
proceedings. The Employer subsequently requested the Appellant to
clarify the personal data as requested in the 2nd DAR, but the
Appellant replied by making a verbatim reproduction of the 2nd DAR
without providing any further clarification.

As the Employer did not comply with the 2nd DAR, the Appellant
lodged a complaint to the Privacy Commissioner.

There was no dispute in relation to the 1st DAR. With regard to the
2nd DAR, the Privacy Commissioner agreed that the description of
the requested documents was unclear. Given that the Appellant did
not respond to the Employer’s reasonable request for clarification,
there was no valid data access request in this instance. In other words,
the Employer was not required to comply with the 2nd DAR.
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Besides, there were reasons for the Privacy Commissioner to believe
that the 2nd DAR did not appear to be made for the purpose of
ascertaining the kinds of personal data held by the Employer, but was
made for other purposes irrelevant to personal data privacy.

According to the principles established in Wu Kit Ping v Administrative
Appeals Board [2007] 4 HKLRD 849, the purpose of lodging a data
access request is not to supplement rights of discovery in legal
proceedings or to enable a data subject to locate information for
other purposes. The Privacy Commissioner considered that such
principles should equally apply to the disciplinary proceedings that
the Appellant was facing. Hence, the Privacy Commissioner exercised
the discretion under sections 39(2)(ca) and 39(2)(d) of the PDPO not
to carry out any further investigation into the Appellant’s complaint.

Dissatisfied with the Privacy Commissioner’s decision, the Appellant
lodged an appeal to the AAB.

The AAB confirmed the Privacy Commissioner’s decision and dismissed
the appeal on the following grounds:

1) The 2nd DAR was far too vague and general, and hence was
not a valid data access request with which the Employer had to
comply. The description of the said request was only related to
certain references to the paragraphs in the Employer’s procedural
guidelines for disciplinary proceedings, but the Appellant failed
to specify the nature and type of documents requested therein
to enable the Employer to comply with the 2nd DAR.

2) It is not the legislative intent of the PDPO to facilitate data
subjects to gain access to documents or information for other
purposes, especially when discovery of documents in litigation
and disciplinary proceedings is governed by other legal principles
and procedures. Though the disciplinary proceedings in the
present case were not legal proceedings, the Privacy Commissioner
had duly applied the same principle in the Wu Kit Ping case in
respect of such disciplinary proceedings.

The appeal was dismissed.

The Appellant appeared in person

Ms Clemence Wong, Assistant Legal Counsel representing the
Privacy Commissioner

Ms Agnes Fong, Government Counsel representing Director of Fire
Services (the Person bound by the decision)
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Summaries of Selected Complaint
Cases - Lesson Learnt

Case 1

Accessing a patient’s electronic health record for
non-medical purposes — DPP 3 — use of personal
data

The Complaint

The Complainant gave consent to a doctor (Doctor) to upload his
health record to the Electronic Health Record Sharing System
(Sharing System) and access the said data. After the first and only
visit, the Complainant made a complaint against the Doctor to the
Medical Council of Hong Kong (Medical Council). While the Medical
Council was handling the Complainant's case, the Complainant
received a text message from the Electronic Health Record Office,
informing him that the Doctor had accessed his electronic health
record in the Sharing System. The Complainant was dissatisfied that
the Doctor had accessed his health record for purposes not related
to treatment and thus lodged a complaint against the Doctor with
the PCPD.

Outcome

DPP 3 of the PDPO provides that without the prescribed consent of
the data subject, his personal data may only be used (including
disclosure or transfer) for the purpose for which the data was
originally collected or for purposes directly related to that purpose.
The PCPD was of the view that the Doctor was in contravention of
DPP 3 by accessing the Complainant’s electronic health record in
the Sharing System for a purpose other than providing treatment
to the Complainant and without obtaining separate consent from
the Complainant.
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Upon the PCPD’s intervention, the Doctor undertook to access
electronic health records in the Sharing System only for the purpose
of providing treatment to patients and on a “need-to-know" basis.

Regarding the incident, the PCPD issued a warning to the Doctor,
requesting him to ensure that the non-compliance in this case would
not be repeated. In addition, the PCPD referred the case to the
Electronic Health Record Office, which manages the Sharing System,
for follow-up actions.

Lesson Learnt

Healthcare providers should exercise prudence and professional
judgment before assessing patients’ data in the Sharing System.
Inappropriate use of the patients’ data in the Sharing System not
only contravenes DPP 3 of the PDPO, but may also violate the Code
of Practice for using the Sharing System .
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Case 2

Disclosure of a customer’s payment information
to a third party by a travel agency — DPP 3 - use
of personal data

The Complaint

Miss A, a regular customer of a travel agency, recommended the
Complainant to purchase a flight ticket from that travel agency. The
Complainant failed to pay the balance and the agency was unable
to get in touch with the Complainant. The travel agency then sent
an email to Miss A, asking for the address of the Complainant but
the email disclosed the details of the Complainant’s overdue
payment. The Complainant considered that the travel agency should
not have disclosed his payment information to Miss A and the
purpose of such disclosure was to exert pressure on him. Hence,
the Complainant made a complaint with the PCPD.

Outcome

The PCPD found that even though the travel agency was unable to
reach the Complainant and had to ask his referee for his contact
address, it was unnecessary for the travel agency to disclose details
of the overdue payment to the referee.

After the PCPD’s intervention, the travel agency undertook not to
disclose unnecessary information of customers to third parties in
similar circumstances.

Regarding the incident, the PCPD issued a warning to the travel
agency, requesting it to regularly remind its staff members of the
relevant requirements under the PDPO and implement measures to
ensure compliance.
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Lesson Learnt

DPP 3 requires that personal data shall only be used for a purpose
that is the same as or directly related to the original collection
purpose.

The financial status of a customer, such as default in payment, is
commonly considered sensitive data. Such data should be handled
with extra care and only be disclosed to a third party when there is
a genuine need. If a referee is contacted to locate a customer, only
the minimum data for identification should be shared. Excessive
disclosure of personal data (e.g. payment details) to a referee may
contravene the requirements under DPP 3.
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Case 3

A hospital collected the time spent by a doctor on
wards rounds and the number of patients he
attended to, without prior notification — DPP 1 —
collection of personal data

The Complaint

The Complainant was a doctor at a public hospital. He was
dissatisfied that the hospital management collected statistical data
concerning him, such as the time he spent on ward rounds and the
number of patients he attended to, without any prior notification.

Outcome

The hospital management explained that, due to changes in clinical
service model, it collected data including doctors’ consultation time
and number of patients attended to for calculating the service cost
for different types of patients.

After the PCPD’s intervention, the organisation managing the
hospital promised to amend its internal guidelines to ensure that
they covered the situations in which the employees’ personal data
were collected, and clearly stated the purpose and use of such
collection. Moreover, the organisation sent emails to its employees,
reminding them to inform colleagues of the purpose of collection
before collecting the personal data from them.

Regarding the incident, the PCPD issued a warning to the
organisation, requesting it to closely monitor its employees’
compliance with the said guidelines.
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Lesson Learnt

The hospital management collected data for administrative and
statistical purposes, which were directly related to its function of
managing the hospital. However, the management collected the
data without informing the doctors of the collection purposes.
Hence, when the doctors learnt that the management had collected
such data without prior notification, inevitably they speculated or
were worried that the data was used to evaluate their work
performance. Trust was hence damaged. The PCPD was pleased
that the organisation had promptly taken the above remedial
actions, and improved the transparency of personal data collection
to avoid suspicion and rebuild trust with its employees.
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Case 4

Unfair audio-recording of conversations with a
subordinate by a supervisor — DPP 1 — collection
of personal data

The Complaint

The Complainant was an employee of a public organisation. His
supervisor met with him twice to discuss his work performance.
After the meetings, the Complainant learned that the meetings
were audio-recorded and was dissatisfied with his supervisor’s covert
actions. He thus lodged a complaint to the PCPD.

Outcome

The Complainant’s work performance was the subject of discussion
of the meetings. The audio-record of the meetings therefore
constituted the Complainant’s personal data. The PCPD considered
that the act of audio-recording the meetings was not unlawful.
However, the supervisor failed to inform the Complainant of the
audio-recording arrangement prior to the meetings. This amounted
to unfair collection of the Complainant’s personal data and was
in breach of DPP 1(2). In addition, the supervisor also failed to
inform the Complainant of the purpose of collection of his personal
data on or before he started to audio-record the meetings, hence

violating DPP 1(3).
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In response to the PCPD’s advice and to prevent the recurrence of
similar incidents, the organisation established written guidelines,
instructing all staff collecting personal data by means of audio-
recording to make it clear to those present at the time of recording
that recording would be made. It also reminded the supervisor
that he must follow the said guidelines in future and included this
incident in its employee training materials.

Regarding the incident, the PCPD had issued a warning to the
organisation, requesting it to review the relevant measures
regularly and to closely monitor its employees’ compliance with
the said guidelines.

Lesson Learnt

Surreptitiously recording a conversation without the knowledge of
the data subject may be considered by the data subject as
unwelcome or even intrusive to personal data privacy. Although the
PDPO does not require a data user to obtain the data subject’s
consent before collecting his personal data, the data user must
collect personal data in a fair and lawful manner. To avoid disputes,
before audio-recording, the recording party should inform the data
subject that the subsequent conversation will be recorded and the
purpose of the recording.
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Summaries of Selected Conviction Cases
Case 1

Using personal data in direct marketing without
consent and failing to comply with opt-out request
— sections 35E and 35G of the PDPO

The Complaint

The Complainant subscribed to a telecommunications company’s
broadband service in September 2014 and opted out of receiving
its direct marketing messages in November 2016. However, in March
and July 2018, he subsequently received a total of three direct
marketing calls from the telecommunications company promoting
a new service plan.

Outcome

The telecommunications company faced six charges under the
PDPO, including three charges of failing to obtain the Complainant’s
consent for using his personal data in direct marketing (contrary to
section 35E(1) of the PDPO) and three charges of failing to comply
with the requirement from a data subject to cease to use his personal
data in direct marketing (contrary to section 35G(3) of the PDPO).

The telecommunications company pleaded guilty to the six charges
and was fined HK$12,000 in total (HK$2,000 in respect of each
charge).
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Lesson Learnt

In view of the rising public awareness of the importance of
protecting personal data privacy, organisations should respect their
customers'’ preferences on the use of their personal data in direct
marketing. This is conducive to building customer trust, enhancing
the professionalism of the industry, and increasing the effectiveness
of direct marketing, thus leading to a win-win outcome for both
companies and consumers. Failure to comply with the requirements
under the PDPO in relation to direct marketing is an offence, which
could lead to a fine of up to HK$500,000 and imprisonment of up
to 3 years.
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Case 2

An employee of a telecommunications company
obtained and disclosed a customer’s personal data
without the company’s consent - section 64(2) of
the PDPO

The Complaint

A technician who worked for a telecommunications company
obtained the personal data (including phone number, English name,
Chinese name and HKID Card number) of one family member of a
police officer from the company’s computer system. The technician
then provided the personal data to a “doxxing channel” on a social
media platform. The personal data of the family member was
publicised on the platform, causing psychological harm to the police
officer and his family members.

Outcome

The technician was convicted of four offences, including three
counts of “access to computer with criminal or dishonest intent
with a view to dishonest gain for himself or another” and one count
of “causing psychological harm to a data subject by disclosing
personal data obtained without the data user’s consent”. The latter
is an offence under section 64(2) of the PDPO.

The technician was sentenced to imprisonment for 18 months for
an offence under section 64(2) of the PDPO. Together with other
convictions, he was sentenced to imprisonment for 24 months.
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Lesson Learnt

Doxxing refers to the gathering of the personal data of target
person(s) or related person(s) (such as family members, relatives or
friends) through online search engines, social platforms, discussion
forums, public registers, anonymous reports, etc., and disclosure of
the personal data on the Internet, social media and other open
platforms (such as public places).

The impact of doxxing on victims is far-reaching and the psychological
damage caused to the victims and their families cannot be ignored.
In fact, the vast majority of doxxing acts are intended to exert
psychological pressure on the victims. Doxxing is not only immoral.
The doxxer may also have to bear serious legal consequences.
According to section 64(2) of the PDPO, it is an offence to disclose
personal data of a data subject without the data user’s consent and
if the disclosure causes psychological harm to the data subject. The
maximum penalty of the offence is a fine of HK$1,000,000 and
imprisonment for 5 years.
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Case 3

A nurse obtained and disclosed a patient’s
personal data without the clinic’s consent -
section 64(2) of the PDPO

The Complaint

A nurse who worked for a clinic captured a screenshot containing
the personal data (including name, HKID Card number, date of birth
and phone number) of a police officer from the clinic’s computer
system. She then uploaded the screenshot together with some
derogatory comments to her social media account. The disclosure
of the personal data had caused psychological harm to the police
officer.

Outcome

The nurse faced two charges, including “access to computer with
criminal or dishonest intent with a view to dishonest gain for himself
or another” and “causing psychological harm to a data subject by
disclosing personal data obtained without the data user’s consent”.
The latter is an offence under section 64(2) of the PDPO.

The nurse pleaded guilty to the two charges above and was
sentenced to a 240-hour community service order.
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Lesson Learnt

The nurse took advantage of her job and posted the victim’s personal
data on social media, targeting his occupation and exposing him to
risks of harassment and significant psychological distress. Social
media and instant messaging software are widely used nowadays.
Once a photo is uploaded, it would not be possible to control how
quickly or widely it gets spread. The impact on the victim could be
extremely serious and far-reaching. Given the serious legal
consequences, all social media users should bear in mind that the
cyberworld is not beyond the law.
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Summaries of Selected Compliance
Cases — Lesson Learnt

Case 1

Unauthorised access to an international fashion
chain’s customer personal data system — DPP 4 -
security of personal data

Background

An international fashion company reported to the PCPD that its
customer personal data system for e-commerce customers and
loyalty programme members suffered a ransomware attack. As a
result, about 200,000 customer records containing names,
telephone numbers, email addresses, genders and age ranges were

compromised.

The company engaged an independent consultant for investigation,
which revealed that the company had failed to identify a known
exploitable vulnerability. The attacker successfully logged into the
customer personal data system with valid credentials and installed

ransomware in the company’s network.
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Remedial Measures

The company took the following remedial measures:

(i) Notified all affected customers;

(i) Scanned the system for all identified vulnerabilities and applied
patches;

(iii) Strengthened the detection and protection measures of its
monitoring system;

(iv) Enforced multi-factor authentication at login; and

(v) Defined retention periods and erased obsolete data on an

annual basis.

Lesson Learnt

Data users should regularly review and monitor security of their
networks and test and apply security patches in a timely manner.
Data users should also limit the retention period of personal data,
which should not be longer than necessary for the fulfilment of the
collection purpose. The shorter the retention period, the lower the

security risks.
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Case 2

Inadvertent disclosure of students’ personal data
via email by a university - DPP 4 - security of
personal data

Background

A faculty staff member intended to email the faculty’s non-local
students about the university’s quarantine arrangements. However,
when retrieving the email addresses of the non-local students from
the faculty’s master list of students, the staff member mistakenly

attached the master list in the email.

The master list contained names, dates of birth, nationalities, email
addresses, correspondence addresses and contact numbers of about
2,500 students of the faculty. As a result, the personal data was
unnecessarily disclosed to the recipients of the email concerned.

The university reported the incident to the PCPD.
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Remedial Measures

The university now requires all outbound emails containing personal
data be checked by another staff member before they are sent.
Besides, work files containing personal data, for example, the master

list, must be encrypted.

Lesson Learnt

Universities possess a large volume of students’ personal data and
should therefore take reasonably practicable measures to ensure
that staff handling such data are properly trained. Staff should
observe relevant personal data privacy policies and exercise due
diligence in applying those policies. Universities should establish

procedures to ensure staff's compliance with those policies.
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Case 3

Loss of notebook computer containing work files
— DPP 4 - security of personal data

Background

A government department reported to the PCPD that a staff
member lost an official notebook computer on public transport. The
computer, provided to the staff member for work-from-home (WFH)
arrangement, contained encrypted personal data (names, email
addresses, posts, and staff numbers) of about 400 staff members

of the department.

Remedial Measures

While encryption lowered the risk of unauthorised access to the
personal data, the department reminded staff to take extra care in

handling official portable devices.

Besides, the department requested staff to access work files
through VPN connection instead of storing work files locally when

practicable.
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Lesson Learnt

The outbreak of COVID-19 compelled organisations to adopt WFH
arrangement, making personal data more susceptible to breach. In
November 2020, the Privacy Commissioner issued three “Protecting
Personal Data under Work-from-Home Arrangements” Guidance
Notes. They provided practical advice for organisations, employees
and users of video conferencing software to enhance data security

and personal data protection.

Organisations may make reference to these Guidance Notes when
reviewing their WFH policies.
should:

Generally speaking, organisations

e Setout clear policies on the handling of data (including personal
data) in WFH arrangements;

o Take all reasonably practicable steps to ensure the security of
data, in particular when information and communication
technology is adopted, or when employees possess source or
copies of data and documents to work from home;

e Provide sufficient training and support to employees; and

e Ensure the security of the data stored in the electronic devices

provided to employees.
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Case 4

Unencrypted personal data transmitted in mobile
applications — DPP 4 - security of personal data

Background

In monitoring personal data risks, the PCPD may inspect the
activities of a data user involving large-scale collection and use of

personal data.

In the second half of 2020, the PCPD conducted security testing to
determine whether the mobile applications (apps) developed or
operated by local enterprises which involved the collection of

customers’ personal data complied with DPP 4.

The PCPD found that 14 apps did not use adequate encryption to
securely transmit personal data. As such, attackers could secretly

eavesdrop or modify the transmission data.
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Remedial Measures

All enterprises concerned took the PCPD’s advice and implemented
adequate encryption in their apps to protect personal data

transmission.

Lesson Learnt

Online activities and transactions are convenient but carry non-
negligible risks to personal data privacy. Personal data collected by
different apps may end up in the hands of hackers if such data is

not protected by stringent security measures.

Organisations must protect and respect personal data to garner the
trust of their customers to remain competitive. Organisations should
regularly review and update their apps to ensure security of personal

data.

J

FEAZEH, PCPD Annual Report 2020-21

149



150 FBEABLEI PCPD Annual Report 2020-21



BEBTERRER 248 AFSRA L 13121303 F

#vk Website www.pcpd.org.hk




	封面 Cover
	目錄 Contents
	私隱公署簡介 ABOUT US
	本年重點工作 HIGHLIGHTS OF THE YEAR
	監察及監管符規 Monitoring and Supervising Compliance
	處理投訴及上訴 Handling of Complaints and Appeals
	教育、宣傳及與持份者聯繫 Education, Publicity and Engagement
	加強對外聯繫 Strengthening External Connections
	財務報表 FINANCIAL STATEMENTS'
	附錄 APPENDIX
	封底 Back Cover



