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Global personal data protection landscape underwent significant changes in the past
year......\We as a regulator have been reviewing our legislation with a view to better protecting
and respecting personal data privacy right, with references to the GDPR, too. In the review
process, we also took heed of imperative factors such as the legitimate purpose and pressing
need of the reform, the proportionality between the proposed change and the pursuance of
the legitimate purpose, whether there are any other practical and effective means to address
the problem, the global data privacy landscape, the local circumstances, the interest of all

stakeholders and the interest of the community at large.
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2019-20 was a year fraught with novel challenges for the Office of
the Privacy Commissioner for Personal Data (PCPD) in its quarter-
of-a-century history since its establishment in 1996. Taking the
complaint caseload as an example, we received a record high
of 11,220 complaints. Even if we discounted the thousands of
complaints about unprecedented doxxing arising from social
incidents since June 2019 and a number of privacy-related
incidents which caused widespread social concerns, there remained
3,848 complaints, representing a 105% year-on-year increase
(1,878 complaints in 2018-19). The multi-fold challenges not only
put PCPD’s regulatory resilience and stamina to the test, but also
brought personal data privacy into focus and intensified public
deliberations and dialogues about how to balance personal data
privacy rights against other competing interests.

Right on the heels of concluding and publishing our investigation
results in early 2019 on a telecommunications company having
leaked personal data of some 380,000 customers and service
applicants, we were hit with another data security breach incident
by a government department concerning loss of voters’ personal
data. Though the scale of this data security breach was much
smaller, involving only about 8,100 individuals, it caused no
less concern as the incident did not come to light until some 30
months after it had happened. In December 2019, PCPD published
an investigation report on the vulnerabilities of a credit reference
agency’s online authentication procedures caused by its failure
to take all practicable steps to ensure that the personal held was
protected against unauthorised or accidental access or use.
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Like so many other data security breach incidents in other
jurisdictions, human errors were almost invariably the most
common single cause. They trailed much ahead of technical
factors such as malware, hacking, cyber security attacks or the like.
No matter whether data users are public organisations or private
enterprises, technical and organisational measures with sufficiently
and appropriately trained and retrained personnel for managing
personal data on a cradle-to-grave institutionalised basis from
collection, holding, processing, use to destruction of personal data
are instrumental.

Admittedly, having an end-to-end accountability system to
manage personal data privacy on a life cycle basis does help
but it never guarantees no data breach. Humans are prone to
making human errors. Hacking and cyber security attacks are
becoming more sophisticated day by day. It is therefore all the
more important that data users could command the trust and
confidence of individuals in their personal data management
through data ethics.

PCPD has been pioneering the data ethical approach in the region
since we held the International Conference of Data Protection and
Privacy Commissioners (renamed as the Global Privacy Assembly
(GPA) since October 2019) in 2017 in Hong Kong. Armed with data
ethics, data users are expected to handle personal data through
the prism of respect, fairness and benefits. In the event of a data
security breach, it is probable for data users to manage garnering
trust and confidence on the part of the individuals if they could
also demonstrate that they take accountability, as opposed
to mere compliance with the laws, as the added principle for
protecting personal data.

The consequences of deploying personal data without ethics
can be disastrous. Starting from mid-June 2019, PCPD received
and uncovered close to 5,000 doxxing cases arising from social
incidents as at the end of March 2020. We witnessed in the second
half of 2019 unprecedented weaponisation of personal data
to cause not only psychological harm but also intimidation of
individuals and incitement against public order. Victims came from
all walks of life.

Such weaponisation is arguably the worst form of data in action
we have ever seen. It derogates from human dignity and decency,
too. Not equipped with criminal investigation and prosecution
powers, PCPD, upon completion of initial investigations, could only
refer suspected criminal offences under the Personal Data (Privacy)
Ordinance (the PDPO) to the Police for following up criminal
investigations and for prosecutions by the Department of Justice if
warranted.
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PCPD did, nevertheless, exhaust all its existing powers, statutory
or administrative, to contain the harm suffered by the victims. The
number of such complaint cases received in the first month since
14 June 2019 well exceeded the total number of complaint cases
on cyberbullying in the preceding eight years. A special team was
set up to cater for operational needs to proactively search for web
links with unlawful postings. As at the end of the reporting year, we
wrote to 16 online platforms 166 times urging the taking down of
2,867 doxxing web links, and after our intervention 1,777 doxxing
web links, i.e. 62%, were taken down. We also liaised with overseas
data protection authorities regarding online platforms operating
overseas, sought the assistance of the Hong Kong Computer
Emergency Response Team for enlisting help from its counterparts,
and urged overseas internet domain registration companies to
give us necessary information for our investigations. We repeatedly
wrote to remind platform operators that the High Court had
granted injunction orders (HCA 1957/2019 and HCA 2007/2019)
to, inter alia, prohibit respectively (i) persons from unlawfully and
wilfully disclosing personal data of police officers and/or their
family members, intended or likely to intimidate or harass them;
and (ii) social media platforms from assisting in the dissemination
of unlawful posts. On receipt or discovery of cases involving
suspected violations of the orders, we referred them to the
Department of Justice for follow-up. | also summoned the operator
of an overseas platform to provide registration information and IP
addresses of the netizens who had uploaded the relevant doxxing
postings for the purposes of our investigations, although it failed
to turn up. In an attempt to tackle the problem of doxxing at its
roots, PCPD also carried out public education and promotion
programmes through various in-person and electronic channels.

All in all, tackling online doxxing crimes comes with immense
challenges. In the first place, there are no real name registration
requirements for online accounts. This makes identifying the
culprits most difficult. Besides, most, if not all, of the platforms
on which doxxing takes place operate outside of Hong Kong and
the PDPO does not have explicit provisions on extra-territorial
jurisdiction. Even with extra-territorial powers, personal data sees
no border and doxxers may easily migrate from one jurisdiction
to another with ease, making bilateral, regional or multilateral
enforcement cooperation much more pressing nowadays for
effective personal data privacy protection.
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As a matter of fact, GPA with more than 120 data protection
authorities, adopted a resolution at its annual meeting in Tirana,
Albania in October 2019 calling on, inter alia, combating violence,
hatred and extremist content on social media and on the internet.
At that meeting, GPA also underlined the importance of cross-
border enforcement by passing another resolution. As part of
our continuing effort to foster cross-border cooperation among
privacy enforcement authorities, in May 2019 PCPD co-hosted with
Macao’s Office for Personal Data Protection the 3rd Global Privacy
Enforcement Network Enforcement Practitioners’ Workshop, which
was attended by 60 delegates from 14 jurisdictions around the
world. The same month also saw PCPD’s signing of a Memorandum
of Understanding, in Japan, with Singapore’s Personal Data
Protection Commission to strengthen cooperation in personal data
protection in the two jurisdictions.

Our work on the international front did not stop here. PCPD has
since 2019 been co-chairing the Permanent Working Group on
Ethics and Data Protection in Artificial Intelligence of the GPA. We
are working earnestly with other members with a view to raising
the awareness level and setting best standards and practices in
the development and use of Al, which has always been seen as
a critical data tool rendering competitive advantage in the data-
driven era.

Global personal data protection landscape underwent significant
changes in the past year, reformed business models, ubiquitous
collection and non-consensual use of data, as well as encouraging
initiatives involving personal data privacy and other innovative
practices in relation to information and communications
developments. Triggering a “legislative reform tsunami” around
the world was no surprise after the coming into effect of the
General Data Protection Regulation (GDPR) in the European
Union on 25 May 2018. We as a regulator have been reviewing
our legislation with a view to better protecting and respecting
personal data privacy right, with reference to the GDPR, too. In
the review process, we also took heed of imperative factors such
as the legitimate purpose and pressing need of the reform, the
proportionality between the proposed change and the pursuance
of the legitimate purpose, whether there are any other practical
and effective means to address the problem, the global data
privacy landscape, the local circumstances, the interest of all
stakeholders and the interest of the community at large.
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| am pleased that the Government, having considered our
proposals, set out in public in January 2020 the preliminary
amendment directions for the PDPO. The preliminary amendment
directions encompass the more pressing issues proposed by PCPD
relating to the scope (e.g. definition of personal data and direct
regulation on data processors), the process (e.g. vesting criminal
investigation powers and prosecution powers with PCPD, including
enhanced powers to deal with offences like doxxing), the deterrent
effect (e.g instituting a mandatory data breach notification
system, empowering PCPD to administer administrative fines
and increasing the maximum level of criminal fines) as well as
the rights of individuals (e.g. requiring organisational data users
to provide retention policy and maximum retention period for
personal data).

These are certainly the expected directions for significant reforms
to the PDPO. PCPD looks forward to firming up details with all
stakeholders on how the PDPO should be amended. This would
undoubtedly be the top priority of PCPD’s work in the coming year.

When personal data privacy came into sharper focus in society,
media interest naturally increased and we found ourselves even
more obligated to enhance explainability of privacy issues in the
interest of the community in a timely manner. Last year, PCPD
took the initiative to issue a total of 69 media statements, setting
a record high. In addition, the number of responses we made to
media enquiries was the highest in the last decade. In this day
and age when people are accustomed to receiving information
anytime anywhere, we have launched a brand new image on
online social media platforms (Instagram, LinkedIn, Twitter and
Weibo), and revamped our Facebook page and YouTube channel,
all under the new theme of “Privacy in Sunlight”. Our postings
and videos on these social media platforms aim to target at the
younger generation; micro, small, medium and large enterprises,
professionals, data protection personnels and authorities from the
mainland and overseas, with a view to enabling them to follow the
latest news and updates of the privacy landscape.

It would not be complete for an annual report for 2019-20 without
mentioning the COVID-19 pandemic. Not only did the pandemic
pose a threat to public health around the globe, it also challenged
the best possible balance that should be struck to protect
individuals’ various data (such as health data, location data for
contact tracing, etc) on the one hand and to enable expeditious
and effective containment of the virus on the other.
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Circumstances always change but our commitment to protecting
and respecting personal data privacy does not. In times of a
pandemic, we as a regulator continue to serve both as a facilitator
and a protector of personal data, without losing sight of the
need for protecting individuals privacy right and facilitating
responsible use of data in the interest of the public. While privacy
is a fundamental human right, it is not an absolute right. It has to
be considered and balanced contextually against other competing
rights and interests, including but not limited to public health,
public order and ultimately, public interests, applying the tests of
legitimacy, rational connection, necessity, proportionality and any
pressing need.

PCPD put this practice firmly into action to facilitate measures
taken to combat the pandemic and to protect individuals’
privacy. We provided our observations to various Government
departments and bureaux before introducing their measures in
combating the pandemic. Examples included relief measures
such as Government’s Cash Payout Scheme, the reusable
masks, the Employment Support Scheme, etc where collection
and use of personal data were involved. We made it quite
clear to the Government, with all the practical circumstances
considered, the data protection principles including minimum
data collection, alternatives of less privacy-intrusive measures
having regard to the necessity and proportionality for achieving
the legitimate purposes, retention of data not longer than is
necessary, transparency and explainability of the personal
information collection policies, etc., would have to be followed
strictly. To facilitate efficient implementation of relief measures
for members of the public during the pandemic, we swiftly
processed Government's applications for approval to carry out
matching procedures where personal data of citizens collected
for one purpose was compared electronically with their personal
data collected for other purposes. PCPD also issued timely public
advisories to facilitate the safe and secure use of personal data
during the COVID-19 pandemic, including as early as in February
2020 on privacy issues arising from mandatory quarantine
measures and the use of social media for tracking potential carriers
of COVID-19. When the pandemic started to impact the way of
businesses and education operated, PCPD issued advisories on the
collection of data from employees by employers, the use of video-
conferencing software tools for education or for businesses, the
much more prevalent work-from-home arrangements, children
privacy, etc.
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Personal data has played an indispensable role in combating this
pandemic. PCPD joined regulators from other jurisdictions through
GPA for regulatory collaboration and coordination. PCPD actively
played a role in the Sub-Group on Emerging Privacy Issues under
the COVID-19 Response Taskforce of GPA. With other members’
collaboration, we were collating evidence and case studies and
would compile a compendium of best practices on enabling the
use of data in the public interest and still providing the protections
the public expects. PCPD also kept contributing latest guidance
and information on data protection and COVID-19 to an online
Resources Library managed by the Taskforce.

To minimise the disruption by the COVID-19 pandemic to our
ongoing public education initiatives, PCPD offered professional
workshops and seminars to enterprises and individuals in online
mode, with sufficient data security measures in place. Under
special work arrangements and with active preventive measures
adopted, my office managed to provide overall close-to-normal
public services with reliable and secure IT support enabling
smooth and efficient operation of staff working from home when
necessary. | just wish that when this report reaches you, the
pandemic will have been fully under control.

This is the fifth and final year of my 5-year tenure. It has been a
distinct privilege and real pleasure for me, being a human rights
lawyer in the public service, to be able and real pleasure for me
to discharge my statutory duties, particularly in enforcing the
law fairly, upholding the Rule of Law in that nobody is above
the law, and having no regard to the political background and
orientation of those who contravene the PDPO. | could not have
done it without the relentless efforts and staunch support of my
colleagues. My sincere thanks also go to members of the Personal
Data (Privacy) Advisory Committee and the Standing Committee
on Technological Developments from whom | have learnt a
great deal by picking their brains and unlocking their wealth of
expertise. Looking ahead, | envisage formidable challenges to
personal data privacy protection in a data-driven smart city like
Hong Kong and look forward to working with you all to rise to
these novel challenges.

Stephen Kai-yi WONG

Barrister

Privacy Commissioner for Personal Data, Hong Kong
July 2020
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PCPD released a compliance check report about personal data
collection in shopping malls and online promotion activities

L [BEEAEER | FTERET
FABEED BREIREE
Spearheaded the annual Privacy
Awareness Week with the theme
“Compliance with Privacy Law, Data
Ethics in Action”

—BRITREMREBNES ANIE
WEEMEZER  #EBEAEMEA
ERMEEZEH - WHER—BT

A bank was convicted and fined
$10,000 for failing to comply with the
requirement from the data subject to

cease to use his personal data in direct
marketing

\/ LAy
AWARENESS WEEK | 2019

ERFEAERMRERAZ SN E =B RILBH EHAR I EABHTS
Co-hosted the 3 Global Privacy Enforcement Network Enforcement Practitioners’
Workshop with the Office for Personal Data Protection, Macao

¢ The 3" GPEN @@=
Enforcement Practitioners’ Workshop
*16-17 May 2019+
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An auction company was convicted and
fined $20,000 for failing to comply with
the direct marketing provisions under
the PDPO
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PEEEHEEBARARTEBITHNE
51 @ K BFABHAETRIE

Privacy Commissioner attended the 515t
Asia Pacific Privacy Authorities Forum in
Tokyo, Japan

FRBESEM I EAA BB RESER
ééﬂﬁﬁﬁTEMﬁuﬁ i
25 0 38 WA b A 8 A B EHR BE 75 [ /Y
S1ERAE

Privacy Commissioner and the Deputy
Commissioner of Singapore’s Personal
Data Protection Commission signed
a Memorandum of Understanding to
strengthen cooperation in personal data
protection in the two jurisdictions

B FE £ Atk A B & h—

REIfZE A RN 940 B B E 1A

ABERMEEZEHEA - RAEKRIIE
RITHBEANERNESARNESEHE
B HHAIRNTFT

A beauty product company was
convicted and fined $8,000 for failing to
use the personal data of a customer in
direct marketing without taking specified
actions and obtaining her consent

MEWE%JME?
HEABRMEFEZEN AKX

MATRBMBEREEA

AERERERENEREMNE
BIONRBHNFAERRRS
Published an investigation report on the
data breach incident of unauthorised
access to personal data of approximately
9.4 million passengers of an airline
company

T 4 48 52 19 AEREREN [

B R —BUNFEFIE K — 242016 F 3L
ZENERER
Zaf ] WERINBEHRAERSE

NEONFT

A telecommunications company was
convicted and fined $84,000 for failing
to use the personal data of a customer in
direct marketing without taking specified
actions and obtaining her consent

Published an investigation report on
the data breach incident of the loss of
a marked final register of electors used
in the 2016 Legislative Council General
Election by a government department

11
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RFERD—H
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AT-A-GLANCE

EEEEY
MEmER
[

Held a seminar
on cyberbullying H?ﬁlﬂﬂl&&?ﬁﬁm

“FRE
and doxxing i

PITIEEPS L S R B D J2 5 i 4 BB B 4T A9 5B
P9+ — B RHRIE R AL B B BB R R

e or'-( on
latory fi':':;w mainland

L TR IR A A B ) B S TR AR
ferasts [1 june 2017 impie Fﬁ%ﬁiﬁi

sad]

Privacy Commissioner attended the 41st
International Conference of Data Protection
and Privacy Commissioners in Tirana, Albania

¢ the Civil
General RuLI::'“

[2017 revised]

s onli c . e . .
Administrative, p,".f‘t‘:."c’t%';:’o%'ét)hg&_f- representing Hong Kong and joining forces with
aasuras for ata Personal L { .
Mon acurity (ot 2019 mplemel  Other members to advocate various personal

[2019 Draft]

data protection issues
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Privacy Commissioner
attended the 52nd
Asia Pacific Privacy
Authorities Forum in
Cebu, the Philippines
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FEAMBTER -—BEEEERR
BRBHNRALIATRERF > IEESE
PRATHNEERETHNERINESE
MR ERRERE

Published an investigation report on the
data breach incident of a local newspaper
being able to pass through the online
authentication procedures of a credit
reference agency

Mt R SRS EAGEE R
WBRE2EEEREN)

Published “A Brief Summary on the
Regulations in the Mainland of China
Concerning Personal Information and
Cybersecurity Involved in Civil and
Commercial Affairs”

2019 BARESSI BNFLEBEERBE LS

mEREERES

Began to provide views and guidance to
stakeholders on privacy issues arising from

COVID-19

13
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> 2019 48 -2020% 3 A : BFEE

APRIL 2019 - MARCH 2020:
A YEAR IN NUMBERS

ex3,848" =

REFEZR - LEEFE I 105%
3,848" complaints were received, 105% year-on-year increase

N
L8

EHEZE 0 L EZFIN39%

w223,779%

23,779 enquiries were handled, 39% year-on-year increase

d
|

-
1295

REZERETABELE NEFTE - ERBHETE . AEBEFEHS
129 secondary schools participated in the Student Ambassador for
Privacy Protection Programme - Partnering Schools Recognition

Scheme. The number of participating schools reached a record high

SEMAREEREEHS - LEEFEIN1%

Club, 1% year-on-year increase

N

N
590+

590 members joined the Data Protection Officers’

/

" LBABEAREFEHLIERE11,20RRF - EPEFE4707RHESESMHETEERMEI#HN RE | MPRBRIRG - REE
ABEW K] ( [BE] ER) iRk k2,665 REEMREBASRRERTRCESDENSHIRF - Mk NEBE] @R

RUERMREMN - BB ABENREFEEES BRI ©

11,220 complaints were received in 2019-20, which included 4,707 complaints relating to doxxing and cyberbullying arising from divergent opinions in social
incidents and doxxing of medical personnel (the doxxing cases), and 2,665 complaints relating to two incidents of a police officer showing a reporter's Hong

Kong Identity Card to a camera. Taking out the doxxing cases and the two incidents above, PCPD received 3,848 complaints in 2019-20.
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-
w320 @

EREETE » tEFEIN4%
324 compliance checks were carried out,

4% year-on-year increase
\
ax 27 0=
g PR - bR R S8%

Responded to 270 media enquiries, 58%
increase from last year

> -« //

N
4,436

HIEAZSHENFERTENEEF&3RE » bk EXFE M
64%

4,436 PCPD-related news stories were published on various
media platforms, 64% increase from last year

_ AN /

saeon 126,732 %

BIBABABEMAY  LEEFIEIMN19%
An average of 126,732 visits to our main website per
month were made, 19% year-on-year increase

) > —
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fEas MISSION STATEMENT

— b
L

e

I

 HRE ERREES RESRALER (EAZR LB )  BRTEOEASEL

RS EIREE

To secure the protection of privacy of individuals with respect to personal data through
promotion, monitoring and supervision of compliance with the Personal Data (Privacy)

\ Ordinance
o

%

REREFEZHIR STRATEGIES AND KEY GOALS

_ ZKHE  Strategies EH#E Key Goals

E= D73

Enforcement

ERNEENS
Monitoring and
Supervising
Compliance

=

Promotion

BRALE - AFNMEARENENE

BY - MrTE - BERERMITS
BIRHMRESE  REMPINEEED
HIEMBERED - BITAABAZNEE
SFIMYRIE ER B SRR EIRAFA
B REREE IR R

To ensure equity, fairness and operational
efficiency

To act independently, impartially and
without fear or favour

To partner with other regulators, leveraging
their legislative mandates, institutional
tools and enforcement powers

To partner with overseas data protection
authorities for handling cross-border
privacy issues and complaints

FTERAEAELERIGEENEE
BRHMRESE  BEMPINEEED -
FIEMERED - BITABAZENEE
BNV R IE B REAE S 1E R I BSIR M FA
B 5 RE ER 4R B

To investigate proactively and fairly into
areas where the privacy risks are significant
To partner with other regulators, leveraging
their legislative mandates, institutional
tools and enforcement powers

To partner with overseas data protection
authorities for handling cross-border
privacy issues and complaints

REHEZREABERIEFARE
EBEHBIEILENEVIREER  BER
FTEFN  B’AKF

FIRMLE - HRFER  RIEEZNEESE
FMEB XA

To seek proactively the holistic engagement
of stakeholders

To promote best practices among organisational
data users on top of meeting minimum legal
requirements

To maximise publicity and education impact
through websites, publications and media
exposure

FAE R BN RSV i R IRERE SR
EEMBR RO EEH

BT SERIRTAEERBIRE - &(E
ABRLBZRILNPRATESHE

Complaints are investigated and resolved
efficiently in a manner that is fair to all
parties concerned

Enquiries are responded to professionally
and efficiently

Meritorious applications for legal assistance
are entertained and aggrieved individuals
compensated

R fEHAEEITRIEE A BRI EEFERR
RIFVRELEBITSIR

Organisational data users are facilitated to
meet their data protection obligations and
adopt good privacy practices

MEEEREMALAFEERA - NMEREE
AERURE S EVERMELE - mEEHR
FEHEEERERN T R

N ERBERBIERERMEREREE
PITHEE » W(HIEET

A better understanding of the laws and
principles in the community is articulated,
recognising not only the rights and
obligations but also expectations and
limitations in personal data protection
Organisations in public and private sectors
understand their obligations as data users
under the PDPO and the ways to meet
them



Y=

Promotion

HEETS
Corporate
Governance

METRER
Meeting
Changing Needs

B& Strategies

EEME - SHIZEBFEEA
HABERMENET  BEEREAE
MEBESEA

To engage the community, in particular,
young people

To use lessons learnt from investigations as
a means of educating data users and data
subjects

FTEBHENBEENEREA
EREREHRBENS - WERMA
BEBREIERR

ERI M TAEMBSERF R HE - BREU[ZE
MmERM NSt BAERELERE
2T

BB R #EE RO TR ZE A B X

To adhere to the principles of transparency
and accountability

To maximise utilisation of resources
to achieve economy, efficiency and
effectiveness

To make continuous effort to streamline
work procedures

To apply a “selective in order to be
effective” approach in prioritising work,
with an emphasis on assignments that will
have the greatest impact

To build and maintain a loyal and professional
team

SR ERE

ERERERE KRB

BB T EE L R FARBHAE

To keep abreast of technological development
To monitor international development and
trend

To keep track of evolving local privacy
expectation

=
557
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FEBZE Key Goals

B FIHEAR B B RHE A B B D
ENACK AT RHNE

Individual and organisational data users

understand the role of PCPD and the
assistance PCPD may provide

ERAFHER

High standard of corporate governance is
achieved

RITRERIVERNRERTNETER
B

Existing and proposed laws and regulatory
systems are relevant and effective
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AR5 #EE PERFORMANCE PLEDGE

EAFER RBABEEEARSEH A
BEFR R AEBGBFTEIRE A  9REMTE
RIEEFEERATH - FEBESFEHAR
BRKZNEMEAST > FIEERIGENTE
MELFEFBREERELRWBEL  ttHh -
EHMAEBEEEMERNAE > TEEZREEEHN
E28ETHEBRELETE -

EREBARKRFHE  99% N ERTEEHE
W R ER R W E T AE B A8 R UGB A (R
KBRS EFE = T D 98%) © LEoh - HFEA
BREFERIRFMEZE - H99%EBEES1E 180
H AR (RPINRISEE R T DR 95%) °

EREEEAEHBEERELSE - FIEER
YIRESHTE W B AR FE R M B TAF B 3 R
BRRAERBAEREEBBIRBENAEE
BENR=EARNBIMLMAFER - 715
RTHE -

-HLRBAEORBRER THERR

During the reporting year, PCPD met the performance target in
handling all the public enquiries, complaints and applications
for legal assistance. Replies to telephone enquiries and
acknowledgement receipts of written enquiries all could be issued
within two working days of receipt. Moreover, for written enquiry
cases that needed substantive replies, all replies were made within
28 working days of receipt.

In handling public complaints, acknowledgement receipts were
issued within two working days of receipt for 99% of the cases
(our performance target is 98%). Moreover, in situations where
PCPD decided to close a complaint case, 99% of the cases could be
closed within 180 days of receipt (our performance target is 95%).

In handling applications for legal assistance, acknowledgement
receipts were issued within two working days of receipt of all
applications and all applicants were informed of the outcome
within three months after they have submitted all the relevant
information for the applications. Please see the table below for
details.

TABLE - PCPD’S PERFORMANCE PLEDGE AND
PERFORMANCE ACHIEVED

~

~

EIEBEEN

Call back to a telephone
enquiry

BRWEEEER

Acknowledge receipt of
a written enquiry

D EEEES

Substantive reply to

\a written enquiry

ARG HE 1R
(E=xEEZ
BRFEKFE
BESL)
Performance
Target
(% of cases THEERR
BR#5 IR meeting Performance Achieved
Service Standard standard) 2015 2016 2017 2018 2019
WERIEFEHE 99% 100% 100% 100% 100% 100%
METHEER
Within two working days
of receipt
WEIEEmEHRER 99% 100% 100% 100% 100% 100%
MET/EER
Within two working days
of receipt
WRIEEERE 95% 96% 100% 100% 100% 100%
28E TR
Within 28 working days
of receipt

/
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K BRIGHER \

(E=x=EH
BAR#EKF
BHESL)
Performance
Target
(% of cases ITEERR
RIGIRE meeting Performance Achieved
Service Standard standard) 2015 2016 2017 2018 2019
EE AT
Handling public complaints
ERUEIRER R B EFEMELI/ERR 98% 99% 99% 100% 100% 99%
Acknowledge receipt of  Within two working days
a complaint of receipt
AR ERESR WEIHRFE180B A 95% 96% 96% 99% 96% 99%
Close a complaint case Within 180 days of receipt'

EEERIGRET IS
Handling applications for legal assistance?
R EEE GBI EIR S HERFEMETI/FERA 99% 100% 100% 100% 100% 100%
Acknowledge receipt of  Within two working days
an application for of receipt
legal assistance
BHRFEARBER FRRE ARSI AR W B FR B 90% 89% 100% 100% 83% 100%

FREMHBEERE=EAR
Inform the applicant of Within three months
the outcome after the applicant
has submitted all
the relevant
information for
the application for

K legal assistance /

! ERFERFEUEAE R (FARB) R B 37 1% 2% ! For those complaints which satisfy the criteria for a complaint under section
Al AIRARBABENEMNHEIRFREEIZETH 37 of the Personal Data (Privacy) Ordinance, time starts to run from the date
KRERERBETE - on which the complaint is formally accepted as a complaint under section

37.

2 CENE R (FLBE) 15 151)58 66B&KET S FEE W Bh T 2 The legal assistance scheme under section 66B of the Personal Data (Privacy)
ZIFR2013F 4 51 BABERK © Ordinance was implemented with effect from 1 April 2013.
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¢

A AEZRE OUR ORGANISATION

AEBEABHEAENLEEE (FAEBESR) PCPD is headed by the Privacy Commissioner for Personal Data
BE-NEEHEEEITHIERE EREMES (Privacy Commissioner), who has overall responsibilities for
CRABBMRBIDNFEST - BES R B R(FARBR promoting, monitoring and supervising compliance with the PDPO
BPIYRE(FERMEE—) - THREFETLE (see Appendix 1 for details). PCPD had a total of 74 staff members

B ABHNBEHEER74A at the end of the reporting year.
BABERFBEES
e Privacy Commissioner for Personal Data
BIEAERREBES

Deputy Privacy Commissioner for Personal Data

BEEAERLEBES (A HBHREE)
— Assistant Privacy Commissioner for Personal Data
(Public Affairs & Policy)

\_ EARAE % i ERRENR S % & BRI
——  Communications ~ ~—— Complaints [T | Compliance & [T | Corporate 11| /Le o 7 PolicIRIResearch
& Education p Enquiries Support 9 y
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DIRECTORATE
BERBAR

WKL
BAERLEES

Mr Stephen Kai-yi WONG
Privacy Commissioner for Personal Data

MHEELE
BIEAERALRES

Mr Tony Chik-ting LAM
Deputy Privacy Commissioner for
Personal Data

Eif 4L
PEEAERLEES
(AHEBRBER)

Mr Eric Mun-kit TSE
Assistant Privacy Commissioner for Personal Data
(Public Affairs & Policy)
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EASH(ILEB)ABARERE

BHAZEEREHBRFRAMBEERRRE
£ - BEFELAE R RBREMCL RS
RITHHERSEOLREERHER -

ZEE CHAIRMAN

EHRSE
BEEEAAERLEEES
Mr Stephen Kai-yi WONG

Privacy Commissioner for
Personal Data, Hong Kong

S

MEBELZ L

FREEZ HERATE
ANERBEEE

Ms Connie Tsui-wa LAM

Human Resources Director,
The CLP Power Hong Kong Limited

PERSONAL DATA (PRIVACY) ADVISORY COMMITTEE

The Advisory Committee members appointed by the Secretary for
Constitutional and Mainland Affairs advise the Privacy Commissioner

on matters relevant to the privacy of individuals in relation to
personal data and the implementation of the PDPO.

R & MEMBERS

y

I

EMErt

Clarksdale Investment Limited
EFER

Ms Cordelia CHUNG

Chairman,
Clarksdale Investment Limited

{
EEHLE , MH
FREEREARAR
CEPNE - E

Mr Addy Wai-hung WONG, MH
Chief Executive Officer (Asia Pacific),

The Centaline Property Agency
Limited

BIREE

BB EREEEBRAR
FRAKE

Mr Stephen Chan LOH

Managing Director,
RoadShow Media Group Limited

REELL
EEBEEESRAR
HITES

Ms Karen Ka-yin CHAN

Executive Director,
German Pool Group Company Limited



EES Lt

RENERTT (BH)

# SRR

Ms Carmen Wai-mun KAN

General Counsel,
Bank of China (Hong Kong) Limited

FABE S AZF 4 PCPD ANNUAL REPORT - 2019-20

BEEELt
HEEZES
EEREEIEEEE

Ms Terese Kar-wai AU-YEUNG

Head, Legal Affairs Division,
Consumer Council

BmEE A

BITIRIT (B8) BRAH
RAERI TGN EESRIBEES
({EH#8Z 2019 9 A 30 H)

Mr David Chuck-fan WAN
Regional Head, Compliance,

Greater China & North Asia,

Standard Chartered Bank (Hong Kong)
Limited

(Appointment up to 30 September 2019)

BRELZT
WEBEBERAT]

B R AT BRI
({FHAZ 201959 A 30 A)

Ms Winnie Cheung-wah YEUNG
Director, Legal & Corporate Affairs,
Microsoft Hong Kong Limited
(Appointment up to 30 September 2019)

Wﬁ#ﬂj’
SRR EE 564 , SBS, BBS, MH, JP
KRIET (F#E) BRAF
EFEHEKE

({EH¥9Z 201945 9 A 30H)

Mr Jimmy Chun-wah KWOK,

SBS, BBS, MH, JP

Managing Director,

Rambo Chemical (Hong Kong) Limited
(Appointment up to 30 September 2019)

BHRASEEREWER

23

Deputy Secretary for Constitutional and

Mainland Affairs

BHIRAESEEREEESERER
Principal Assistant Secretary for
Constitutional and

Mainland Affairs
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HERREBEA®

LEBABRINMRBREBEZES - EER
EREERERMENERBABEAER
LENTE  OLEEERHEER -

Bk & £ CO-CHAIRPERSONS

'./.__

- i

HHERE
BAAERFLEBES
Mr Stephen Kai-yi WONG

Privacy Commissioner for
Personal Data

R B MEMBERS

STANDING COMMITTEE ON TECHNOLOGICAL
DEVELOPMENTS

The Standing Committee was established to advise the Privacy
Commissioner on the impact of the developments in the
processing of data and computer technology on the privacy of
individuals in relation to personal data.

MAEE R E
BEMEAERFLEEES

Mr Tony Chik-ting LAM
Deputy Privacy Commissioner for
Personal Data

SREE
BRAAREBELZRIEWFRADOLEEE
Professor John BACON-SHONE

Director, Social Sciences Research
Centre, University of Hong Kong

MepHIEL
BBRETTERBMEREHIR

Dr KP CHOW

Associate Professor, Department of
Computer Science, University of
Hong Kong
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% B REE
BRSERETERBIZERIFE
=R

Professor YB YEUNG

Adjunct Professor, Department of

Computer Science,
Hong Kong Baptist University

FRE@RE
EBEMBEAEREER

Mr Francis Po-kiu FONG
Honorary President, Hong Kong
Information Technology Federation

AR LE
ELREEMITEUNA
Mr Mark PARSONS
Partner, Hogan Lovells

B EEHR
BESERBNBRRREZTBEIR
Professor Jason LAU

Adjunct Professor, Department of
Finance and Decision Sciences,

Hong Kong Baptist University

>

>
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MONITORING COMPLIANCE
EMBRACING CHALLENGES
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>

ARABEFENEEDEREREER
BRUFSC(RLBIRGDIIRE - BEEE
MBS RSERRERMITENLERRE
NEFTBNZERBRDNS FERD
ERAERAER - YEEHEER
BAZERTLRE -

PCPD monitors and promotes data users’ compliance
with the provisions of the PDPO. In view of the privacy
risks brought about by the rapid advancement in
information and communications technology, we
encourage and facilitate organisations to adopt
ethical measures to ensure personal data protection

and respect consumers’ personal data privacy.

>
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ERITE

EARAEHEEERBNTSE SRR
BARGI )R EFAEME  AEEESSRMAR
REERAE - EERERBERAER -
AEEESEEENEBEHE - BHEGE
BARGIVRE R R ZE  A(EFHFH
HBREUEE V@R ERE - MIERTRERD
R FERENFARL 16 e

EREFERN > FABEEHIEITT 324)R1E
REBEE > B2018/19FE M 307 X EFH 6% °
EREFEATETEETRRBRAES &
2018/19 FE MR EF 25%

330
320
310
300
290
280 272
270
260
250

240
2017-18

BREE

Compliance Checks

COMPLIANCE ACTIONS

The Privacy Commissioner conducted compliance checks or
investigations into practices that he had sufficient grounds to
consider to be inconsistent with the requirements under the PDPO.
Upon completion of a compliance check or investigation, the
Privacy Commissioner alerted an organisation in writing, pointing
out the inconsistency or deficiency, and advising the organisation,
if necessary, to take remedial actions to correct any breaches and
prevent further breaches.

During the reporting year, the Privacy Commissioner carried
out 324 compliance checks and five compliance investigations,
as compared to 307 compliance checks and four compliance
investigations in 2018/19, representing 6% and 25% increases
respectively.

324 (+6%)

307 (+13%) 4 >
4 4

3

2

1

0

2018-19 2019-20
)
BERAE

Compliance Investigations

2017/2018%22019/2020 F HEFERNBRBEERBRATHE
Numbers of Compliance Checks and Compliance Investigations
during the reporting year from 2017/2018 to 2019/2020

TXEHRNTAEFRETHIRDBERITE -

Below are the highlights of some of the compliance actions
conducted during the year.
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REBAMABX —FEERNENER
Zrci

2019 4A9H  EHMAIMABE K — K
2016 F I AEREREBKEAGHERNER
Ml (BT aRBABEHER S
HMEWER - ZEILMIAES 136 BIEZR
BRHRERRIAVRERETEN —FTREENE
ENBREMNEAER > BFEES - 4a - i
- BEESMERE BERESIZETEL
BHRE > RAEREARESE - ARZ
EEMARERENSDERBMERES
BRERREBERBBNWEAER > LER
EMESHERFAZE - WK 2019568 829 H 2
RFAEWE -

n

OH]

BER

HEFERZBUTBPAEERMR ML EE
ET SRR -

BHRZ

REHEBEWMR ZHNBR - RES
K - BFM#ES - UREEEBS R
BEVBEAER

ZRERRBEXHEAZETMEBRET
B FHRE - ERAMEENREZE
B RS LR Ba P S| BRI A BRI T E
ERVEESE S EETHRR R

REZERADBFEENENEER
EfFRREE - TRAEMPIBEMIIAAE
FEERRIES

REZERLESENEXNERERLMA
FENESRBRNEAERSIET RIE
THYMBHEENRZER  LHE
EEREZTHEZEBRELMIENE
e s

- REBRZNASDBBETRRIME

- REMRZZEEERSHEMBMERBEA
TRERBERREHEAEI R

REFHEERINREHERETE -

FAPEE S N EF R PCPD ANNUAL REPORT - 2019-20 29

>

COMPLIANCE INVESTIGATION

Loss of a marked final register of electors by a
government department

On 9 April 2019, a government department submitted a data
breach notification to PCPD informing it that a marked final
register of electors used in the 2016 Legislative Council General
Election was lost. The marked final register of electors contained
the personal data of 8,136 registered electors assigned to a polling
station in Kwai Tsing District in the election, including name,
gender, address, Hong Kong Identity Card number, whether an
individual elector had collected ballot papers at the said polling
station and the number of ballot papers that he might be issued
with. Since the personal data contained in the marked final
register of electors included the unique and sensitive information
about electors’ identity card numbers and their election or polling
status as registered electors, the Privacy Commissioner initiated an
investigation. The investigation report was published on 29 August
2019.

Result of investigation

The investigation revealed the following issues in relation to the
data security practices of the government department:

Data security

. Failure to have in place clear and adequate policies and
handling practices, procedures and systems to protect
personal data of this unique and sensitive nature;

. Failure to assess and evaluate the security risks and the
potential impacts of the risks on the personal data handled in
relation to the multiple transfers and storage venues for large
number of documents, including the marked final register of
electors;

. Failure to maintain proper and adequate records of inventory
and retrieval systems by both internal and external staff
handling the data;

. Failure to consider formulating and implementing separate
and specific security measures for the unique and sensitive
data in the marked final register of electors especially where
it would not be required after the poll;

. Failure to assess the risk of inadvertent human error;

. Failure to communicate with all relevant persons and conduct
adequate training on the secure handling of the data; and

. Failure to have in place a data breach response plan.
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BERNEEHIER

BITHCRABHERODYREREEREREER
BABREERZHENERBHREMMRS
W FRREREMMAEEERBRELE
oo FELLEIRE EZBAFEMPIHEANRBER
CRLRBARDI DM E - BERBEERASEMHS
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Data breach notification

There being no statutory requirements under the PDPO for a data
breach notification, whether to the Privacy Commissioner or the
affected electors, and whether within a particular period of time
or otherwise, the Privacy Commissioner found no contravention of
the PDPO in this connection. However, considering the unique and
sensitive nature of the personal data involved, the government
department should have given data breach notification earlier.

In light of the facts found and in all the circumstances of the
case, the Privacy Commissioner concluded that the government
department contravened Data Protection Principle (DPP) 4(1) of
Schedule 1 to the PDPO (Data Security Principle) by not taking all
reasonably practicable steps to ensure that the personal data of
the registered electors contained in the marked final register of
electors was protected against its loss, or not being located after
repeated searches over a period of 30 months.

Enforcement Notice

The Privacy Commissioner served an Enforcement Notice to direct
the government department to:

. Separate the handling and storage of the marked final
register of electors from other electoral documents including
separate packing and centralising storage of all marked final
registers of electors in designated and adequate storage
locations;

. Set up procedures governing properly and effectively the
logistical management of the marked final registers of
electors;

. Set up procedures in respect of proper recording of
movements of electoral documents, retrieval systems and
dossier reviews;

. Set up personal data audit directives to address, in particular,
the issue of loss of personal data and the associated
searching process; and

. Set up and implement effective and sufficient measures and
training to ensure compliance with the above procedures
and directives by staff of the government department itself,
polling station and other related staff.
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Lesson learnt

Nowadays, ethical data governance has become a worldwide
trend, in which the accountability principle, essentially putting in
place appropriate technical and organisational measures to ensure
and to demonstrate compliance with the data protection law, is
increasingly seen as an effective management tool to proactively
protect personal data privacy right and prevent data breaches.
Data users, including public organisations, are recommended
to make good reference to the accountability principle and
to develop their privacy management programmes to ensure
adequate security measures which are commensurate with the
sensitivity of the data being held are in place, in order to meet
the reasonable privacy expectation of data subjects who are the
owners of their personal data.
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Unauthorised online access to credit reports

On 28 November 2018, the Privacy Commissioner received a
data breach notification lodged by a credit reference agency
(Company) in respect of the suspected unauthorised access by a
third party passing through the online authentication procedures
of the Company and obtaining the credit reports of a number of
public figures (the Incident). The Privacy Commissioner initiated a
compliance investigation on 30 November 2018.

At the time of the Incident, online application for and access to
credit reports by individuals were available through the Company’s
website and its five partners’ websites/mobile application. The
Company set and verified the online authentication procedures for
application for and access to credit reports, and applied the same
procedures and standards across its own website and the five
partners’ websites/mobile application. It was the Company that
made the authentication decision.

The online authentication procedures covered (1) the matching of
the full name, date of birth and Hong Kong Identity Card number
input by the individual against the Company’s database; (2) the
assessment of the risk associated with the device used to access
the system; (3) a set of three or five multiple-choice knowledge-
based authentication questions; and (4) the sending of a one-time
password to the individual’s mobile number for high risk cases.

In the joint operation with the five partners, the Company used
the personal data it held to authenticate an individual’s identity
and display the credit data on the website(s)/mobile application
chosen by the individuals. The Company also transferred the
individuals’ personal data to three partners.

The legal issues involved focused on data use and data security set
out in Data Protection Principle (DPP) 3 (Data Use Principle) and
DPP 4 (Data Security Principle) of Schedule 1 to the PDPO.
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Result of investigation

Data use - data display and transfer of data to partners -
no contravention

The Privacy Commissioner considered that the use of personal
data for identity authentication and display of credit data to the
individual was a purpose consistent with the purpose for which
the data was collected. The purpose of transferring personal data
to some of the Company’s partners, on the other hand, did not fall
within the original purpose or a directly related purpose for which
the Company collected the concerned data, and such transfer
would therefore call for the individual’s prescribed consent as
required under DPP 3(1) of Schedule 1 to the PDPO (Data Use
Principle). The Privacy Commissioner went through the application
procedures step by step. No contravention of DPP3(1) was found
on such transfers.

Data security — vulnerabilities in online authentication
procedures — contravention

The Privacy Commissioner found that the Company contravened
DPP4(1) of Schedule 1 to the PDPO (Data Security Principle) in
respect of its online authentication procedures in that it failed to
take all practicable steps to ensure that the personal data held was
protected against unauthorised or accidental access or use, on the
grounds that:

. An exact match of the full name and date of birth input by
an individual against the records of the Company’s database
was not required;

. The knowledge-based authentication used (i) questions that
asked about the age range and Chinese zodiac sign of the
individuals instead of unique dealings with the Company,
and (ii) outdated answers that could be easily screened out;

. Access through other websites/mobile application was
not blocked after an individual failed the authentication

procedures on one website/mobile application; and

. Two-factor authentication was not applied to all applications.
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Enforcement Notice

The Privacy Commissioner served an Enforcement Notice on the
Company directing it to remedy and prevent any recurrence of the
contravention:

i. Cease to release any credit reports online through any
website/mobile application without one-time password
verification;

ii. Conduct in-person authentication for all online applications
of credit reports where one-time password verification is not
applicable; and

iii. Devise clear procedures to specify the steps, time limits and
monitoring measures to ensure the answers generated for
knowledge-based authentication questions are relevant,
functional and up-to-date.

Lesson learnt

In this age of rapid development of information and
communication technologies, online services have become
indispensable to business operations and our daily lives. Online
services offer convenience to individuals but at the same time
necessitate reliable and robust data security measures, including
online authentication procedures. It is legitimately expected
that a credit reference company which receives and processes
a considerable amount of credit information is duty bound
to continuously review and improve its online authentication
procedures in order to block fraudsters from accessing credit
data. In view of technology advancement, periodic reviews
with the aim of identifying and fixing loopholes as well as
improving the authentication procedures (including assessing
the appropriateness of using biometric authentication) should be
conducted.
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COMPLIANCE CHECK

Unauthorised access of personal data held by public
schools via a web-based application system

Four public schools reported to PCPD that a web-based application
system operated by them and developed by the government
bureau responsible for education (the System) was compromised
and the data contained therein were stolen. PCPD inquired the
four schools and the bureau regarding the incident.

The compliance actions revealed that the bureau was responsible
for providing technical support, guidelines and training to the
schools regarding the System, whereas the schools being the
System users were responsible for operating and maintaining the
Systems as well as handling students’ personal data contained
therein.

The bureau provided updated versions of the System from time
to time with additional functions addressing cybersecurity
issues. After detecting an unauthorised access into the System,
the bureau released an updated version of the System fixing the
security vulnerabilities, and requested the schools to update to the
latest version within two weeks. However, not all schools suffering
from the attack applied the update promptly.

In response to the incident, the bureau issued notices to schools
reminding them to regularly review the operation of the System
server and logs according to the applicable task list. The bureau
also committed to having more direct communication with
schools if a high risk situation arose and an immediate critical
security update was warranted. On the other hand, the bureau
confirmed that the System was gradually moving to a centralised
cloud platform so as to better monitor the suspicious activities and
apply protective measures or new versions in a timely manner.

Lesson learnt

No organisation could be completely immune from cyberattacks.
It is therefore important for data users to take all reasonable
precautions to protect their systems from cyberattacks. Although
the bureau is not the data user in this incident, being the System
provider as well as the supervisory body of public schools, the
bureau could adopt a more proactive approach to direct its users
to install all critical updates. On the other hand, the schools should
have acted promptly once they received any notice regarding the
update of the System from the bureau so as to safeguard data
integrity and security.
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A staff member transferred personal data held by
his employer to his personal computer without
authorisation

A financial institution reported to PCPD that an administrative
staff member copied more than 4,000 files from the office desktop
computer to his personal laptop via his own USB flash drive
without authorisation. Among those files, 51 of them contained
personal data of around 6,600 customers, 30 staff members and
unsuccessful job applicants. Personal data involved included
financial account details of customers, human resources data of
staff members and curricula vitae of unsuccessful job applicants.
On knowing the incident, PCPD initiated a compliance check.

In the compliance check process, PCPD found that the staff
member concerned was the only staff who was granted permission
to use USB flash drive with read-and-write functions in discharging
his duties. The files concerned, which were encrypted and
password-protected, were stored on the local drive of his office
desktop computer, which was not password-protected. The staff
member explained that he copied the files to his personal laptop
with a view to cleaning up the space of the hard disk of his office
computer which was running slow at the material time.
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After internal investigation, the financial institution considered
that the staff member concerned had not disclosed any personal
data of a data subject and that the staff member had no intent to
obtain gain in money or other property (for any person’s benefit)
or to cause loss in money or other property to any data subject
involved in this incident. In any event, the staff member concerned
signed a Non-Disclosure Agreement specifying that he had not
disclosed any data contained in the files to any third party and had
deleted the files immediately and permanently.

In the wake of the incident, the financial institution revoked
the USB write-access right of the staff member concerned. The
institution also sent an email to all staff members reminding
them of the institution’s global policy on secure use of removable
storage devices and arranged training for all staff members in
information security risk.

Lesson learnt

In business environment, it is inevitable that staff members have
access to personal data. In general, those who are responsible
for administrative and human resources-related matters have to
handle a large amount of sensitive personal data. Organisations
should attach great importance to data governance and the
culture of respecting and protecting privacy. To this end,
organisations should regularly review and monitor their staff
members’ access right to personal data to ensure that they would
handle personal data on a “need-to-know” basis.
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DATA BREACH NOTIFICATIONS

Generally speaking, a data breach is a breach of security of
personal data held by a data user, which results in exposing the
data to the risk of unauthorised or accidental access, processing,
erasure, loss or use. The breach may amount to a contravention of
Data Protection Principle 4. Although the PDPO does not require
data users to give data breach notification (DBN), PCPD has always
encouraged data users, in line with data ethical standards, to
give such notification to the affected data subjects, the Privacy
Commissioner, and other relevant parties when a data breach has
occurred.

Upon receipt of a DBN from a data user (which could be
submitted through PCPD-designated DBN form or other means
of communication), PCPD would assess the information provided
in the DBN and decide whether a compliance check is warranted.
Upon completion of a compliance check, the Privacy Commissioner
would point out the obvious deficiency and suggest the data user
to take remedial actions to prevent recurrence of the incident.
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During the reporting year, PCPD received 150 DBNs (64 from the
public sector and 86 from the private sector), a 33% increase as
compared to last year (113 DBNs), involving personal data of about
2.9 million individuals. The data breach incidents involved hacking,
system misconfiguration, the loss of documents or portable
devices, inadvertent disclosure of personal data by fax, email or
post, etc. PCPD conducted compliance check in each of these 150
incidents.
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DATA MATCHING PROCEDURE

A data matching procedure is a process by which personal data
collected for one purpose is compared electronically with personal
data collected for other purposes with the aim of taking adverse
action against the data subjects concerned. A data user shall
not carry out a matching procedure unless it has obtained the
data subjects’ prescribed consent or the Privacy Commissioner’s
consent.

During the reporting year, the Privacy Commissioner received 49
applications from government departments and public sector
organisations for approval to carry out matching procedures,
representing a 29% increase when compared to 38 applications
received in the previous year. The increase was mainly attributable
to a number of relief measures and subsidised housing schemes
implemented by the Government and public bodies, which
needed to ascertain the applicants’ eligibility through procedures
for checking applications in order to ensure proper allocation of
public money to the target groups.

Upon examination, 47 applications were approved, subject to
conditions imposed by the Privacy Commissioner; one application
was found not to be matching procedure as defined under the
PDPO; and one application was withdrawn. Some of the examples
of matching procedures approved by the Privacy Commissioner
are as follows:
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Details of the Approved Data Matching Procedure

EHERRIBAERA | FTERBARENBAELR > EAKRSEHERERELEFE - kKX
MHEREONJBREEZTCHVRBFRENEAERNEHELER  UIZBRBANER
Comparing the personal data collected by the Education Bureau from applicants of the
Student Grant scheme with the personal data collected by the Immigration Department for
processing applications of visa, permanent identity card and birth registration, etc. in order
to ascertain the eligibility of the applicants.
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Comparing the personal data collected by the Working Family and Student Financial
Assistance Agency from the recipients of Working Family Allowance (whose applications
were made within six calendar months immediately before the date on which funding
approval was given by the Legislative Council) with the personal data collected by the Social
Welfare Department from the recipients of Comprehensive Social Security Assistance (on
the date of funding approval obtained from the Legislative Council), in order to avoid paying
duplicate one-month extra allowance to the recipients.
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Comparing the personal data collected by the Registration and Electoral Office from electors
with the personal data collected by the Housing Department from tenants and owners who
had taken up tenancy or ownership of the flats under subsidised housing schemes recently,
in order to identify electors who did not inform the Registration and Electoral Office of their
changes of residential addresses.
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Comparing the personal data collected by the Hong Kong Housing Society from the
applicants for “Certificate of Participation — Tenant” under the Letting Scheme for Subsidised
Sale Developments with Premium Unpaid and their family members listed on the
applications with the personal data collected by the Hong Kong Housing Authority from
tenants, owners and applicants of various subsidised housing schemes, in order to ensure no
duplication of subsidised housing benefits.



HEREREH
ENFORCING
DATA PROTECTION




>

AEEMH - MrT @

HRTRVRFRER REBAFBAN
2 RFAEHAERBRE - HHRE
EARLBRBIVIEREFE RMEEE
s -

|82 &

THOROUGH AND IMPARTIAL INVESTIGATIONS

PCPD investigates and resolves complaints and
enquiries effectively in a manner that is fair to all
parties concerned, and proactively investigates areas
where privacy risks are significant.
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HANDLING ENQUIRIES

During the reporting year, PCPD received a total of 23,779
enquiries*, which represented an increase of 39% as compared to
17,168 enquiries in 2018/19. Of these enquiries, 2,478 cases were
about a police officer showing a reporter’'s Hong Kong Identity
Card before camera; 1,028 cases were about photo-taking of a
police officer at a funeral; and 1,018 cases were about disclosure
of a police officer’s personal data by a District Council member.
Excluding the cases of the aforesaid incidents, PCPD received
19,255 enquiries. The enquiries mainly related to the collection/
use of personal data (e.g. Hong Kong Identity Card number or
copies) (33%), handling of personal data in employment (8%), and
use of CCTV (6%).

Internet-related enquiries increased by 102% to 1,695 cases
in 2019/20 from 840 cases in 2018/19. They mainly concerned
cyberbullying, collection and use of personal data on Internet and
social media platforms.

* An enquiry may involve multiple nature

Figure 5.1 - Number of enquiries received
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5.2 - IR HEMAEE Figure 5.2 - Means by which enquiries were made
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COMPLAINTS INVESTIGATION

Overall trend of complaints

Since June 2019, social incidents had given rise to some
unprecedented challenges to our society, one of which being
“doxxing”. Doxxing involves non-consensual disclosure of an
individual’s personal information for the purposes of harassment or
intimidation, thus causing or likely to cause psychological or bodily
harm to the victims and/or physical damage to their properties.
During the reporting year, PCPD received and discovered close to
5,000 cases relating to doxxing and cyberbullying, in which the
victims came from all walks of life, including government officials,
public figures, police officers, teachers and students. As a result,
the number of complaints received during the reporting year
increased significantly, reaching a record high in recent years.

It is also worth noting that there had been a rising trend of
multiple or similar complaints in the second half of the reporting
year. In particular, the incident of a police officer showing a
reporter’s Hong Kong Identity Card before camera on 26 December
2019 caused widespread public concern and a huge influx of
complaints to PCPD.
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EENIERESR Complaints received

EASBEAREEE LEE1122051F 11,220 complaints were received in 2019-20, which included
/o BEREE4707 RHEEEH4EREE 4,707 complaints relating to doxxing and cyberbullying
B BRpIEE | MEEREENERF & arising from divergent opinions in social incidents and
Bes A\ B [AEE | 9IRsR ([HBE | (A=) (3% doxxing of medical personnel (the doxxing cases) (see P.57
RES7H) UKR2665 REBMREBAE for details), and 2,665 complaints relating to two incidents
EEENRE TS ESHBNSHMNIRE - # of police officer showing a reporter’'s Hong Kong Identity
Br#EIJERRZU EMESHE » ABIELRR Card before camera. Discounting the doxxing cases and the
L FEEIEEIMSERE B —FEE FFH two incidents above, PCPD received 3,848 complaints in

105% ° ([&5.3) 2019-20, being a 105% increase from last year. (Figure 5.3)
5.3- R RERSE Figure 5.3 - Number of complaints received

F19 Year

2019-20 3,848"

2018-19 1,878

2017-18 1,619"

2016-17 1,741

2015-16 2,022

0 1,000 2,000 3,000 4,000 5,000
KEFEREE

Number of complaints received

" ETREFE28RERE—BEATLERFEARE " 428 complaints were about the disclosure of a list of operating cabin

BE-—OHEAEEENIRF 660 RBE— crew by an artist on her social media platform. 669 complaints were
BREZA BT ROEERESHIVIRGF about suspected theft of residents’ letters by a security guard.

# EREE1BREE-—BREARINMNRER # 143 complaints were about an airline company's data leakage
BAAERSHHIRER - incident.

* BRFTEN  FEBABEZHREFEREIE * For statistical purpose, the 1,944 complaints received in relation to

BARBUTIFELAHERREAERNFIR the loss of notebook computers of a government department that
EBIEHY 1,944 SREIFEER R » RE—RIBFRE contained personal data of registered electors were counted as one

o complaint.
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WiRREEHR Types of parties being complained against

TEEER 3848 RIRTFERY - HIRFEAD Among the 3,848 complaints received, the types of parties being
BUTER : complained against were as follows:

- HEHEBQI/MR) EESKR PE . private organisations (2,071 cases), with the majority

BERQR - RITRMBAR  URHEAE including property management companies, banking and
148 finance institutions and education institutions;

. @A (1,210R) ; & . individuals (1,210 cases); and

- BUFEPIR AHBEME (5675R) » EEW . government departments and public organisations (567
% BRrBEKE AEEWMEEN cases), with the majority concerning healthcare services
Y Uk BBES24EETIMA - institutions, departments handling transport matters and
(E5.4) students’ finance matters. (Figure 5.4)

5.4 - I EFETB Figure 5.4 - Types of parties being complained against
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I
ey =
Total : 3I848 é;ses
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FhiE RCFLBIRGIDD RV IRERIEHE Nature of alleged breaches under the PDPO

EARBEFEANEEN 3,848 RIReFH - HF The 3,848 complaints involved a total of 4,675 alleged breaches
% 4,675 182 RCFABBARGINIR E ISR (B — under the PDPO (one complaint case may have more than one
TRFERTSRZSN—IEERE)  ZER allegation). The nature of the alleged breaches is shown in Figure
SFIEMRE 5.5 - 5.5.

personal data

B A BRI R ZERE M

R EEH

Accuracy and retention of
personal data

TEWREEAER
Improper collection of
personal data

5.5 - B8 RKTLBS IR FIDRIIRERIETE Figure 5.5 - Nature of alleged breaches
(o)
o Hizfzh > 3.3%
Direct marketing 154 18 alleged breaches
BRI, REBAER > 3.1%
Data access request/data 144 17 alleged breaches
correction request
‘ <. 0.2%
BA BRI BN 10 1& alleged breaches
FRETRE
Inadequate transparency of > 10.2%
personal data policies 476 78 alleged breaches
edecunte securty o > 464%
adequarte securtty © ' 2,169 1# alleged breaches
personal data
(o)
TEFEARIKEE 2.7%
BAEE 125 15 alleged breaches
Improper use and
disclosure of >> 34.1%

1,597 17 alleged breaches
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Major subjects of complaints

Compared to the previous reporting year, the number of
complaints received by PCPD during the reporting year relating to
information technology and property management-related issues
significantly increased by 124% and 677% respectively. (Figure 5.6)

As for the complaints relating to information technology,
the majority of them were about online social networks and
smartphone applications. Understandably, the rising trend can be
explained by the popularity of online social networks which have
now served not only as a personal sharing channel, but also as a
multi-functional platform for news activity and shopping.

The upsurge of complaints about property management-related
issues was mainly due to the multiple complaints regarding

suspected theft of residents’ letters by a security guard.

Figure 5.6 - Major subjects of complaints
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* 143 complaints were about an airline company's data leakage
incident.

669 complaints were about suspected theft of residents’ letters by a
security guard.



52 HSERPEE R ENFORCING DATA PROTECTION

FERFEE

ERBEFE > AEBABEREIE T 292 R&AE
T FEERIRF o N EETEREN 11,220 RIEF
(B1E4,707REK | #2665 REREMRE
BAEBEEBEANRTGLESOENEHNER
) FARAREERE11,512RKR o E5LL1E
=Th ) 10,042°R(87%) EAREFERLD
SEEE  MERT M 1,470R (13%) » & 2 2020
F3 831 BHINERES - (E5.7)

57-BEABEFERFHE

Summary of complaints handled during the reporting
year

During the reporting year, PCPD handled 11,220 newly
received complaints (including 4,707 complaints about
doxxing and 2,665 complaints about the two incidents
of police officer showing a reporter’'s Hong Kong Identity
Card before camera), and 292 complaints carried forward
from the previous reporting year, bringing the total
number of complaints handled during the reporting year to
11,512. Of these, 10,042 (87%) were completed during the
reporting year, and 1,470 (13%) were still in progress as at
31 March 2020. (Figure 5.7)

Figure 5.7 - Summary of complaints handled in the past five
years

ASE FFERRER

Complaints carried forward

BRI

Complaints received

HBRERER
Total complaints processed

2 EANIRER
Complaints completed
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11,220 1,878 1,619 1,741 2,022
11,512 2,069 1,812 2,003 2,275
10,042 1,777 1,621 1,810 2,013

1,470 292 191 193 262
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Categorisation of completed complaints

10,042 complaints were completed during the reporting year,
including 4,232 complaints relating to doxxing and 2,648
complaints relating to the two incidents of a police officer showing
a reporter’s Hong Kong Identity Card before camera. Taking out
the doxxing cases and the incidents above, PCPD completed 3,162
complaints in 2019-20, of which 1,412 were concluded after our
preliminary assessment, on the grounds set out below:

(i)

(v)

the matters complained of fell outside the definition of
“complaint” under section 37 of the PDPO. For instance, the
matters complained of did not involve “personal data”. In
some cases, the complainants failed to specify the identities
of the parties being complained against or the complaints
were anonymous etc.;

the complaints were withdrawn by the complainants;

the complainants did not respond to PCPD’s requests for
further evidence in support of their allegations;

the matters complained of were outside the jurisdiction of

the PDPO; or

no prima facie evidence of contravention.

The remaining 1,750 complaints were accepted for further
handling. (Figure 5.8)

Figure 5.8 - Categorisation of completed complaints
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Modes of complaint handling

For those 1,750 complaints accepted for further handling, PCPD
attempted to resolve disputes between the data subjects and the
parties being complained against by conciliation as a speedy and
convenient alternative. 1,582 complaints (90%) were successfully
resolved (Figure 5.9) on the following grounds:

(i) remedial actions had been taken by the parties being
complained against to resolve the problems raised by the
complainants;

(i) the complainants withdrew their complaints after PCPD had
explained the information in hand to them; or

(iiiy PCPD had conveyed the complainants’ concerns to the
parties being complained against for their follow-up actions.

125 complaints were found involving criminal nature (of which
115 were related to the disclosure of vehicle owners’ personal data
online). Those complaints were referred to the Police when prima
facie evidence of contravention of the relevant requirements under
the PDPO was established (e.g. offences for using personal data in
direct marketing without consent from data subjects; or offences
for disclosing personal data obtained without consent from data
users) and the complainants’ consent for referral was obtained.

Figure 5.9 - Complaints resolved by conciliation, referred to
the Police and for investigation
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Investigations were carried out for the remaining 43 complaints,
which were unsuitable for conciliation or not conciliated:

. in 11 complaints, PCPD had urged the parties being
complained against to take remedial actions in order to
comply with the requirements of the PDPO. Some of them
were issued with warnings and Enforcement Notices by
PCPD;

. no contravention of the PDPO was found in the remaining
32 complaints. Recommendations were given to some of
the parties being complained against to encourage them to
establish good practices in data protection. (Figure 5.10)

Figure 5.10 - Categorisation of investigation cases
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Recommendations given to the parties being
complained against

Apart from issuing Enforcement Notices and warnings, PCPD
also, in some cases, advised the parties being complained against
to carry out remedial actions in the course of conciliation or
investigation, with a view to preventing the recurrence of similar
irregularities in future, or encourage them to establish good
practices in personal data protection. During the reporting year,
more than 900 recommendations were made to the parties being
complained against to advise them to take the following actions:

. revising personal data-related policies and practices to
prevent similar breaches in future;

. providing proper guidance to staff to require compliance
with relevant policies and practices;

. supplying/correcting personal data to comply with the
complainants’ data access/correction requests, or reducing
the fees for complying with the data access requests;

. deleting personal data that was collected or disclosed to
third parties unnecessarily;

. undertaking to cease the malpractices leading to the
complaints;

. complying with opt-out requests for not receiving direct
marketing messages; and

. following up on the privacy-related concern of the
complainants as referred by PCPD.
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Follow-up actions on doxxing cases

Of the 4,707 doxxing cases, 1,402 cases were referred to the
Police to follow up after preliminary investigation by PCPD. PCPD
followed up on all doxxing cases with the powers conferred by
the PDPO and yielded results. Follow-up actions included writing
to the online platforms concerned urging the removal of the
web links, and referring cases of suspected violations of court
injunction orders to the Department of Justice to follow up (44
cases). PCPD wrote 166 times to 16 online platforms, urging them
to remove a total of 2,867 illegal web links. 1,777 web links (62%)
were subsequently removed.

During the reporting year, PCPD completed screening and
investigation of about 90% (4,232 cases) of the doxxing cases received.

Results of PCPD's removal requests on illegal web links
(2,867 web links in total)
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Progress of screening and investigation of doxxing cases as of
31 March 2020
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SUMMARIES OF SELECTED CASES - LESSONS
LEARNT

Companies and organisations are under ethical obligations to
carefully consider the possible privacy impact on the data subjects
when using personal data for their businesses or services. The
following selected cases illustrate how individuals’ dignity, right
and interest might be affected by having their personal data
privacy intruded.

If complaints are substantiated, PCPD would recommend the
companies or organisations take corrective or remedial actions. The
correction of malpractices in handling personal data by companies or
organisations, as a result of the complaints raised by data subjects,
can eventually benefiting the community at large. By publishing
these case summaries, we wish to provide data users with good
lessons to learn, raise the organisational awareness of respecting
personal data and applying data ethics in daily businesses, and
to enhance citizens’ understanding of their personal data privacy
rights.
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Case 1: An Incorporated Owners (I0) disclosed
an owner’s name and address on social network
platform - DPP3

The complaint

The complainant was a flat owner of a private housing
estate. The complainant made a claim to the Small
Claims Tribunal against the 10 of the estate in respect
of a water seepage problem of his flat. In order to notify
other owners of the case, the IO posted a copy of the
complainant’s claim form filed to the Small Claims
Tribunal at the lobby of the estate and uploaded it onto
an online social platform composing of the owners of the
estate.

Since the claim form contained the complainant’s
name and full address, the 10’s act had disclosed the
complainant’s personal data without his consent. The
complainant then lodged a complaint with PCPD against
the 10. The 10 had subsequently removed the claim
form posted at the lobby, but refused to remove the one
posted on the online social platform.

In response to PCPD's inquiry, the IO stated that it had to
notify all the owners of the legal proceedings to which
the 10 was a party in accordance with section 26A of the
Building Management Ordinance (BMO). The IO insisted
that information about the capacity of the parties of the
proceedings, case number, the forum of the case, nature
of the case and the amount claimed or remedies sought
must be disclosed.

Outcome

PCPD noted that the BMO only requires the IO to display
a notice containing particulars of the proceedings in the
building. There is no provision requiring the 10 to display
all the content of the legal documents, nor any provision
requiring the 10 to display the notice in places outside
the building (e.g. online social platform). Moreover,
according to the publication “Frequently Asked Questions
on Building Management Ordinance (Cap. 344)” issued
by the Home Affairs Department, the particulars of
proceedings that must be displayed include only the
capacity of the parties of the proceedings but not the
names and contact information of the parties.

59
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PCPD deemed that for the purpose of notifying the
owners of the proceedings, the 10 only needed to
mention that an owner of a flat (i.e. the capacity of the
complainant) had made a claim to the Small Claims
Tribunal against the 10. Hence, the I0’s act of uploading
the claim form containing the complainant’s name
and full address to the online social platform was
unnecessary disclosure of the complainant’s personal
data, contravening the requirements of DPP3.

PCPD had requested the 10 to remove the claim form
from the online social platform, but the IO did not
accede to the request. An Enforcement Notice was
eventually served on the IO, directing it to (1) remove
the claim form from the online social platform, or delete
the complainant’s personal data on the claim form; (2)
formulate policies, practices and/or guidelines requiring
the 10 and its committee members to delete information
which could identify data subjects from any legal
documents before disclosing the documents, unless
prior consent of the data subject had been obtained;
(3) disseminate the policies, practices and/or guidelines
above to all the committee members of the 10; (4)
adopt proper measures to ensure that future committee
members of the |0 know the policies, practices and/or
guidelines.

Lesson learnt

When performing their duties, property management
bodies must protect and respect residents’ personal data.
PCPD’s Guidance on Property Management Practices
pointed out that although property management bodies
may have to inform owners of building management
affairs by displaying notices in public, property
management bodies should carefully consider and
assess the necessity and extent of publishing individual’s
personal data. Personal data which is not necessary for
the purpose of posting the notice must be edited out.
Excessive disclosure of personal data or public display
of a document with an ulterior motive may contravene
DPP3 of the PDPO.
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Case 2: A uniform group collected minors’
personal data for recruitment of group
members - DPP1(2)

The complaint

The complainant alleged that in an activity organised by
a uniform group, teenagers who were not accompanied
by adults were forced to apply for admission to the
group, and provide their and their parents’ personal data
in an application form .

In replying to PCPD, the group stated that recruitment
leaflets distributed onsite emphasised that all
applications should be made on the applicants’ own
will. The group stated that applicants between 12 and
17 of age only needed to fill in their own particulars for
preliminary verification of their age and arrangement for
interview with the applicants and their parents at a later
stage. On the interview day, the applicants accompanied
by their parents would then complete the remaining
parts of the application form. The group admitted that
they did not explain to the applicants this arrangement
during the activity. They believed that some teenage
applicants might have filled in the personal data of their
parents in the application forms without consulting their
parents.

Outcome

After examining the recruitment practices of the group,
PCPD did not consider that the group had collected
personal data in an unfair manner, and there was no
evidence showing that the group had forced applicants
to provide personal data, thereby contravening DPP1(2).
However, PCPD was of the view that collection of
personal data from teenagers involved great privacy
concerns. It was the responsibility of the group to clearly
explain the requirements of completing the application
form to teenagers so that they would not provide the
personal data of their parents without their knowledge.
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After PCPD’s intervention, the group agreed to improve
the recruitment arrangement by providing written
instructions on the items that needed to be filled in at
the initial application stage. The group had requested
its supervisors to clearly brief duty officers before
recruitment activities and increase the frequency of
inspection to ensure the implementation of the new
arrangement.

Lesson learnt

In our daily lives, there are many situations, from
application for membership of loyalty programmes to
application for online accounts, that require us, no matter
adults or minors, to provide personal data.

The community has the duty to protect minor’s privacy
rights from being infringed on. All data users collecting
personal data from minors should learn from this
case. They should make appropriate arrangements
for collecting personal data in a respectful, mutually
beneficial and fair manner, the maturity of subjects
considered. Only adequate (but not excessive) personal
data should be collected and the purpose of collection
should be explained in an easily understandable way.
Moreover, when communicating with minors, frontline
officers should be mindful of their presentation and
choice of words to avoid leaving them under the
impression that they are pressurised to provide their
personal data.
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Case 3: An employee made a data access
request to his employer with an intention to
find out whether he was considered having
potential - DPP6

The complaint

An organisation had conducted an exercise to identify
staff having potential so that appropriate training
would be provided to them to prepare them to assume
management roles or other important positions in the
future. A classified list of staff having potential was
therefore compiled and passed to the organisation’s
management for consideration.

The complainant submitted a data access request to the
organisation requesting it to confirm “whether his name
was on the list of the staff having potential”. As the list
was a classified document of the organisation, no reply
was given to the complainant. The complainant then
complained against the organisation for failing to comply
with his data access request.

Outcome

In the judicial review case of Wu Kit Ping v. Administrative
Appeals Board HCAL 60/2007, the Judge held that the
purpose of the PDPO is to protect the personal data
privacy of an individual, and to enable an individual to
access, and correct the incorrect personal data held by a
data user.
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In this case, the complainant’s purpose for making the
data access request was not to access his employment-
related data held by the organisation (e.g. his resume,
performance appraisals, training records or applications
for leave/staff benefits records, etc.), but to find out
whether he was considered as a staff member having
potential. PCPD considered that the complainant’s
request was not related to his personal data. Under
the PDPO, the complainant had the right to access his
personal data held by the organisation to ascertain if it
was accurate, and if it was inaccurate, he could request
his employer to correct it. The organisation had no duty
under the PDPO to confirm to the complainant “whether
his name was on the list of staff having potential”

Lesson learnt

The PDPO provides an important right to employees
to access their personal data, and employers as data
users are obligated to handle data access requests in
accordance with the PDPO. However, employees may
misunderstand that the right given to them under the
PDPO is an absolute right to information and they can
use it to fish for answers in employment-related matters,
or to obtain reports or letters in specified format (e.g.
requesting employers to provide reference letters).
In fact, the right to making data access requests is to
provide a channel to a data subject to access his or
her personal data held by a data user, and to request
correction when inaccuracy is noted. Employees should
not expect to obtain information for checking the
employer’s administrative arrangements or management
decisions, or for resolving employment disputes by
exercising their right of data access request.
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Case 4: Use of camera with facial recognition
function for attendance recording and security
purpose - DPP1

The complaint

The complainant was a teacher. He was dissatisfied that
his school installed a camera with facial recognition
function at the school entrance for employee attendance
recording and security purpose without notifying him
and obtaining his consent.

Outcome

On collection of biometric data, PCPD is of the view that
biometric data is sensitive data and data users must
first consider the necessity of collecting such data. Data
users must consider whether it is feasible to collect less
sensitive data to achieve the same purpose. The means
of collection must be fair in the circumstances, so data
users have the obligations to ensure that data subjects
are given a free and informed choice to choose whether
to have their biometric data collected.

In this case, PCPD learnt that for security purpose,
a closed-circuit television system had already been
installed at the school entrance with a security guard
stationed there. For attendance recording purpose,
teachers were required to use access cards to enter and
leave the school. PCPD also noted that the school had
not given its employees a free and informed choice on
the collection of their facial images by the camera.
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Although the school stated that the installation of the
camera was just for trial testing and it had subsequently
removed the camera, PCPD considered that the school
still needed to comply with the privacy protection
requirements on handling biometric data. PCPD strongly
advised the school to consider whether there were any
less privacy intrusive alternatives to the collection of
employees’ biometric data in future and to formulate
privacy policies for compliance with the PDPO.

Lesson learnt

In the digital era, the technology of using artificial
intelligence to identify individuals is getting more
sophisticated. Many employers may wish to use the
technology for enhancing security and facilitating
staff monitoring. Biometric data (e.g. DNA samples,
fingerprints, facial features, etc.) is unique and immutable,
and when it is consolidated and analysed, a particular
individual can be directly or indirectly identified, so it is
personal data under the PDPO and is regulated by the
PDPO.

In this case, if the employer simply wanted to enhance
security and facilitate monitoring of employees’
attendance, the employer should first consider adopting
other less privacy intrusive alternatives to the collection
of biometric data. If employers do not adopt these
alternatives, they must have overriding reasons to
justify the collection of biometric data and provide their
employees with a choice to allow such collection or
handling of their biometric data. Based on the principles
of enhancing transparency and explainability, employers
should inform all the affected employees of collection of
biometric data in a simple and easily understandable way
to gain trust from them.

Undoubtedly, technologies and artificial intelligence
bring forth benefits and convenience. However, when the
technologies involve collection or use of personal data,
data users must carefully strike a balance between the
benefits and protection of personal data privacy. While
technologies are being used to facilitate businesses,
individuals’ privacy right should also be respected.
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Case 5: A bank improved its personal data
update webpage by adopting a setting that
respected privacy to ensure that the bank

had obtained customers’valid consent before
using their personal data for direct marketing -
Sections 35C and 35G

The complaint

The complainant was a customer of a bank. He updated
his contact information through its online banking
service. When he input his new contact information
on the personal data update webpage, he was asked
whether he “do not accept the use of customer’s
personal data for direct marketing by the bank”. As the
complainant had previously made a written opt-out
request to the bank, he believed that he did not need to
tick the box to confirm that he did not consent to the use
of his personal data for direct marketing by the bank.

As the complainant had not ticked the above-mentioned
box, the bank considered that he had cancelled his
previous opt-out request and regarded the complainant
as a customer who consented to the use of his personal
data for direct marketing. The bank later gave the
complainant a direct marketing call. The complainant
then complained to PCPD that the bank did not comply
with his opt-out request.

Outcome

PCPD reiterated to the bank that the complainant did
not consent to the use of his personal data for direct
marketing by the bank, and the bank confirmed that
no direct marketing message would be sent to the
complainant anymore. Moreover, PCPD urged the bank
to review its personal data update webpage to ensure
that customers were given a clear and genuine choice to
decide whether to accept the use of their personal data
for direct marketing.
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The bank agreed that the flow of handling customers’
opt-out requests should be fair and transparent to the
customers. Hence, the bank had improved the personal
data update webpage by changing the wording of the
box from “do not accept the use of customer’s personal
data for direct marketing by the bank” to “accept the use
of customer’s personal data for direct marketing by the
bank”. If customers did not tick the box of “accept the
use of customer’s personal data for direct marketing by
the bank’, the bank would not use their personal data for
direct marketing.

Lesson learnt

Under the PDPO, a data subject’s “consent” to the use of
his personal data for direct marketing by data users can
include the data subject’s “indication of no objection”.
However, to satisfy the definition of “indication of no
objection”, the data subject must have expressly indicated
that he does not object to the use of his personal data
for direct marketing by data users. In other words, for a
customer who has already made an opt-out request to
the bank, even when the bank asks again if he would
accept direct marketing and he does not respond, the
bank cannot conveniently presume that he “consented”
to the use of his personal data for direct marketing, or he
wanted to cancel his previous opt-out request.

When collecting customers’ personal data or allowing
them to make an opt-in or opt-out choice online or
through applications, organisations should adopt the
Privacy-by-Design approach to ensure that organisations
collect and use customers’ personal data for direct
marketing only when customers are clearly informed and
their genuine consent is obtained. Thus, organisations
not only win trust from customers, but also enhance
their professional image in the industry, as well as the
effectiveness of direct marketing.
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Case 6: An employer disclosed to all staff the
personal data of staff members who were
considered for promotion - DPP3

The complaint

The complainant was considered for promotion by his
employer. In addition to setting up a selection board
for considering the suitability of the complainant,
the employer also consulted all staff about the work
performance of the complainant and disclosed the full
resume and date of birth of the complainant to them for
reference.

The complainant was dissatisfied that the employer
carelessly disclosed his personal data without obtaining
his prior consent. Hence, he made a complaint to PCPD.

Outcome

The employer claimed that the disclosure of the
complainant’s personal data to all staff was to seek their
comments on the complainant’s work performance
to consider his suitability for promotion. However, the
employer could have only consulted staff members who
were directly related to the post of the complainant (e.g.
the complainant’s supervisor and teammates) to achieve
such purpose. There was no practical need to disclose
the complainant’s full resume and date of birth to all
staff. Hence, PCPD considered that such move was in
contravention of DPP3.
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After PCPD’s intervention, the employer amended
the procedures for considering staff promotion and
undertook that in future it would not disclose the
full resume and date of birth of staff members being
considered for promotion to all staff, except the selection
board. Moreover, the employer apologised to the
complainant and requested other staff members to
destroy the complainant’s personal data.

Lesson learnt

According to PCPD’s Code of Practice on Human
Resource Management, an employer should not disclose
employment-related data of employees to a third party
without first obtaining the employees’ express and
voluntary consent unless the disclosure is for purposes
directly related to the employment, or such disclosure
is required by law or by statutory authorities. Moreover,
when employment-related data is transferred or disclosed
to a third party, an employer should avoid disclosure of
data in excess of what is necessary for the purpose of use
by the third party.

While organisations need to use personal data for human
resource management, they should comply with the
PDPO and the Code of Practice on Human Resource
Management. Apart from customers’ personal data,
organisations are also responsible for the protection of
employees’ personal data in order to create a working
environment and operational model were personal data
privacy is protected.
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Case 7: Dental clinic - display of other patient’s
medical record to a patient -requesting a
patient to send his medical record by mobile
phone - DPP4

The complaint

The complainant went to a dental clinic for medical
consultation. To illustrate his explanation when
discussing the treatment plan with the complainant,
the dentist showed an X-ray film of another patient'’s
dental exostosis with the patient’s name clearly shown.
Moreover, as the complainant needed to provide the
dentist with his earlier blood test results, the dentist’s
assistant requested the complainant to send the results
through a mobile instant messaging application. The
complainant considered that the two incidents showed
the clinic’s inadequate personal data protection for
patients and made a complaint with PCPD.

Outcome

Regarding personal data protection, PCPD considered
that the clinic as a data user was obliged to ensure
staff’s compliance with DPP4 of Schedule 1 to the PDPO
when using or handling personal data (especially when
sensitive personal data was involved, e.g. medical records,
laboratory test results, etc). Staff must adopt all the
practicable steps to ensure personal data was protected
against unauthorised or accidental access, processing,
erasure, loss or use.
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Undoubtedly, the use of mobile communication
applications in transmitting documents is becoming
more common. But data users should exercise vigilance
when transmitting sensitive personal data. PCPD
recommended the clinic to adopt transmission means
with higher security, e.g. encrypted email or delivery by-
hand. As a good practice, the clinic staff should explain
the risk to the patient when requesting the patient to
submit his personal data through mobile communication
applications, and allow the patient to choose the means
of submission. Moreover, the clinic should also remind
its staff that forwarding of patients’ personal data
received by mobile communication applications was not
allowed, and the personal data must be deleted once the
purposes of using the documents were achieved.

Besides, in this case, it appeared to be a goodwill of
the dentist to refer to a similar X-ray film to help the
patient understand the treatment plan. However, if other
patient’s personal data was inadvertently disclosed,
the relevant requirements of the PDPO might be
contravened. PCPD requested the clinic to urge its staff
to be more careful when encountering similar situation in
future.

Lesson learnt

Since public expectation on personal data privacy
protection is rising and medical records are sensitive
personal data, medical practitioners should be more
vigilant in handling patients’ data and be aware of
personal data security. Medical institutions should also
adopt proper and proportionate data security measures
in accordance with the sensitivity of the data, in order to
fulfil the reasonable expectation of the public and the
duty of data ethics.
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PROSECUTION AND CONVICTION CASES

In the reporting year, 5 cases had been prosecuted and convicted.
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They were all related to the use of personal data in direct

marketing.

Case 1: An insurance agent of an insurance
company convicted for using the complainant’s
personal data in direct marketing without
taking specified actions and failing to notify the
complainant of her opt-out right - sections 35C and
35F of the PDPO

The complaint

The complainant received an instant communication
message on her mobile number, addressing her by her
surname, from the insurance agent for promoting a saving
plan of the insurance company that the agent worked for.
The complainant said that she did not know the agent and
questioned how he obtained her surname and telephone
number. The agent failed to provide a satisfactory reply.
Neither had the agent notified the complainant of her opt-out
right.

Outcome

The agent was charged with the offence of (1) using the
personal data of the complainant in direct marketing without
taking specified actions, contrary to section 35C(2) of the
PDPO; and (2) failing to inform the complainant, when using
her personal data in direct marketing for the first time, of
her right to request not to use her personal data in direct
marketing without charge, contrary to section 35F(1) of the
PDPO. The agent pleaded guilty to both charges and was
fined HK$8,000 in total (HK$4,000 in respect of each charge).
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SRITHEARE - BIEHEWZEBTHERE August 2016. He had opted out the use of his personal data

HERNE - BEEEBAIRESE 10 AU E in direct marketing during the application process. However,

SR ITIEEIR S RIS IR S o the complainant still received a direct marketing call from the
Bank in October 2016 promoting its insurance services.

e Outcome

AR IT I S B IR ER A MVIE W ET 8 The bank was charged with an offence under section 35G(3)
MEESR EIHEAHFEASE/ERE of the PDPO for failing to comply with the requirement from
{284 BR TR BEEH)E3563) 1§ a data subject to cease to use his personal data in direct
M E o SMERITARIIER » W == marketing. The bank pleaded guilty to the charge and was
HK$10,000 © fined HK$10,000.
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Case 3: An auction company convicted for
using the complainant’s personal data in direct
marketing without taking specified actions and
failing to notify the complainant of her opt-out
right — sections 35C and 35F of the PDPO

The complaint

In November 2017, the complainant received at her
address an auction booklet of an auction company
addressed to her by her full name. She had no previous
dealing with the company and that was the first time
she received direct marketing material from it. No opt-
out clause was provided to her on the direct marketing
material.

Outcome

The auction company was charged with the offence of
(1) using the personal data of the complainant in direct
marketing without taking specified actions, contrary to
section 35C(2) of the PDPO; and (2) failing to inform the
complainant, when using her personal data in direct
marketing for the first time, of her right to request not to
use her personal data in direct marketing without charge,
contrary to section 35F(1) of the PDPO. The company
pleaded guilty to both charges and was fined HK$20,000
in total (HK$10,000 in respect of each charge).
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Case 4: A beauty product company convicted for
using the complainant’s personal data in direct
marketing without taking specified actions -
section 35C of the PDPO

The complaint

In February 2017, the complainant registered online as a
member of a beauty product company, by filling in her
contact information including office address. The complainant
also opted out of receiving direct marketing materials from
the company. On 8 May 2017, the complainant received a mail
at her office address from the company about their products.

Outcome

The company was charged with an offence of using the
personal data of the complainant in direct marketing without
taking specified actions, contrary to section 35C(2) of the
PDPO. The company pleaded guilty to the charge and was
fined HK$8,000.
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Case 5: A telecommunications company
convicted for failing to comply with an opt-out
request — section 35G of the PDPO

The complaint

The complainant was a customer of a telecommunications
company. In July 2017, she made her opt-out request
by phone to the company relating to cessation of using
her personal data in direct marketing. However, the
complainant subsequently received 23 direct marketing
text messages or emails from the company between
August and December 2017 (within four months).

Outcome

The company faced 23 charges under section 35G(3) of
the PDPO for failing to comply with the requirement from
a data subject to cease to use her personal data in direct
marketing. The Company pleaded guilty to 14 charges,
and was fined HK$84,000 in total (HK$6,000 in respect of
each charge).
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PROPOSALS FOR REVIEWING AND UPDATING THE
PDPO

The need for review

The Privacy Commissioner has a statutory obligation to review the
PDPO from time to time. Although the PDPO is principle-based
and technology-neutral, it is important to review the effectiveness
of implementation of the PDPO in order to keep up with the global
privacy developments; and to strike a balance between the ICT
development and personal data privacy protection.

Personal data privacy concerns have shifted from improper
collection or misuse of personal data in direct marketing in
the past, to irregularities related to online platforms and data
security, such as personal data breaches, hacker attacks resulting
from security loopholes and unlawful disclosure of personal
data of others on online platforms. The spate of major personal
data breach incidents that happened in 2018; as well as the
“weaponisation” of personal data which led to doxxing incidents in
2019 have raised public concerns as to the adequacy of the PDPO
in protecting personal data privacy in this digital era.

The Privacy Commissioner’s proposal

In June 2019, PCPD submitted to the Government a report
containing the recommendation to amend the PDPO, having
regard to the following imperative factors:

(i)  thelegitimate purpose of the reform;

(ii) the pressing need for the reform;

(iii) the proportionality between the proposed change and the
pursuance of the legitimate purpose;

(iv) whether there are any other practical and effective means to
address the problem (other than amending the PDPO);

v) the global data privacy landscape;

i) the local circumstances;
i) the interest of all stakeholders; and
viii) the interest of the community at large.
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Subsequently, views were also exchanged with the Government
on how the PDPO should be amended further in the wake of a
large amount of doxxing incidents which occurred since mid-2019.
PCPD's recommended directions for amendments to the PDPO are
generally in line with that put forward by the Government in the
meeting of the Panel on Constitutional Affairs of the Legislative
Council on 20 January 2020. The proposed directions encompass
issues relating to the scope (e.g. definition of personal data and
direct regulation on data processors), the process (e.g. vesting
enhanced powers with the Privacy Commissioner to deal with
offences like “doxxing”), the deterrent effect (e.g. instituting
a mandatory data breach notification system, empowering
the Privacy Commissioner to administer administrative fines
and increasing the maximum level of criminal fines) as well as
enhancing the rights of individuals (e.g. requiring organisational
data users for providing retention policy and maximum retention
period for personal data).

Protecting personal data

From the perspective of protection of personal data privacy, when
netizens upload other individuals’ personal data on social media
platforms, they should consider whether the means of collection
is lawful and fair, whether the disclosure of others’ personal data
has the requisite consent for a purpose different from the one for
which it is collected, etc. under the DPPs.

“Weaponisation” of personal data

Unlike cyber-bullying which may only lead to contravention of the
DPPs, “doxxing” posts not only disclose an individual’s personal
data; but are usually coupled with harassing, threatening and
intimidating messages targeted at the data subjects concerned.
For instance, there were messages in discussion forum inciting
others to locate the whereabouts of the data subjects concerned
and threatening to carry out illegal actions against them.
These “doxxing” posts containing elements which could result
in psychological harm to the data subjects concerned might
constitute a criminal offence” under section 64(2) of the PDPO.
That explains why this kind of doxxing cases is practically
“weaponisation” of personal data.
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BALANCING PRIVACY RIGHT AND PUBLIC INTEREST
IN THE COVID-19 PANDEMIC

The COVID-19 pandemic has spread over 200 countries and
territories, resulting in tens of thousands of infection and death
cases worldwide. In Hong Kong, COVID-19 had been added as
one of the notifiable infectious diseases under the Prevention and
Control of Disease Ordinance (Cap 599) whereby the Government
has been empowered to impose compulsory quarantine
requirements on the infected people as well as their close contacts.

Privacy right is not absolute

Personal data have played an important role in combating the
pandemic, such as processing of health data, predicting the
trajectory of the spread of the virus, monitoring whereabouts of
home confinees and contact tracing. Privacy right is a fundamental
human right and is guaranteed by Article 30 of the Basic Law and
protected generally under Article 14, section 8, Part Il of the Hong
Kong Bill of Rights Ordinance (Cap 383) (“BORQO”"). The latter is a
mirror image of Article 17(1) of the International Covenant on Civil
and Political Rights (“ICCPR").

Unlike the right to life, which according to the General Comments
of the Human Rights Committee of the United Nations (published
in November 2018) is a supreme right and a pre-requisite for the
enjoyment of all other human rights, privacy right is not absolute
but subject to restrictions. Article 4(1) of the ICCPR provides that
“In time of public emergency which threatens the life of the nation
and the existence of which is officially proclaimed, the States Parties
to the present Covenant may take measures derogating from their
obligations under the present Covenant to the extent strictly required
by the exigencies of the situation” Similar provisions are also found
in section 5 of the BORO.

In times of a life-threatening pandemic, privacy right comes
second to protecting public health. Section 59(1) of the PDPO
provides for situations where the use of personal data relating
to the health of the data subjects may be exempted from the
application of DPP3 (use of data) if the application of such rule
would cause serious harm to the health of the data subjects or
any other individuals. In other words, any breach of the general
rule on the use of data without consent may be defended by
demonstrating that the use of the data is for protecting the health
of individuals and public health at large. In particular, section 59(2)
of the PDPO states that in circumstances where the application of
the restrictions on the use of data would be likely to cause serious
harm to the physical or mental health of the data subjects or any
other individuals, personal data relating to the identity or location
of the data subjects may be disclosed to a third party without the
consent of the data subjects.
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Section 60B of the PDPO further exempts the use of personal
data from the application of DPP3 when the use is required or
authorised by or under any enactment. According to section 4
of the Prevention and Control of Disease Regulation (Cap 599A),
if any medical practitioner has reason to suspect a case of a
scheduled infectious disease, he must immediately notify the
Director of Health. Therefore, relevant medical practitioners may
rely on section 60B of the PDPO to disclose the personal data of
a data subject to the Director of Health without obtaining the
prior consent of the data subject, in order to comply with the
requirements of the Prevention and Control of Disease Regulation
(Cap 599A) as well as for the purpose of protecting public health
and public interest. Similarly, section 3(1) of the Prevention and
Control of Disease (Disclosure of Information) Regulation (Cap
599D) provides that a health officer may require a person to give
any information that the health officer reasonably believes (a) is
within the knowledge, in the possession or under the control of
the person; and (b) is relevant to the handling of the public health
emergency. Hence, any person providing personal data of a data
subject pursuant to a request of a health officer would be exempt
from the application of DPP3.

Proportionality, transparency and explainability

Although privacy is a qualified right, derogation from this
fundamental human right shall only be “to the extent strictly
required by the exigencies of the situation” as required by section 5
of the BORO. In other words, all privacy-intrusive measures shall
be necessary for and proportionate to the legitimate purpose they
seek to achieve. The Court of Final Appeal in Hysan Development
Company Limited v Town Planning Board (2016) 19 HKCFAR 372
amended the proportionality test whereby public authorities
would have to decide (i) whether the intrusive measure pursues
a legitimate aim; (ii) if so, whether it is rationally connected with
advancing that aim; (iii) whether the measure is no more than
necessary for that purpose; and (iv) whether a reasonable balance
has been struck between the societal benefits of the encroachment
and the inroads made into the constitutionally protected rights of
the individual, in that these measures or decisions do not, in all the
circumstances of this case, impose an unacceptable harsh burden on
the impacted individuals.

The Privacy Commissioner has since provided his observations
to various government departments and/or bureaux including
the Office of the Government Chief Information Officer, the Policy
Innovation and Co-ordination Office, the Department of Health
and the Immigration Department regarding their measures in
combatting COVID-19, such as enforcing quarantine and tracing
the whereabouts of the infected and their close contacts. While
these are classic examples of demonstrating proportionality after
striking a proper balance between privacy protection and public
health, the Privacy Commissioner stresses that the Government
shall comply with other personal data protection principles
including minimum data collection, retention of which should not
be longer than necessary and no unauthorised disclosure or loss of
the personal data collected and kept.
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We do not need to commit to a trade-off between privacy and
data protection from one side, and public health, on the other.
Data ethics and accountability can help us achieve both at the
same time. Being respectful, beneficial and fair are the key values.
In order to dispel doubts and build trust, organisations should be
transparent about and be able to explain the proposed measures,
spelling out whether and what personal data will be collected,
how the personal data will be used, shared and transferred, as well
as adopting the kinds of data security measures in combating the
virus. Less privacy-intrusive measures (such as handling data in an
anonymised or de-identified way) shall always be preferred.

SUBMISSIONS MADE IN RESPECT OF PUBLIC
CONSULTATIONS

During the reporting period, the Privacy Commissioner provided
views on personal data privacy protection in response to the
following public consultations :

BEE R AERFT AR
Consulting Organisation Consultation Paper

I E]
Department of Justice

BREREREERES

The Law Reform Commission of Hong Kong

RIGHEEER
Insurance Authority

<2018 F PR HIRFAFB AT AN ER)E 2 9555/ 30
Consultation Paper No.2 on 2018 Draft Convention on the
Recognition and Enforcement of Foreign Judgments

CHEER)VET S

Consultation Paper on Archives Law

(ABRER DA

Consultation Paper on Access to Information

(BERRITHRERZZEERNFARTCHZINBREESHER)
SRR LS

Consultation Paper on Causing or Allowing the Death or Serious
Harm of a Child or Vulnerable Adult

BB ERRARIE N RSP ADE R AN S S
Consultation Paper on the Draft Code of Conduct for Licensed
Insurance Agents

BB ERR AR <P RIDE R A 197870 ST
Consultation Paper on the Draft Code of Conduct for Licensed
Insurance Brokers
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COMMENTS MADE ON PROPOSED LEGISLATION
AND ADMINISTRATIVE MEASURES

During the reporting year, the Privacy Commissioner provided
comments on the following proposed legislation and administrative
measures:

EZAVES 1 ATHRUETE

Herg
Organisation

TARITEZHRRERE
Civil Engineering and Development
Department

BEREEERER
Commerce and Economic Development
Bureau

B R At 15

Constitutional and Mainland Affairs Bureau

BHE
Correctional Services Department

BEE
Department of Health

BRE
Development Bureau

Proposed legislation/administrative measures

IR - R E N E RN FAB R BT IRE (BB R HAE
BEE - IRFEEMET PR

Privacy Impact Assessment Report for Toll Collection System
for Tseung Kwan O - Lam Tin Tunnel (Toll Services Provider
Operations — Account Management and Customer Services)

FREERBFIMEER (R NEBERBEERSGNEREER
- e e TRHME SRS

Review Report (Draft) on User Requirements for Real-Time Traffic
Management System in Tung Chung New Town Extension (East) —
Design and Construction

EEEHE FRRBHRONRE - RRRFTOLBR AT MRS
Privacy Impact Assessment Report — System Design — Installation
of Traffic Detectors on Selected Strategic Routes

A AERBI ARG HRBIZAET A
Use of Facial Recognition System to Identify Certified Workers

ERERNBISTHEHEREYTEZEAAERLEBHEBENER
Request for Comment on Digital Terrestrial Television Assistance
Programme

<2019 S BEEA (FHEEISE]) IRBHIER)
Electoral Legislation (Miscellaneous Amendments) Bill 2019

MRBIRBHALZE(NERAALZEOMRERRS K (Q)
ERALT BERNVEERZAS | WAABEFNMG

Privacy Impact Assessments on (1) “Video Analytic Monitoring
System”; and (2) “Movement and Location Tracking System” in
Tai Tam Gap Correctional Institution

BHREBRBRENRSE

The Smart Fever Screening System Project

TECTER RAIZFIRIFIRGI) (BB 599A F) TEREZRERBA L
BEEVEE

Requiring Location Device to be Worn by Home Confinees under
Prevention and Control of Disease Regulation (Cap 599A)

BRIAS TR R BT B RE B SR R T 2 R TR
SP(E RS

Privacy Impact Assessment Report on Preparatory Work for

Traffic Offence Enforcement by Video Analytic Technology
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s
Organisation

HER
Education Bureau

EEEESZEE
Electoral Affairs Commission

RIBREE
Environmental Protection Department

RYBRRELEE
Food and Environmental Hygiene
Department

EREHRE

Home Affairs Department

EEAVED 1 1T IE R

Proposed legislation/administrative measures

EREHERBIBEEANEMAHETNERIEE T ELMRAEN
BERMEEHALL ¥ AT BE S| HE MV FARB R RE

Data Privacy Concerns Arising from Conducting a Regular Check of
Registered Deaths Records against Database of Education Bureau

BERIEC| Bk
Draft Guidelines on Election

BRI EBEERZEIL R EER VKR
Removal of Cardboards Placed on Ballot Paper Issuing Desks
inside Polling Stations

EREHMBARM O ZERETFABFAFEERBEYRE
HEESRSR T A R

Proposed Sharing of and Authorising Access to Surveillance
Video Footages Capturing of lllegal Land Filling and Dumping of
Wastes among other Government Departments

EZREBRRERARNER
Proposed Disclosure of Conviction Data of the Environmental
Protection Department

EEARB(ERZERINERZTIMN B ECOBHNRY 2
HE 1T E M

Proposed Publishing of a Register for Food Importers/Food
Distributors who are Exempted from Registration under the
Food Safety Ordinance

FAB S AT - TN BT LI 360 EHEKIERESIERIIR
NOBBAPEN TIERIR

Privacy Impact Assessment — Installation of 360 degrees cameras
in Selected Coastal Areas for Monitoring Marine Refuse and
Performance of Cleansing Contractor

FREAERRKT I BMTERE P LFENERNIRZE
EIBERRBEAPEMN TIERIR

Use of Unmanned Aircraft Vehicles for Monitoring Accumulation
of Marine Refuse Washed Ashore in Selected Coastal Areas and
Performance of Cleansing Contractor

EZEREEEEERERIIREMABRASERRERBEHE
e

Proposed Installation of CCTVs inside and outside the
Conference Room of the Tuen Mun District Council and in the
Demonstration Areas of the Tuen Mun Government Offices

BRE(HEATASAEMBERASBRFEESDNERIEIHN
=R

Revised Operational Guidelines for CCTV Systems Overseeing
former Mong Kok Pedestrian Precinct




s
Organisation

ARSERE

Immigraton Department

i AE

Lands Department

BRER UL SEHE

Leisure and Cultural Services Department

BN EARI B ANE
Office of the Government Chief Information
Officer
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EEAVES 1 1TBUETE

Proposed legislation/administrative measures

#F—REEERRERS (F2MR) AR ETE
Next Generation Electronic Passport System — Privacy Impact
Assessment for Phase 2 Production Rollout

HM—REES R RSN BT
Privacy Impact Assessment on the Implementation of the Next
Generation Smart Identity Card System

ELAHBEWBERF EROALERE
Data Privacy Concerns Arising from Disclosure of Tenants’ Names
in Public Domain

EABISET SRS E T H AL EERE
Privacy Issue on Using Digital Time Recorder for Taking Staff
Attendance

ERATEEZRAUERFTXNHEMETRYRBERBZRLHE
AERNZHE

Proposal of Real-name Registration Arrangement involving
Inspection and Registration of Personal Data of Patrons Using
URBTIX Ticketing Services

TE DR KCH R B SER R &t
Use of Drowning Detection System at Public Swimming Pools

[ZeeE 2 EE | ARETE - SRR ARG XENILRBERT
EPSEN 2 B

Privacy Compliance Assessment and Privacy Impact Assessment
on the IT Support System of the Pilot Multi-functional Smart
Lampposts Scheme

HEAEMREAERAZEENNREALEZI LS (B LBYR
i2)

Web-based Learning Portal (Online Shopping Course) Organised
by the OGCIO
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s EEAVES 1 ATIETE
Organisation Proposed legislation/administrative measures

EG= WRIG R EE / TERETARIRERE B BUERE
Transport Department GOENE 72 ]

Privacy Impact Assessment Report — Study on Enhancement
Works for the Video Pedestrian Detection System at Link Road/
Broadwood Road and Pilot Automatic Traffic Survey System

ENLTERANBERZEMBRERAZSHNIES (HBR)
Revised Draft Guidelines on Voluntary Installation of Closed
Circuit Television Systems inside Taxi Compartment

HR/NEERNEARSRMARNLBREETERE
Privacy Impact Assessment Report on Technical Study on Real-
time Arrival Information for Green Minibus

[RBEEE  £ENEEHT —REERERRAS | SONFLE
SR

Privacy Impact Assessment — Contracts for Procurement cum
Management, Operation and Maintenance of New Generation of
Parking Meter System

REEWE - WUARDEARK [EBHTS | WAABREE
Privacy Impact Assessment - Enhancements on Transport
Department’s All-in-one Mobile Application “HKeMobility”

ERTERYRMA SRR

Privacy Issues on Insertion of QR Code on Driving Licence

BB EBERR S RN B ETARE
Privacy Impact Assessment Report regarding Implementation of
Automatic Incident Detection (AID) solution

B N R FERR R AT M FE A AL BB R
Privacy Impact Assessment on Design and Application of In-
Vehicle Units

BRAEREBERSAETEINIABZ AT L
Privacy Impact Assessment Report on Pilot Intelligent Traffic
Signal System
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1.1- LERBVER

) LEERERE
Appeal dismissed

€ LEFEHEE

Appeal withrawn

@ L RE
Appeal allowed

€@ LiREMDBE
Appeal partly allowed

L
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APPEALS LODGED WITH THE ADMINISTRATIVE
APPEALS BOARD

The Administrative Appeals Board (AAB), established under
the Administrative Appeals Board Ordinance (Cap 442), is the
statutory body that hears and determines appeals against the
Privacy Commissioner’s decisions by complainants, or by relevant
data users being complained of. The statistics and some notable
case notes during the reporting year are found in the ensuing
paragraphs.

Statistics of AAB cases concluded in the reporting year

A total of 19 appeals were concluded during the reporting year.

Except for three appeal cases, the remaining 16 appeal cases were
eventually dismissed by the AAB or withdrawn by the appellants.
(Figure 1.1)

Figure 1.1 - Results of appeal cases

<. 63%

12 R Cases

21%

4 R Cases
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2 X Cases
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FEY =
Total : 1 9 g‘;\ses
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EHREFEMEBENRDERES
TR LSRRI E R

ERAREFEHREEN20RLFNERE
17 RE ESRLRBESRBC(HRBRGIDEE
39 R THEITHRALLIEXBENRE - BB
EEFHZEREATER()VRERAZEEX
FEBNERTS b () BURFECRIER
THMEFRBEENERTS 5 (i) IRFHNER
EIHEEABERALRBER  R/H(v)BER
RREEAENFIRE S IRGHEEMRE
NEEBETASE -

MR LFRLBEESEFHATRTERES
TIBHARDRE °

—RELRILBEESEFHAERKEANT
BARIFGRE ° (B1.2)

1.2- LERFTSHIE

) HHABEERETEITHA
B L ERAEN LR
Appeal against the Privacy
Commissioner’s decision not
to carry out or terminate an
investigation

¢ HEANBEEFRERRET
REFTHEAON LR
Appeal against the Privacy
Commissioner’s decision not
to serve an Enforcement
Notice after investigation

0 HELBEERERRERK
EPTERAN LR
Appeal against the Privacy
Commissioner’s decision to
serve an Enforcement Notice

L after investigation

Statistics of AAB cases newly received/under processing
in the reporting year

Of the 20 appeal cases received in the reporting year, 17 appealed
against the Privacy Commissioner’s decision not to carry out or
terminate an investigation under section 39(2) of the PDPO. The
Privacy Commissioner made these decisions on the grounds
that: (i) there was no prima facie evidence to support the alleged
contravention; (ii) the party being complained against had taken
remedial action to rectify the alleged contraventions; (iii) the
primary subject matter of the complaint was considered not to
be related to personal data privacy; and/or (iv) the complaint in
question or a directly related dispute was currently or soon to be
under investigation by another regulatory or law enforcing body.

Two appeals were against the Privacy Commissioner’s decision not
to serve an Enforcement Notice after investigation.

One appeal was against the Privacy Commissioner’s decision to
serve an Enforcement Notice after investigation. (Figure 1.2)

Figure 1.2 - Nature of the appeals

<. 85%
17 X Cases
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1 % Cases
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) BERREERRA

Contraventions of DPPs

¢ TBREEHERER
Non-compliance with data access
request

@ FERKEERER

Non-compliance with data correction

request

€@ TERENEEMERRREERRA

Non-compliance with data correction

k request and DPPs
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Of these 20 appeal cases received, 10 cases involved alleged
contraventions of the DPPs of the PDPO, eight cases involved
alleged non-compliance with data access request(s), one case
involved alleged non-compliance with data correction request(s)
and the remaining one involved alleged non-compliance with
both a data correction request and DPPs. (Figure 1.3)

Figure 1.3 - The provisions of the PDPO involved in the appeals

<. 50%

10 % Cases

40%

8 X Cases

> 5%
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5%

1 3% Cases

J

V

FHRERERKEENFENN LFRERS
(—RERATESSZSR-BEREERRE)
MR RBFEER/ITFAFREBAE
B =REREAER B ERMERRE
B ARPRAEENESABETERAR/
HILBEHEAELR  —RPREAERR
ZRIORSREMBAER -

e =
Total : 20 (_'f—ases

Of those appeal cases involving the alleged contraventions of
DPPs (one appeal might involve more than one DPP), four cases
involved excessive and/or unfair collection of personal data; three
cases involved accuracy and duration of retention of personal
data; six cases involved the use and/or disclosure of personal
data without the data subject’s prior consent; one case involved
security of personal data and 10 cases involved access to personal
data.
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Appeal Case Note (1) (AAB Appeal No. 8 of 2018)

Legislative Council (LegCo) member — marshalling duties
in the public areas of the LegCo Complex - vital public
interest for the Government in ensuring the passing of bills
and motions (Article 62, Basic Law) — no excessive or unfair
collection for passive recording of the whereabouts of the
LegCo members (DPP1(1), DPP1(2)) - notification requirement
applies to consensual collection (DPP1(3)) - openness
and transparency of the relevant policies and practices
communicated to all LegCo members (DPP5).

Mr Paul LAM Ting-kwok, S.C. (Chairman)
Mr CHAN Kam-man (Member)
Ms Christine YUNG Wai-chi (Member)

Coram:

Date of Decision : 23 March 2020
The Complaint

The Appellant was a member of the LegCo. The Appellant
noticed that the public officers would record the whereabouts
of the LegCo members in the LegCo Complex (“Marshalling
Duties”) so as to ensure the Government’s motions could
be passed. The Appellant believed that the acts of the
Government contravened the requirements of the DPPs under
the PDPO.
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The Privacy Commissioner’s Decision

On 23 April 2018, the Privacy Commissioner decided not to
investigate the Appellant’s complaint further under section
39(2)(d) of the PDPO as there was no prima facie evidence
indicating that the Marshalling Duties contravened any
requirements of the DPPs for the following reasons:—

No breach of DPP1

The Government was under a duty to procure the timely
consideration of bills and motions by the LegCo and
the purpose of the Marshalling Duties was to assist
Government officials in monitoring the situation of the
LegCo to discharge such duty. It was therefore a proper
and lawful purpose.

As public officers merely observed and recorded the
names and the whereabouts of the LegCo members
(which constituted respective “personal data” within the
meaning of the PDPO) in the public areas of the LegCo
Complex, the collection was neither unfair nor excessive.
Further, such collection by way of passive observation
would not trigger the application of DPP1(3), which
required the taking of specified steps in informing the
data subjects (i.e. the LegCo members) concerned.

No breach of DPP2

. There was no information before the Privacy
Commissioner that the Government had failed to delete
the personal data collected.

No breach of DPP3

. There was no change of use of the personal data
against the original collection purpose as the
information concerning the whereabouts of the LegCo
members (passed by the public officers to the relevant
Government bureaux/departments) was, at all material
time, for securing the necessary quorum of the meeting.

No breach of DPP4

. There was no evidence suggesting that the Government
bureaux/departments had failed to follow their
established guidelines on data security and IT
requirements.
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No breach of DPP5

. The Privacy Commissioner was satisfied that, by way
of the press release issued by the Secretary for Justice
in 2013 and the series of correspondences from
the Administrative Wing to the Legislative Council
Commission in 2017, the Government had already
provided the relevant information to the LegCo
members regarding the policies and practices of the
Marshalling Duties.

No breach of DPP6

. There was no evidence suggesting that the Appellant
had lodged a data access request with any of the
Government bureaux/departments. Even if such a
request had been made by any of the LegCo member,
the Privacy Commissioner reasonably believed that the
personal data collected by the Marshalling Duties would
be erased immediately thereafter.

Dissatisfied with the Privacy Commissioner’s decision, the
Appellant lodged an appeal to the AAB.

The Appeal

The AAB dismissed the appeal and affirmed the Marshalling
Duties to be compliant with the DPPs. In particular, the AAB
opined that the updated information of the whereabouts
of the LegCo members in the LegCo Complex would be
important for the Government to discharge its constitutional
duty under Article 62 of the Basic Law (“BL") for matters
transacted in the LegCo, which was a matter of important
public interest. The gist of the decision is summarised below.

Applicability of the PDPO

. The AAB opined that performance of Marshalling Duties
by public officers involved collection of personal data of
LegCo members and hence was governed by the PDPO.
The information collected, which included:- (i) the
names of individual LegCo members; and (ii) whether
they were in certain public areas of the LegCo Complex,
constituted the meaning of “personal data” under section
2 of the PDPO.
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Alleged contravention of DPP1(1)

The AAB stressed that collection of the aforesaid personal
data represented the “bare essential” information to
ascertain the whereabouts of the LegCo members in the
public areas within the LegCo Complex, which was not
excessive. Further, the Marshalling Duties enabled the
Government to:- (i) acquire first-hand information about
the progress of the meeting; (ii) monitor the conduct
of voting; and (iii) obtain a better grasp of members’
attendance as a whole, which ultimately served the
legitimate purpose of the Government in discharging
its constitutional duty to ensure the passing of a bill or
motion under Article 62, BL. The act of collection and
the data collected were for a lawful purpose directly
related to the function of the Government in vital public
interest.

Alleged contravention of DPP1(2)

The AAB reiterated that there was no requirement under
the PDPO requiring prior consent before collection
of the personal data of the data subjects, i.e. the
LegCo members. There was no suggestion, let alone
evidence, that Marshalling Duties had been performed
in restricted areas inside the LegCo Complex where the
activities of individual LegCo members were meant to
be kept confidential and not to be observed by others.
The practice of passively recording the whereabouts
of individual LegCo members in public areas with no
sensitive personal information collected could not be
unfair.

Alleged contravention of DPP1(3)

The AAB also refused the Appellant’s allegation that
he had received no notification regarding the purpose
of the use of the personal data collected, the class of
transferees etc. on or before collection of their personal
data under DPP1(3). The AAB took the view that the
notification requirement did not apply where public
officers passively collected the whereabouts of LegCo
members in a “non-consensual” manner.
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Alleged contravention of DPP2

The AAB concluded that there was no information
or evidence substantiating the allegation that the
Government had failed to comply with DPP2 by failing
to erase the data and/or retaining the data collected
for longer than was necessary after fulfilment of the
purpose. To the contrary, the Government confirmed
that the data collected would be erased on a daily
basis upon completion of Marshalling Duties for that
particular day.

Alleged contravention of DPP5 (and DPP6)

Regarding the Appellant’s allegation that he had not
been informed by the Government of the policies and
practices regarding Marshalling Duties and that this
was in breach of the requirement of openness and
transparency, the AAB took the view that the principle
was not about any notification to the individuals
concerned. Evidence indicated that the Administration
Wing had already provided detailed information on
the Marshalling Duties on various occasions to LegCo
members via the Legislative Council Commission prior to
his complaint to the Privacy Commissioner.

Besides, the AAB took the view that the Appellant
could have conflated DPP5 and DPP6 (concerning
data access requests). In any event, the AAB agreed to
the Privacy Commissioner’s findings and concluded
that the requested data (even assuming the Appellant
had lodged a data access request) could have no
longer existed owing to the daily erasure policy of the
Government and hence it could not have been accessed.

The AAB’s Decision

The appeal was dismissed.

Ms Jessica LEUNG, barrister instructed by Messrs Wat & Co. for
the Appellant

Mr Johnny MOK, S.C. and Mr Jenkin SUEN, S.C. for the Privacy
Commissioner

Mr Raymond LEUNG, S.C. instructed by the Department of Justice
for the Director for Administration (the Person bound by the
decision)

Mr Bonny LOO, Assistant Legal Adviser for the Legislative Council
Secretariat (the Person bound by the decision)
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Appeal Case Note (2) (AAB Appeal No. 20 of 2018)

Making various enquires directed at a person does not
necessarily equate to lodging data access requests (DARs) —
identity of the person who lodged the DAR - section 18 of the
PDPO - the Appellant conducting the appeal in a frivolous
and vexatious manner may be liable to pay the costs of the
Privacy Commissioner

Coram: Mr Eugene FUNG Ting-sek, S.C. (Chairman)
Mr Ronald KWOK Wing-chung (Member)
Mr TSANG Mo-chau (Member)

Date of Decision: 21 August 2019
The Complaint

The Appellant was once a member of the Spiritual Assembly
of the Baha'is of Hong Kong (“Assembly”). Prior to the present
complaint, the Appellant had lodged a total of 44 complaints
with the Privacy Commissioner since 2010 as a result of
the very same incident - the Appellant’s membership and
“administrative rights” in the Baha'is faith had been removed
for reason that he had behaved inappropriately, contrary to
the Baha'is faith, towards Miss SL (“Incident”).

In the present complaint, the Appellant issued a letter to Miss
SL on 13 March 2018, on request of the National Spiritual
Assembly of the Baha'is of Lesotho, requesting Miss SL to:-

(i) reveal the name and full contact details of the “family
friend” who had reported the Incident to the Assembly;

(ii) explain how the Incident was referred to the Assembly in
September 2008; and

(iii) supply any related notes, observations or comments
from the Assembly related to the Incident.

(collectively the “DAR")

As Miss SL did not reply to the DAR, the Appellant complained
to the Privacy Commissioner.
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The Privacy Commissioner’s Decision

The Privacy Commissioner exercised his discretion under
sections 39(2)(c), 39(2)(ca) and 39(2)(d) of the PDPO not to
further investigate the Appellant’s complaint for the following
reasons:-

1st category of requested information — name and full contact
details of the “family friend”

Section 18(1) of the PDPO provides that a DAR must be
lodged by the data subject himself or a “relevant person”
acting on behalf of the data subject. Given that the Appellant
was neither the individual who was the data subject (i.e. the
“family friend”) nor the relevant person acting on behalf of the
“family friend”, the Appellant did not have the locus standi to
lodge a DAR concerning the personal data of a third party. In
other words, the Appellant had not made a validly constituted
DAR under the PDPO.

2nd and 3rd categories of requested information -
explanation as to how the Incident was referred to the
Assembly and documents from the Assembly

There was no prima facie evidence, whether demonstrated
by the Appellant or otherwise, that the requested data (i.e.
the “explanation” or “written records”) ever existed in the
first place. Even if there was positive evidence that they had
existed, there was no evidence to establish that such written
documents were still in existence about 10 years after the
Incident.

Moreover, the Privacy Commissioner took the view that the
subject matter of the complaint was unrelated to issues
concerning protection of personal data privacy but arising
out of the Incident. Besides, apart from the present complaint,
all 44 prior complaints lodged by the Appellant were unable
to be further investigated under section 39(2) of the PDPO.
The present complaint was no exception. The Privacy
Commissioner believed that the Appellant’s complaint was
not made in good faith; and the Appellant had conducted the
case in a frivolous and vexatious manner.

Dissatisfied with the Privacy Commissioner’s decision, the
Appellant lodged an appeal to the AAB.
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The Appeal

The AAB entirely agreed with the Privacy Commissioner’s
interpretation of the Appellant’s entitlement to the DARs, i.e.
no DARs had been validly made out by the Appellant vis-a-
vis Miss SL. The AAB stressed that the Appellant’s complaint
against Miss SL lacked both factual and legal bases, and was
not capable of reasoned argument.

The AAB also considered that the Appellant had lodged
as many as 44 complaints concerning the same Incident;
all of which lacked sufficient basis and hence could not
be investigated further under section 39(2) of the PDPO.
Furthermore, the Appellant had appealed against three out
of them (excluding the present appeal) and had all been
dismissed by the AAB (AAB N0s.12/2011, No.54/2011 and
No0.74/2011).

Hence, the AAB agreed with the Privacy Commissioner’s
conclusion that the subject matter of the present appeal did
not arise out of the Appellant’s concern for any infringement
of this personal data privacy rights. The AAB found that the
Appellant was frivolous in lodging the appeal, and conducted
the present appeal in a frivolous and vexatious manner. The
AAB made an Order that the Appellant pay to the Privacy
Commissioner HK$40,000 being the costs incurred by the
Privacy Commissioner in the appeal under sections 21(1)(k)
and 22(1)(a) of the Administrative Appeals Board Ordinance
(Cap 442).

The AAB’s Decision

The appeal was dismissed.

The Appellant was absent

Mr Dennis NG, Senior Legal Counsel representing the Privacy
Commissioner

The Spiritual Assembly of the Baha'is of Hong Kong (the Person
Bound by the decision) was absent
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Appeal Case Note (3) (AAB Appeal No. 4 of 2019)

Mere reference to an individual’'s name appearing in internal
correspondence does not amount to one’s personal data — no
compilation of personal data of an identified individual or a
person whom the data user seeks to identify — no collection
as defined per Eastweek case

Coram: Mr Robert PANG Yiu-hung, S.C. (Chairman)
Miss Winky CHAN Wing-ki (Member)

Mr CHIN Shing-hoi (Member)

Date of Decision: 4 December 2019
The Complaint

The Appellant was initially the respondent in the proceedings
in the Lands Tribunal. He was not successful in the aforesaid
proceedings and sought leave to appeal. His leave application
was refused both at the Lands Tribunal and the Court of
Appeal. He sought to appeal against the decision of the Court
of Appeal in refusing to grant leave for him to commence
judicial review, and the judgment was subsequently reported
in the official law report, the Hong Kong Law Report & Digest
(“HKLRD").

The Appellant opined that the headnote that appeared in
the HKLRD was inaccurate and complained to the Judiciary.
Subsequently, the Appellant discovered that all HKLRD would
first be prepared by the reporters of Thomson Reuters Hong
Kong (“Publisher”), followed by an approval sought from the
Judiciary regarding the accuracy of the content of all HKLRD
before publication. Hence, the Appellant made a data access
request to the Judiciary demanding it to disclose copies of
the correspondence between the Judiciary and the Publisher
(“DAR"). The Judiciary refused to comply with the Appellant’s
DAR on the ground that the material in question did not
constitute personal data of the Appellant.

The Privacy Commissioner’s Decision

The Privacy Commissioner took the view that neither the
Judiciary nor the Publisher intended to identify the Appellant
by way of the correspondence and/or the reported judgment.
There was no compilation of the Appellant’s personal data as
the data user(s) did not compile any information about the
Appellant as an identified individual or about a person whom
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the data user(s) intended or sought to identify. Hence, the
requested correspondence did not amount to the Appellant’s
personal data and would not be subject to DAR. Given that
there was no prima facie evidence of an contravention by the
Judiciary, the Privacy Commissioner exercised his discretion
under section 39(2)(d) of the PDPO not to further investigate
the Appellant’s complaint.

The Appeal

The AAB affirmed the Privacy Commissioner’s decision and
took the view that any correspondence between the Judiciary
and the Publisher concerning the judgment to be reported
did not relate directly or indirectly to an individual, in the
sense that the identity of the parties in a judgment could not
be considered as an important item of information.

The AAB applied the Eastweek Publisher Limited & Another v
Privacy Commissioner for Personal Data [2000] 2 HKLRD 83 and
further opined that any reported case that appeared in the
HKLRD was simply the judgment of the Court with an added
headnote which summarised the judgment. Correspondence
between the Judiciary and the Publisher was not directed
towards the identity of the individual as an important item of
information, but instead to the correctness of the headnote,
which simply summarised the facts, issues and decision of the
Court as set out in the judgement.

The AAB also applied the case of Wu Kit Ping v Administrative
Appeals Board [2007] 4 HKLRD 849 and opined that even if
the requested correspondence referred to the Appellant’s
name, the correspondence did not constitute personal data
of the Appellant as none of the parties intended to ascertain
his identity. The AAB stressed that a person’s entitlement
under DAR was to obtain a copy of his data, as opposed to an
entitlement to obtain a copy of every document which made
a reference to the individual.

The AAB’s Decision

The appeal was dismissed.

The Appellant appeared in person

Mr Alex LAI, Assistant Legal Counsel representing the Privacy
Commissioner

Mr Gilbert MOK, Government Counsel representing the Judiciary
Administrator (the Person bound by the decision)
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Appeal Case Note (4) (AAB Appeal No. 7 of 2019)

Installation of CCTV in public corridors - security of a
residential building — purpose and manner of collection of
personal data - unfair and excessive collection - retention
and security of CCTV footage - alleged contravention of DPP1
and DPP4
Coram: Dr LO Pui-yin (Chairman)

Ms Wendy YUEN Miu-ling (Member)

Mr Lawrence NG San-wa, M.H. (Member)

Date of Decision: 27 February 2020
The Complaint

The Appellant complained against the Incorporated Owners
of a building (in which she was residing) for installation of two
CCTVs in the public corridors of every floor of the building.
One of the CCTVs on her storey was located in the proximity
of her flat. The Appellant claimed that the Incorporated
Owners:—

1)  collected her personal data in a manner which was
unfair and excessive;

2) should adopt other means to achieve the purpose of
enhancing safety and security of the building; and

3) did not adopt sufficient measures to prevent the CCTV
footage from unauthorised access and leakage.

The Incorporated Owners stated that the installation of CCTVs
was a measure to enhance safety and security of the building
after the happening of some criminal incidents. The decision
to install CCTVs had been resolved at the owners’ meeting
and conspicuous notices were displayed at the lobby of the
building and in the public corridors of each floor. The CCTV
footage was password-protected and could only be accessed
by authorised persons.
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The Privacy Commissioner’s Decision

Relying on the Court of Appeal’s judgment in Eastweek
Publisher Limited & Another v Privacy Commissioner for Personal
Data [2000] 2 HKLRD 83, the Privacy Commissioner took
the view that installation of CCTVs should not be regarded
as collection of the Appellant’s personal data. When the
Incorporated Owners had to review the CCTV footage for
identifying a person and collecting evidence in case of
suspected crimes or security matters, this would involve
collection of personal data. In this situation, as the collection
was related to the Incorporated Owner’s managerial work, it
would be unlikely to amount to unlawful or unfair collection.
Further, after the Privacy Commissioner’s enquiry, the notice
of installation of CCTV had been given to the data subjects
concerned. It was also noted that retention period of the
CCTV footage was not unreasonable and only authorised
persons could have access to the CCTV footage. The Privacy
Commissioner therefore took the view that there was no
prima facie evidence of any contravention of the requirements
under the PDPO.

Dissatisfied with the Privacy Commissioner’s decision, the
Appellant lodged an appeal to the AAB.

The Appeal

Taking into account the parties’ submissions and the available
evidence, the AAB affirmed the Privacy Commissioner’s
decision not to proceed with the Appellant’s complaint. The
AAB agreed that the Incorporated Owners installed the CCTVs
for security purpose and its intention was not to compile
information about the Appellant or any other identified
persons. Whilst the AAB took the view that images captured
by the CCTV should be regarded as personal data of the
respective data subjects, based on the Eastweek case, the
act did not constitute collection of personal data. Hence the
PDPO had no application.

The AAB’s Decision

The appeal was dismissed.

The Appellant appeared in person

Ms Clara WONG, Assistant Legal Counsel representing the Privacy
Commissioner

The Incorporated Owners’ (the Person bound by the decision)
was absent
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DPP2 - retention of personal data
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DPP3 - use or disclosure of personal data
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LEGAL ASSISTANCE SCHEME

The Legal Assistance Scheme (“Scheme”) commenced on 1 April
2013. Under the Scheme, PCPD may provide assistance to a person
who has suffered damage by reason of a contravention under the
PDPO and intends to institute proceedings to seek compensation.
In the reporting year, PCPD received 11 legal assistance
applications, of which 10 cases were preceded by a complaint
lodged with PCPD.

These 11 applications involved 13 alleged contraventions of the
PDPO in respect of: (i) collection of personal data; (ii) retention of
personal data; (iii) the use or disclosure of personal data; and (iv)
security of personal data.

Nature of alleged contraventions in these applications

~ - 8%
2 .
1 1% alleged contravention
> 15%
2 13 alleged contraventions
46%
6 & alleged contraventions
> 31%

41§ alleged contraventions

J
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N.B.. Two out of 11 applications involved more than one alleged
contravention. The percentages shown above are calculated using
the total number of alleged contraventions as the base value.
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During the reporting year, PCPD handled 16 applications (including
five brought forward from last year). Of these applications, 14
applications were completed and two applications were still under
consideration as at the end of the reporting period.

Of the 14 applications completed, one was withdrawn by the
applicant, one was granted legal assistance and 12 were refused.
The main reasons for refusing applications were the absence of an
issue concerning a legal principle as well as the applicant’s failure
to provide evidence to substantiate any damage suffered.

Three requests for review of refusal were received during the
reporting year. Upon review, PCPD decided to maintain the
decision to refuse the applications.
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EDUCATION AND ENGAGEMENT

PCPD promotes privacy and data protection and
respect through mass media, online social media
platforms, internet, publications and public education
programmes; organises and conducts training for

organisations and individuals on the requirements

under the PDPO; and manages work relationship with

>

stakeholders.
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HEEEMREMEE PROMOTING DATA PROTECTION AND RESPECT

AMPLIFYING MESSAGES THROUGH THE MEDIA

Media

During the reporting year, PCPD issued 69 media statements
(please refer to Appendix 2), which set a record high. The number
of responses to media enquiries was also the highest since
2011/12, with 270 media enquiries about the PDPO and topical
issues on personal data privacy responded to in the year. Through
swift responses to media enquiries and issuing media statements
on incidents or topical issues of social concern, PCPD disseminated
information and observations on personal data protection at
opportune times, thereby helping various sectors of society better
understand the provisions of the PDPO.

Over the year, the Privacy Commissioner expressed concerns over
privacy-related issues and followed up proactively. Some examples
follow.
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Weaponisation of personal data

Social incidents from June 2019 in Hong Kong had given rise to a
large number of doxxing cases. Personal data was “weaponised” to
inflict psychological harm on data subjects. The number of doxxing
cases was unprecedented. PCPD had carried out promotion and
public education through different channels in order to tackle the
problem at its roots.

The Privacy Commissioner held a media gathering on 28 August
2019, strongly condemning the acts of infringing personal
data privacy, doxxing and bullying, which were associated with
escalating intimidation and harassment. He also strongly appealed
to netizens not to upload or forward relevant personal data and
hurtful remarks, and should not incite doxxing and bullying.

14/6 - 28/8 RAMA IR R THBNVEARTE
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As of 31 March 2020, PCPD’s promotion and education work on
doxxing included:

. PCPD had issued 33 related media statements (with the first
one being issued on 14 June 2019);

. PCPD had given 74 responses to media enquiries;

. All the responses to the media were uploaded to PCPD’s
website;

. The Privacy Commissioner had explained to the media or the
general public 97 times;

. A seminar was held and attended by practitioners from
education, social work, legal, medical, human resources
sectors, etc;

. Letters were sent to the principals of all primary and
secondary schools in Hong Kong to provide them with
PCPD’s promotion and educational materials.
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Privacy Issues Arising from COVID-19

The outbreak of COVID-19 in early 2020 had given rise to a number
of privacy issues in different aspects. The Privacy Commissioner
had issued a series of guidelines, including guidelines on
employers and employees; schools and students; video-
conferencing users; government’s anti-epidemic measures etc. to
remind members of the public and organisations not to lose sight
of personal data privacy protection when combating COVID-19. As
of 31 March, 2020, PCPD had issued the following guidelines:

1. Media statement dated 11 February 2020: Privacy issues
arising from mandatory quarantine measures

Regarding the privacy issues involved in the mandatory
quarantine measures implemented by the Government,
the Privacy Commissioner made observations about the
relevant measures and explained the relevant provisions and
exemptions under the PDPO.
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2. Media statement dated 26 February 2020: The use of
information on social media for tracking potential carriers of
COVID-19
Regarding the use of information on social media for tracking
potential carriers or patients of COVID-19, the Privacy
Commissioner explained that the Government had sufficient
legal and justifiable bases to take corresponding anti-
pandemic measures, on the premise of the right to life and
public interests (including public health).
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3. Response dated 21 March 2020 to media enquiry on privacy
issues arising from COVID-19
The guidelines explained the legitimacy of the collection
of personal data during the pandemic and illustrated with
examples how to strike a balance between privacy rights and
public health. It also reminded organisations not to derogate
their responsibilities of proper handling of personal data in
the course of fighting the pandemic.

Fight coOvl demic
Guidelines for Employers.and Employees

4, Media statement dated 30 March 2020: Fight COVID-19
Pandemic Guidelines for Employers and Employees
With the outbreak of COVID-19, employers were concerned
whether they were permitted to collect health data about
their employees to help monitor and prevent the spread
of the virus in the workplace and in the community. In a
succinct Q&A format, the guidelines reminded employers of
the key principles when collecting employees’ health data.
Besides, many organisations had made work-from-home
arrangements and conducted business meetings online
to reduce social contact. This transition would mean more
scope for data security mistakes. The guidelines provided
18 practical security tips for employers and employees to
minimise the risk of personal data breach.

The Global Privacy Assembly (GPA), a global forum for data
protection and privacy authorities, had published our guidelines
above on its webpage “Data Protection and Coronavirus
(COVID-19) Resources”, alongside the latest advice and guidance
on personal data protection and COVID-19 provided by other data
protection authorities as GPA members and observers: https://
globalprivacyassembly.org/covid19/
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Social Media and Websites
Social Media

To reinforce its online presence, PCPD presented a brand new
image on social networks with newly created accounts on
Instagram, Linkedln, Twitter and Weibo, and revamped the
Facebook page and YouTube channel, all under the new theme
“Privacy in Sunlight”. In simple language and with the help of
visual illustrations and videos, the latest privacy issues of public
concern were explained to netizens from diverse sectors and age
groups.

“Privacy in Sunlight” is designed to send out the messages that
personal data privacy right belongs to every individual and the
need for organisations to be transparent and provide explanations
when complying with the law, to be respectful and to put privacy
policy into practice. In addition, the new theme also echoes the
name of "Sunlight Tower" at which PCPD is located.

The newly launched and revamped accounts on the differently-
styled platforms aim to target at the younger generation and those
who prefer mobile devices to conventional media channels; micro,
small, medium and large enterprises; professionals, and data
protection personnel and authorities from the mainland of China
and overseas, etc., enabling them to follow in a timely manner the
latest news and updates of the privacy landscape.
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TEIEHE RBABREEZNES R During the pandemic, PCPD issued a number of guidelines and
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REEEAERABHEAIESIMEEL  W3E  of video-conferencing software, etc. on personal data privacy
BEREFTEEELISSIELRER - B8R protection. These guidelines were transformed into concise,
B 37 FN BH& R R FABBARBI D T R E 1tk readable texts and images explaining the provisions under the
I ABIEBRIEBELF S HEFEERREN PDPO. In addition, PCPD also promptly responded to the latest

B ERFABERRE - privacy concerns of the public through these platforms.
UTREFEBFE LBMAHUE DML Below are selected posts on the online social platforms:
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A Facebook post about protection of students’ Tips posted on LinkedIn for online teaching Guidelines posted on Twitter for employers
personal data privacy and video-conferencing and empolyees during the pandemic

WHL® POPD " sy P e P
ot Wl . i
LRORE: ARLNOLA-FRENR] I
FR: REESENMBE TN R EHER. R RDTHEN [Fight #COVID—15 Pandemic #Privacy tips for
e UBHRUARE LRSS A SR EARNHT Employers]

A I Alzw .
R AEREEIERNT - MEOMRTNS . K06 ScamBmic. B
HREEESMTIAEHER!

The collection of employees’ personal data should be

SARMUNI S dpcpd MEITHE MIZRAN S MEEE 3 spedfically related to and necessary for public health,

S - An across-the-board compulsery system where health
LFight COVID-19 Pandemic: Children Privacy QLA — Praventive Tips for Cer data is collected indiscriminately is not preferabl
Parents 1 Lo

The Pasent: | cannol sbvays observe what my kids are doing online. What

measures can | 1ake 1o protect their personal dats from bawng tolen when

they aee wing onling leanming teols?

A Patents may sctivate intemat parental controds 1o manage childres’s

inbeenat usage and Bller out inappropiate contents. Basides, remember 1o
o Sanctions when they are not needed

and disable ceing racking functions whenever possible.




FLEBEE 8 N BE SR PCPD ANNUAL REPORT - 2019-20 115

>»>>.’
S

£ Instagram A B3 [ HIEAE K | BIDE ST EHIERMHERE [ ERERER | I

A Instagram post about “criminal doxxing” A Weibo post about “data access request”
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Website

Via our website, PCPD has always been committed to effectively
disseminating information and updating on developments
regarding protection of personal data privacy.

Our website continues to be a one-stop portal to provide the
latest information and resources of personal data protection to
members of the public. The most popular sections include “Media
Statements & Responses’, “Case Notes” and “The PDPO at a Glance”
Members of the public can also visit PCPD’s thematic websites via
this portal.

During the reporting year, we recorded 1,520,779 visits to the
website, representing an increase of 20% compared to 1,277,351
visits the year before.

Our website was awarded the Silver Award under the Non-
Commercial SME Category of “Best.hk Website Awards 2019".
Organised by the Hong Kong Internet Corporation Registration
Limited, the Award aimed to applaud and recognise websites with
remarkable designs and comprehensive functionality.
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Children Privacy

This thematic website is a one-stop portal for children to learn
and understand personal data privacy. Teachers and parents can
make use of the tips and resources provided to guide students and
children how to protect their personal data privacy.

PCPD has also set up a teaching resource centre on the thematic
website for “Student Ambassador for Privacy Protection
Programme”, providing videos, leaflets/booklets, presentation
materials and newspaper/publication columns on issues such as
the application of Al and its privacy impact, protection of personal
data privacy, cyberbullying, etc.
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Be SMART Online

This thematic website serves as a resourceful platform to provide
latest trends and practical tips for members of the public to
protect personal data on their smart devices and the internet so as
to reduce the risks of online privacy breach. Two mini-sites, namely
“Elderly Corner” and “Think Privacy! Be SMART Online”, are within
the portal to provide relevant interactive information and a quiz
game.
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Publications

During the reporting year, the Privacy Commissioner published
the following booklet and guidance notes to provide information
on relevant regulations and useful guidance for stakeholders.

The booklet entitled “A Brief Summary on the Regulations in
the Mainland of China Concerning Personal Information and
Cybersecurity Involved in Civil and Commercial Affairs” provides an
overview of related regulations regarding personal data protection
in the mainland of China. The booklet aims to help the enterprises
better understand the relevant regulatory regime, so that they
could expand their online business more smoothly in the Greater
Bay Area and maximise business benefits.

PCPD also released a jointly-developed “Guide to Data Protection
by Design for ICT Systems” with the Personal Data Protection
Commission, Singapore. The publication assists organisations
that wish to apply Data Protection by Design when designing
and building ICT systems. It provides tips and good practices for
system development processes.

To assist Small and Medium Enterprises (SMEs) in putting data
ethics into practice and encourage them to uphold the three Data
Stewardship Values (respectful, beneficial and fair) in handling
personal data, PCPD issued an information leaflet “Data Ethics
for Small and Medium Enterprises” to help the SMEs conduct self-
assessment to find out the impact of their data-driven activities on
their stakeholders’' rights and interests.
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The publications above are downloadable from our website at
www.PCPD.org.hk.
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Book

A Brief Summary on the Regulations in the Mainland
of China Concerning Personal Information and
Cybersecurity Involved in Civil and Commercial Affairs
(Chinese version only)
(December 2019)
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Guidance Note

Guide to Data Protection by Design for ICT Systems
(May 2019) ! [
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Information Leaflet

Data Ethics for Small and Medium Enterprises
(April 2019)
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ENGAGING ORGANISATIONS IN DATA PROTECTION
Speaking engagements

During the year, the Privacy Commissioner and his team, on
invitation, spoke and shared views on the evolution of data privacy
protection in the digital age, and data ethical values and models.
They took the form of presentations, seminars, talks and meetings,
engaging a broad range of stakeholders, in particular senior
executives, and encouraging them to adopt a corporate-wide
privacy strategy in their organisations.
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Seminars

To minimise the disruption by the pandemic to our ongoing public
education initiatives, PCPD conducted seminars and professional
workshops for stakeholders in online mode, with sufficient data
security measures put in place.

Introductory seminars

Aiming to enhance public awareness and understanding of the
PDPO to protect personal data privacy, PCPD regularly runs free
introductory seminars on personal data protection for the general
public. These seminars provide a general introduction to the PDPO
and explain the requirements of the six data protection principles
illustrated with real-life examples. During the reporting year, over
1,250 participants attended these seminars.

To cater for the needs of different stakeholders and enable the
public to acquire knowledge about personal data protection
anytime, PCPD produced a new free online seminar — An Overview
of Personal Data (Privacy) Ordinance. Available on the YouTube
channel, it introduces the requirements of the PDPO, and the
privacy issues related to technology development and data ethics.
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In-house seminars

To meet the growing demand for acquiring data protection
training from various organisations, PCPD representatives conduct
seminars for individual organisations to explain to their staff
the requirements of the PDPO. During the reporting year, PCPD
delivered 117 tailor-made training sessions for 91 organisations.
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Professional Workshops

PCPD has developed a series of professional workshops on data
protection tailored to the needs of those dealing with personal
data in different work contexts. During the reporting year, PCPD
held 27 workshops attended by over 1,000 participants. The
workshops, which were supported by 30 professional organisations
and trade associations, covered the following topics:
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Practical Workshop on Data Protection Law

Data Protection and Data Access Requests

Data Protection in Banking/Financial Services

Data Protection in Direct Marketing Activities

Data Protection in Human Resource Management

Data Protection in Insurance

Privacy Management Programme

Recent Court and Administrative Appeals Board Decisions
Professional Workshop on Data Ethics

Data Protection in Property Management Practices
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Other Seminars
Seminar on Cyberbullying and Doxxing

On 16 September 2019, PCPD held a seminar examining bullying and
doxxing in the cyber space from a personal data privacy perspective,
and explaining how to safely use social and messaging platforms
to protect online privacy. Speaking at the seminar were the Privacy
Commissioner and Mr Francis Po-kiu FONG, Member of the Standing
Committee on Technological Developments of PCPD and Honorary
President of Hong Kong Information Technology Federation.
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China Cybersecurity Law Conference — New Legal and Regulatory
Updates, Practical Implications and Challenges

PCPD held “China Cybersecurity Law Conference - New Legal
and Regulatory Updates, Practical Implications and Challenges”
on 11 December 2019. Adjunct Professor Jason Lau, Regional
Lead and Co-Chair of the International Association of Privacy
Professionals (IAPP) was MC and moderator of the conference.
The Privacy Commissioner and Attorney Barbara Li, Partner of the
Beijing office of Norton Rose Fulbright, were keynote speakers.
Mr Allen Ting, Senior Legal Counsel of Huawei, and Mr Bernard
Tan, Chief Counsel, Cybersecurity of SAP took part in an in-depth
panel discussion with the two keynote speakers. They shared
the latest development and impact of personal data protection
in the mainland of China with over 100 attendees from banking,
insurance, legal and other sectors.

Training for government departments
Government departments collect and use a vast amount of

citizens’ personal data. So there is a need to raise their awareness
of data protection.
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PCPD worked with the Immigration Department to organise
“Training Workshops on Personal Data (Privacy) Ordinance” for
their officers of middle to senior ranks. During the reporting year,
two workshops were held with over 200 officers having attended.

PCPD had also worked with the Civil Service Training and
Development Institute to arrange seminars for civil servants of
different grades, introducing the requirements of the PDPO and
how to protect citizens’ personal data in their daily work.

Meeting with stakeholders
In order to understand stakeholders’ concerns about personal

data protection, PCPD held meetings with various government
departments, organisations and groups.
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Privacy Management Programme (PMP)

In 2014, the Government, together with 25 companies from the
insurance sector, nine companies from the telecommunications
sector and five organisations from other sectors, pledged to
implement PMP. The Hong Kong Association of Banks also
indicated that the banking industry would support PCPD’s
initiative.

Further to last reporting year’s initiative to assist the government
bureaux and departments in preparing their PMP manual, PCPD
published in the reporting year the General Reference Guide — PMP
Manual for organisations in the private sector for their reference.

Data Protection Officers’ Club (DPOC)

DPOC provides data protection officers of organisations with
a platform for advancing their knowledge and practice of data
privacy compliance through experience sharing and training.
DPOC membership stood at 590 by the end of March 2020. The
individual and organisational members come from a wide range of
backgrounds, including compliance, legal affairs, regulatory affairs,
law enforcement and customer relations, in both the public and
private sectors.

During the reporting year, PCPD held four seminars for DPOC
members on fintech application of Personal Data (Privacy)
Ordinance, personal cyber credibility and solutions, corporate
cyber defence and China cybersecurity law.
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Industry-specific Privacy Campaign

PCPD joined hands with the Property Management Services
Authority and the Hong Kong Association of Property Management
Companies to organise activities for the property management
industry to raise awareness of personal data protection among
property management practitioners, members of owners’
corporations and the general public. A radio drama series titled
“Privacy Clubhouse”, voice-acted by well-known broadcasters, was
produced to put across the messages on personal data protection
in the property management sector in a light-hearted manner.
On a current affairs radio programme, the Privacy Commissioner
talked about the promotional work of the privacy campaign for
property management as well as the importance of data ethics on
privacy protection. Professional workshops and seminars on data
protection in property management practices were held to assist
the practitioners to understand the application of the PDPO in
their daily work. Practical guidance on compliance with the PDPO
was provided. Moreover, a slogan composition competition was
held and practitioners from a number of property management
companies took partin it.
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Privacy Campaign
for Property Management Industry
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PROMOTING AWARENESS IN THE COMMUNITY

Privacy Awareness Week

Since 2007, PCPD has jointly organised the “Privacy Awareness
Week” (PAW) with members of the Asia Pacific Privacy Authorities
(APPA) to enhance the awareness of privacy protection in the
region. The PAW 2019 in Hong Kong was held on 6 - 12 May.
With the theme of “Compliance with Privacy Law, Data Ethics in
Action”, PAW 2019 aimed to remind organisations that apart from
compliance with the requirements of data protection law, they
should also strive to achieve a higher ethical standard that meets
the stakeholders’ expectations.

The Symposium on “Data Ethics in Action” was the flagship event
of the PAW 2019. It was also a welcome event for the DPOC's
membership year 2019-20.

At the Symposium, Mr Albert Hak-keung WONG, the Chief
Executive Officer of Hong Kong Science & Technology Parks
Corporation, Ms Diana CESAR, Chief Executive, Hong Kong, the
Hongkong and Shanghai Banking Corporation Limited and Mr
Sunny Yiu-tong CHEUNG, the Chief Executive Officer of Octopus
Holdings Limited, shared their insights and experience on
putting data ethics in action and building trust with stakeholders
in relation to data privacy. The three speakers also exchanged
views on policies and measures to promote data ethics in
corporate operations and governance in the panel discussion.
The Symposium was attended by over 150 DPOC members from
different industries and sectors and organisation representatives.

SYMPOSILUM DN
DATA ETHICS IN ACTION ..
ﬂBH!ﬁEnﬁ::!Jnul
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Educational Talks on data protection

During the PAW 2019, PCPD also organised educational talks for
secondary school students, senior citizens and members of the
public. The participants were briefed on personal data protection
provided by the PDPO and how to safeguard personal data online.
In particular, senior citizens were provided with tips on identifying
data piracy risks and preventing from falling prey to privacy traps.

To disseminate the message of data protection to the wider
community, PCPD also organised a series of promotion and
education activities, including the Privacy Commissioner’s
interview on the radio programme “On a Clear Day” to
promote the importance of data ethics, a radio drama
series entitled “Privacy Clubhouse” and the broadcast of
educational videos on social media and the eElderly website
(www.e123.hk).

MRATHAMGER  ME{TRARREH
WENRER NENREE

RonEE:
HEWES

aEx
mARE

L
“-lnnlu

v %

HFE R FER A
L EEE)2019 EFR °
Posters designed by PCPD
for the PAW 2019.




RESEEE

ATEZAMGEELBLAENTERRERE
BBEREEAERLBHRE » 2BELR
EFEETTREAEEEEE R AR
EERREFHBERE -

BLESRE

SHEEOTEHSE L [RLENS] 8BS
B REMRENE  LEAXKEBHES
WA R2020E1 81482898 #AR -
CFRIEEEMEREEE -

FEBHEE N EF R PCPD ANNUAL REPORT - 2019-20 129

>

>

Mass promotional campaign

To widely and effectively promote PCPD’s public image and
disseminate messages of protection on personal data privacy,
PCPD conducted five large-scale promotional initiatives to raise
the general public’'s awareness of personal data privacy.

Advertisement on bus body

A number of double-decker buses carrying messages of “Peace
Online” and “Data Prosperity” together with data protection
messages became moving billboards travelling around prime
commercial and residential areas from 14 January to 9 February
2020.
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Radio advertisement
A radio advertisement with the jingle “Peace Online, Data
Prosperity” performed by Privacy Special Ambassador Ms Candy

Chea was broadcast on a local radio station on 20-31 January 2020.

TV advertisement

A Lunar New Year TV commercial with the jingle “Peace Online,
Data Prosperity” performed by Privacy Special Ambassador Ms
Candy Chea was broadcast on a local TV station from 24 January
(Lunar New Year’s Eve) to 6 February 2020.
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Advertisement on tramcars

In March, PCPD rolled out a tram advertising campaign with trams
carrying the slogan “Practise Data Ethics — Respectful, Beneficial &
Fair: for a Smart Hong Kong” to spread the promotional messages.
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Educational activities for senior citizens

To remind senior citizens to be vigilant about potential data
privacy risks and becoming victims of financial losses, PCPD joined
hands with non-government organisations to organise elderly
talks to share tips on personal data protection in daily life. A total
of 18 educational talks were organised, with over 1,000 senior
citizens having attended the talks.

The Privacy Special Ambassador Ms Candy CHEA also worked with
PCPD to promote the protection of personal data. In addition
to delivering talk to senior citizens, Ms CHEA also shared tips on
protecting personal data with the elderly through publicity and
education video. The video was broadcast on the eElderly website
(www.e123.hk).

PCPD also produced posters to raise the elderly's awareness of
protecting personal data.
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Student Ambassador for Privacy Protection Programme

PCPD has run the “Student Ambassador for Privacy Protection
Programme - Partnering Schools Recognition Scheme” for nine
consecutive years. Through the Programme, PCPD aimed to
encourage secondary school students to organise on-campus
activities that disseminated the message of data protection to
their peers and fostered a culture of respecting and protecting
personal data privacy in the school environment.

Under the Partnering Schools Recognition Scheme, participating
schools were required to complete ten missions related to privacy
protection and anti-cyberbullying. The Partnering Schools
Recognition Scheme offered Diamond, Gold, Silver and Bronze
awards based on the number of privacy missions completed. Six
participating schools that had won Gold Award in the Scheme for
three consecutive years were awarded with the Diamond Award
this year as commendation of their efforts in demonstrating good
practice in promoting personal data privacy protection on campus.
In total, a record high number of 129 secondary schools took part
in the Scheme in 2019, with more than 60,000 participants (see
Appendix 3 for details).
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Among the ten privacy missions under the Partnering Schools
Recognition Scheme, there were two core privacy missions — the
“Artificial Intelligence and Privacy Protection” Proposal Competition
and the online game aiming to prevent cyberbullying - “Awarding
Likes to Good Digital Citizens”. For the Proposal Competition,
participating teams were each required to thoroughly evaluate the
privacy impact of one type of artificial intelligence and prepare
a proposal to resolve the issues. About 270 secondary school
students took part in the competition.

Moveover, the online game “Awarding Likes to Good Digital
Citizens” aimed to provide tips to students on how to protect
personal data online and how to stay away from cyberbullying.
The response for the online game was overwhelming. Over 18,000
students from 300 schools participated in the online game.
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RESPONDING TO CROSS-JURISDICTION ISSUES

PCPD conducts research and analyses policy issues
relating to personal data protection in the light of the

latest local and international developments.

Privacy protection has become a cross-jurisdiction
issue and thus calls for an international response.
PCPD liaises-and works with data protection
authorities and privacy experts around the world to
keep abreast of global developments and trends in

privacy protection.
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The landscape of personal data privacy protection is dynamic
and constantly evolving, locally and globally. New technologies,
initiatives, products and services with privacy implications are
launched almost every day. Regulations and guidelines for
strengthening personal data protection are also introduced or
revised in different jurisdictions steadily. Against this background,
PCPD must keep abreast of the local and global developments
by undertaking research in order to ensure that our own law,
guidelines and regulatory policy stay relevant and appropriate,
meeting the expectations of stakeholders and the international
standard. The following are observations by PCPD in relation to
some major developments in the global data protection landscape
in the reporting year.

A BALANCING EXERCISE BETWEEN CONTACT
TRACING AND PRIVACY AMIDST COVID-19
PANDEMIC

The world’s attention was on COVID-19 since the beginning of
2020. The World Health Organisation characterised COVID-19 as
a pandemic on 11 March 2020. Given its novel, contagious and
potentially deadly nature, this pandemic posed a grave danger to
global public health. Governments around the world implemented
different measures to monitor and track confirmed and suspected
patients in order to contain the spread of the virus. Amongst other
technological solutions, contact-tracing mobile apps were thought
to be crucial to containing the spread of the virus.

Contact tracing apps use the Bluetooth signals of mobile phones
to keep records of individuals who came into close proximity
with each other. This theoretically allows public health officials
to quickly notify and quarantine people who have been in
close contact with infected persons. Some countries such
as Australia, Singapore and the UK used or planned to use a
centralised approach for collecting and processing the contact
data. Meanwhile, some other countries such as Austria, Iceland,
Indonesia, Spain and Switzerland preferred a decentralised
approach, under which the contact data would mostly be stored
on users’ mobile phones.

The decentralised approach would seem more privacy-friendly,
but some health authorities criticised that it would significantly
limit insights that could be gained from the data, in turn hindering
the potential pandemic-fighting measures to be taken.
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Privacy is a fundamental human right. But unlike the right to life, it
is not absolute. Most data protection authorities around the world,
including PCPD, believed that individuals’ privacy right must be
balanced against larger societal interests during a public health
crisis. Indeed, many data protection laws, like section 59 of the
PDPO, exempt the use limitation requirement of personal data
if such use is necessary for safeguarding the health of the data
subjects or other individuals. COVID-19 came as an acid test of the
“balance skills” of many governments in protecting the lives and
privacy of their people. In these exceptional contingencies, data
protection authorities should be flexible in law enforcement to
facilitate governments and health authorities to pursue legitimate
purposes in the interest of the public.

Nonetheless, another consensus among the majority of data
protection authorities was that any measures that might seem
extreme from the public’s point of view should be avoided.
All privacy-intrusive measures should be necessary for and
proportionate to the legitimate purpose they sought to achieve,
and other personal data protection principles (such as data
security and data minimisation) should still be complied with.

In order to dispel doubts and build trust, governments, health
authorities and other relevant organisations should be transparent
about and be able to explain the proposed contact-tracing
measures, spelling out whether and what personal data would
be collected, how the personal data would be used, shared
and transferred, adopting the kinds of data security measures
necessary to prevent unauthorised disclosure or loss of the
personal data collected and kept, and formulating a clear policy on
handling of personal data post-pandemic.
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LEGISLATIVE TSUNAMI ON PERSONAL DATA
PROTECTION

Global personal data protection landscape underwent significant
changes in the past year. The passage of the GDPR in the EU,
which came into effect on 25 May 2018, was a major catalyst for
changes worldwide. While the GDPR might not be one-size-fits-all,
many of its principles and concepts on personal data protection
have been adopted or adapted into the personal data protection
laws by other jurisdictions. In the US, the California Consumer
Privacy Act had a major impact on international business practices
towards the handling of personal data when it came into effect
on 1 January 2020. Its introduction also stirred other US States
into regulatory action, and accelerated the dialogue towards an
omnibus privacy legislation in the US. Some countries such as
India, Indonesia, Brazil and Thailand also introduced privacy laws
or bills for the first time. Others like Australia, Singapore and New
Zealand were updating their privacy legislation.

For the mainland of China, although it does not yet have a
comprehensive piece of personal data protection legislation,
personal data is nevertheless protected by a robust assortment of
laws and subordinate regulations. After the implementation of the
Cybersecurity Law in 2017, a plethora of related regulations and
guidelines on personal data protection were drafted, implemented
or revised in 2019, such as the Measures for Data Security
Management (Consultation Draft), the Personal Information
Security Specification (revised) and the Provisions on Cyber
Protection of Children’s Personal Information (implemented).

An important requirement of the Cybersecurity Law is data
localisation, which requires operators of “critical information
infrastructure” to store the personal data and important data
collected during their operations in the mainland locally. The
Measures for Security Assessment for Cross-border Transfer of
Personal Information (Consultation Draft) issued in 2019 extended
the data localisation requirements to all “network operators’, which
include all businesses and organisations that develop, own or use
information networks.

In Hong Kong, the Government elaborated on its six preliminary
directions for the amendment of the PDPO at the Legislative
Council Panel on Constitutional Affairs meeting in January 2020.
We expect that the data protection standard in Hong Kong will
reach new heights in the future.
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Although the legal requirements in personal data protection
may vary in different jurisdictions due to their different cultures
and different stages of development, some new data protection
concepts or requirements were gaining traction, such as
mandatory data breach notification, extra-territorial application
of the laws, data portability right (to be discussed below) and
the power to impose administrative fines by data protection
authorities. There was clearly a perceptible convergence in global
privacy regulation towards a new high-water mark set by the GDPR
of the EU.

FACIAL RECOGNITION TECHNOLOGY

Deployment of facial recognition technology is increasingly
common around the world.

The increase in deployment of facial recognition technology gave
rise to concerns about privacy and prompted regulation in some
countries. In the US, several states and cities banned the use of
facial recognition in certain situations. In the mainland of China, a
national standard on the use of facial recognition technology was
being drafted by the National Information Security Standardisation
Technical Committee in collaboration with mainland technology
companies. In the EU, the European Commission published a white
paper on artificial intelligence in February 2020, in which a broad
European debate on the use of facial recognition was called for in
order to address the concerns of the society.

In Hong Kong, the PDPO is technology neutral and not prohibitive.
As facial recognition technology becomes more common, society
should have more discussion on the appropriate regulation or
guidelines for its use in order to build trust among users of the
technology and the general public.
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DATA PORTABILITY RIGHT GAINING TRACTION

Data portability is a privacy right that has gained increasing
momentum worldwide. It was one of the key privacy rights
introduced in the GDPR of the EU. A number of other jurisdictions
such as Australia, California of US, India, Singapore and Thailand
have since proposed to incorporate or incorporated data
portability right into their legislation.

Data portability right empowers an individual to direct his or
her personal data to be transferred from one organisation to
another in a machine-readable format. Data portability right is
analogous to the traditional data access right. However, advances
in technology - particularly improvements in the capacity to store
and process vast quantities of data electronically — are eroding the
effectiveness of the data access right. For example, even though
an individual can access his personal data via a downloadable file,
that data may not be meaningful to the individual, and probably
cannot be further used by another company if it is not provided in
a commonly-used and machine-readable format.

From a personal data protection perspective, the goal of data
portability is to increase individuals’ control over their own
personal data, and to facilitate moving the data to other service
providers. The wider economic benefit of data portability right
is the promotion of competition and innovation in the data
economy.

Data portability right touches on the remits of data protection,
consumer protection and competition regulators. In addition,
to reap the full potential and benefits of data portability, an
interoperable standard for data transfer is needed. Therefore,
interdisciplinary collaboration amongst regulators, standard-
setting bodies and business operators is warranted. The ongoing
policy dialogue on this subject will hopefully bring in a new
paradigm in which individuals will gain greater control over their
personal data and businesses will obtain more valuable data for
innovation.
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GLOBAL PRIVACY ASSEMBLY

Formerly known as the International Conference of Data Protection
and Privacy Commissioners (ICDPPC), the Global Privacy Assembly
(GPA) is the leading forum for privacy commissioners from
around the world. The Privacy Commissioner attended the 41st
conference in Tirana, Albania in October 2019. The theme of the
conference was “Convergence and Connectivity: Raising Global
Data Protection Standards in the Digital Age”.

The Privacy Commissioner, joining forces with other members,
promoted a number of resolutions on various personal data
protection issues, including ICDPPC’s policy strategy, and
combating violent, hatred and extremist content on social
media online, etc. All proposed resolutions were adopted at the
conference.

The Privacy Commissioner has been a Co-chair of GPA Working
Group on Ethics and Data Protection in Artificial Intelligence since
2018. He reported on the latest initiatives of the working group
during the conference, including the public consultation results of
the principles and directions on data ethics and data protection in
artificial intelligence set out at last year’s conference.

Moreover, PCPD had joined the International Enforcement
Cooperation Permanent Working Group (IEWG) and become the
regional booster of the Asian region, with a view to promoting,
encouraging and supporting membership of the IEWG in their
geographic region or linguistic network; and amplifying the views
and contributions of members of their region or linguistic network
to the rest of the group.
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ASIA PACIFIC PRIVACY AUTHORITIES (APPA)

The APPA is the principal forum for privacy authorities in the Asia
Pacific region to form partnerships and exchange ideas about
privacy regulation, new technologies and the management of
privacy enquiries and complaints. APPA Forum is held twice a year.

The Privacy Commissioner attended the 51st and 52nd APPA
Forums, held in Tokyo, Japan and Cebu, the Philippines in May and
December 2019 respectively.

In the 51st APPA Forum, the Privacy Commissioner and the Deputy
Commissioner of Singapore’s Personal Data Protection Commission
furthered their warm relations by signing a Memorandum of
Understanding to strengthen cooperation in personal data
protection in the two jurisdictions.

In the 52nd APPA Forum, the Privacy Commissioner explained
the issues relating to personal data arising from social incidents
in Hong Kong, and called for strengthening inter-regional
collaboration and suggested to develop a bilateral or multilateral
assistance mechanism and to adopt an internationally accepted
standard or certification to mitigate challenges in cross-region
enforcement.
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GLOBAL PRIVACY ENFORCEMENT NETWORK (GPEN)

The GPEN seeks to foster cross-border cooperation among privacy
enforcement authorities. In May 2019, PCPD co-hosted 3rd GPEN
Enforcement Practitioners’ Workshop with the Office for Personal
Data Protection (GPDP), Macao. The Workshop, themed on
“Collaborate to Take on the New Norm of Data Breaches in the
Digital Age’, attracted 60 delegates from 14 jurisdictions (including
those from Australia, Canada, Germany, Israel, Japan, Morocco,
New Zealand, the Philippines, Singapore, the United Kingdom,
the United States, etc.), as well as experts in consumer protection,
judiciary and police force. PCPD has also participated monthly
teleconference for knowledge sharing among GPEN members.
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DATA PROTECTION AUTHORITIES AND PRIVACY
EXPERTS

17-19.05.2019

TEATU N H P 37 BB 3 i BE B R IR B PR R 2
R [ T ERRHBARERE ] EHR
Presentation on "Privacy Protection in the
Digital Age" at the International Symposium on
Data Governance and Emerging Technologies in
Hangzhou, China

23.05.2019

TERREIE t KRB M A BN SRR (BB EG PN ERMRE | 58
Presentation on “Data Protection in Digital Revolution” at the Asia Privacy Bridge Forum
organised by Yonsei University, Korea

27-28.06.2019

R0t ABBBEMAS (LB P EEBEE
HLZ25EmE | THERH LBERBIELSR
FRBEEE  BIBERERAGN=KREL I WES
Presentation on “Data Security, Privacy & Trust:
The Three Cornerstones of Digital Ecosystem”
in “Data Trust & Security Summit” at the Mobile
World Congress Shanghai 2019

15-16.07.2019

HEHERALBREXASHEREFINRKETH
2019 F M FARBFRIE I B R WIE T REEE
Delivered an opening keynote speech for the
2019 Asia Privacy Forum organised by the IAPP
in Singapore
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EFBIRAMEE RECEPTION OF OVERSEAS AND MAINLAND
DELEGATIONS

THREFERN REAEZESFUTRE During the reporting year, PCPD received the following

: delegations:
24.05.2019 BEESEBH M AREREHNFEMREFLER 2

E+HEFRESHIEETHEURENEZS
Received a group of scholars from the 14th
Advanced Programme for Chinese Senior Judges
organised by the City University of Hong Kong

27.05.2019 BESHERRATHN DERETEAEEEEIIMR
=& FH R E
Received a delegation of “Common Law Training
Scheme” arranged by the Department of Justice

14.06.2019 EEEB8EEETHE
Received government officials from Qing Hai
Province

16.10.2019 BEERBBEANSIEEHEE
Received a delegation of senior judges from the
mainland of China

15.11.2019 BESRA LBNEAESREE
Received a delegation of judges from Shanghai




BISHARNEREK
BUILDING

A HIGH-QUALITY
PROFESSIONAL TEAM

LOYALTY, EFFICIENCY AND COST-EFFECTIVENESS

akes continuous efforts to enhance staff
iciency, provide relevant training,
nition, and at the same time
We aim to build the
e of belonging,



VT




148 B SEZREEER BUILDING A HIGH-QUALITY PROFESSIONAL TEAM

SR FHEBERRLBAZT N ISR —
R RMETEAEHRERBENRAITE
BNERERUEBEENGSE  MERN
A DS RIFHEBES -

CIRRE 78!

MEEEBN2020F 1 AHEBEEREDZ 20198
RESHERE  ABLASERESHITIEZR
B BREMRIVENREE  #55E0R
i%7}<\/ °

RBIK 2019 IR BEEHE L EEERER - I
ZRIBARINER  RBAZBEREET
ERTHE - WRHEAFR BT EENRE -
o BERBEBAEAZBRHEBENZZN
B E  ERIFHBEBRAE TEXRTEIE
BREMITE -

5—FH HBAFBIREBERIEREE
BEAKETIRHOSERBEABEYE - iR
MAZHBRIBFERY » URIEFERFEL
R BRPBLOETHERRENEE -

RERE 12

FEBAB—BEHABRENAIEIEHE - B
ENHRFREFRETF  BRAOBNWERESE
BEEMERAMEWER SEAEBHY
B AZENEEEENEEETRAIER
FE - 2018/19FEMNEENR2019F 108 E
12 BEARELT - RABEE R UETTFRE
o ABCEHBRERIBETE  WiEER
EXEAER (FLEB)BHEER -

High standard of corporate governance is indispensable to PCPD.
While pursuing the principles of transparency and accountability,
we are committed to making good use of resources to achieve
economic effectiveness, efficiency and utility, and to maintain
good corporate governance.

TOGETHER, WE FIGHT THE VIRUS

Subsequent to the first confirmed case of COVID-19 in Hong
Kong in January 2020, PCPD made special work arrangements
to maintain its services at a reasonable level during the anti-
pandemic period.

To minimise the risk of COVID-19 spreading in the community
and having regard to the Government’s approach, PCPD advised
its staff to work from home to provide overall close-to-normal
services. Moreover, the Information Communications Technology
Section rendered reliable and secure IT support enabling smooth
and efficient operation of staff working from home.

Besides, active preventive measures had been taken, including
provision of facial masks and personal hygiene items to staff,
strengthening office disinfection and cleaning services, and
addition of air purifiers to ensure good workplace hygiene.

INTERNAL CONTROL

Stringent internal control systems, appropriate reporting
mechanism and procedures and processes are in place to
ensure that PCPD utilises its resources in the most proper and
cost-effective manner. Annual Internal Compliance Check
(ICC) is conducted on areas related to finance, personnel and
administration. 2018-19 ICC was conducted between October and
December 2019. Four irregularities were identified and appropriate
remedial or follow-up actions were taken. The findings were
presented to the Personal Data (Privacy) Advisory Committee.
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OFFICE ACCOMMODATION

To cope with the plan to increase manpower, the office layout
had to be re-designed to accommodate more employees and to
maximise the use of all the space. PCPD took cost-effectiveness
and operational needs into account when deliberating different
options. The recommendations in the Director of Audit’s Report
of 2009 had also been strictly followed. Open floor plan with
no partition was adopted as far as possible to accommodate a
larger number of employees in the same area, and to minimise
estrangement among colleagues.

SERVICE ENHANCEMENT

PCPD completed upgrading the equipment of the lecture room
early in the reporting year. A larger screen and more sophisticated
audio equipment were brought in for effective delivery of personal
data protection information to participants of seminars and
workshops.

CARBON EMISSION MANAGEMENT

We strive to reduce greenhouse gas (GHG) emissions for
environmental protection. In this regard, a series of effective
actions were taken to reduce GHG emissions, including regular
cleaning of air-conditioning system, posting solar control window
films, making good use of video-conferencing equipment,
purchase of printing paper containing recycled material, provision
of waste separation bins, and turning off lights when sufficient
sunlight is available. In the reporting year, all these actions helped
PCPD reduce electricity consumption by 4% year on year.
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STAFF PROMOTION AND TRAINING

We explore staff members’ potential through performance
appraisal reviews. In accordance with our fair and just performance
appraisal reviews and promotion pathway, two officers were
promoted and eight officers were commended during the
reporting year for their commendable performance.

In addition, job rotations are available to broaden exposure and
staff members are encouraged to engage in ongoing learning to
equip themselves. Moreover, both in-house and external training
sessions were arranged for staff of different ranks. These included:
. Asia Pacific Privacy Authorities Forum

. GPEN Enforcement Practitioners’ Workshop

. Leadership Development Programme/Management
Development Programme

. The Expert’s Report

. Investigation skills programme
. Information Security Summit
. IT Security Awareness — Cybersecurity

. New staff orientation
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Staff members attending PCPD-initiated or self-initiated job-
related training are sponsored on a full or partial reimbursement
basis for honing their skills for more effective discharge of their
duties.

This year, PCPD once again had been awarded “Manpower
Developer” in the “Government Department, Public Body and
NGO” category by the Employees Retraining Board. This status of
achievement was first bestowed on PCPD in 2018.

PUBLIC MISSION WELL RECEIVED

Two PCPD staff members had been awarded the Individual Awards
for Officers of Public Organisations in “The Ombudsman’s Awards
2019” for their exemplary performance and professionalism in
handling enquiries and complaints. PCPD staff members had been
bestowed the Awards for three consecutive years.

STAFF COMMENDATION

Nine appreciation letters were received from individuals and
organisations during the reporting year to recognise our staff’s
dedication. We would remain steadfast in our commitment to
serving the public with professionalism.

RECRUITMENT

During the reporting year, PCPD conducted open recruitment
exercises for various ranks to scout for talent. 19 new colleagues
joined PCPD in various divisions to cope with the demand for
professional and quality services.

FOSTERING COMMUNICATION

Staff is important asset of PCPD. Hence, we place great emphasis
on communication with staff, as well as their work environment
and well-being. The Privacy Commissioner maintains close
dialogue with all staff to understand their difficulties in daily work
and to share the joy of receiving public support. Staff members are
updated about PCPD’s major work initiatives via emails, Intranet
and meetings.

Moreover, the Staff Consultative Group, comprising the
Management and staff representatives from different divisions,
serves as a platform for staff members to express their opinions on
matters concerning their well-being.

CHARITY EVENTS

We spare no effort to promote charity events. During the reporting
year, we participated in five charity activities, namely Green Day,
Love Teeth Day, Walk for Millions, Dress Casual Day, and Skip Lunch
Day.
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= RFEREHE ACCOUNTABILITY AND TRANSPARENCY

EBASBLESER EFEPENELIE Accountability and transparency are the foundation
Bf e RIFRIZES KWL EER =M of PCPD’s financial management. We maintain high
EiR UBFEREBRENES - standards of corporate governance and maximise

the utilisation of resources to achieve efficiency and

effectiveness.
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THE PRIVACY COMMISSIONER FOR PERSONAL DATA
(A CORPORATION SOLE IN HONG KONG ESTABLISHED UNDER THE
PERSONAL DATA (PRIVACY) ORDINANCE)

OPINION

We have audited the financial statements of The Privacy
Commissioner for Personal Data (PCPD) set out on pages 157
to 179, which comprise the statement of financial position as at
31 March 2020, the statement of comprehensive income,
statement of changes in funds and statement of cash flows for the
year then ended, and notes to the financial statements, including a
summary of significant accounting policies.

In our opinion, the financial statements give a true and fair view
of the financial position of PCPD as at 31 March 2020, and of its
financial performance and its cash flows for the year then ended
in accordance with Hong Kong Financial Reporting Standards
(“"HKFRSs") issued by the Hong Kong Institute of Certified Public
Accountants (“HKICPA”").

BASIS FOR OPINION

We conducted our audit in accordance with Hong Kong Standards
on Auditing (“HKSAs”) issued by the HKICPA. Our responsibilities
under those standards are further described in the auditor’s
responsibilities for the audit of the financial statements section
of our report. We are independent of PCPD in accordance with
the HKICPA's Code of Ethics for Professional Accountants (“the
Code”), and we have fulfilled our other ethical responsibilities in
accordance with the Code. We believe that the audit evidence we
have obtained is sufficient and appropriate to provide a basis for
our opinion.

INFORMATION OTHER THAN THE FINANCIAL
STATEMENTS AND AUDITOR’S REPORT THEREON

The Privacy Commissioner is responsible for the other information.
The other information comprises the information included in the
annual report, but does not include the financial statements and
our auditor’s report thereon.

Our opinion on the financial statements does not cover the
other information and we do not express any form of assurance
conclusion thereon.

In connection with our audit of the financial statements, our
responsibility is to read the other information and, in doing so,
consider whether the other information is materially inconsistent
with the financial statements or our knowledge obtained in the
audit or otherwise appears to be materially misstated. If, based on
the work we have performed, we conclude that there is a material
misstatement of this other information, we are required to report
that fact. We have nothing to report in this regard.
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RESPONSIBILITIES OF THE PRIVACY COMMISSIONER
AND THOSE CHARGED WITH GOVERNANCE FOR THE
FINANCIAL STATEMENTS

The Privacy Commissioner is responsible for the preparation of the
financial statements that give a true and fair view in accordance
with HKFRSs issued by the HKICPA, and for such internal control
as the Privacy Commissioner determines is necessary to enable
the preparation of financial statements that are free from material
misstatement, whether due to fraud or error.

In preparing the financial statements, the Privacy Commissioner
is responsible for assessing PCPD’s ability to continue as a going
concern, disclosing, as applicable, matters related to going
concern and using the going concern basis of accounting unless
the Privacy Commissioner either intends to liquidate PCPD or to
cease operations, or has no realistic alternative but to do so.

Those charged with governance are responsible for overseeing
PCPD’s financial reporting process.

AUDITOR’S RESPONSIBILITIES FOR THE AUDIT OF THE
FINANCIAL STATEMENTS

Our objectives are to obtain reasonable assurance about whether
the financial statements as a whole are free from material
misstatement, whether due to fraud or error, and to issue an
auditor’s report that includes our opinion. This report is made
solely to you, as a body, in accordance with the agreed terms
of engagement, and for no other purposes. We do not assume
responsibility towards or accept liability to any other person for
the contents of this report. Reasonable assurance is a high level
of assurance, but is not a guarantee that an audit conducted in
accordance with HKSAs will always detect a material misstatement
when it exists. Misstatements can arise from fraud or error and are
considered material if, individually or in the aggregate, they could
reasonably be expected to influence the economic decisions of
users taken on the basis of these financial statements.

As part of an audit in accordance with HKSAs, we exercise
professional judgment and maintain professional skepticism
throughout the audit. We also:

Identify and assess the risks of material misstatement of the
financial statements, whether due to fraud or error, design
and perform audit procedures responsive to those risks, and
obtain audit evidence that is sufficient and appropriate to
provide a basis for our opinion. The risk of not detecting a
material misstatement resulting from fraud is higher than
for one resulting from error, as fraud may involve collusion,
forgery, intentional omissions, misrepresentations, or the
override of internal control.
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. Obtain an understanding of internal control relevant to the
audit in order to design audit procedures that are appropriate
in the circumstances, but not for the purpose of expressing
an opinion on the effectiveness of PCPD’s internal control.

. Evaluate the appropriateness of accounting policies used
and the reasonableness of accounting estimates and related
disclosures made by the Privacy Commissioner.

. Conclude on the appropriateness of the Privacy
Commissioner’s use of the going concern basis of accounting
and, based on the audit evidence obtained, whether a
material uncertainty exists related to events or conditions
that may cast significant doubt on PCPD’s ability to continue
as a going concern. If we conclude that a material uncertainty
exists, we are required to draw attention in our auditor’s
report to the related disclosures in the financial statements
or, if such disclosures are inadequate, to modify our opinion.
Our conclusions are based on the audit evidence obtained up
to the date of our auditor’s report. However, future events or
conditions may cause PCPD to cease to continue as a going
concern.

. Evaluate the overall presentation, structure and content
of the financial statements, including the disclosures, and
whether the financial statements represent the underlying
transactions and events in a manner that achieves fair
presentation.

We communicate with those charged with governance regarding,
among other matters, the planned scope and timing of the audit
and significant audit findings, including any significant deficiencies
in internal control that we identify during our audit.

PATRICK WONG C.PA. LIMITED

Certified Public Accountants

TSANG CHEUK FUNG ANDY

FCPA (Practising), MSCA

Certified Public Accountant (Practising), Hong Kong
Practising Certificate Number: P06369

Hong Kong, 17 July 2020
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ZHEUWER STATEMENT OF COMPREHENSIVE INCOME
B Z 202053 A31 HIELFE Yearended 31 March 2020
MfEE Notes 2020 2019
$ $
U A Income
BFwEBIE Government subventions 6 83,976,872 78,325,974
FERIE UL A Consultancy fee income - 2,016,000
BFHRETRELHE Government funding for enforcement
BBRABHETED work related to the Electronic
BFEE Health Record Sharing System = 2,305,625
SRITRE Bank interest 655,231 531,873
BN E Seminar fees 1,558,530 1,458,310
=ZEE Membership fees 125,400 118,700
H¥sEE Sales of publications 2,500 2,500
BEEYZE - #BER Gain on disposal of property, plant and
AU R equipment = 1,000
HEIEW A Miscellaneous income 24,893 30,352
86,343,426 84,790,334
X H Expenditure
ZEETEN S Auditor’s remuneration 55,000 58,000
1THEA Administrative expenses 1,672,443 1,417,517
&8 5 PR 755 Consultancy services 1,050,000 2,507,163
LY/E =Y Depreciation of property, plant and
RABNITE equipment
- BHERFEBE LT - financed by capital subvention fund 10 282,198 160,400
- BEMESRFEL(S - financed by other sources of funds 10 10,703,873 1,625,330
BEHE Staff emoluments 7 64,668,500 60,714,445
MANEWEE Operating lease rentals in respect of
HERS office premises 4 194,080 7,878,877
BINE/ R Overseas visit/conference 491,543 528,994
SEEERHAESH Promotion and education expenses 2,002,028 1,965,617
SRR B S Legal assistance scheme 39,973 32,430
EEYIZE - HBER Loss on disposal of property, plant and
BRLSEEES equipment 6,473 4,705
Hib&EE A Other operating expenses 3,477,154 4,570,997
HEaERNE Interest on lease liabilities 19 269,889 -
84,913,154 81,464,475
FRERBRR Surplus and total comprehensive
2EEEEE income for the year 1,430,272 3,325,859

161 2179 ENMEB AT HHRRNVAERIBD ©
The notes on pages 161 to 179 are an integral part of these financial statements.
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gk STATEMENT OF FINANCIAL POSITION

7202043 A 31 H At 31 March 2020

MfEE Notes 2020 2019
$ S
FERENEE Non-current asset
MIZE - BRI ERE Property, plant and equipment 10 14,024,287 7,564,616
v B Current assets
FERFIE - RER Accounts receivable, deposits and
TR FRIE prepayments 867,547 292,698
RITHEFRES Bank balances and cash 11 36,422,183 31,797,008
37,289,730 32,089,706
mE &R Current liabilities
EARERESTER Accounts payable and accruals 1,075,776 2,014,188
BE LM &E Provision for staff gratuity 12 4,406,609 4,542,647
RIENF R 1A Provision for unutilised annual leave 1,323,015 1,726,150
FER BB Government subvention received in
advance 13 9,729,933 5,819,933
HEaE Lease liabilities 14,19 6,662,876 =
23,198,209 14,102,918
RENEERE Net current assets 14,091,521 17,986,788
EESTAETEBARR Total assets less current liabilities 28,115,808 25,551,404
AR Non-current liabilities
BURT B9 495 B <= % B 7k Government subvention for gratuity 15 3,390,921 3,386,003
BEN MG Provision for staff gratuity 12 1,625,657 2,403,129
=N Capital subvention fund 16 2,315,779 409,093
7,332,357 6,198,225
HESE Net assets 20,783,451 19,353,179
Be Funds
— MR IEE General reserve 17 20,783,451 19,353,179

REFFEIRITE R 2020F 7 B 17 BEFLBEEE#ERIZRETIZ
Approved and authorised for issue by the Privacy Commissioner on 17 July 2020

BEBEAENLEBES

Stephen Kai-yi WONG

Privacy Commissioner for Personal Data, Hong Kong

5161 2179 EWMEB A HRRAVAERED ©
The notes on pages 161 to 179 are an integral part of these financial statements.
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B8k STATEMENT OF CHANGES IN FUNDS

HZ=2020F3 A 31 BIEFE Year ended 31 March 2020

ENEEES
Statement of — MR f# B
comprehensive General FE
income reserve Total
S $ S
720185 4 A 1 HRY#5ER Balance at 1 April 2018 - 18,647,320 18,647,320
FRRBREE Surplus and total comprehensive
U= 4a %58 income for the year 3,325,859 - 3,325,859
Bk Transfer (3,325,859) 3,325,859 =
BT YR [E] £ F B gk Previous year’s surplus recovered
by Government = (2,620,000) (2,620,000)
7 20195%3A31HR Balances at 31 March 2019 and - 19,353,179 19,353,179
2019 4 A 1 HEY#EER at 1 April 2019
FREMRKREME Surplus and total comprehensive
s 4a%E income for the year 1,430,272 = 1,430,272
EEE Transfer (1,430,272) 1,430,272 -
720204 3 A 31 HB9#EEX Balance at 31 March 2020 - 20,783,451 20,783,451

161 £ 179 ENMEB AT MR NVAERIBD ©
The notes on pages 161 to 179 are an integral part of these financial statements.
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WEmEFR STATEMENT OF CASH FLOWS

HZE20205F3 A 31 BIEFE Year ended 31 March 2020

M= Notes 2020 2019
$ $

BERE Operating activities
FREER Surplus for the year 1,430,272 3,325,859
R Adjustments for:-

-HTEXH - Depreciation expense 10,986,071 1,785,730

- EEYIZE - Hes - Loss on disposal of property, plant

REERIEL and equipment 6,473 4,705

- FE YA — Interest income (655,231) (531,873)

-HHEaERNE — Interest on lease liabilities 269,889 -

- BUFURE £ FZgk - Previous year’s surplus recovered
_______________________________________ by Government = (2620000)
EEEAZEHAN Operating surplus before working

EIE AR capital changes 12,037,474 1,964,421
FEWEIE - Zek (Increase)/decrease in accounts receivable,

FEASFRIE (38 0) /2 deposits and prepayments (545,869) 254,422
FEERIE R EETE (Decrease)/increase in accounts

OBi2>) 7380 payable and accruals (938,412) 1,613,029
BEN MG (Decrease)/increase in provision

ORk2>) /38 0 for staff gratuity (913,510) 1,443,715
RN ER R B4 (Decrease)/increase in provision

CA») /180 for unutilised annual leave (403,135) 157,367
AW AT B8 Increase in government subvention

received in advance 3,910,000 1,419,933
FTAWATE R Decrease in government fee received
in advance - (2,016,000)

BT B9 40 B < Increase in government subvention

wBhFR I Hn for gratuity 4,918 33,493
BB/ L)  Increase/(decrease) in capital
... Subventonfund 190668  (160,400)
EERESRE R Net cash generated from operating
e ........@ctivities . 15,058,152 4,709,980 _
BEEE Investing activities
W ERF 2 Interest received 626,251 511,609
={EA U L2 5EHRTT Increase in short-term bank deposits with

FHIE N maturity more than three months (214,994) (163,907)
BEYE #ER Payments for property, plant
CBMEmE andequipment | (3,052950)  (6,597,889)
BEZBAREFE  Netcashusedininvestingactivities | (2641,693)  (6,250,187)
RS RS Financing activities
[EEREiEN-8=FF&Nc Capital element of lease rentals paid 19 (7,736,389) =
BNESRGERNS Interest element of lease rentals paid 19 (269,889) .
METETARSFE  Netcashusedinfinancing activities | (8,006,278) .
HEeERASEFEN Net increase/(decrease) in

B/ GRD) cash and cash equivalents 4,410,181 (1,540,207)
FUHB &R Cash and cash equivalents
_Be®%E 2 atthebeginningofyear 22,186,926 23,727,133
FEHNHE&R Cash and cash equivalents
 Be®®m attheendofyear 26,597,107 22,186,926
ReRBR&EE Analysis of balances of

BESH cash and cash equivalents
RITEFERIRS Bank balances and cash 11 36,422,183 31,797,008
={EA U L=Z5=H Short-term bank deposits with maturity
ERATREER . ____morethanthreemonths  ___ (9,825076)  (9,610,082)
FEHHEE&R Cash and cash equivalents

BesE at the end of the year 26,597,107 22,186,926

161 £ 179 ERIMEBA M B RRVAKRELD

The notes on pages 161 to 179 are an integral part of these financial statements.
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B RgERER st NOTES TO THE FINANCIAL STATEMENTS

202093 A 31 H 31 March 2020
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1. GENERAL INFORMATION

The Privacy Commissioner for Personal Data (PCPD) is a
corporation sole established in Hong Kong under the Personal
Data (Privacy) Ordinance 1995 enacted on 3 August 1995 for the
purpose of protecting the privacy of individuals in relation to
personal data and to provide for matters incidental thereto or
connected therewith. The address of its registered office is 12/F,
Sunlight Tower, 248 Queen’s Road East, Wanchai, Hong Kong.

2. STATEMENT OF COMPLIANCE WITH HONG KONG
FINANCIAL REPORTING STANDARDS

PCPD’s financial statements have been prepared in accordance
with all applicable Hong Kong Financial Reporting Standards
(“HKFRSs”), which includes all applicable individual Hong Kong
Financial Reporting Standards, Hong Kong Accounting Standards
(“HKASs") and Interpretations issued by the Hong Kong Institute of
Certified Public Accountants (“HKICPA") and accounting principles
generally accepted in Hong Kong. A summary of significant
accounting policies is set out in note 3.

3. SUMMARY OF SIGNIFICANT ACCOUNTING POLICIES

(@) Basis of preparation of the financial statements
The measurement basis used in preparing the financial
statement is historical cost.

(b) Property, plant and equipment
Property, plant and equipment are stated in the statement of
financial position at cost less accumulated depreciation and
subsequent impairment losses, if any.

Depreciation is recognised so as to write off the cost of assets
less their residual values over their estimated useful lives,

using the straight-line method, as follows:-

Owned assets

Motor vehicle 3 years
Computers and software 3 years
Office equipment 5 years
Furniture and fixtures 5 years
Leasehold improvements 3 years

Right-of-use asset
Leasehold land and building Over the lease term

The estimated useful lives, residual values and depreciation
method are reviewed at the end of each reporting period,
with the effect of any changes in estimate accounted for on a
prospective basis.
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SUMMARY OF SIGNIFICANT ACCOUNTING POLICIES
(CONTINUED)

Property, plant and equipment (continued)

An item of property, plant and equipment is derecognised
upon disposal or when no future economic benefits are
expected to arise from the continued use of the asset. Any
gain or loss arising on the disposal or retirement of an item
of property, plant and equipment is determined as the
difference between the sales proceeds and the carrying
amount of the asset and is recognised in the statement of
comprehensive income.

Recognition and derecognition of financial instruments
Financial assets and financial liabilities are recognised in the
statement of financial position when PCPD becomes a party
to the contractual provisions of the instruments.

Financial assets are derecognised when the contractual rights
to receive cash flows from the assets expire; PCPD transfers
substantially all the risks and rewards of ownership of the
assets; or PCPD neither transfers nor retains substantially all
the risks and rewards of ownership of the assets but has not
retained control on the assets. On derecognition of a financial
asset, the difference between the assets’ carrying amount
and the sum of the consideration received is recognised in
profit or loss.

Financial liabilities are derecognised when the obligation
specified in the relevant contract is discharged, cancelled or
expired. The difference between the carrying amount of the
financial liability derecognised and the consideration paid is
recognised in profit or loss.

Financial assets

Financial assets are recognised and derecognised on a trade
date basis where the purchase or sale of an asset is under
a contract whose terms require delivery of the asset within
the timeframe established by the market concerned, and
are initially measured at fair value, plus directly attributable
transaction costs except in the case of investments at fair
value through profit or loss. Transaction costs directly
attributable to the acquisition of investments at fair value
through profit or loss are recognised immediately in profit or
loss.

Financial assets at amortised cost

Financial assets (including trade and other receivables)
are classified under this category if they satisfy both of the
following conditions:

- the assets are held within a business model whose
objective is to hold assets in order to collect contractual
cash flows; and

- the contractual terms of the assets give rise on specified
dates to cash flows that are solely payments of principal
and interest on the principal amount outstanding.
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SUMMARY OF SIGNIFICANT ACCOUNTING POLICIES
(CONTINUED)

Financial assets (continued)

Financial assets at amortised cost are subsequently measured
at amortised cost using the effective interest method less loss
allowances for expected credit losses.

Loss allowances for expected credit losses
PCPD recognises loss allowances for expected credit losses
on financial assets at amortised cost. Expected credit losses
are the weighted average of credit losses with the respective
risks of a default occurring as the weights.

At the end of each reporting period, PCPD measures the loss
allowance for a financial instrument at an amount equal to
the expected credit losses that result from all possible default
events over the expected life of that financial instrument
(“lifetime expected credit losses”) for trade receivables, or
if the credit risk on that financial instrument has increased
significantly since initial recognition.

If, at the end of the reporting period, the credit risk on a
financial instrument (other than trade receivables) has
not increased significantly since initial recognition, PCPD
measures the loss allowance for that financial instrument at
an amount equal to the portion of lifetime expected credit
losses that represents the expected credit losses that result
from default events on that financial instrument that are
possible within 12 months after the reporting period.

The amount of expected credit losses or reversal to adjust
the loss allowance at the end of the reporting period to
the required amount is recognised in profit or loss as an
impairment gain or loss.

Contract assets and contract liabilities

A contract asset is recognised when PCPD recognises revenue
before being unconditionally entitled to the consideration
under the payment terms set out in the contract. Contract
assets are assessed for expected credit losses in accordance
with the policy set out in note 3(e) and are reclassified to
receivables when the right to the consideration has become
unconditional. A contract liability is recognised when the
customer pays consideration, or has an unconditional right
to consideration (in such case, a corresponding receivable is
recognised), before PCPD recognises the related revenue.
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SUMMARY OF SIGNIFICANT ACCOUNTING POLICIES
(CONTINUED)

Leases

(i)

(i)

Definition of a lease (upon application of HKFRS 16 in
accordance with transitions in note 4)

A contract is, or contains, a lease if the contract conveys
the right to control the use of an identified asset for a
period of time in exchange for consideration.

For contracts entered into or modified on or after the
date of initial application, PCPD assesses whether a
contract is or contains a lease based on the definition
under HKFRS 16 at inception or modification date
as appropriate. Such contract will not be reassessed
unless the terms and conditions of the contract are
subsequently changed.

PCPD as a lessee (upon application of HKFRS 16 in
accordance with transitions in note 4)

Short-term leases and leases of low-value assets

PCPD applies the short-term lease recognition
exemption to leases that have a lease term of 12
months or less from the commencement date and
do not contain a purchase option. It also applies the
recognition exemption for lease of low-value assets.
Lease payments on short-term leases and leases of low-
value assets are recognised as expense on a straight-
line basis over the lease term.

Right-of-use assets
The cost of right-of-use asset includes:

(@) the amount of the initial measurement of the lease
liability;

(b) any lease payments made at or before the
commencement date, less any lease incentives
received; and

(c) any initial direct costs incurred by PCPD.

Right-of-use assets are measured at cost, less any
accumulated depreciation and impairment losses, and
adjusted for any remeasurement of lease liabilities.

Right-of-use assets in which PCPD is reasonably
certain to obtain ownership of the underlying leased
assets at the end of the lease term is depreciated
from commencement date to the end of the useful
life. Otherwise, right-of-use assets are depreciated on
a straight-line basis over the shorter of its estimated
useful life and the lease term.
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SUMMARY OF SIGNIFICANT ACCOUNTING POLICIES
(CONTINUED)

Leases (continued)

(i)

(iii)

PCPD as a lessee (upon application of HKFRS 16 in
accordance with transitions in note 4) (continued)

Lease liabilities

At the commencement date of a lease, PCPD recognises
and measures the lease liability at the present value
of lease payments that are unpaid at that date. In
calculating the present value of lease payments, PCPD
uses the incremental borrowing rate at the lease
commencement date if the interest rate implicit in the
lease is not readily determinable.

The lease payments include fixed payments (including
in-substance fixed payments) less any lease incentives
receivable.

After the commencement date, lease liabilities are
adjusted by interest accretion and lease payments.

PCPD remeasures lease liabilities (and makes a
corresponding adjustment to the related right-of-use
assets) whenever:

(@) the lease term has changed or there is a change in
the assessment of exercise of a purchase option, in
which case the related lease liability is remeasured
by discounting the revised lease payments using a
revised discount rate at the date of reassessment.

(b) the lease payments change due to changes
in market rental rates following a market rent
review, in which cases the related lease liability
is remeasured by discounting the revised lease
payments using the initial discount rate.

PCPD presents lease liabilities as a separate line item on
the statement of financial position.

PCPD as a lessee (prior to 1 April 2019)

Leases are classified as finance leases whenever the
terms of the lease transfer substantially all the risks and
rewards of ownership to the lessee. All other leases are
classified as operating leases.

Operating lease payments are recognised as an expense
on a straight-line basis over the lease term. Contingent
rentals arising under operating leases are recognised as
an expense in the period in which they are incurred.
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RZ<PfsE NOTES TO THE FINANCIAL STATEMENTS

SUMMARY OF SIGNIFICANT ACCOUNTING POLICIES
(CONTINUED)

Cash and cash equivalents

Cash comprises cash on hand and at bank. Cash equivalents
are short-term, highly liquid investments that are readily
convertible to known amounts of cash and which are subject
to an insignificant risk of changes in value.

Accounts and other payables
Accounts and other payables are initially measured at fair
value and, after initial recognition, at amortised cost, except
for short-term payables with no stated interest rate and the
effect of discounting being immaterial, that are measured at
their original invoice amount.

Provisions and contingent liabilities

Provisions are recognised for liabilities of uncertain timing
or amount when PCPD has a legal or constructive obligation
arising as a result of a past event, it is probable that an
outflow of economic benefits will be required to settle the
obligation and a reliable estimate can be made. Where the
time value of money is material, provisions are stated at
the present value of the expenditure expected to settle the
obligation.

Where it is not probable that an outflow of economic benefits
will be required, or the amount cannot be estimated reliably,
the obligation is disclosed as a contingent liability, unless
the probability of outflow of economic benefits is remote.
Possible obligations, whose existence will only be confirmed
by the occurrence or non-occurrence of one or more future
events are also disclosed as contingent liabilities unless the
probability of outflow of economic benefits is remote.

Income recognition

(i)  Government subventions and funding
Government subventions are recognised at their fair
value where there is a reasonable assurance that the
grant will be received and PCPD will comply with all
attached conditions.

Government subventions relating to specific projects
are included in the capital subvention fund and
are deferred and recognised in the statement of
comprehensive income over the period necessary to
match them with the costs that they are intended to
compensate.

Government subventions relating to the purchase
of property, plant and equipment are included in
the capital subvention fund and are credited to the
statement of comprehensive income on a straight-line
basis over the expected lives of the related assets.
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SUMMARY OF SIGNIFICANT ACCOUNTING POLICIES
(CONTINUED)

Income recognition (continued)

(i)

(i)

(iii)

(iv)

Government subventions and funding (continued)
Government subventions that compensate PCPD for
expenses incurred are recognised as income in the
statement of comprehensive income on a systematic
basis in the same periods in which the expenses are
incurred.

Government funding for enforcement work related
to the Electronic Health Record Sharing System is
recognised in the statement of comprehensive income
over the period necessary to match them with the costs
that they are intended to compensate.

Bank interest income
Bank interest income is recognised using the effective
interest method.

Seminar and membership fees income
Seminar and membership fees income are recognised
on an accrual basis.

Sales of publications

Income from the sales of publications is recognised
when PCPD has delivered products to the customer, the
customer has accepted the products and collectability
of the related receivables is reasonably assured.

Consultancy fee income

Consultancy fee income is recognised in the statement
of comprehensive income in the same periods in which
the services are provided.

Staff emoluments

(i)

Employee leave and gratuity entitlements

Employee entitlements to annual leave and gratuities
are recognised when they accrue to employees. A
provision is made for the estimated liability for annual
leave and gratuities as a result of services rendered by
employees up to the year-end date.

Employee entitlements to sick leave and maternity or
paternity leave are not recognised until the time of
leave.
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SUMMARY OF SIGNIFICANT ACCOUNTING POLICIES
(CONTINUED)

Staff emoluments (continued)

(ii) Retirement benefit costs
PCPD has joined the Mandatory Provident Fund Scheme
(the MPF Scheme) established under the Mandatory
Provident Fund Schemes Ordinance for its employees.
PCPD contributes 5% of the relevant income of staff
members up to the maximum mandatory contributions
under the MPF Scheme. The assets of the Scheme are
held separately from those of PCPD, in funds under the
control of trustee. Payments to the MPF Scheme are
charged as an expense as they fall due.

Impairment of assets

At the end of reporting period, PCPD reviews the carrying
amounts of its assets with finite useful lives to determine
whether there is any indication that those assets have
suffered an impairment loss. If any such indication exists,
the recoverable amount of the asset is estimated in order to
determine the extent of the impairment loss, if any. When
it is not possible to estimate the recoverable amount of an
individual asset, PCPD estimates the recoverable amount
of the cash-generating unit to which the asset belongs.
When a reasonable and consistent basis of allocation can be
identified, corporate assets are also allocated to individual
cash-generating units, or otherwise they are allocated to
the smallest group of cash-generating units for which a
reasonable and consistent allocation basis can be identified.

Related parties
a) A person or a close member of that person’s family is
related to PCPD if that person:

(i)  has control or joint control over PCPD;
(ii) bhassignificant influence over PCPD; or

(iii) is @ member of the key management personnel of
PCPD.

b) An entity is related to PCPD if any of the following
conditions applies:

(i)  The entity is a post-employment benefit plan for
the benefit of employees of either PCPD or an
entity related to PCPD.

(ii) The entity is controlled or jointly controlled by a
person identified in (a).

(iii) A person identified in (a)(i) has significant
influence over the entity or is a member of the key
management personnel of the entity.

(iv) The entity, or any member of a group of which
it is a part, provides key management personnel
services to PCPD.
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4. CHANGES IN ACCOUNTING POLICIES

PCPD has initially applied the new and revised HKFRSs issued by
the HKICPA that are first effective for accounting periods beginning
on or after 1 April 2019, including:

HKFRS 16, Leases

Amendments to HKFRS 9, Prepayment Features with Negative
Compensation

Amendments to HKAS 19, Plan Amendment, Curtailment or
Settlement

Amendments to HKAS 28, Long-term Interests in Associates and
Joint Ventures

Amendments to HKFRSs, Annual Improvements to HKFRSs 2015 -
2017 Cycle

HK(IFRIC) - Int 23, Uncertainty over Income Tax Treatments

Except for HKFRS 16, Leases, the application of other new and
amendments to HKFRSs in the current year has had no material
impact on PCPD’s financial positions and performance for the
current and prior years and/or on the disclosures set out in these
financial statements.

HKFRS 16, Leases

PCPD has applied HKFRS 16 for the first time in the current year.
HKFRS 16 superseded HKAS 17 “Leases” (“HKAS 17”), and the
related interpretations.

Definition of a lease

PCPD has elected the practical expedient to apply HKFRS 16 to
contracts that were previously identified as leases applying HKAS
17 and HK(IFRIC) - Int 4 “Determining whether an Arrangement
contains a Lease” and not apply this standard to contracts that
were not previously identified as containing a lease. Therefore,
PCPD has not reassessed contracts which already existed prior to
the date of initial application.

For contracts entered into or modified on or after 1 April 2019,
PCPD applies the definition of a lease in accordance with the
requirements set out in HKFRS 16 in assessing whether a contract
contains a lease.

As a lessee
PCPD has applied HKFRS 16 retrospectively with the cumulative
effect recognised at the date of initial application, 1 April 2019.

As at 1 April 2019, PCPD recognised additional lease liabilities and
right-of-use assets at amounts equal to the related lease liabilities
by applying HKFRS 16 transition. Any difference at the date of
initial application is recognised in the opening reserve balance and
comparative information has not been restated.
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4. CHANGES IN ACCOUNTING POLICIES (CONTINUED)

HKFRS 16, Leases (continued)

When applying the modified retrospective approach under HKFRS
16 at transition, PCPD applied the following practical expedients to
leases previously classified as operating leases under HKAS 17, on
lease-by-lease basis, to the extent relevant to the respective lease
contracts:

(i) elected not to recognise right-of-use assets and lease
liabilities for leases with lease term ends within 12 months of
the date of initial application or leases with low value;

(ii) excluded initial direct costs from measuring the right-of-use
assets at the date of initial application; and

(iii) used hindsight based on facts and circumstances as at date
of initial application in determining the lease term for PCPD’s
leases with extension and termination options.

When recognising the lease liabilities for leases previously
classified as operating leases, PCPD has applied incremental
borrowing rates of the relevant group entities at the date of initial
application. The weighted average incremental borrowing rate
applied is 2.50%.

7201948 1H

At 01/04/2019
$
201963 A31H Operating lease commitments
By A8 & FH E R iE as at 31 March 2019 14,745,738
M2019F481H Weighted average incremental borrowing rate
B INFEE I IEIBEE R =R asat 1 April 2019 2.50%
M2019F481H Lease liabilities discounted
WITIREEaE as at 1 April 2019 14,399,265
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4. ERTBRAOBE (8)

BB BREERE 1655 : HE (H)

TREZINEARACEBUHREER)DE 16

FEMEENBESE

4. CHANGES IN ACCOUNTING POLICIES (CONTINUED)

HKFRS 16, Leases (continued)
The transition effects arising from the adoption of HKFRS 16 are

presented below:

R2019%F481H

At 01/04/2019
$
EHESE Right-of-use assets
3{\\201923 A 31 BiRIE Closing balance under HKAS 17
CBESTTERDSE 17 3R EAR &R at 31 March 2019 s
- RIBKE BB EERDE 1655 - Recognition of right-of-use assets
BRNEAEEE under HKFRS 16 14,399,265
201954 B 1 BRE Opening balance under HKFRS 16
(CEBBHAERINEE 16 SRRV AR &R at 1 April 2019 14,399,265
HER/E Lease liabilities
20194 3 A 31 HIRE Closing balance under HKAS 17
(EBGTERNE 17 EWEIRE R at 31 March 2019 =
- RIBCE B IEREERDE 1655 - Recognition of lease liabilities
ERNEEEE under HKFRS 16 14,399,265
R 2019%F 4 B 1 BIREE Opening balance under HKFRS 16
CEEBIIEAERINEE 16 5EAVHAF 45 6% at 1 April 2019 14,399,265

7£20205 3 A 31 H FERKACE BT IR
E£XERINEE 16 SRE M AENE EHEHET

EENTZEHIRZINNT -

The reconciliation of effects on operating lease rentals in respect
of office premises arising from the adoption of HKFRS 16 for the
year end 31 March 2020 are presented below:

2020
$
KRIRAKEEBM R EERDSE 16 3880 Before adoption of HKFRS 16
MAZENEEHERS Total payments for operating lease rentals in
HEENES respect of office premises 8,200,358
RAKEBMBREEDDE 16 5kik After adoption of HKFRS 16
BHA Reclassified as:
-BfHEEaEEASE - Capital element of lease rentals paid (7,736,389)
-EfEEEaERNE - Interest element of lease rentals paid (269,889)
E2EWE KRR Operating lease rentals in respect of office

MAZNEEHRERE premises reported in the statement of

comprehensive income 194,080
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5. CRITICAL ACCOUNTING ESTIMATES AND
JUDGEMENT

PCPD’s management makes assumptions, estimates and
judgements in the process of applying PCPD’s accounting policies
that affect the assets, liabilities, income and expenses in the
financial statements prepared in accordance with HKFRSs. The
assumptions, estimates and judgements are based on historical
experience and other factors that are believed to be reasonable
under the circumstances. While the management reviews their
judgements, estimates and assumptions continuously, the actual
results will seldom equal to the estimates.

Certain key assumptions and risk factors in respect of the financial
risk management are set out in note 20. There are no other key
sources of estimation uncertainty that have a significant risk of
causing a material adjustment to the carrying amounts of asset
and liabilities within the next financial year.

6. HF#bI& 6. GOVERNMENT SUBVENTIONS
2020 2019
S S
BEMRIELE M Recurrent and non-recurrent 83,255,082 78,165,574
EARMEE (Mt 16) Capital subvention fund (Note 16) 721,790 160,400
83,976,872 78,325,974

7 EEFE 7. STAFF EMOLUMENTS

2020 2019
S S
£ Salaries 54,474,173 50,849,025
2 mi &  EL )RR Gratuities and other allowances 9,347,877 8,506,438
BIESETEIHERR Contributions to MPF Scheme 1,249,585 1,201,615
RINELE RS Provision for unutilised annual leave (403,135) 157,367
64,668,500 60,714,445

8. EETEARMEM

8. KEY MANAGEMENT COMPENSATION

2020 2019

S S

SHEMEE & Short-term staff emoluments 13,637,912 14,912,356
X £ R aFE £ 5T EHEFR Gratuities and contributions to MPF Scheme 1,612,032 2,029,637
15,249,944 16,941,993

RIBEAE R (FARR) RABIDH R 258 6 IR AV
RE - AABERLBEESERRRT - Bt
BABEBRLBEESBAEAYERRITIES
BRISBERE -

9. TAXATION

No provision for Hong Kong Profits Tax has been made in the
financial statements as PCPD is exempted from taxation in respect
of the Inland Revenue Ordinance by virtue of Schedule 2 Section 6
of the Personal Data (Privacy) Ordinance.
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10. PROPERTY, PLANT AND EQUIPMENT
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fERELE
Right-of-use
assets
(FtE 3(g) i)
& 19)
BEEE (Note 3(q)i)
Owned assets and 19)
gLl
F8R HENE REF
AE EREREM  WOZRE EE%E EEIR Leasehold
Motor ~ Computer Office Furniture  Leasehold At land and &5t
vehicle andsoftware  equipment  and fixtures improvements Sub-total buildings Total
S § § S S § § §
773 Cost
R2019%481H At 1 April 2019 468,900 6,006,651 1,788,091 752,531 9,145,021 18,161,194 - 18,161,194
Ra(EBEHEE  Adoption of HKFRS 16
RS T SR T oo M 1436
B2019%4818  Adjustedas
Fi at 1 April 2019 468,900 6,006,651 1,788,091 752,531 9,145,021 18,161,194 14,399,265 32,560,459
m Additions = 2273990 196,781 18,654 563,525 3,052,950 - 3,052,950
BE Disposels ... T e Y 1 N - L1.LL G31814)
RUE3ANA _ A3TMarch2020 468900 7869002 1906452 105430 2708546 @ 0682330 14399065 35081595
FRAE Accumulated depreciation
R2019F4818 At 1April 2019 468,900 4,601,736 415,274 351,527 4,759,141 10,596,578 - 1059578
ERfE Charge forthe year = 721,649 341,020 106,660 1,999,188 3,168,517 7817554 10,986,071
RERE Write backondisposals - T e L S 1 N -2 oL S B2341)
RU0E3ANA _ A3TMarch2020 468900 4gmmMe i P32 683D | 3ERIE787gsh 210571308
EERE Net book value
RupE3ANA A3 March200 PR <L L R 3298 M0 JMasie GBI 14024287
%3 Cost
R18E4A1R A1 April2018 468,900 4709311 964,111 134853 5130704 11707879 - 1707879
m Additions = 1354414 893,928 335,230 4014317 6,597,889 - 6,597,889
BE Disposels ... T oosd8) ____ (7ssd o s o (144574
RU9EIANA _ A3TMarch2019 468900 6006651 178800 B33 oMson | eteniss o 1B16l1%d
FRAE Accumulated depreciation
R2018E4 818 At 1 April 2018 468,900 4431922 279,829 282,282 3,487,784 8,950,717 - 8,950,717
ERE Charge forthe year = 226,388 205,393 82,092 1,271,357 1,785,730 - 1,785,730
RERE Write back ondisposals - T b s S () N L. (139,869)
RU9EIANA _ A3TMarch2019 468900 40176 ea /a7 AT 0596518 o 10596578
EERE Net book value
RU9E3ANA A3 March2019 PR e LT oos 43R0 T8 Tl....D0ASI6
11. SBRITRERRE 11. BANKBALANCES AND CASH
2020 2019
$ $
RITRFEES Cash at banks and on hand 6,588,530 2,333,408
RHARITIERR Short-term bank deposits 29,833,653 29,463,600
ISR R RIREMER Bank balances and cash in the statement of
WIRITEFRES financial position and the statement of cash flows 36,422,183 31,797,008
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12. BRYOREN £ GE 12. PROVISION FOR STAFF GRATUITY

2020 2019

$ S

M4 B 1 BWEER Balance as at 1 April 6,945,776 5,502,061
EEHEE Provision made 6,739,484 6,188,660
RE)FAFRIEREE Unused amounts reversed (312,402) (772,153)
FRLZFHEEE Amount paid during the year (7,340,592) (3,972,792)
3 H31 BHV4&EER Balance as at 31 March 6,032,266 6,945,776
B RENEE Less: current portion (4,406,609) (4,542,647)
FEREEBD Non-current portion 1,625,657 2,403,129

s

KRS BRERR T XITHZEAEHER Provision for staff gratuity is established for gratuity payments
REHNRE NS MmERIZH o which become payable to those employees of PCPD who complete
their contracts commencing from the date of their employment.

13. TAUTBIAT #iBh & 13. GOVERNMENT SUBVENTION RECEIVED IN
ADVANCE
2020 2019
$ $
a4 B BRESER Balance as at 1 April 5,819,933 4,400,000
A& ks Subvention received 5,410,000 1,500,000
FREERBUANGEE  Recognisedasincomeintheyear 1 (1,500,000) | (80,067)
73 A 31 BREER Balance as at 31 March 9,729,933 5,819,933

BB RHEERERNFEARTIRENS Government subvention received in advance represents

EHRE MW ES € » SEEARKES subvention received in connection with various services to be

HEENWHBERRERH NG RERR provided after year end and is deferred and recognised as income

WA ° in the statement of comprehensive income on a systematic basis
in the same periods in which the expenses are incurred.

14. HE&E 14. LEASE LIABILITIES
2020 2019
$ $
R E (KB E TR Minimum lease payments due
-15FR - Within 1 year 6,739,460 =
B RRETIEE Less: future finance charges (76,584) -
HESEBMIRE Present value of lease liabilities 6,662,876 =
DR Analysed as:
mEIER D Current portion 6,662,876 -

R IR B 7% & A B e A Y InFE S 39 IR 15 fE E R The weighted average incremental borrowing rate applied for
E2.5% ° future finance charges is 2.5%.
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15. BIFBI¥0REl & H B 15. GOVERNMENT SUBVENTION FOR GRATUITY
2020 2019
$ $
R4 B 1 BREEER Balance as at 1 April 3,386,003 3,352,510
FREINEEIE Subventions recognised for the year (6,739,484) (6,188,660)
R URFR Forfeiture 312,402 772,153
BB B 29 mEN < 18 BhFX Gratuity subvention received from Government 6,432,000 5,450,000
FA3 A 31 BREER Balance as at 31 March 3,390,921 3,386,003

ERERBE AN E R FARE & 3% BUS URER A B This represents funds received from the Government in respect of

B MM & RIE - gratuity payments to staff of PCPD.
16. BEXxHliE 16. CAPITAL SUBVENTION FUND
BRI ER = B
FRAE RibREER BB EERG
Replacement T Infrastructure Upgrading of Replacement
of motor Overhaul computer of telephone wst
vehicle Project system system Total
S $ $ $ $
RM201854810 At 1 April 2018 - - 110276 459217 569,493
BAZEREEZABWA - Transfer to the statement
WA of comprehensive income
as income to match with:
-FEXH - Depreciation expense - - (67,000) (93,400) (160,400)
2019538318 At 31 March 2019
%2019F481H and 1 April 2019 = - 43,276 365,817 409,093
BRERGERE Government capital
subvention 332,400 2,296,076 - - 2,628,476
BAZEBERBKRA Transfer to the statement
AL of comprehensive income
as income to match with:
-FrExXH - Depreciation expense - (145,522) (43,276) (93,400) (282,198)
-HitgBER - Other operating expenses = (439,592) - - (439,592)
720203 A31H At 31 March 2020 332,400 1,710,962 = 272,417 2,315,779

BEXRMPERMIFETEF RS WEERLE The capital subvention fund represents the unutilised balance of
AREREMEBRNERMHB T HNEREE - BE non-recurrent capital subvention from the Government received
MIEBAZEWERBWA » LB IEEE for special projects. The funds are released to the statement of
M e comprehensive income as income to match with the related costs.
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17. —iRGER 17. GENERAL RESERVE
2020 2019
$ S
Mm481H8 At 1 April 19,353,179 18,647,320
HEHEWEREA Transfer from statement of comprehensive income 1,430,272 3,325,859
B E _EF R Previous year’s surplus recovered by Government = (2,620,000)
M3A31H At 31 March 20,783,451 19,353,179

R —RFBNENREARENEE LR
BEE - —REGFHEZEREREBA > &S
REBBEAERNLBEESFELEEMBITH
BoZ=1 - —RFBEBE—RAE - @
ABRALEBEEERBITER - BRRWNER
EE R E LR - B2 BEREBT (]
BT B E LUK ) o

18. #KifE
720203 H31H RIEFAAEBHNZEE

HER R RENMHYERERENS AN
T

The general reserve is established to meet operational
contingencies and is transferred from the statement of
comprehensive income with a ceiling at 20% of PCPD’s annual
recurrent subvention. The general reserve is available for general
use and can be spent at the discretion of PCPD. Any surplus in
excess of the agreed reserve ceiling should be returned to the
Government by way of offsetting from next year’s subvention.

18. COMMITMENTS
At 31 March 2020, the total future minimum lease payments under

non-cancellable operating leases in respect of office premises are
payable as follows:

2020 2019

$ $

—F R Within 1 year = 8,006,278
—FRERFR After 1 year but within 5 years - 6,739,460
- 14,745,738

ERM BBV BREZDF 1655%K - K

TEBEM EMRIREDEE - LEERAE
55

Upon adoption of HKFRS 16, the present value of future minimum
lease payment, which is no longer disclosed as commitments as
shown above, is recognised as right-of-use asset. The comparative
information has not been restated.
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19. MEEFDELEMHARHE

TRAMLEAERLEEEREREFTHN
BERE  SERENFREEE - BEE
BFEENEEARSAERRKEBATRE
BREABRLBEENRERERDP DL
AREEINREETRE - HERGBFREAN
I IPEIREE R R 2.5% ©

19. RECONCILIATION OF LIABILITIES ARISING FROM
FINANCING ACTIVITIES

The table below details changes in PCPD’s liabilities from financing
activities, including both cash and non-cash changes. Liabilities
arising from financing activities are liabilities for which cash flows
were, or future cash flows will be, classified in PCPD’s statement
of cash flows as cash flows from financing activities. The weighted
average incremental borrowing rate applied for lease liabilities is
2.5%.

HEAR
Lease liabilities
2020 2019
$ $
REM At beginning of the year - =
PR E BB TR E2ER])  Adoption of HKFRS 16
L Lk -
RERIAE Adjusted as at beginning of the year 14,399,265 =
MERSRANEE : Changes from financing cash flows:
EfHEEeELrE Capital element of lease rentals paid (7,736,389) =
[EEREiER=8=FiFiII=N Interest element of lease rentals paid (269,889) =
BERSRALERE  Total changes from financing cash flows (8,006,278) -
6,392,987 -
HtEE : Other changes:
*ﬁ%ﬁfﬁﬂ% ________________ Interest on lease liabilities 269,889 =
i SR At end of the year 6,662,876 .
20. €@ TH 20. FINANCIAL INSTRUMENTS

BAERLEBEERHEETRMEED BT
Bl

PCPD has classified its financial assets in the following categories:

2020 2019
$ $

REMEA I ESBIEE Financial assets at amortised cost
A EIOEY SR e Accounts receivable and deposits 802,923 220,502
RITEEFERES Bank balances and cash 36,422,183 31,797,008
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20. £ TH ()

BAERLEEEREERE B /AT
Bl :

20. FINANCIAL INSTRUMENTS (CONTINUED)

PCPD has classified its financial liabilities in the following
categories:—

2020 2019
$ S

REMEE T EALBLE | Financial liabilities at amortised cost
FENRIERETTEA Accounts payable and accruals 1,075,776 2,014,188
BB mEN £ @Bk Government subvention for gratuity 3,390,921 3,386,003
HEEE Lease liabilities 6,662,876 -
11,129,573 5,400,191

FrE£r T B VIR E(EAEY 2019 F & 2020
F3H831 HENAFEIREERER -

FAERLEBEEZBUTRREERRFER
B - RBETEBR SRR - UREZE
FEEHE AN ERALBES R RR R
HBEETHE -

(@ EERk
BAERLBEEYEEERMEE
EHFHER MESEERBESZEN
TREEMSEGEIRMEE - RITEX
HEERBREER  HEZFRNER
THAESEBERITERIEENE
FEALHE o

(b) REEEEM
BAAERLBEENADESARZ
THEE - AAENLBEEHES
FHEEEER  #XAHNEASRR
TEE LWREFEBFNEE - K
TR WM MBI R EB R R IE
REBEEN  EAERALBEENFT
BEMAETHEEAR —FAINRER
FHERRY o

(0 T™mEEE
2R = By
BAERLBEENAREAREER
BRiRITEMR - BAERLEBESR
P E A R R E R AESBME D
B 7% 5 T2 B S 4k Lk /= B 3B A B R AL
BEENHBMRRTSELEEATE -

d) MAAFEFENERTA
EHREPR  BAERLBEEINLIR
BT AUQAFEIIR -

All financial instruments are carried at amounts not materially
different from their fair values as at 31 March 2020 and 2019.

PCPD’s risk management objectives, policies and processes mainly
focus on minimising the potential adverse effects of credit risk,
liquidity risk and market risk on its financial performance and
position by closely monitoring the individual exposure.

(@) Creditrisk
PCPD has no significant concentration of credit risk. The
maximum exposure to credit risk is represented by the
carrying amount of the financial assets. The credit risk on
bank deposits is limited because the counterparties are
authorised financial institutions regulated under the Hong
Kong Banking Ordinance.

(b) Liquidity risk

PCPD is exposed to liquidity risk on financial liabilities.
It manages its funds conservatively by maintaining a
comfortable level of cash and cash equivalents in order
to meet continuous operational need. PCPD ensures that
it maintains sufficient cash which is available to meet its
liquidity. Except for government subvention for gratuity
which is classified as non-current liability, all other financial
liabilities of PCPD are repayable within one year or on
demand.

(c) Market risk
Interest rate risk
PCPD’s exposure on interest rate risk mainly arises from its
cash deposits with bank. No sensitivity analysis for PCPD’s
exposure to interest rate risk arising from deposits with bank
is prepared since based on the management’s assessment
the exposure is considered not significant.

(d) Financial instrument at fair value
At the end of reporting period, there were no financial
instruments stated at fair value.
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21. ERHERFARKRERIKEER
MW EE)

AT 2 B A ERF A AR ERHCKE B B
BIMEXER)  BLAERIFEFAERFLRE
EEMNEENMBHRARE :

21. HONG KONG FINANCIAL REPORTING STANDARDS
ISSUED BUT NOT YET EFFECTIVE FORTHE YEAR

HKFRSs that have been issued but are not yet effective for the year
include the following HKFRSs which may be relevant to PCPD’s
operations and financial statements:

MU FERIBR
BB

Effective for annual
periods beginning

on or after
CEBMEIREERDNE 75 - REESH 20211 81 H
HKFRS 17, Insurance Contracts 1 January 2021
CEBMERELELDE IS (BFIR) | EHEHESHE 20201 81 H
Amendments to HKFRS 3, Definition of a business 1 January 2020
CEBMEIREERDFE 10 RABE B ETEERDEE 28 58 (15T Z) - 1 REEE

KREZHABETHEYSELF 2 FHIEELHELRA

Amendments to HKFRS 10 and HKAS 28, Sales or Contribution

To be determined

of Assets between an Investor and its Associate or Joint Venture

(EBESTTERDNE 1 ERCEEZTIERDE 8 (1BF] ) | EAMTEZ
Amendments to HKAS 1 and HKAS 8, Definition of material
(CEBVEHREELDE IS - (BEIFTLERINEE 3958

RAE B R EZERDSE 7358 (IBFTAR) © FIZ=E
Amendments to HKFRS 9, HKAS 39 and HKFRS 7, Interest Rate Benchmark Reform

BFAERLBEEEAFRILRRAZS
CERBMBIMELER) o 7255 hBRERW
ZE(BERYBREEND TS EHEAE BT
BEEEARMNFENUBRRELEEAR
2 - AAERLBEESBERTEZZE
B EREZEADRE MR B E XL
BISE -

22. HEMBERE

REFFEIHMER SR 2020F7 B 17 BEBAE
BIFAEEEFZRETIZ -

20201 81H
1 January 2020
202018 1H
EHE

1 January 2020

PCPD has not early adopted these HKFRSs. Initial assessment has
indicated that the adoption of these HKFRSs would not have a
significant impact on PCPD’s financial statements in the year of
initial application. PCPD will be continuing with the assessment of
the impact of these HKFRSs and other significant changes may be
identified as a result.

22. APPROVAL OF FINANCIAL STATEMENTS

These financial statements were authorised for issue by PCPD on
17 July 2020.
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>

CREBIERFDEERERMUESER
EEA)EBAAER S HAFLERE -
FIEERBEAESNAL (ERER
F) BRI BRSO 9 7R IE R
BERRR  ZANERARET S5
BAERBYE - R7F - EAUEEH
BRHVEE L EH o

The objective of the PDPO is to
protect the privacy rights of a person
in relation to his or her personal data
(Data Subject). A person who collects,
holds, processes or uses the data
(Data User) has to follow the six Data
Protection Principles (DPPs). The DPPs
represent the normative core of the
PDPO and cover the entire life cycle of
a piece of personal data.

F2[RA - BHERRFERR
DPP 2 - ACCURACY & RETENTION
PRINCIPLE

F1RR - SREHFA
DPP 1 - DATA COLLECTION PRINCIPLE

- ERMEAEANUSENAFHAR - WEMAHN

BAER - HENEEZEERESEEERE -

- ALIETTHAEENENESAREERFA

ERNEN  URERTJESWEBAEA
+ o

WENERRFERTEN  MABFEE -
Personal data must be collected in a lawful and fair way,

for a purpose directly related to a function/activity of
the data user.

« All practicable steps shall be taken to notify the data

subjects of the purpose of data collection, and the
classes of persons to whom the data may be transferred.

Data collected should be necessary but not excessive.

ERERERBREAENEAERERER &

FNRESETEBBRENFRRENNERFRT

Personal data is accurate and is not kept for a period
longer than is necessary to fulfill the purpose for which
itis used.

E3FRA - ERAEHEEA
DPP 3 - DATA USE PRINCIPLE

- BEAERRRARUERIEAR B (Y E 18R

HWER  BRIFGINENEZABREMBENE
=°

Personal data is used for the purpose for which the
data is collected or for a directly related purpose, unless
voluntary and explicit consent is obtained from the
data subject.




BASH

(M BEEFT—BEHAL  BAEBZALTEHN
B QEBREFENERNSER A ZEAYEAIT
hERMREIE °

HRERE

SR ERBEHEMARZEAAERNWE - 55 -
BEREANAL - BIEEAEREEREZRFRIH -
ERMERETRAREMRENERE EXEEF -

F4FRA - RRRRZFEA
DPP 4 - DATA SECURITY PRINCIPLE

- BRMEREERIRYIBA{THSE  REEAE
BT ERERESBIMEEER] - RE - MR -
BARNMEM -

+ A data user needs to take practical steps to safeguard
personal data from unauthorised or accidental access,
processing, erasure, loss or use.

E5FA - ARABRRA
DPP 5 - OPENNESS PRINCIPLE

- ERFRAEALAHERERAAESRNBERMITE
R RREFENEAERERIMAR -

+ A data user must make known to the public its personal
data policies and practices, types of personal data it
holds and how the data is used.
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PERSONAL DATA

(1) is the information which relates to a living
person and can be used to identify that person, (2)
exists in a form in which access to or processing is
practicable.

DATA USER

is a person who, either alone or jointly or in
common with other persons, controls the collection,
holding, processing or use of the data. The data
user is liable as the principal for the wrongful act of
its authorised data processor.

>

FoRAl - ERRMIERA
DPP 6 - DATA ACCESS & CORRECTION
PRINCIPLE

- BRESAGREREMEBAER  BRRAE
BAEAERTERE  BRERELE -

+ A data subject has the right to request access to his or
her personal data and to make corrections where the
data is inaccurate.
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FLE2 22 & S HHeOFRATR
MEDIA STATEMENTS ISSUED BY THE PCPD

03.04.2019

05.04.2019

07.04.2019

07.04.2019

09.04.2019

21.04.2019

25.04.2019

09.05.2019

REBRBARESRETEREAAERMEERRIEFEENT
An Insurance Agent Convicted of Using Personal Data in Direct Marketing without Consent

NEEENRARESRESKEZRVRELR —FERECMEHN
Privacy Commissioner’s Response to the Suspected Loss of Register of Electors

USIEBEHE AT ZE FREpBBEARENTARRKE - FABEE MRITRER [ EHIHHNRME
BEANERER

Privacy Risks Associated with Fintech to be Addressed by Data Ethics Complementing Fair
Enforcement - Privacy Commissioner Speaks to Banking Industry on Use of Personal Data in Digital
Era

[FAREEPHEFERFHEBBER | ABEENEEERERITMNEE 67 [EXBHEAN S 2019F
EEREHEISFTHN [EBAEBRO-SRELR | NMEERN RO ETERSEBAEZTES
FEIW 21 HLENRFREHEERE | BF A RS

“Grooving Privacy Evolution with Law Reform and Data Ethics” — Privacy Commissioner Delivered a
Presentation in Panel Session at 67th American Bar Association Antitrust Law Spring Meeting 2019
and Participated in International Hearings by FTC in the US

FRERESEREEL —FAERECMBSHILBEERFBRES
Privacy Commissioner Initiates Compliance Check on Registration & Electoral Office Regarding Loss
of a Register of Electors

EEEOEARE NIRRT T EARMIESY
Privacy Commissioner’s Response to the Suspected Clandestine Video-shooting of Artistes inside
Taxi

AEBSEEENERES
Hong Kong Shopping Mall Membership Programmes Compliance Checks

LE?&E?AEQEEJJJZOW CBITRAREES BERHBEE ABEEABER [HBEEIMHERK
BiERE

“Compliance with Privacy Law, Data Ethics in Action” - “Privacy Awareness Week” 2019 PCPD
organises “Data Ethics” Symposium and Education & Promotion Activities
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21.05.2019

25.05.2019

27.05.2019

31.05.2019

06.06.2019

14.06.2019

17.06.2019

18.06.2019

FABEEE 8 A B F R PCPD ANNUAL REPORT - 2019-20 183

RITHEGIESE | BrEEBEREHEEAT -8
Direct Marketing Offence Admitted: Bank Fined HK$10,000

T}é%%?ﬂﬁ%ﬁi%%ﬁﬂﬁ%iﬂiﬂ%%ﬁ%ﬁ%ﬁiﬂiﬁkéﬁﬁ%ﬁ% hns® B R 7 B A B EHRFE SEI &
N8 D=

Privacy Commissioner Co-Hosts GPEN Enforcement Practitioners’ Workshop to Strengthen
International Collaboration and Experience Sharing in Personal Data Protection

HETARER  EXHEEBEREERASR=-ET
Direct Marketing Offence Admitted: Auction Company Fined HK$20,000

=B BT IR IR S VR R E B A B B 25 5] SRR B = iR
Hong Kong and Singapore Sign MOU to Strengthen Cooperation in Personal Data Protection

BRERINREHN - AAERMRZRIRE - ER - BIEER - UL
Cathay Data Breach Incident - Personal Data Security & Retention Principles Contravened - Lax Data
Governance

ARKEZRABHRNEEEMARBN LTS
Respect Others’ Privacy and Public Interest While Having Freedom of Expression

?ég%gil@Eﬁ%ﬁ’%ﬁ%ﬁ%%ﬁ%%ﬁ%ﬁgm%H%%%%E*%@’é]\ﬂ’ﬂ’%iﬁ?ﬁmﬂi‘%% FRAEAR
FFHER

Privacy Commissioner’s Response to Suspected Unauthorised Access to Hospital Authority’s
Accident and Emergency Information System

EREMRATREARER | EXEHEREHEFERAIRN\TT
Direct Marketing Offence Admitted: Beauty Product Company Fined HK$8,000
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#& (continued)

23.06.2019

11.07.2019

15.07.2019

19.07.2019

24.07.2019

26.07.2019

14.08.2019

28.08.2019

BB ERERW <P ERERHEZTF  TMEEBEREEZE
Privacy: Not a Door for Bullying and Intimidation, Nor a Sword for Arbitrary Law Enforcement; Not a
Shield for Unlawful Acts

MEREENEEEBAENEAERPORBE AR
Privacy Commissioner’s Response to the Display of Police Officers’ Personal Data in Public Places

RE—EmMGH | SFHRATTRANESZ REVLBEERSENEREE LEBEERIINKEIT
B EE M AL BB SR I B R E R

Uphold Unique and Irreplaceable Attributes of “One Country, Two Systems” Advocate Privacy
Accountability and Data Ethics Privacy Commissioner Speaks at IAPP Asia Privacy Forum in
Singapore

MEEESOEAFRLBITES - BEREBAENEAERRENR LARERNBEATE
Privacy Commissioner’s Response to Suspected Disclosure of Personal Data of Government Officials,
Legislators and Police Officers at Online Discussion Forums and Instant Messaging Platforms

FAEBEE NEBIEEMBHEREY BEARSEMATLE
Privacy Commissioner Has Started Reviewing Related Websites and Urges Netizens to Respect
Others’ Privacy

BORMALEEEAER ERFEAMNERAERRF
Criminal Investigation Procedures Commenced on 430 Cases of Online Disclosure of Personal Data
in Accordance with the Law

MEEEEEERARLABREBS AMENHRE
Privacy Commissioner Responds to Media Reports on Open Letter Issued by Purported PCPD Staff

AREERZEEMAX BE | REZTR ERRFELRBITE FEFNERBEEEHRE
Privacy Commissioner Strongly Condemns Doxxing and Bullying Arrest Already Made Promotion
and Education in Schools Strengthened



#& (continued)

29.08.2019

30.08.2019

01.09.2019

04.09.2019

12.09.2019

16.09.2019

16.09.2019

18.09.2019
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BREEKEENRREEMES K7 HTF - AT SRERTEMMA
Registration and Electoral Office’s Loss of Register of Electors Incident Sensitive Data Lost Amidst
Unfavourable Timings, Localities and Human Factors

THERBTREBEATH [EBE] AB LA IBEEEXENBEE VRS BE] REZET
5B BRPE—REL

Upward Trend of Doxxing Cases Related to Protesters, etc.

Privacy Commissioner Again Strongly Condemns Doxxing and Bullying; and Emphasises Impartial
Enforcement of the Law

%%%%@EE% AEEERFTEEEGE(EETAR)ZEMRABEEIF A BEAERER L AR
o=k

Privacy Commissioner Responds to Interviewee’s Comments in Today’s TVB News Programme “On
the Record” in Relation to PCPD’s Follow-up Actions on Online Disclosure of Personal Data in Recent
Months

FBEE O EEREHRERAR A M MAOE LR ENRHE T & 8 [ K | TSN EAELR
Privacy Commissioner Responds to Media Enquiries regarding Disclosure of Personal Data for
Doxxing Purposes on Websites or Instant Messaging Platforms Registered Outside Hong Kong

EMARARER | BEEEREHEEHIRNEDNT T
Direct Marketing Offence Admitted: Telecommunications Company Fined HK$84,000

EEEOEEEEAMBETNHELEBE | B4

Privacy Commissioner Responds to Doxxing of Staff of a Media Organisation

MEEESEPEEREARIER [ EE ]

Privacy Commissioner Holds Seminar on Cyberbullying and Doxxing

EREEOEAEEMBE I RAMALIRE LE K| S4
Privacy Commissioner Responds to Doxxing of Staff of a Media Organisation and Other Individuals
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#& (continued)

27.09.2019

28.09.2019

30.09.2019

02.10.2019

03.10.2019

04.10.2019

08.10.2019

14.10.2019

FEEENEELEFEEHBEE T R EMA THRE & K | S4
Privacy Commissioner Responds Again to Doxxing of Staff of a Media Organisation and Other
Individuals

AEBREENFEOREFE HEHFRIALTRRELEER | S4 E5H8BTABMNERT
PCPD Responds to Doxxing of Participants in “Community Dialogue” and Warns that It is a Criminal
Offence

%Ag!ig,%@%?ﬁ?iﬁ B | RAKRETRANRNRE EREETREBMERT AHEIRDN
ok

PCPD’s Updates on Doxxing and Cyberbullying Such Acts are Criminal Offences Subject to Fine
or Imprisonment

MRBREENEOREEERIEENMEEITRUREXR [ BEHLZE | AFERSH
PCPD Responds to Suspected Loss of Application Forms for Caring and Sharing Scheme by Working
Family Allowance Office

%A%%%éﬁ@@ﬁ%ﬁ%%élﬁﬁﬁkiE’\Hlﬁlkﬁﬂ%%ﬁtg BE ] REAERBEEGREEAS
R 3y

PCPD Responds to Doxxing of Staff of a Media Organisation and Other Individuals and Posting of
Their Personal Data in Public Places

FMEBEENEBLOEINKIT ZAKELERERL) BAAERFABEITSEZEN TS NERTNGR
PCPD Responds to the Upcoming Prohibition on Face Covering Regulation
Personal Data Privacy Right Should Not Override the Overall Interest of the Society

%%ﬁéﬁ%%ﬁﬁFﬁﬁjﬁﬁﬁjﬁﬁ%%%%ﬁ% ERABEANERTERRBE THIER
% AT

PCPD’s Updates on Doxxing and Cyberbullying Such Acts are Criminal Offences with Serious
Consequences Subject to Fine or Imprisonment

%%ﬁéﬁ%?ﬁ?&ﬁ R | RAKRETANEHMHRE EFAEMNEFRTERBRE THIAR
B AR

PCPD’s Updates on Doxxing and Cyberbullying Such Acts are Criminal Offences with Serious
Consequences Subject to Fine or Imprisonment



#& (continued)

15.10.2019

15.10.2019

18.10.2019

21.10.2019

24.10.2019

08.11.2019

27.11.2019

05.12.2019
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EFRSEELE EE]  #RIESHILEE ABEESREMBREA  BUFHMRREFAESHS
HBRETLRBIRGIRE

District Council Election Upcoming: Doxxing, Cyber-bullying Will Break the Law

Privacy Commissioner Reminds Candidates, Government Departments and Public Opinion Research
Organisations to Comply with the Privacy Ordinance

EREEOEEHNAFARE LHRREDS AR EREFE R
Privacy Commissioner’s Response on Whether the CCTV Footage of a Tertiary Institution Should Be
Disclosed

NEEEOEEEENFETHRRERBAFEHIEL [ LK ]
Privacy Commissioner’s Response to Media Enquiries about Chief Executive’s Suggestion of the
Need for Legislative Amendment to Tackle Doxxing

MBEESNEFEMIAA [EE | RAKRETHNSINRE
PCPD’s Updates on Doxxing and Cyberbullying

%\Eﬁéﬂﬁbﬁ@ﬂ\%kg ERTEEHRERRALIRED - MIRSH NBRERHEN
E )

Privacy Commissioner Advocates Combatting Violent Content and Hate Speech on Social Media
and Strengthening Collaboration in Law Enforcement and Regulation at International Privacy
Conference

FAEEHENEMBETIHRE [2019FRFEERTE | ABASE
Two PCPD Staff Members Receive Individual Awards of The Ombudsman’s Awards 2019

BBEAERLBES 2018-19F TFRE | AERBLAERBRABEIHBRENIR
Privacy Commissioner for Personal Data, Hong Kong 2018-19 Annual Report: Public Authorities
Were More Willing Than Private Enterprises to Give Data Breach Notifications

MEBEEHESHE+ B ABLBHEERE ER2RBRERBEBHEUREE LR

6] BB A ERHRFEA SR A AR SN RS E

Privacy Commissioner Calls for Global Convergence and Interoperability on Data Protection at the
52nd Asia Pacific Privacy Authorities Forum and Outlines Recent Privacy Landscape Changes in
China to International Data Protection Communities
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09.12.2019

11.12.2019

19.12.2019

23.12.2019

08.01.2020
12.01.2020

19.01.2020

26.01.2020

04.02.2020

08.02.2020

11.02.2020

FT4% = APPENDIX 3

IREEERINEERN R EREBEFEFEERE - ERERMRZEA
TransUnion Data Breach Incident Vulnerabilities in Its Online Authentication Procedures — Personal
Data Security Principle Contravened

AEBEEHRE2FC AL RBER IS EAGERAKLZ2TEERBEN)
EERIMRAMEAGEERELZRNVIAD REXKEEREANETIS A

Privacy Commissioner Publishes “A Brief Summary on the Regulations in the Mainland of China
Concerning Personal Information and Cybersecurity Involved in Civil and Commercial Affairs”
To Promote Understanding of Personal Data Protection Regulations in the Mainland of China for
Business Sector to Grab Business Opportunity in Greater Bay Area’s Massive Online Market

BREREBEZESHRERELS

New Membership of Standing Committee on Technological Development

MEEER BE ] RAKEUZTANGNHRE | 2R [EE | ENHBPNFaFTENSESNHLEER
Privacy Commissioner Provides Updates on Doxxing and Cyberbullying: Reiterating Criminal and
Social Liability of Doxxers and Assisting Platforms

AEREEOERABEI—LESOEERR AR —S
Privacy Commissioner Responds to Public Concern about Disclosure of a Reporter’s Personal Data

MEEEOEAHEESEE —SEEHELESNENSY
Privacy Commissioner Responds to the Incident of a Police Officer Checking a Reporter’s Identity
Card on Queensway

MREREESREHAIRZTRNERAS [EEK ]
Privacy Commissioner Condemns Doxxing of Frontline Medical Personnel

BEEABWER SEFREEFRTE
Doxxing of Medical Personnel is Illegal and Unethical

2020F 2 B 10 HZE 16 B45 BRI T/EZHE (FEHT)
Special Work Arrangements 10-16 Feb 2020 (updated)

FMEEE DY REAER BRI R
Privacy Commissioner Responds to Privacy Issues Arising from Mandatory Quarantine Measures



4=

14.02.2020

14.02.2020

19.02.2020

21.02.2020

27.02.2020

28.02.2020

05.03.2020

05.03.2020

22.03.2020

25.03.2020

30.03.2020

(continued)
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202052 A 17 BE 23 B4$5I TE= B ()
Special Work Arrangements 17-23 Feb 2020 (updated)

ASEREBAESHBRNE
Masks and Police Officers’ Car Registration Numbers

BNERRRAERANEFIREFRERATE
Suspected Theft of OGCIO Mobile Phones

2020F 2B 24 B E3 81 BRI TIEL HE (EHT)
Special Work Arrangements 24 February — 1 March 2020 (updated)

AL R IR B8 | & R LUB MEETE 19 2019 BARE S % (COVID-19) RS &
The Use of Information on Social Media for Tracking Potential Carriers of COVID-19

Rl TELHEH 20205 3 A2 RREREZITEAN (BH)
Special Work Arrangements from 2 March 2020 Until Further Notice (updated)

IREENEO0REHENEFARBEENEE N N E O SME SR 50 BREE
Privacy Commissioner Responds to Media Enquiries about Cathay Pacific Being Fined £500,000 by
UK Information Commissioner’s Office

IEREENEBEONREEEHBEAORER L EKERDAKRER AR
Privacy Commissioner Responds to Media Enquiry about an Individual’s Request to LCSD for CCTV
Footage

5B T/EZHER 20203 B 23 B BEERE B 1TEA (EHT)
Special Work Arrangements from 23 March 2020 Until Further Notice (updated)

THRERZEERRAIEEBANBEEEBYE REFEERENLF
Administrative Appeals Board Dismisses Appeal Relating to the Government’s Marshalling Duties

#2019 BMRFSHEARITESE HEZFNESHIES
Fight COVID-19 Pandemic Guidelines for Employers and Employees
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RFELBBEXE - BEBHEETBE
STUDENT AMBASSADOR PROGRAMME - PARTNERING SCHOOLS OF THE RECOGNITION SCHEME*

BRrais Name of School

1 BEBREEAEBESREEHE  AD&FD POHL Leung Sing Tak College

2 REBRLTLZFHE Belilios Public School

3  RERPE Bethel High School

4 BEREERL PR Buddhist Mau Fung Memorial College

5 HESERANXFHE Buddhist Sin Tak College

6 HELBEMESHE Buddhist Sum Heung Lam Memorial College

7 BEARKREMPE Buddhist Tai Kwong Chi Hong College

8 HBEBEREMLSPE Buddhist Wai Yan Memorial College

9 HBEEAWFE Buddhist Wong Wan Tin College

10 HFHHELELSTHE Buddhist Yip Kei Nam Memorial College

11 BAZFEAAPE Caritas Chong Yuet Ming Secondary School

12 HAZHEREEHE Caritas Fanling Chan Chun Ha Secondary School

13 HBAERSFRLPE Caritas Ma On Shan Secondary School

14 PEIAREZHE Caritas Yuen Long Chan Chun Ha Secondary School

15 PERERPE Carmel Pak U Secondary School

16 HEEBHSEEFE CCC Kei Chi Secondary School

17 HEESHSEFHE CCC Kei San Secondary School

18 HEHEEBHSHEER CCC Ming Yin College

19 RAEHOBREEZHE Cheng Chek Chee Secondary School of Sai Kung & Hang Hau
District, N.T.

* BIRIR S X A EEFHES
Schools listed in alphabetical order
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#& (continued)

B8 Name of School

20 RNEMZHEZE Cheung Chau Government Secondary School

21 R HE Cheung Chuk Shan College

22 HEEELSFHE Chiu Lut Sau Memorial Secondary School

23 RIREMEESER Chong Gene Hang College

24 HEER Christ College

25 EHEPE Christian Alliance College

26 EHESRARELSTHE Christian Alliance SW Chan Memorial College

27 BXNEREHE Clementi Secondary School

28 HEFESTEGE CNEC Christian College

29 BRESHEHZE Concordia Lutheran School

30 MHERE Cotton Spinners Association Secondary School

31 BBRANARERAEHERIEEHZE  CUHK FAA Thomas Cheung Secondary School

32 REHEEHSHPFRZE Daughters of Mary Help of Christians Siu Ming Catholic Secondary
School

33 EHEXRTEMESEENEESHR ECF Saint Too Canaan College

34 ¥MHEEMHE Fanling Government Secondary School

35 REFE Fukien Secondary School

36 RBURE—RZE£ Fung Kai No.1 Secondary School

37 HRESHEPIRAPE Gertrude Simon Lutheran College
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38 EEER Good Hope School

39 XKEEFEHE Heung To Middle School (Tin Shui Wai)

40 BEESBHHBREERE HHCKLA Buddhist Leung Chik Wai College

41 BAEMNASHE Hong Kong and Kowloon Chiu Chow Public Association Secondary
School

42 BHENESHEILESHREELSFE HKSYC&IA Chan Nam Chong Memorial College

43 ARFPZE(BEEEH) Ho Fung College (Sponsored by Sik Sik Yuen)

44 AV HE(BZEEZEHH) Ho Lap College (Sponsored by Sik Sik Yuen)

45 BEEZWRUBEGBEAE/NEZE Ho Yu College And Primary School (Sponsored by Sik Sik Yuen)

46 BBAXFEARFEHEEHE Hong Kong Red Swastika Society Tai Po Secondary School

47 BERBERHESSEZZERFE-FE Hong Kong Taoist Association The Yuen Yuen Institute No.2
Secondary School

48 BEHMESFEEHZ Hong Kong Teachers’ Association Lee Heng Kwei Secondary School
49 HBEEXER Hong Kong True Light College

50 fAIERAE Hotung Secondary School

51 ESEIFELER Immaculate Heart of Mary College

52 EFEREH2 Jockey Club Ti-I College

53 EIBMAE(ZRE) Ju Ching Chu Secondary School (Kwai Chung)

54 BN NE Kiangsu-Chekiang College (Kwai Chung)

55 ®WEEKR King's College
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56 NFE=FHZE (W) Kowloon Sam Yuk Secondary School

57 NEEEER (FREIR) Kowloon Tong School (Secondary Section)
58 NFEEKXFEZE Kowloon True Light School

59 BBBRFESER Kwun Tong Maryknoll College

60 FHmEREHPE Lai King Catholic Secondary School

61 ZRXZEKR Leung Shek Chee College

62 HErEfiteitshE Lingnan Hang Yee Memorial Secondary School
63 ZEmEHE Lingnan Secondary School

64 HEEHE Lock Tao Secondary School

65 RESERAAHE Lui Ming Choi Lutheran College

66 FBEIUFREPE Ma On Shan Tsung Tsin Secondary School
67 FEfEHE Man Kiu College

68 HRWHENER Mu Kuang English School

69 HTAMERARFEHZE N.T.H.Y.K Tai Po District Secondary School
70 REHHRZER Newman Catholic College

71 ERE_—_H=E Ning Po No.2 College

72 HESHAEHEERBERFPE NLSI Lui Kwok Pat Fong College

73 HAPE Pentecostal School
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74 HAERSKKER PHC Wing Kwong College

75 REHEZRPE Po Chiu Catholic Secondary School

76 REBBRAFZ=KIELSHE Po Leung Kuk Centenary Li Shiu Chung Memorial College

77 REBEHRAHE Po Leung Kuk Ma Kam Ming College

78 REBSBHRIARAZEWLHZ Po Leung Kuk Mrs. Ma Kam Ming-Cheung Fook Sien College

79 ®RRBEFE—RKEFHEZE Po Leung Kuk No.1 W.H.Cheung College

80 REBHREERZR Po Leung Kuk Vicwood K.T.Chong Sixth Form College

81 RRERRBMELEHZE Po Leung Kuk Yao Ling Sun College

82 HBIFERE Pooi To Middle School

83 IE@HE Pui Kiu Middle School

84 KREHITEFE Pui Shing Catholic Secondary School

85 IFmHE Pui Ying Secondary School

86 FFAEFE Queen Elizabeth School

87 FRDEFPBELESHE Queen Elizabeth School Old Students’ Association Secondary
School

88 E{-FBT Queen’s College

89 E{-EfghE Queen’s College Old Boys' Association Secondary School

90 ENSHEHE S.K.H. All Saints’ Middle School

91 EASE=—EHZE S.K.H. Holy Trinity Church Secondary School

92 ENZRTFHHE S.K.H. Leung Kwai Yee Secondary School

93 ENSEFAGTEEEREPZE S.K.H. St. Mary’s Church Mok Hing Yiu College
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94 EYPEIEBR Salesian English School

95 FEHIHE San Wui Commercial Society Secondary School
96 WHEEREHE Sha Tin Methodist College

97 EEBiGHAZEBELHE Shun Tak Fraternal Association Cheng Yu Tung Secondary School
98 |EEHEAERHEHE Shun Tak Fraternal Association Yung Yau College
99 N EEEgEHRE SKH Bishop Mok Sau Tseng Secondary School
100 EASEEPE SKH Holy Carpenter Secondary School

101 EAZSEZFHE SKH Kei Hau Secondary School

102 EASTTEEHE SKH Li Fook Hing Secondary School

103 EAZSHAHE SKH Lui Ming Choi Secondary School

104 +TNABPEZEEFNB/LEPE SPHRC Kung Yik She Secondary School

105 ZEEFIEAE St. Francis Xavier’s School, Tsuen Wan

106 EEEER St. Joseph’s College

107 EEfEHTHE St. Louis School

108 EBERBEBLHE St. Paul’s Co-educational College

109 E@EZgHE St. Peter’s Secondary School

110 KF=FHZE Tai Po Sam Yuk Secondary School

111 EHERE Tak Nga Secondary School

112 #HEFHE The Methodist Church HK Wesley College

113 HHE NEFRPE The Salvation Army William Booth Secondary School
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114 BBBRYEFMPELBR The Society of Boys’ Centres Hui Chung Sing Memorial School

115 EZZRPEFABARE EEALS The Yuen Yuen Institute MFBM Nei Ming Chan Lui Chung Tak
hes Memorial College

116 RE=REBHELSHE Tung Wah Group of Hospitals Lo Kon Ting Memorial College

117 RE=PRSERE=HE Tung Wah Group of Hospitals Mrs Fung Wong Fung Ting College

118 RE=PEPRIKRFPZE TWGHs Chen Zao Men College

119 RE=[RZZHPE TWGHs Li Ka Shing College

120 RE=RF¥FZFHEHE TWGHs Sun Hoi Directors’ College

121 RE=[FEFHBRE TWGHs Mr & Mrs Kwong Sik Kwan College

122 BEHER Valtorta College

123 HERFEXHFE Wai Kiu College

124 {CBEBERMBERFE Yan Chai Hospital Lim Por Yen Secondary School

125 (ZEEEBRsE—h 2 Yan Chai Hospital No.2 Secondary School

126 WELBER Ying Wa Girls’ School

127 FRIRBLE=SHE Yu Chun Keung Memorial College

128 TTBAREHHE Yuen Long Catholic Secondary School

129 TtHiREHhE Yuen Long Merchants Association Secondary School
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