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AMPLIFYING MESSAGES THROUGH THE MEDIA

Media

During the reporting year, the PCPD issued 30 media statements
(please refer to Appendix 2), and responded to 171 media
enquiries about topical issues on personal data privacy. Through
responses to media enquiries and issuing media statements
on incidents or topical issues of social concern, the PCPD
disseminated information and views on personal data protection
at opportune times, and thereby helped various sectors of society
better understand the provisions of the Ordinance.

The Privacy Commissioner and his team also gave 82 media

interviews. 2,700 related news stories were published via Internet,
newspapers, magazines, television and radio.
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Data Ethics Stewardship and Values

Through issuing media statements, conducting media interviews
with the Privacy Commissioner and organising media reception,
the PCPD has been actively promoting data stewardship
accountability as well as its three data ethics values (i.e. respectful,
beneficial and fair). These values and messages were also widely
communicated via media responses on various issues.

The Privacy Commissioner also responded proactively to local and
global privacy issues, including the following:




HHEREN

AHREFERBLESRABERINRSEHS -
HP2018F4 AERBBHENEFFEREEA
=2 BIABBEFTFRBRBHRBENHEA
BRINE - LEEEEARHHER - k7
CEHRBEMHRBEREE - 2BRN20195F
2ABARBRAERE  XKRNEEZFAEHR
RMOEREHEBLAITEA -

@O

_ :

2018 F 9 A T A% X #3k Facebook A F 1R 3%
WEXAR  BEEDRITEIA29HF 10
B3RREFBER HEHRTEETLRERM
ERBE  ARFOEXEAXZTFENASREM
REEFLBIRE ©

BEEMENR2018F 108 E AWM EEFRERE
ABRIINBRER - LEEESHEI LI
o RTEEBEEISBSHUREBBREE - 2
ERNFEZEEMEESNBAISEETS -
R ENEFEREL K BB AN E RIS - FTABE
ERBERBBEESEREE  RETR
ERBHBAANBEEMERFESREREIRS
BEILREEMNEELE  BEXIHHEEERE
KA IS M LUERR IE - FABBEEE R 11 B
SHRZIESEMERER  REBEHIHE
o AEHBEEMEREEZE T QATEREM
ZEERATIEMERAE -

FABBE S N EF R PCPD ANNUAL REPORT - 2018-19 107

Data Security Incidents

A number of large-scale data breach incidents took place
during the reporting year. In April 2018, Hong Kong Broadband
Network (HKBN) customer database was intruded, resulting in the
leakage of personal data of about 380,000 customers and service
applicants. The Privacy Commissioner immediately issued a press
release stating that he had initiated a compliance check on the
incident. The investigation report was published in February 2019,
giving an account of the major investigation findings and serving
an enforcement notice to HKBN.

In late September 2018, it was found that a number of Facebook’s
user accounts were hacked. The Privacy Commissioner issued
media statements on 29 September and 3 October, stating his
concern and the commencement of a compliance check on the
incident. He also provided recommendations on personal data
protection for users of the social media platform.

Cathay Pacific announced a data breach incident involving
passengers’ personal data in late October 2018. The Privacy
Commissioner immediately issued a media statement to express
his serious concern over the incident and to announce his decision
of initiating a compliance check. The PCPD also advised the airline
to notify affected clients as soon as possible, and to take remedial
measures with details explained immediately. Via a series of media
interviews and responses, the Privacy Commissioner reminded
members of the public that if they found any abnormalities with
their personal accounts of the airline concerned or credit card
accounts, they should contact the airline and the related financial
institutions. On 5 November, after receiving a reply from Cathay
Pacific, the Privacy Commissioner issued a media statement on
the same day announcing his decision to initiate a compliance
investigation against Cathay Pacific and its wholly owned
subsidiary, Hong Kong Dragon Airlines Limited.
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The Privacy Commissioner received a data breach notification from
TransUnion Limited on 28 November 2018 in respect of suspected
security loopholes in the application procedures for credit reports.
A media statement was issued on the same day, announcing
his decision to initiate a compliance check on the incident,
and appealing to TransUnion Limited and credit agencies or
intermediaries to stop the application procedures in question and
plug the suspected security loopholes. A compliance investigation
was later launched on the incident.

Monitoring and Recording Legislative Councillors’ Locations in
the Legislative Council Complex and Snatching a Government
Official’s Mobile Phone

The Privacy Commissioner issued a media statement in late April
2018 in response to a Legislative Council (LegCo) Member's
queries on whether monitoring and recording LegCo Members’
movements by public officers in the LegCo Complex had infringed
the lawmakers’ privacy, as well as the incident of snatching a public
officer’s mobile phone by that Member. The Privacy Commissioner
confirmed that it was not a contravention of the Ordinance for
the government to perform marshalling duties. The Privacy
Commissioner made further media statements on 3 and 11 May
2018 to respond to the public enquiries of the LegCo Member and
to reiterate PCPD’s views after meeting with a concern group.
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Websites and social media

The PCPD disseminates information and communicates news of
latest development of personal data privacy protection effectively
through online channels and social media platforms.

PCPD.org.hk

Our website continues to be a one-stop portal for members of
the public to get the most up-to-date information and resources
related to personal data protection. The popular sections include
“Media Statements”, “Case Notes” and “The Ordinance at a Glance”.
People can also visit PCPD’s thematic websites and social media
platforms via this portal.

During the reporting year, we recorded 1,277,351 visits to the
website, representing an increase of about 20% compared to
1,065,629 visits the year before.

£
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Enquiry

PCPD.org.hk
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Children’s Privacy

This thematic website is a portal for learning and understanding
children’s personal data privacy protection. It also provides useful
tips and resources for teachers and parents to help those under
their care on how to protect their personal data. A new section
“Privacy Campaign for Primary School” and a mini-game were
developed during the reporting year to enrich the educational
resources in this portal. Its Facebook page “Student Ambassador
for Privacy Protection Programme” is a social media platform
for students and teachers to get the latest updates about the
signature programme.
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HALILBERR Be SMART Online

Lt EERE R UL E R H Facebook B EH 5 A R IR This thematic website, together with its Facebook page, serves as

BFNALAEBRZANERAMT  UBAR a resourceful platform to provide latest trends and practical tips

RIEESEEZENEHA ENEAER - & for members of the public to protect personal data on their smart

MR EE LA EBZRILHWEAER - EEFILH devices and the Internet so as to reduce the risks of online privacy

BlERZRMMIELIAEBEER]NE breach. Two mini-sites, namely “Elderly Corner” and “Think Privacy!

Ryt > BT BEF /RS TEE o Be SMART Online”, are within the portal for relevant interactive
information and quiz games.
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Be SMART Online thematic
website with two mini-sites

LA 48 5 2 #E PCPD.org.hk ~ RYEIZEER The above-mentioned PCPD websites including PCPD.org.hk, two

yE W E/ N BRI R ECERERAEZTT  thematic websites and two mini-websites won the Gold Awards of

aHEl18/19) LA B £ 2€ - the Website Stream in the Web Accessibility Recognition Scheme
2018/19.
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YouTube Channel

The PCPD shares its corporate videos, education videos and
animations as well as TV drama programmes via this digital
information sharing media.
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Publications

During the reporting year, the Privacy Commissioner issued or
revised a wide range of useful guidance and advice on compliance
with the Ordinance for our stakeholders. These included two
guidance notes, three information leaflets and two infographics.

With the prevalence of application of information and
communications technology in banking and finance, the Privacy
Commissioner published the “Fintech” information leaflet to
explain the potential privacy risks of the Fintech applications.
Tips to consumers/users for protecting personal data privacy and
good practices for Fintech providers/operators for addressing the
privacy risks are provided in this publication.

The Privacy Commissioner is particularly concerned about the
privacy protection of children using social networks and in online
activities. A leaflet entitled “Children Privacy Extras: Personal Data
Protection in Your Hands” was issued. This educational worksheet
provides useful tips with interactive games and quiz for children
on how to protect their personal data in the online environment.
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—RINTI AR A B IE www.PCPD.org.hk  All publications are available on our website at www.PCPD.org.hk.
T&# o

BEFERNLBEESTRIIETUTHY - Publications that were newly issued or revised during the
reporting year are as follows.

#5138 ¥E Guidance Notes

ERIINRE R IR R B RIS D RBEERARBETESNIES | e
(2019518 HZEFTIR) (201858 A  ZE—1EFTIR BEFSERAE
Guidance on Data Breach Handling and the Giving of | 20193 8 2 —{&&ThR) i =2 Froctice Duldsy
Breach Notifications Privacy Management '
(January 2019, Second Revision) Programme: A Best Practice

Guide

(August 2018, First Revision
March 2019, Second Revision)

HEIER/HER Information Leaflet/Leaflet

BAER - BIRER : R | SRR e o
REEIE A, = 0103 8) P B
(2018 7 A) Fintech

Children Privacy Extras:
Personal Data Protection in
Your Hands

(July 2018)

(March 2019)

BRERFBER

(2018512 8 EEERFTIR)
Complaint Handling Policy
(December 2018, Sixth Revision)

El#& Infographics

Bl ERIMNBEH Bl - RSB/ AL
(2019518 HEMEFTR) (201953 A)
Infographics: Data Breach Handling & Notifications Infographics: Tips for Using Fintech

(January 2019, Second Revision) (March 2019)
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PCPD 2017-18 Annual Report

The PCPD 2017-18 Annual Report won the Honors of the 29t
International Astrid Awards under the category of “Annual Reports
- Corporate - Non-Traditional: Dual Language” in recognition of
the creative design of the Annual Report.

With entries from around the world, the Astrid Awards aims to
honour outstanding achievement in design communications.
Entries are judged by international panels of design professionals
on the basis of concept creativity, clarity and production quality.

2017-18

Annual Report F &
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Ethicsin i.Link Group Limited
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HEREEREEH ENGAGING ORGANISATIONS IN DATA PROTECTION
R Speaking engagements

EEEREBERERNREFERMEFEER During the reporting year, the Privacy Commissioner and his teams
HBOMEE  BEREMEREEE 0 9E were invited to speak and share views on the evolution of data
EHHBFRERLBRENES - BUEEE privacy protection in the digital age, data governance and ethics
EREEMERSE  ITENEFEDE - 55 stewardship values and models, at many times of presentations,
EEEBITHRAER  BRTZIXEE  SEH seminars, talks and meetings, with a broad range of stakeholders,
BHEET ZERRERBRR o in particular senior executives, to encourage them to incorporate a
corporate-wide privacy strategy in their organisations.

03.04.2018 MEWEETEZEITHER
Lunch talk for Cyberport

06.04.2018 HEEHEBHTELAHMSSESI X[ RUERERRE
B | &R
Presentation on “Keep Abreast of the Global Data
Protection Landscape” at the Chinese General
Chamber of Commerce’s General Committee
Meeting

18.04.2018 AEHBH/NHEMITHERRESR
Presentation for The Small and Medium Law Firms
Association of Hong Kong

19.04.2018 R AZEEE Information Accountability Foundation B&H TR ER) L3 REL [ EREENSEME 1B
D
Delivered welcoming speech on “Legitimacy of Data Processing” in Joint Project with Information
Accountability Foundation

19.04.2018 HEEHEBSEARBRXR[FENLBERESH @ HEFLENEREIESE
Presentation on “Privacy Right & Freedom of the Press: An Enduring Balancing Exercise” at a seminar
organised by Hong Kong Baptist University

21.042018 RRIEBHEMBEIHEEBEEAERRT @ (EABER (FLR) RADNBEEER LNAPIRER
=23

Presentation on “The Integrity of Personal Data: Some Topical Issues & Implications of PDPO for
Businesses” organised by Democratic Alliance for the Betterment and Progress of Hong Kong
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25.04.2018

REBADEREESZRR[ANEREENERMRIE | EHE
Presentation on “Data Protection in Human Resource Management” for Hong Kong Institute of
Human Resource Management

04.05.2018

REBEHM BT RR [BISEHNERURIERE ] EHR
Presentation on “Data Protection Issues in Digital Marketing” organised by Hong Kong Association of
Interactive Marketing

06.05.2018

RRRIEEEAEERE L EEHEARN(AE =
BIAEE 2018) R VY " r/ \ \, 30' DH’I’

Acted as a judge of the “Hong Kong Inter-Collegiate
LIRS

Debate Competition 2018” co-organised by Radio
Television Hong Kong and Hong Kong Federation of
Students

08.05.2018
21.03.2019

REBEBRET [ ERASEH(EAER (FB) FRADKAEBESENEBRRE | 53

Conducted training on the Ordinance for Hong Kong Police Force

09.05.2018

REMZ2ERBBENY [ SRR EHRESRR | miERRIE:
Presentation at the “Financial Stability and FinTech Forum 2018” organised by Alliance for Financial
Stability with Information Technology Limited

15.05.2018

REBESNEBEER A AIBRER
Presentation for Hong Kong Wireless Technology Industry Association

16.05.2018

NEEERMEEEBIAZRDFIEE - Ein
HRZERE KRBBHR -  EEEEYBRERE
AEBEFORABEIMNERESE  UAASESE
BREBHZZRE - (BARBRESRSDER
BERER | /VEE

Privacy Commissioner was invited as the officiating
guest of the “Joint Opening Ceremony of Cloud Expo
Asia, Cloud & Cyber Security Expo, Big Data World,
Smart loT Hong Kong and Data Centre World”, and
delivered a presentation on “Cybersecurity Law,
GDPR and Data Ethics”

29.05.2018

BRYIRREESE S TS P 0B RER
Presentation for Logistics and Supply Chain MultiTech R&D Centre

31.05.2018

RS R ARSI FT 3 RES

Presentation for Clifford Chance
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05.06.2018

RUEBRFAERREMRESEMNBEERER [ ATEREERTEETLEREIE | HES
Presentation at a seminar on “Artificial Intelligence for Good - Responsible Use of Data in the Age of
A.l” organised by Microsoft and Norton Rose Fulbright

08.06.2018

REBEHABREZHEHEARPOUER ZE+ —EPESALEMBIRERRER [HEBHEA
BRURFE  SERMBE | ES

Presentation on “Personal Data Protection in Hong Kong: The Law and the System” for the 12th
Advanced Programme for Chinese Senior Judges organised by Centre for Judicial Education and
Research of City University of Hong Kong

09.06.2018

EEBREREBARBBSRNFARABSZHERX [BABHAKRBBNER B BEARKEA
BHREEREGREEES 2 E ]

Presentation on “Unlocking the Value of Open Data: Best practices and quick-wins for using open
data in HK"” at “Open Data Conference” co-organised by Social Sciences Research Centre of the
University of Hong Kong and Open Data Hong Kong

06.07.2018

REBEHHBEHSENNENEEEEIARMRIIS 2R [ FERAR A EFEL B | E#
Presentation on “Rules and Regulation and Precaution of New Media” at the 6th Media Convergence
Awards Prize Presentation Ceremony organised by Hong Kong Association of Interactive Marketing

16.07.2018

EEBAHITHRERBRNSBREBRIEIINER [HBEAAERLEBHEE - HEAHERFE ]
Presentation on “Supervision, Enforcement and Protection of Personal Data Privacy in Hong Kong”
for a group of government officials from the mainland of China at a training session organised by
Hong Kong Institute for Public Administration

07.08.2018

HEEBEE XS RNNEREREE B ARIBRERS | S
Presentation at a seminar organised by Hong Kong Hotels Association concerning the European
Union General Data Protection Regulation

10.08.2018

EBUNEMBHRAAERAZ NN [RARLEEBE | 3:3R [ BB FRNAERERE | ER
Presentation on “Privacy Issues in the Digital Age” at “Security Awareness Seminar” organised by
Office of the Government Chief Information Officer

31.08.2018

TEMAABENLZEHEE 2018 EE [ BEERMRENRIZRE
Presentation on “Keep Abreast of Latest Development in Data Protection” at Annual Information
Security Conference 2018 organised by Lingnan University

04.09.2018

MREBREZEERERN [ EHALZIE | LEE
MEBERMNE | LR [REAENLEBAEEN
WHEOE | EB

Presentation on “Cyberbullying from a Personal Data
Privacy Perspective” at the “Tackling Cyberbullying:
A Comparative and Interdisciplinary Symposium”
organised by Faculty of Law of the University of
Hong Kong
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04.09.2018 HEEBARBHBREEAFTHORBPN [ERERBNE=SR | HTS
Participation in Symposium titled “The Third Eye of Social Media” organised by Journalism and Media
Studies Centre of the University of Hong Kong

05.09.2018 HEBBEBIBESR [ BABBRERS - BEHRITHEBAZ | NFES
Participation in British Chamber’s lunch meeting on “GDPR, Open Banking and Data Sharing in the
GBA”

11.09.2018 MEBEZZZETHBERX [TEEBKLE T BN R ENTELEABISRE RG] | EHE
Presentation on “How Hong Kong Companies Respond to GDPR under Data Economy” at a seminar
organised by Hong Kong Institute of Directors

11.09.2018 HAEBEHEX [LRBEERLS | EHE
Speech on “Privacy Management Programme” for Hongkong Post

13.09.2018 REMAZREBHECELSSRNBETE [ KEERA TEERRHNERTARRRE
Presentation at a seminar titled “Data Privacy Protection on Big Data and Artificial Intelligence’
co-organised by Lingnan University and Federation of Hong Kong Chiu Chow Community
Organisations

4

14.09.2018 AEEBTREERBER [ KBEBRANAFEERX THEAERILBRE | &R
Presentation on “Personal Data Protection in Big Data Era and Innovative Business Models” for Hong
Kong Monetary Authority

18.09.2018 AREBERBLHEHESRRERIEBIERI—
TR TREER]BER ONES | WEE
Delivered a presentation for the Hong Kong
Federation of Women titled “Hong Kong's Advantage
as the Data Centre for the Belt and Road Initiative

" L0 -
and the Greater Bay Area @ s sRREBETE

5. AME, AT S %

19.09.2018 FEREBBEAHN BABBRIERSZE BB RABBRERAEER - ERABHERZE
R [ BRASBRERGNVAPIRBERFBERERNAEEERES
Presentation on “The Interplay of Technological Development and the Trending Topics under GDPR”
at “GDPR Conference: The International, Regional and Local Impact of the GDPR” organised by
LexisNexis

20.09.2018  Facebook i [ BUIERVKRREE | BEEE

Presentation on “Future Value of Data, Hong Kong” for Facebook

21.09.2018 MEHINE+ERMEBREIFEMNERRIEEBIE
BI—HF-—BIMITRKER]FE (BHE) PO E
B
Presentation on “Hong Kong as Data Centre of the
Belt and Road Initiative and the Bay Area” at the “10th
Mainland, Hong Kong and Macao Legal Seminar”
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21.09.2018 HBRREZ/RBGEMBHTBERQXNEZRRN [ BT EMREZHEREZ 2018 3Kk [ BEEEABBRER
12.10.2018 HIHBUFBRISHISCE | &3
Presentation on “The Impact of EU General Data Protection Regulation to Government Services” at
“Government Information Security Seminar 2018” organised by Security Bureau and Office of the
Government Chief Information Officer

28.09.2018 ZEFBFEMEIPMN [ZBER—F K EZFEEATER ERENERK I SEPRIEK - H
BB AR NERTE | wERE
Participation in the Conference Session of “Cloud Stream — Data Privacy, Cybersecurity and Cloud
Computing”at “The ABC to Building a Smart Belt and Road: Law and Artificial Intelligence, Blockchain
and Cloud” Conference organised by the Law Society of Hong Kong

03.10.2018 AEBFAMELSIEBBENEREEEEABREKRAIRA
HEBLENSIER]
Presentation on “Update on Implementation of GDPR and Its
Impact in Hong Kong” for Hong Kong Institute of Chartered
Secretaries

09.10.2018 74 Swinburne University of Technology E###Y [ T2 4,048 | I =3 R EH
Delivered a speech at “The Industry 4.0 Leadership” Summit organised by Swinburne University of
Technology

09.10.2018 FE#Z] 2018 & RefinitiviZ R ES B E HH AY [E& R N BUIE
REEE  BBEEERBIRAEER | SEMFIRETEK
BARAMEAEREERGTHIEE - RENEE | WES
Presentation on “Accountability & Ethics in the Personal
Data Ecosystem” at the panel themed “The changing
landscape of data regulation: data onshoring and cross-
border privacy rules” at the Refinitiv Pan Asian Regulatory
Summit 2018

24102018 MHEHBBERARENRN [EBRREXYBTEINER - REY - BBELBEATER I FESH
* [BRREENBIFEIES R | F5;
Presentation on “The Key Imperatives of Digital Transformation in Healthcare — Security, Data Privacy
and Al” at “Digital Transformation and Compliance in Healthcare Industry” Luncheon organised by
Microsoft Hong Kong Limited

26.10.2018 HFEEBEAT NS F MU B FEATRIE 2018 3R [DEREAIR | WS EMKE | &7
Participation in “Cross Strait Four Regions Young Lawyers Forum 2018" organised by Law Society of
Hong Kong
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31.10.2018

HH & 2 T B ypmfiiﬁtﬁlﬁémﬂﬂﬁﬂ 2018 EEH MBS L
BHE | NBEER

Participation in panel discussion of “Smart City and Fintech”
at 2018 Hong Kong Fintech Week organised by Smart City
Consortium

17.11.2018

REBIAMESEREEHS IR (SR THOABR R T |
Presentation on “Privacy and Security Challenges in New Technologies” for Association of Private
Medical Specialists of Hong Kong

05.12.2018

I ABIERE NS MBEXBBBT OB XEIE
RESERREATKHBHEATERGE | AF
FBEE | WES

Presentation on “Big Data & Al Governance: The
Laws and Ethics” at Institute of Big Data Governance:
Inauguration-cum-Digital Economy and Big Data
Governance Symposium

07.12.2018

HEBRASEERE SR 2 w8
Participation in the Forum on “Cross-Jurisdictional Pro Bono Legal Services - Opportunities and
Challenges” organised by International Probono Legal Services Association

11.12.2018

REBETMASEMNEBEEREAER - BERBAEZNS K | EHE
Presentation on “Personal Data: Crossing the Chasms of Expectations” at a seminar organised by
Hong Kong Institute of Certified Public Accountants

13.12.2018

ZBITRPC - Refinitiv BB R EAEHRIEFES [EABANEBREBEEEE | 19/ aER
Attended TRPC - Refinitiv Forum and joined the panel discussion on ”Balancmg Privacy with
Opportunity in Hong Kong and the Asia Pacific Region”

18.01.2019

RSB ESE S A

Delivered Speech for International Business Committee

15.01.2019

SEHEBEBIRNDMNERREBED [ SRR S .
E/Eﬁa1§,ﬁﬁ&¥ﬁ£ﬁii\§§/§Eﬁmm'AJ E’J/J\:?H:-J. AFF AS|AN F|NANC|AL FOR
Participation in Asian Financial Forum “FinTech exzans| B3 M

Revolution with Traditional & New Economy
Integration” panel discussion organised by Cyberport o : g
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23.01.2019

EEBRTEBFRRMITENHBEER - TAAERE
RASTHER  BERMGEER]EE

Presentation on “Data governance in Banking Industry:
Compliance, Accountability and Ethics in the Personal
Data Ecosystem” for Hong Kong Institute of Bankers

12.03.2019

PAH 2132 B SB35 P £ 3 B9 R8 R BX 3R

Presentation at a seminar organised by Lewis Silkin Hong Kong

17.03.2019

REBAB ISR [ UBBEREERODSHABTABHEAE
Presentation on “Living up to Patients’ Privacy Expectation by Data Law & Ethics” for Hong Kong
Doctors Union

19.03.2019

REBPNKREBERATE
Delivered Speech for the Faculty of Law of the Chinese University of Hong Kong

20.03.2019

Y) Ordinay

RAEE A EERMEREEE TN 2EE LG L —
BAERATEREAENILBIREE T o RN EE Y
Presentation at a seminar on protection of personal ke

data for sports sector organised by Sports Federation &
Olympic Committee of Hong Kong, China

21.03.2019

REBRDSENNBERER [BIBNEENERRD I EH
Presentation on “Movement of Information: The Digital Greater Bay Area” at a seminar organised by
British Chamber of Commerce
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In-house seminars

To meet the growing demand for acquiring data protection
training from various organisations, PCPD representatives visited
individual organisations to explain the requirements of the
Ordinance to their staff. During the reporting year, the PCPD
delivered 117 training sessions for 94 organisations. (See Appendix
3 for details)

Other seminars

GDPR-related seminars

The European Union’s General Data Protection Regulation (GDPR)
came into force on 25 May 2018. As the regulator on protection
of personal data privacy in Hong Kong, the PCPD continues
to proactively assist local organisations in understanding and
complying with data protection regimes overseas. The PCPD has
been organising educational activities during the reporting year to
help organisations/businesses understand the GDPR's standards
and the possible impact on their operations.
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Training for government departments

Government departments collect and use a large amount of
citizens’ personal data, so there is a need to raise their awareness
of data protection.

To provide updated knowledge to members of law enforcement
agencies on the interpretation of commonly-used provisions
of the Ordinance and propagate the importance of protecting
personal data privacy, the PCPD organised a seminar on “Crossing
the Chasm: Personal Data Protection and Law Enforcement”
on 18 December 2018, with about 100 representatives from 12
departments and organisations having attended.

The PCPD worked with the Immigration Department to organise
“Training Workshops on Personal Data (Privacy) Ordinance” for
their officers of middle to senior ranks. During the reporting year,
two workshops were held with over 150 officers having attended.

The PCPD has also worked with the Civil Service Training and
Development Institute to arrange seminars to civil servants of
different grades, introducing the requirements of the Ordinance
and how to protect citizens’ personal data in their daily work.
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Introductory seminars

The PCPD runs regular free introductory seminars on personal
data protection for the general public, with the aim of raising
public awareness and understanding of the Ordinance. This kind
of seminar provides background information on the Ordinance
and explains the requirements of the six data protection principles
by using real-life examples. During the reporting year, over 1,900
participants attended the seminars.
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Professional Workshops

The PCPD has developed a series of professional workshops
on data protection tailored to the needs of those dealing with
personal data in different work contexts. Participants will work
through guidance notes issued by the PCPD and practical
scenarios with expert guidance from PCPD’s experienced trainers.
During the year under review, the PCPD held 32 workshops with
1,237 participants. The workshops, which were supported by 30
professional organisations and trade associations, covered the
following topics.

Practical Workshop on Data Protection Law

Data Protection and Data Access Requests

Data Protection in Banking/Financial Services

Data Protection in Direct Marketing Activities

Data Protection in Human Resource Management

Data Protection in Insurance

Privacy Management Programme

Recent Court and Administrative Appeals Board Decisions
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EF M ESE Meeting with stakeholders
ATHREOEHREAERNLBRENRE In order to understand stakeholders' concerns about personal
NEBHETEBRAAEBF - #48 - EE8#ETSE  data protection, the PCPD held meetings with various government
= e departments, organisations and groups.

XHE Alipay

EZEREMGE American Bar Association

Apple Apple

BUF#RETER Census and Statistics Department

BRIASERAT Cisco Systems Hong Kong Limited

BB AE City University of Hong Kong

BEREEERE Commerce and Economic Development Bureau

HEEKEES Competition Commission

AT BEESEE Consulate General of Finland, Hong Kong

Cyberwatch Finland Cyberwatch Finland

A Department of Justice

FEHEEES Equal Opportunities Commission

MREBRERED Financial Services and the Treasury Bureau

JEBA B Fire Services Department

HE
B
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Fullness Social Enterprises Society Limited

Google

[
o
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BEETREER

BEEEAHES

BBHEK

BEREENRER

HENEERR

BREZBRRER

BiEER

Information Accountability Foundation
Information Commissioner’s Office, United Kingdom
BT E R

International Association of Privacy Professionals
(IAPP)

REEEE

Ipseity Network
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MLex

BBERARLT
FREREHRQE
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Hangzhou Internet Court
Hogan Lovells

Hong Kong Applied Science and Technology Research Institute
Company Limited

Hong Kong Computer Society

Hong Kong Cyberport Management Company Limited
Hong Kong Disneyland

Hong Kong Examinations & Assessment Authority
Hong Kong Export Credit Insurance Corporation

Hong Kong International Arbitration Centre (a member of the eBelt
and Road Arbitration and Mediation)

Hong Kong Monetary Authority

Hong Kong Performing Artistes Guild

Hong Kong Post

Hong Kong Productivity Council

Hong Kong Science & Technology Parks Corporation
Hong Kong Trade Development Council

Hospital Authority

Information Accountability Foundation

Information Commissioner’s Office, United Kingdom
Information Services Department

International Association of Privacy Professionals (IAPP)

InvestHK

Ipseity Network

JP Morgan

Kowloon City District Council

Legislative Council - Panel on Constitutional Affairs
Legislative Council - Panel on Financial Affairs

Legislative Council Secretariat (Complaints and Resources
Management Division)

Logistics and Supply Chain MultiTech R&D Centre

Mandatory Provident Fund Schemes Authority

Merchants Support For Rehabilitated Offenders Committee Limited
Microsoft

MLex

MTR Corporation Limited

Nova Credit Limited

Ocean Park Corporation

Office for Personal Data Protection, Macao SAR
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Office of the Government Chief Information Officer
Office of The Ombudsman, Hong Kong

Office of the Privacy Commissioner of Canada
PayPal Hong Kong Limited

Performing Industry Association (Hong Kong) Limited
Personal Data Protection Commission, Singapore
Policy Innovation and Co-ordination Office
Roadshow Media Group Limited

Security Bureau

Smart City Consortium

Social Ventures Hong Kong

Standard Chartered Bank (Hong Kong) Limited

Sun Life Hong Kong Limited

The Airport Authority Hong Kong

The Bank of East Asia, Limited

The Computer Ethics Society

The Hong Kong Association of Banks

The Hong Kong Federation of Insurers

The Hong Kong Institute of Directors

The Hong Kong Polytechnic University

The Hongkong and Shanghai Banking Corporation Limited
The Institute of Big Data Governance

The Law Society of Hong Kong

The Open University of Hong Kong

The University of Hong Kong

The University of Hong Kong - Faculty of Law

The University of Hong Kong - Social Sciences Research Centre
The West Kowloon Cultural District Authority
Thomson Reuters

Transport Department

TransUnion Limited

TraxComm Limited

U.S. Consulate General in Hong Kong and Macau
Urban Renewal Authority

Visa Hong Kong

Working Family and Student Financial Assistance Agency



128 HEESRUREMEE PROMOTING DATA PROTECTION AND RESPECT

REEREEBSE

NEHR200FAIZREERETHSE B
HBNREER A BRI REERAIZIF
& LUBEEMBERMARERE - 8122019
FIAE HBEHAsSsEEE (BHFEEAAR
BBEEE) SEREBLATLEHRSE IES
TTES BEER - EEEK BT @k
= FE R ©

NERABREFEAREELEIEHESE
EWTIRBE  TEEBFEERZE - LB
B RS AEEERS - URFN
THEEFRESEAERRE -

TRRETLREE

NE-HBNEBER (EFREH DD 2
BEEEREREEBAERILRE  UIRAZE
REEBAEBRLERL - XFEQAEH#
BER PN DRENLEES | #EBHF/NE
TEEBEAERLBIEEL -

Bt NEBEAFESERTBEANE £
BEEEAKZE - BONBBECEABIERE
RGDET B EEHBHBIER - BCERBE
REBIRGIDIERBIE HEEREEAF - AR FD
TMARERFEAER  HEFNEAR
BFA o

Data Protection Officers’ Club (DPOCQ)

The PCPD established the DPOC in 2000 to provide practising data
protection officers with a platform for advancing their knowledge
and practice of data privacy compliance through experience
sharing and training. DPOC membership stood at 585 by the end
of March 2019. The individual and organisational members come
from a wide range of background, including compliance, legal
affairs, regulatory affairs, law enforcement and customer relations,
in both the public and private sectors.

During the reporting year, the PCPD held four seminars for DPOC
members on cyber security, privacy and social media marketing,
Privacy Management Programme as well as small and medium-
sized enterprises (SMEs) and personal data protection for
customers and employees.

ing

: i ket
privacy and Social Media Mar! ’

1oMay2018 o Puf\écv o\?

Industry-specific Privacy Campaign

The PCPD strives to engage the business sector (especially the
micro and SMEs) in promoting the protection and respect of
personal data privacy, with a view to enhancing the culture of
respect of personal data privacy in the sector. In this regard, the
PCPD once again organised the Privacy Protection Campaign
for SMEs during the reporting year in order to raise the SMEs’
awareness of personal data protection and to promote an
organisational culture of personal data privacy protection.

The PCPD organised seminars on cyber security, the relevance of
the EU General Data Protection Regulation (GDPR) to Hong Kong
businesses/organisations, the best practice in marketing under the
GDPR and the ways that SMEs could protect customers’ personal
data. Over 1,000 participants attended the seminars.
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A five-episode-radio drama series on personal data protection
by SMEs were broadcast and uploaded on the PCPD’s website for
SMEs to catch up and know more about the Ordinance.

The PCPD also contributed an article to SME Pulse, a periodical
publication of Support and Consultation Centre for SMEs
(SUCCESS). The article gave a brief account of some common
problems regarding handling of personal data by SMEs and the
PCPD’s relevant resource materials.

In addition, the PCPD continued launching a dedicated hotline
and email service providing SMEs with a readily available channel
to make enquiries about the Ordinance.

rp 1 PR RS A RS i E)

Privacy Campaign for SME
quhEE AN

Dedicated Enquiry Services for SME '

521101155
© sme@pcpd.org.hk

ﬂ. SHEARHLESALE

N # 3|
r ° He A
[ 1] W © E for Personal Data, Hong Kong

Privacy Commissioner
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PROMOTING AWARENESS IN THE COMMUNITY

Privacy Awareness Week

Since 2007, the PCPD has been participating in the Privacy
Awareness Week (PAW) jointly organised by members of the Asia
Pacific Privacy Authorities to enhance the awareness of privacy
protection in the region. The PAW 2018, with the theme of “Privacy:
from Principles to Practice”, was held on 7-13 May 2018. PAW 2018
aimed to raise awareness of “protect and respect personal data”
culture among companies and organisations as well as members
of the public.

The PAW 2018 Inauguration Ceremony, attended by an audience
of over 200 members, coincided with the Kick-off Ceremony of
the Privacy Campaign for SME. Officiating at the two ceremonies
were Non-official Member of the Executive Council and Member
of the Legislative Council, the Honourable Jeffrey Kin-fung LAM,
GBS JP, and the Privacy Commissioner. A Forum on Cyber Security
was staged after the Kick-off Ceremony. The panel featured Chief
Executive Officer of the Hong Kong Cyberport Management
Company Limited, Mr Peter King-shun Yan, Detective Senior
Inspector, Cyber Security and Technology Crime Bureau of the
Hong Kong Police Force, Mr Dicky Tik-ki Wong, and Ms Nicola Tang,
Senior Personal Data Officer of the PCPD. Facilitated by Honorary
President of The Hong Kong Information Technology Federation
and Member of the Standing Committee on Technological
Developments of the PCPD, Mr Francis Fong, the panel speakers
shared their insights and experience concerning data protection in
the context of cyber security.
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During the reporting year, the PCPD
has invited Ms Candy Shuk-mui CHEA, a
renowned veteran media practitioner, to
become the Privacy Special Ambassador.
Her well-known positive image helped
disseminate messages on personal data
privacy protection.

During the PAW 2018, the Privacy
Commissioner delivered a speech to DPOC
members at the Welcome Session cum Talk
on “Privacy and Social Media Marketing". Mr
Ralph Szeto, Chairman of the Hong Kong
Association of Interactive Marketing, and
Mr Brad KWOK, Senior Personal Data Officer
of the PCPD, shared with DPOC members
their insights on privacy and social media
marketing.

FREARSLESALE
Privacy Commissioner
for Personal Data, Hong Kong
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The PAW 2018 was supported by over 400 members of the DPOC
from various sectors. A series of promotion and public education
activities including radio mini-drama series, media interviews,
broadcast of TV advertisement on protecting online privacy,
placement of advertisements in MTR train compartments to
promote protection of personal data privacy, and talks for students
and elderly were organised during the week.
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Educational activities for senior citizens

To help senior citizens recognise potential data privacy risks and
prevent them from being victimised by the associated crime and
financial exploitation, 16 educational talks in collaboration with
various social services organisations were held to share tips with
the elderly on how to protect their personal data in daily life.
Over 1,200 senior citizens attended the talks. The Privacy Special
Ambassador Ms Candy Shuk-mui CHEA worked with the PCPD to
convey privacy protection tips to the elderly.

Assistant Privacy Commissioner for Personal Data (Complaints,
Communications & Education) attended an interview at an
elderly programme “Happy Old Buddies” on TVB Jade to promote
the understanding of the Ordinance and shared advices on
safeguarding personal data in daily life among the elderly.
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Student Ambassador for Privacy Protection Programme

The PCPD has run the Student Ambassador

fﬂﬂﬁﬁﬁl}% BERE - 0 for Privacy Protection Programme for eight
SRBERFHE consecutive years. Under the Programme,
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secondary school students are encouraged
to walk the walk - to learn the importance of
protecting personal data privacy and to share
the knowledge with peers through organising
interactive inter-school competitions and on-
campus promotion.

The Programme for 2018 consisted of a
Partnering Schools Recognition Scheme and

comsn2 | min an inter-school mobile app competition. The
egaTI = Partnering Schools Recognition Scheme offered
= o diamond, gold, silver and bronze awards to
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Pl

commend the achievements of secondary schools
that demonstrated good practice in promoting
personal data privacy protection on campuses. This year, for its
first time, the Diamond Awards were presented to six schools that
had won the Gold Award for three consecutive years. A total of 106
secondary schools took part in the Scheme with more than 60,000
participants. The number of participants has reached a record high
(see Appendix 4 for details).
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For the mobile app competition, participating students each
designed a mobile app with the theme “protect and respect
personal data” by making use of STEM (Science, Technology,
Engineering and Mathematics) knowledge. About 240 students
from 39 secondary schools took part in the competition. The award
presentation ceremony of the Partnering Schools Recognition
Scheme 2018 and Inter-school Mobile App Competition was held
at Science Park on 8 July 2018.
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Privacy Campaign for Primary Schools 2018

The rapid development in ICT in digital age has raised the question
of whether children’s privacy is sufficiently valued and protected.
The PCPD therefore would like to raise children’s awareness of
personal data privacy online. By introducing the privacy campaign
for primary schools in 2018, the PCPD reached out to primary
school students (aged 6-12) as well as their teachers and parents
to keep them informed and engaged on personal data protection
during childhood education.

Running between May and July 2018 with the theme “Data
Protection in Your Hands’, the campaign consisted of two parent-
child competitions and student talks. A local comic illustrator
was engaged to develop four-grid comic stories with lively and
expressive cartoon characters to put across messages of protecting
personal data privacy. More than 4,000 entries were received from
students joining the Colouring Design and Slogan Competition,
and the Comic Strip Competition, with 117 schools participating
in the campaign promotion on campus. A total of 93,000 people
participated in the campaign.
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Winning entries of “Data Protection in
Your Hands” Colouring and Comic Strip

Competition




