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The PCPD investigates and resolves
complaints and enquiries effectively
in @ manner that is fair to all parties
concerned, and proactively investigates
areas where privacy risks are significant.
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An enquiry may cut across different categories.

HANDLING ENQUIRIES

During the reporting year, the PCPD received a total of 15,737
enquiries*, 1.9% less than the 16,035 enquiries received in 2016/17.
On average, 64 enquiries were handled per working day. The
majority of the enquiries (82.7%) were made through the PCPD
hotline (2827 2827) and the newly-launched dedicated hotline for
SME (2110 1155).

The enquiries were mainly related to the collection and use of
personal data (e.g. Hong Kong Identity Card numbers or copies)
(30.5%), employment (10.6%), and use of personal data in direct
marketing (7%). There was an increase of 4.9% in Internet-related
enquiries, from 1,016 cases in 2016/17 to 1,066 cases in the reporting
year. They mainly concerned cyber-profiling, mobile apps and cyber-
bullying.

The drop in the number of enquiries received could be attributed
to the heightened public awareness of personal data protection
resulting from the PCPD’s promotion and education. Those efforts
included publishing various guidelines and releasing media
statements and responses to timely address public concerns, as
well as updating and revamping our website to make personal
data privacy knowledge more readily accessible.

Figure 5.1 — Number of enquiries received

i -
I s
I =
I -
I =

EHEZREE
Number of enquiries



B 5.2 — iRHEMARE
Hotline
® #m
Written
@ HuETH
In-person

Z 43R PCPD ANNUAL REPORT - 2017-18 41

Figure 5.2 — Means by which enquiries were made
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EENIRRER Data privacy complaints received

RNBEERREFERIEE1619R*BEEA 1,619 complaints* were received in 2017-18, being a 7% decrease
BERABNIRF L EFERLD T 7% (B from last year. (Figure 5.3)
5.3)

5.3 —¥REESHE Figure 5.3 — Number of complaints received
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HE
For statistical purpose, the 1,944 complaints received in relation to the suspected theft of computers of the Registration and
Electoral Office that contained personal data of registered electors were counted as 1 complaint.
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Types of parties being complained against

Among the 1,619 complaints received, the types of parties being
complained against are as follows:

. private-sector organisations (1,022 cases), with the majority
including banking and finance institutions, property
management companies and owners’ corporations, and
telecommunications companies;

. individuals (280 cases); and

. government departments and public-sector organisations
(317 cases), with the majority including healthcare services
institutions, the Hong Kong Police Force and housing

organisations. (Figure 5.4)

Figure 5.4 — Types of parties being complained against
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Nature of alleged breaches under the Ordinance

The 1,619 complaints involved a total of 2,201 alleged breaches
under the Ordinance (one complaint case may include more than
one allegation). The nature of the alleged breaches is shown in

Figure 5.5.

Figure 5.5 — Nature of alleged breaches
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Major subjects of complaints

Compared with last reporting year, the numbers of complaints
received during the reporting year by the PCPD about direct
marketing and property management-related issues have
decreased significantly by 52% and 55% respectively. On the
other hand, the numbers of complaints concerning information
technology and human resources management have increased by
3% and 16% respectively. (Figure 5.6)

As for the complaints relating to information technology, the
majority of them were about social networks and smartphone
applications, and the remaining complaints were mostly about
the disclosure or leakage of personal data on the Internet and
cyberbullying. Most of the complaints relating to human resources
management were about monitoring employees through CCTV
cameras, excessive collection of personal data, disclosure of
employees’ personal data to third parties, and failure to comply
with data access requests.

Figure 5.6 — Major subjects of complaints
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For statistical purpose, the 1,944 complaints received in relation to the suspected theft of computers of the Registration and
Electoral Office that contained personal data of registered electors were counted as 1 complaint.



FERFRHE

EXRBEFE > ABERET193FRKEL—
BEREFENRF MLEFEEN1,619R
Bk FRABEREB1812RRIF - £EL
BIZ=H > 1,621R (89%) EARBEFEARLD
SEEE MEBRTH191R(11%) » BIE 201845
3831 BHEREH ° (E5.7)

57 —BELEFERFIHR

¥z EFEIRER
Complaints carried forward

BRENRR

Complaints received

HBFRIE IR
Total complaints processed

ERAENRF
Complaints completed

RIETHENIREF
Complaints under processing

FEBHEE N EF R PCPD ANNUAL REPORT - 2017-18

Summary of complaints handled during the reporting

year
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During the reporting year, the PCPD handled 1,619 new
complaints, in addition to 193 complaints carried forward from last
reporting year, bringing the total number of complaints handled
during the reporting year to 1,812. Of these, 1,621 (89%) were
completed during the reporting year, and 191 (11%) were still in

progress as at 31 March 2018. (Figure 5.7)

Figure 5.7 — Summary of complaints handled in the past five

years
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Categorisation of completed complaints

Of the 1,621 complaints completed during the reporting year, 875
were concluded after our preliminary assessment, on the grounds
set out below:

(i) the matters complained of fell outside the definition of
“complaint” under section 37 of the Ordinance. For instance,
the matters complained of did not involve “personal data” of
the data subjects. In some cases, the complainants failed to
specify the identities of the parties being complained against
or the complaints were anonymous etc.;

(i)  the complaints were withdrawn by the complainants;

(iii) the complainants did not respond to the PCPD’s requests to
provide evidence in support their allegations;

(iv) the matters complained of were outside the jurisdiction of
the Ordinance; or

(v) no prima facie evidence of contravention.

The remaining 746 complaints were accepted for further handling.
(Figure 5.8)

Figure 5.8 — Categorisation of completed complaints
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Modes of complaints handling

For those 746 complaints accepted for further handling, the PCPD
attempted to resolve disputes between the data subjects and the
parties being complained against by conciliation as a speedy and
convenient dispute resolution alternative. 635 complaints were
successfully resolved (Figure 5.9) on the following grounds:

(i) remedial actions have been taken by the parties being
complained against to resolve the problems raised by the
complainants;

(ii) the complainants withdrew their complaints after the PCPD
had explained information in hand to them; or

(iii) the PCPD had conveyed the complainants’ concerns to the
parties being complained against for their follow-up actions.

In the course of conciliation, 16 complaints were found involving
criminal elements (e.g. direct marketing-related cases). Those
complaints were referred to the Police when prima facie evidence
of contravention was established and the complainant’s consent
for referral was received.

Figure 5.9 — Complaints resolved by conciliation, referral to
the Police and investigation
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Investigations were carried out for the remaining 95 complaints,
which were unsuitable for conciliation or not conciliated:

. in 41 complaints, the PCPD had requested the parties being
complained against to take remedial actions in order to
comply with the requirements of the Ordinance. Some of
them were issued with warnings and enforcement notice by
the PCPD.

. no contravention of the Ordinance was found in the
remaining 54 complaints. Recommendations were given to
some of the parties being complained against to encourage
them to establish good practice in data protection. (Figure
5.10)

Figure 5.10 — Categorisation of investigation cases
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Recommendations given to the parties being
complained against

Apart from issuing Enforcement Notices and warnings, the PCPD
also, in some cases, advises parties being complained against
to carry out remedial actions in the course of conciliation or
investigation, with a view to preventing the recurrence of similar
irregularities in future, and/or encourage them to establish good
practice in personal data protection. During the reporting year,
more than 850 recommendations were made to the parties being
complained against to advise them to take the following actions:

. observe relevant requirements under the Ordinance;

. revise personal data-related policies and practices to prevent
similar breach in future;

. provide proper guidance to staff to require compliance with
relevant policies and practices;

. supply/correct the personal data to comply with the
complainants’ data access/correction requests, or reduce the

fee for complying with the data access requests;

. delete personal data that was collected or disclosed to third
parties unnecessarily;

. undertake to cease the malpractices leading to the
complaints;

. comply with opt-out requests for not receiving direct
marketing messages; and

. follow up on the privacy-related concern of the complainants.
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SUMMARIES OF SELECTED CASES

Companies or organisations, when making use of
personal data in enhancing business operations or
services, are under ethical obligation to carefully
consider the possible impact on the data subjects. The
following selected cases illustrate how intrusion of
personal data privacy may infringe the data subjects’
dignity, rights and interests.

If complaints are found to be substantiated, the PCPD
would recommend the companies or organisations
involved to take corrective or remedial actions.
Complaints made by data subjects can bring about the
correction of malpractices of personal data handling,
and subsequently benefit the community at large. By
publishing these case summaries, we wish to provide
data users with good lessons to be learnt, and to
enhance data subjects’ understanding of their privacy
rights.
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Case 1: A school provided students’ personal data to
an online tool services provider for creating service
accounts for students without notifying the parents
— DPP3

The Complaint

The complainant’s daughter was a primary school student.
Without notifying the parents, the school provided its
students’ names, classes and class numbers to the contractor
of its online tool for creating user accounts, which were used
by students for logging into services provided by the tool
such as email, cloud disk and learning applications. Student
number and date of birth were used as default log-in name
and password respectively. The complainant was worried that
the school might keep track of students’ account usage, and
that the terms of conditions to be accepted upon logging
in might be incomprehensible to primary students. The
complainant therefore complained to the PCPD on behalf of
her daughter.

Outcome

The school stated that although it had control over students’
accounts and might decide on the services used by students
according to teaching needs, it was unable to review students’
account activities. Besides, the school explained that naming
service accounts by student name, class and student number
could facilitate identification of users by teachers. The setting
of date of birth as default password was also done on purpose
for easy recall by students. The school stressed that it had
required the students to change their account password upon
the first log-in.

When parents provided their children’s personal data to
the school, they were not informed that the data would
be transferred to the contractor of its online tool. In the
circumstances, parents’ concern about possible misuse of
their children’s personal data was understandable.
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After the PCPD explained the relevant requirements under
the Ordinance to the school, the school undertook that it
would use other combinations of characters to create user
account for students. For the existing accounts, parents might
choose whether they would keep using them or not. Besides,
the school would develop a policy on usage of the online
tool, define the purposes of account creation, and publicise
account safety and the school’s right to manage the accounts,
to alleviate parents’ concern.

Lesson Learnt

The school’s practice in question was well-intended, and
was in line with the latest trend of facilitating learning
with technology. However, the school had not thoroughly
considered the personal data privacy expectation of parents
and students, nor informed them of the relevant arrangements
in advance. Parents would inevitably be surprised and worried
when they learnt of such use of students’ personal data. We
are glad that the school responded timely with the above
improvement initiatives to regain the parents’ trust.
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Case 2: A law firm sent a private letter to a general
email address of the data subject’s workplace,
resulting in disclosing the letter to a third party —
DPP4

The Complaint

A law firm, acting on behalf of the complainant’s husband,
sent a letter regarding the complainant’s divorce, which was
underway, to a general email address of her workplace.

According to the law firm, it initially sent the letter to the
complainant’s personal email address but received no
response. It subsequently sent the letter to the general
email address of the complainant’s office, which had been
obtained from the Internet. It clearly marked “Private and
Confidential” in the subject heading of the email. Being
unable to confirm other means of contact of the complainant
from the information provided by her husband, the law firm
had not contacted the complainant to ascertain whether
she would personally check the emails received through the
general email address of her office, before sending the email
to her. The law firm explained that it sent the letter to the
complainant through the general email address of her office
in the hope of getting her prompt response.

Outcome

If the law firm needed to send the letter to the general email
address of the complainant’s office, it should ascertain in
advance if the complainant personally checked the emails
received via that office email address, or send the letter
encrypted. We considered that the law firm had failed to take
all practicable steps to ensure that the complainant’s personal
data was protected against unauthorised or accidental access,
hence in breach of DPPA4.

After the PCPD’s intervention, the law firm undertook that
when they had to deliver documents containing personal data
or sensitive information to others under similar circumstances
in future, they would communicate with the recipient in
advance or encrypt the message.
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Lesson Learnt

No one would welcome the details of his/her divorce
proceedings, which are strictly private, be made known to
unrelated parties. The law firm in this case had obviously
failed to give due consideration to the privacy expectation
of the complainant. Her divorce proceedings were hence
made known to her colleagues. Such act of the law firm was
unprofessional and irresponsible.

Law firms handle a large volume of personal data every day.
They can take reference from this case as an example to
review the current procedures in delivery of documents to
ensure protection of personal data.
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Case 3: The right of data access request is restricted
to obtaining a copy of the specified personal

data, not a copy of the document containing the
personal data — DPP6

The Complaint

The complainant was a member of the teaching staff of a
university. He applied for re-appointment beyond retirement
age. However, his application was declined by the university.
He later submitted a data access request to the university
for a copy of the documents in relation to the assessment of
his application. The university complied with the request by
providing him with a copy of the personal data concerned.

The complainant noted from an integrated report (the
Report) among the documents provided by the university
that a meeting in relation to his application was held by
the university. Despite that the Report already contained
a summary of the meeting, the complainant considered
that the university should have provided him with a copy
of the minutes of the meeting (the Minutes). He therefore
complained to the PCPD against the university.

Outcome

Under section 18(1)(b) of the Ordinance, an individual may
make a request for access to his personal data held by a data
user. In judicial review Wu Kit Ping v. Administrative Appeals
Board HCAL 60/2007, the Judge ruled that the right of a data
subject under section 18(1)(b) of the Ordinance was accessing
a copy of his personal data, not a copy of the document
containing his personal data.

The PCPD considered that the Report provided by the university
to the complainant had already included the personal data
of the complainant contained in the Minutes. Given that the
university had already provided the complainant with his
personal data contained in the Minutes, the university would
not contravene the requirement of the Ordinance for not
having provided him with a copy of the Minutes.
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Lesson Learnt

The Ordinance provides right of members of the public
to access their personal data. However, it is a common
misunderstanding that this right can be used to access any
documents containing an individual’s personal data, or for
obtaining a copy of such documents. The legislative intent of
data access request is to provide a channel to a data subject
to access his or her personal data held by a data user, and to
request correction when an inaccuracy is noted. Data access
request is not a document discovery process. The public
should not expect to obtain a full or partial copy of specific
documents by making a data access request.
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Case 4: An organisation is required by the law to
ensure personal data security even when using
CCTV for collection of evidence — DPP4

The Complaint

A banner with offensive message was posted on the
“Democracy Wall” of a university. The accident aroused
widespread public concern and media coverage. One of the
local newspapers published two screenshots captured from
the campus CCTV footage showing two men posting the
banner.

Some members of the public suspected that the university
had provided the screenshots to the media, intruding on
the privacy of those two men. They complained to the
PCPD against the university. The PCPD therefore initiated a
compliance check against the university.

Outcome

As revealed in the compliance check, the university noted
that if the banner was posted by its students, those students
might experience great pressure and might not know how
to deal with the situation. It was therefore necessary for the
university to ascertain the identity of the persons involved
to provide them with counselling. On the other hand, as
the act of posting such a banner appeared to have violated
the General Code of Student Conduct, and it damaged the
university’s reputation, the university needed to identify the
persons involved in order to conduct further investigation,
and to consider disciplinary action.

Accordingly, the security centre of the university ascertained
from campus CCTV footage that the banner had been posted
by two men. Two screenshots were made and sent to the
university’s senior management via an instant messaging
social network group for the purpose of timely identification
of the persons involved. For the same purpose, some
members of the social network group forwarded the two
screenshots to more than 10 other staff members and one
student.



60

HEREE XL ENFORCING DATA PROTECTION

NEFBI KRB LR EFE R R EE
FmREER B NEETLEERE &
HEEARRZEBAMEZEMARERESR
ARG B NIAETHEE - RELEHFAFR
BESMEIRANKRE - T8 MRR
ARAERBEBRETETR (EFRR
FER)NENMEANEAESR  BIZ
CRLBBIRBIDSE S8 IRFTEA % - LABURBEE
BAZREEREIRBFAER -

HEZEREBHSERBEREREBBITS
BRERBETATR(NFARELE
REE) - REBRBCTLBRDI)EE 58 KK
HeER - BMARZLER AR ERE
ERMRBENMET S RERREE
B3 RAKRE ©

T RERBNEZABELESE —
S MR EBE R Z A AANER - K&
TS EREFANKEZMREES
WERER  TABESER  DIRETER
FEREBER  BAZUKESEMRRE -

R A B RN A & IR )
7 MR S e A AR 2 5 A O 1BLA
HH - ABRARABER T REAR
FAFAWRE - BABENDBENE
R SEERER BT 5 HE SRR A L PA B
TS

() TEZEAERTHZ AN EEBTRER
al ;

(iy HEMBRBERERRRNREF @ &
ERRIPAFAEEAERNESE
WEEHMNEZEMAENRRER
REFH R

(i) REEAHEMABRERRASANAEE
ENBEHIEFMAN T/ERES - B
hEENEN SR ER SR
BFRERZIER

The PCPD noted that there might be a prima facie
contravention of DPP3 of the Ordinance by the university,
given that the purpose of circulating the two screenshots
through the instant messaging application for disciplinary
investigation was different from the original purpose of
installing the CCTV, which was for security. However, if the
personal data was used for investigation and punishment of
seriously improper conduct (not limited to crimes), such data
was exempt from the provisions of DPP3 by virtue of section
58 of the Ordinance.

Given that the incident might damage the university’s
reputation and the act of posting such a banner appeared
to have violated the General Code of Student Conduct (if it
was done by the university students), the PCPD took the view
that section 58 of the Ordinance would apply such that the
circulation of the two screenshots by the university through
the instant messaging application did not contravene DPP3.

However, the PCPD considered that even though the
university needed to circulate the two screenshots within
the social network group in a timely manner, it should have
reminded the members of the group that the screenshots
were confidential information not to be shared with others
and they had to be deleted immediately after use.

All'in all, the university failed to take all reasonably practicable
steps to safeguard the two persons’ personal data, thereby
contravening DPP4 of the Ordinance. The university took the
PCPD’s advice and has taken the following actions to enhance
the protection of the CCTV images:

(i)  stating in the social network group that members were
required to maintain confidentiality;

(ii) devising CCTV monitoring policies and procedures to
ensure that matters relating to the types of personal
data held and the main purposes for which the data
collected was to be used, as well as the retention policies
were clearly set out; and

(iii) devising detailed operational guidelines for the CCTV
operating staff, including procedures on retrieval and
capturing of CCTV footage and security measures.
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Lesson Learnt

Personal data privacy is protected by the law as a fundamental
human right of any person. However, this is not an absolute
right. The Ordinance affords different levels of personal
data privacy protection to different people under different
circumstances. For example, in order to promptly and
effectively detect crime, seriously improper conduct, dishonesty
or malpractice, the personal data privacy right of the offender
shall not override the interests of society at large. Part 8 of the
Ordinance therefore provides for exemptions for the use of
personal data in the prevention and detection of such acts so
that offenders and persons who committed seriously improper
conduct, dishonesty or malpractice cannot use the Ordinance
as a“shield” to fence off investigation or punishment.

That said, the university, being the data user, had an obligation
to protect personal data privacy. Although there was a need
to identify the persons involved in the incident, the university
should not go beyond the reasonable privacy expectation
of the data subjects. The university had underestimated the
ubiquitous nature of the cyberspace, and lacked the vigilance
expected of it in securely sending the personal data through
instant messaging application.
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Case 5: A professional body improperly disclosed to
its members the spent conviction of a person who
was interested to enter the profession — DPP3

The Complaint

After many years of his conviction of dishonest conduct,
the complainant wrote to a professional body to enquire if
he needed to disclose the spent conviction in his intended
application for traineeship in that profession.

The law prohibits members of the professional body from
knowingly employing a person convicted of an offence of
dishonesty without the professional body’s permission. To
warn its members against employing the complainant without
its prior permission, the professional body disclosed details of
the complainant’s conviction in a circular to its members.

The complainant complained to the PCPD against the
professional body for contravention of DPP3 in disclosing
his spent conviction to its members without his consent.
Separately, he applied for a judicial review, alleging that the
professional body’s decision to publish his spent conviction
was unlawful.

Outcome

The Court held in the judicial review that the publication of
the circular disclosing the complainant’s spent conviction
was unlawful. As far as the complainant’s case was concerned,
he was simply exploring the possibilities of entering the
profession by making enquiries on a matter of principle. There
was nothing to show that the complainant was at the material
time employed by any of the professional body’s members.
The Court considered that the complainant should be entitled
to the protection under the Rehabilitation of Offenders
Ordinance until his intention to join the profession goes
beyond merely exploring possibilities.
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The professional body complied with the Court decision by
deleting the details of the complainant’s conviction from the
circular. Besides, upon the PCPD’s advice on protection of
personal data, the professional body, in similar circumstances
in future, would only state that the person concerned was
once convicted of “a criminal offence involving dishonesty”.
Any member of the professional body who finds a prospective
employee mentioned in the circular may then contact the
professional body for details of that person’s conviction on a
need-to-know basis.

Lesson Learnt

The public policy calls for equal opportunities for rehabilitated
ex-offenders to avoid them from being labeled and to help
them re-integrate into the community. In this case, the
professional body might be keen to protect its members’
interests. However, it failed to carefully assess the possible
consequences of its actions and consequentially made an
unintentional mistake. Such act of the professional body
might deprive the complainant of the job opportunities
he might deserve. If the professional body had considered
upfront the reasonable expectation of the complainant and
the possible consequences of its actions, the complaint could
probably be avoided.
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Case 6: Retention of an employee’s unsatisfactory
employment records by an employer over seven
years — DPP2(2)

The Complaint

The complainant was an estate agent. He left his job when his
employer, a property agency company (the Company), was
dissatisfied with his performance. Since then, the Company
had retained records of the complainant’s unsatisfactory
performance. When the complainant rejoined the Company
ten years later, he learnt from his colleagues that the Company
had once intended not to employ him again due to his poor
performance in the past. The complainant left the Company
again and complained to the PCPD against the Company
for retaining his personal data related to his first-time
employment for too long. He also alleged that the Company
revealed to his colleagues its intention of not employing him
again.

Outcome

The Company explained to the PCPD that it was common for
estate agents to rejoin their companies after departure. It
therefore permanently retained former employees’ personal
data, including job performance records, for consideration of
employment in future.

DPP2(2) stipulates that all practical steps must be taken to
ensure that personal data is not kept longer than is necessary
for the fulfillment of the purpose (including any directly
related purpose) for which the data is or is to be used. As for
continued retention of personal data of former employees,
paragraph 4.2.3 of the Code of Practice on Human Resource
Management (the Code) issued by the PCPD stipulates that
the employer should not retain such data for a period longer
than seven years from the date the former employee ceases
employment with the employer unless there is a subsisting
reason that obliges the employer to retain the data for a
longer period or the former employee has given prescribed
consent for the data to be retained beyond seven years.
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After the PCPD’s intervention, the Company revised its
retention policy, which now states that the personal data of
former employees should generally not be retained for more
than seven years. In case the Company needs to handle a
court case related to an ex-employee or fulfill its obligations
under an employment contract, the personal data concerned
would be retained until the purposes are achieved.

During the investigation, the Company destroyed the
complainant’s employment records (including the
performance records) collected in his employment a decade
ago. As for the allegation against the Company for disclosure
of its decision of blacklisting the complainant, it was found
unsubstantiated.

Lesson Learnt

Upon the end of employment relationship following the
departure of an employee, the employer should destroy
the employee’s personal data within a reasonable period of
time. The longer the personal data is kept, the less accurate
it may become. If employers assess an application for re-
employment with reference to the outdated personal data, it
would be unfair to the prospective employee. Employers as
data users are obliged to handle personal data in a fair and
ethical manner. The PCPD calls on employers to review their
data retention policy for former employees, so as to comply
with the requirements under the Ordinance and the Code.
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PROSECUTION AND CONVICTION CASES

During the reporting year, four cases had been prosecuted.
Among them, one was related to section 50B of the
Ordinance (failure to comply with requirements of the
Privacy Commissioner) and the rest were related to the use
of personal data in direct marketing. All four cases were
convicted.

Case 1: A company director convicted of failing to
comply with a lawful requirement of the Privacy
Commissioner — Section 50B of the Ordinance

The Complaint

A complainant engaged an employment agency to recruit a
foreign domestic helper in 2014 and provided his personal
data for the employment purpose. The complainant later
complained to the PCPD, alleging that the employment
agency had transferred his personal data to a third party
without his consent.

During the course of investigation, the PCPD had repeatedly
requested the relevant person of the employment agency
in writing and by telephone to provide the necessary
information required for investigation. Upon failing to obtain
a reply, the Privacy Commissioner issued a summons to
the sole director of the employment agency under section
44(1) of the Ordinance requiring him to attend the office at
the specified date and time for examination and to provide
relevant information as stated. However, the director failed
to attend the office without lawful excuse. The PCPD then
referred the case to the Police for criminal investigation.

Outcome

The director was charged with the offence of failing to comply
with a summons issued by the Privacy Commissioner to
attend before him to provide relevant information without
lawful excuse, contrary to section 50B(1)(b) of the Ordinance.
The director pleaded guilty to the charge and was fined
HK$3,000 on 30 June 2017.
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Case 2: A financial consultant of a financial services
company convicted of using the complainant’s
personal data in direct marketing without

taking specified actions and failing to notify the
complainant of his opt-out right — sections 35C
and 35F of the Ordinance

The Complaint

The complainant worked in a government-related
organisation. Her personal data, including her name and office
phone number, could be obtained from the Government
Telephone Directory. In October 2015, the complainant
received a call from the defendant on her office phone
number, addressing the complainant by her Chinese full
name. The call was to promote the investment products of
the financial services company. The complainant stated that
she was not a customer of the financial services company and
had never consented to its use of her personal data in direct
marketing. During the phone conversation, the defendant did
not notify the complainant of her opt-out right.

Outcome

The consultant was charged with the offence of (1) using the
personal data of the complainant in direct marketing without
taking specified actions, contrary to section 35C(2) of the
Ordinance; and (2) failing to inform the complainant, when
using her personal data in direct marketing for the first time,
of her right to request not to use her personal data in direct
marketing without charge, contrary to section 35F(1) of the
Ordinance. The consultant pleaded guilty to both charges and
was fined HK$10,000 for each charge on 17 November 2017.
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Case 3: A fitness company convicted of failing to
comply with an opt-out request — section 35G of
the Ordinance

The Complaint

The complainant joined a trial service of a fitness company
in 2011 and provided his personal data, including his name
and mobile phone number, during registration. After the
trial, he did not continue to use the service of the company.
The complainant later received a direct marketing call from
the company in 2013 and he immediately made his opt-out
request during the telephone conversation. However, the
complainant received a direct marketing call again from the
company in December 2015.

Outcome

The company was charged with an offence under section
35G(3) of the Ordinance for failing to comply with the
requirement from a data subject to cease to use his personal
data in direct marketing. The company pleaded guilty to the
charge and was fined HK$7,000 on 11 December 2017.
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Case 4: A supermarket convicted of using the
personal data of a data subject in direct marketing
without obtaining the data subject’s consent —
section 35E of the Ordinance

The Complaint

The complainant was a registered customer of the online
supermarket of the company and provided his personal data
including his email address to the company for registration.
The complainant had never indicated to the company that he
wished to receive any direct marketing materials. In January
2016, the complainant received a direct marketing email from
the company.

Outcome

The company was charged with an offence for using the
personal data of a data subject in direct marketing without
obtaining the data subject’s consent, contrary to section
35E(1) of the Ordinance. The company pleaded guilty to the
charge and was fined HK$3,000 on 2 January 2018.
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