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2006-07 FERENEH
Enquiries Received 2006-2007

£2006-07 5/ - REHEIE 14579 A total of 14,579 enquiry cases were handled in 2006-2007
TERER(REFE LFA3%) - (a 3% increase compared with the previous year). On average, 54
BFHEES4R - BAMBEFLEFA  enquiry cases were handled each working day. The slight rise in the
(BEADLLEM) - RMAREEAA  number of enquiries reflected the increase in public awareness of personal
BRI REHIE M - data privacy.
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Figure 1 — Annual Enquiry Caseload
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Figure 2 — Nature of Enquiry Cases

| EABRER 61%
Privacy rights of an individual
LB EDIB R 0
I Requirements of the Ordinance 29%
BRABHER 0
I About the PCPD 6%
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Publications produced by the Commissioner

N=p 2z —HEHEZR(H61%)E{EH  Almost two-thirds of the enquiry cases (about 61%) were related to
AERERIER SIALEEFEE - privacy rights specific to an individual's own situation.
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The majority of the enquiry cases (about 91%) were made via the PCPD
hotline at 2827 2827.

A compliance check is undertaken when the Privacy Commissioner
identifies a practice in an organization that appears to be inconsistent with
the requirements of the Ordinance. In these circumstances, the Privacy
Commissioner alerts the organization in writing, pointing out the apparent

inconsistency and inviting it, where appropriate, to take remedial actions.

In many cases, the organization takes immediate action to correct the
suspected breach. In some instances, advice is sought from the Privacy
Commissioner on the measures that should be taken to prevent further
breaches. Other times, the Privacy Commissioner would investigate
the matter and take action to ensure compliance with the Ordinance. This
might include issuing an enforcement notice to the organization directing it

to remedy the situation, for example.

During the reporting year, the Privacy Commissioner carried out
66 compliance checks in total in relation to alleged practices of data users
that might be inconsistent with the requirements of the Ordinance.

The majority of the compliance checks (57) occurred in the private sector.
The remaining 9 related to government departments and statutory bodies.
The following examples highlight some of the compliance checks undertaken

during the year.
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A primary school used fingerprint reader system to
collect fingerprint data of its pupils for attendance
record purposes.

A self-initiated investigation was carried out against the school
in relation to the use of fingerprint reader system to collect fingerprint
characteristics of pupils of the school for attendance record purpose.

The age of the pupils in this case ranged mostly between 6 to 12. The
regular use of biometrics in the school was considered to be highly
undesirable because the pupils, who were minors of tender age, could
not understand the adverse privacy impact on the provision of their
fingerprint data. Meanwhile, the Ordinance does not contain provision
that accepts the giving of prescribed consent from a third party, e.g. the
parents, on behalf of the children.

After an investigation, the Privacy Commissioner was of the opinion that
no genuine informed consent was given by the pupils of the school,
and the collection of the fingerprint data for the administrative purpose
of recording attendance is considered to be unnecessary and excessive
having regard to the function or activity of the school. The collection of
the personal data of pupils was therefore found to be in contravention
of Data Protection Principle 1(1) of Schedule 1 to the Ordinance.

An enforcement notice was served on the school directing it to remedy
the situation. Subsequently, the school ceased using the fingerprint
reader system and destroyed the fingerprint data of its pupils.
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A company required job applicants to provide copies
of their identity cards during job interviews.

The Privacy Commissioner approached the company whose management
admitted that it was their established practice to collect the identity card

copies from job applicants during job interviews.

After being notified of the relevant requirements under DPP1(1) and
DPP1(2), paragraph 3.1 of the Code of Practice on the Identity Card
Number and other Personal Identifiers and paragraph 2.2.4 of the
Code of Practice on Human Resource Management issued by the
Privacy Commissioner under the Ordinance, the company immediately
ceased to collect copies of identity card from job applicants at job
interviews and destroyed all the identity card copies previously collected
from unsuccessful job applicants.
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Customers of some banks could see their full bank
account numbers on ATM machine screens even when
Personal Identification Numbers (PIN) are incorrectly
entered.

According to local newspaper reports, customers of some banks could
see their full bank account numbers when using ATM machines even if

the wrong PIN is entered.

The banks said it was their standard practice to display account
numbers on the ATM machine screen before the PIN is verified but that
customers cannot continue with any transactions if the PIN is incorrect.
To address the public's concerns, the banks stated that certain digits of
an account number would be omitted to enhance security when using
ATM machines.
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Pursuant to Part IV of the Ordinance, the Privacy Commissioner has a power
to specify classes of data users required to submit data user returns containing
information specified in Schedule 3 to the Ordinance, e.g. descriptions
of the kinds of personal data held by the data user concerned and the
purposes for which they are used. The Ordinance leaves to the discretion
of the Privacy Commissioner the scope and timing of the introduction of

this requirement.

Since the enactment of the Ordinance, awareness of personal data privacy
rights is firmly established in the community. The complaints and enquiries
received by the PCPD also indicate an increasing public expectation on the
responsibilities of organizations that collect and use their personal data.

Many precedent privacy or data protection laws, particularly in the European
Union (“EU"), have included a registration regime whereby organizations
collecting, holding and using personal data are required to register with a
supervisory authority, declaring the nature of the personal data they hold as
well as setting out how individuals can go about exercising their rights such
as access and correction.

A survey by way of questionnaires to 22 EU countries on how the registration
systems are operated was recently conducted. Learning from the positive
experience of the EU countries, the Privacy Commissioner considers
that the time is now ripe for the implementation of a Data User Registration
Scheme (“DURS") which will induce organizations to adopt systems
that are more open and transparent in informing data subjects on how their
personal data are being collected, processed and used.

In May 2007, the PCPD issued a discussion paper to the Hong Kong
Government proposing the activation of the provisions of data user returns
and a consequential public register of such returns under sections 14 to
16 of the Ordinance.

An exercise is being planned to brief and consult the target sectors and
report the outcome to the Legislative Council. It is envisaged that the DURS
will be launched in 2008.
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Privacy compliance is a corporate governance issue. To ensure that
an organization’s privacy compliance frameworks satisfy the standards
established by the Ordinance, and to provide the organization with an
opinion on its privacy compliance status, Privacy Compliance Assessment
("PCA") should be initiated.

In March 2007, the Privacy Commissioner accepted an invitation from
the Immigration Department (“lmmD") to act as an independent party to
conduct a PCA on the Smart Identity Card System (“SMARTICS"). SMARTICS
was implemented by the ImmD in 2003 to supersede the old Registration
of Persons System. To ensure that all personal data held by the ImmD
are handled in accordance with the provisions of the Ordinance, the Hong
Kong Government undertook to the Legislative Council (“LegCo”) to draw
up a code of practice in consultation with the Privacy Commissioner setting
out the rules on the collection, use of and access to smart identity card
data, to conduct a PCA on the SMARTICS and to provide a copy of the PCA
report to LegCo.

To minimize the potential conflicts between the Privacy Commissioner's
role in carrying out the PCA and its regulatory role under the Ordinance,
a Memorandum of Understanding has been drawn up so that the Privacy
Commissioner’s statutory power to act as a competent authority and his dual
capacity as a commercial contracting party can be expressly acknowledged

in writing.

A Code of Practice on Smart Identity Card Data ("COP") written by the
ImmD will form the basis of the PCA to be conducted by the PCPD. At
the conclusion of the PCA, any observations and recommendations for
improvement will be factored into the COP which can then be formalized
and approved by the Privacy Commissioner in accordance with section 12
of the Ordinance.

The Privacy Commissioner expects that the PCA will be carried out in the
first half of 2008.
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Official Receiver's Office

BB

(2RE58)

Registration and Electoral Office
(two requests)

HeEiE
Social Welfare Department

RER UL EHE
Leisure and Cultural Services
Department

BEEBIRER

(2RE5H)

Student Financial Assistance Agency
(two requests)

During the reporting year, the Privacy Commissioner received 11 new
applications for approval to carry out matching procedures and 35 requests
for re-approval of matching procedures undertaken in previous years.

All 11 new applications were requested by public sector organizations.
Upon examination, 2 were found not to be a matching procedure under
the Ordinance, and 2 were withdrawn. The remaining 7 applications were
approved subject to conditions imposed by the Privacy Commissioner under
the Ordinance. Of the 35 requests for re-approval, 1 was refused and 1

was withdrawn. The remaining 33 were approved.
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Related Matching Procedures that were Approved
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To identify bankrupts who have left Hong Kong without complying with the requirements of the
Bankruptcy Ordinance by comparing the personal data collected by Official Receiver's Office for
administering the Bankruptcy Ordinance with the personal data collected by the Immigration
Department for immigration clearance.
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To ensure electors to vote in their geographical constituencies corresponding to their up-to-date
addresses by comparing personal data of registered electors collected by Registration and Electoral
Office with personal data of tenants/owners of subsidized housing collected by (1) the Housing
Department; and (2) the Hong Kong Housing Society.
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To prevent fraud and abuse of social security benefits in relation to retraining allowance for
recipients of Comprehensive Social Security Assistance (“CSSA") by comparing the personal data
collected by the Social Welfare Department for administering the CSSA scheme with personal
data collected by the Labour Department for administering the retraining allowance under the
Manpower Development Plan for the textiles and clothing industry.
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To update the addresses of library patrons who failed to pay their overdue library fees by
comparing the personal data of the library patrons in default with the personal data maintained by
the Registration of Persons Office of the Immigration Department, so as to facilitate the Leisure and
Cultural Services Department to take recovery actions.
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To prevent double subsidies by comparing the personal data of (1) the students and (2) the
guardians and their spouses collected by the Student Financial Assistance Agency from applicants
of Pre-primary Education Voucher Scheme with the personal data collected by the Social Welfare
Department from the recipients of CSSA/Child Care Centre Fee Assistance Scheme.



