


B RERESE Enquiry and Complaint

Caseload
E-ZTE-EZ-FFT-FEN 2E¥H9SE On average, some 60 enquiry cases were received per
R FIORERMEE - (BFR1) working day in 2002-03. (Figure 1)
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#4168% K & 281 =2 B2 E A B BSB89 AL Approximately 68% of enquiry cases were queries related
BERERARE - (BlX2) to privacy rights specific to an individual’s own situation.
(Figure 2)
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Figure 2 — Nature of enquiry cases
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DU B RAEEBRANENEGE: Approximately 90% of enquiry cases were calls made to
(2827 2827) 12HiH - (B %3) the PCO enquiry hotline (telephone number 2827 2827).
(Figure 3)

B%RS — EEEANRET

Figure 3 — Means by which enquiries were made
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BEFLHE  —EE - _FET=FFHNK Compared with the previous year, there was a slight
SREREM EFT2% o (BlR4) increase of 2% in complaint caseload in 2002-03. (Figure 4)
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Of the 906 complaints received in the reporting period,
70% of them (639) were complaints against private sector
organizations. A further 11% (96) were complaints against

ERFRANEEMNIOGRIEFERS -
public sector organizations. The remaining 19% (171)

70% e EZ (639 ) IKF ML EHE - SN
11% (96R) WK R LT - ERHRT19%
were complaints lodged against third party individuals.

(I71R) ERBEFEA o (BFK5)
(Figure 5)
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ERFAEERENI7T2ERIEFREAED The majority of the 172 complaints against financial

106REZF » KI5 EEB W RIE RIS institutions and the 106 complaints against

BT EEARNEE - (BX6) telecommunications industry concerned alleged use of
personal data in recovery actions for overdue loan/service
payments. (Figure 6)
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TR NSRBI EZE R  KE D HIE The majority of the 96 complaints against public sector
B Sk B S A A B = {8 A A E R (33%) & organizations concerned alleged use of personal data
KW TER TR B (24%) B o without the consent of the individual (33%) and non-
(B=7) compliance with data access requests (24%). (Figure 7)
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The 906 complaints received in 2002-03 involved a total
of 961 alleged breaches of the requirements of the
PD(P)O. Of these, 826 (86%) were alleged breaches of
the data protection principles and 135 (14%) were alleged
breaches of the main provisions of the PD(P)O.

Of the 826 alleged breaches of the data protection
principles, 53% (436) concerned the alleged use of
personal data of complainants without their consent for
a purpose other than the purpose for which the data were
collected. In this category, 25% (110) were cases involving
allegations against financial institutions for passing
customers’ personal data, such as contact details and
amount of indebtedness, to debt collecting agencies for
recovery of outstanding debts. (Figure 8)
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There has been a misunderstanding on the part of some
complainants about the ambit of the PD(P)O when applied
to debt collection activities. In some cases, complainants
seemed to have used the PCO’s complaint channel to
stall financial institutions from collecting their debts. In
normal circumstances, the use of a debtor’s personal data
for the purpose of recovering payments on which the
debtor defaulted would be a directly related purpose to
the provision of the loan for which their personal data
were originally collected. Provided that the financial
institution confines its disclosure to the debt collector to
those data that are sufficient to fulfil the purpose and
where there has been prior notification to the debtor about
such disclosure, the transfer of the data may not be an
issue under the PD(P)O.

500
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Complaint Investigations

At the beginning of the reporting year, 157 complaints
were being processed. Together with the 906 new
complaints received, the PCO handled a total of 1,063
complaints during the reporting period. Of these, 359
cases (34%) were declined for further action after
preliminary consideration on the basis that 351 of them
were found to have no prima facie case to support
allegations of breaches of the PD(P)O. A further 4 cases
were outside the Privacy Commissioner’s jurisdiction and
another 4 cases were anonymous complaints. The
remaining 704 cases (66%) were screened-in for further
consideration. Of these, 501 cases (71%) were resolved
during the reporting year and the remaining 203 cases
(29%) continued to be handled on 31 March 2003. (Figure 9)

Bxk9 — —TER_FE_TT=-FERENRHEE

Figure 9 — Summary of complaints processed in 2002-03
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Of the 501 cases completed during the reporting period,
121 (24%) cases were resolved through mediation, 52
(11%) cases were resolved after formal investigations, 107
(21%) cases were found to be unsubstantiated as a result
of preliminary enquiries and 202 (40%) cases were
withdrawn by the complainants during preliminary
enquiries. The remaining 19 (4%) cases involved
complaints which the complainants had also reported to
other authorities to follow up. (Figure 10)

4%

Of the 52 formal investigations completed during the
reporting period, the PCO found contravention of the
requirements of the PD(P)O in 30 (58%) cases. In 14 (27%)
cases, there was no contravention found or contravention
was not established due to lack of sufficient evidence.
Eight cases were discontinued, six of which were
requested by the complainant and in the remaining two
cases the complainants were unable to be traced during
the course of the investigation. (Figure 11)
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EERKEHIRENIIORMEES 20 EXR Of the 30 cases where the requirements of the PD(P)O
— IS A FEREERER] - HH10DER were found to have been contravened, 20 cases involved

TIEGI B E T M BT - BRI R IR co‘ntlralven_trlsn of ohg orﬂr)nore of the: d:ta ptrotectt{on
X e . principles. The remaining 10 cases involved contravention
|EHEE N EFERNERKER - , ,
PIRRRKEEHNARRRTH of the requirements of the main body of the PD(P)O
(B*12)

relating to compliance with data access requests.
(Figure 12)
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FI21 R FEBFHMRENFRANEZRF - A28 In the 121 cases resolved through mediation, the PCO
M7 IR E B R 2% - LURB T provided advice and recommendations to 37

FEFERIERE FBSTIREEE EEE S organizations on their practices and procedures in order
. . a to assist them in complying with the data protection

principles.

E o
ERRIGHIRERMIORERT - REAME In the 30 cases in which requirements of the PD(P)O were
FAMER L0 E SR ERRASHBEL found to have been contravened, the PCO issued 19
EEA  TERIUERAYEE@AENS warning notices to the organizations concerned requiring
oo EAEDEZREA - MBS IRRBRAE written undertakings to implement measures to remedy
BB A - A E T B BRSNS the contravention. In most of these cases, the

58 BN S R B (T A organizations gave the undertakings sought, and given
s Bl X L
such undertakings, enforcement action through the issue

E3RAZD  AEAWERFERLEHTA of an enforcement notice was not deemed to be
MBS PIRIALES G - AP e PisE  NeCessa

HEEERKHIORE - (BF13) ,
In 3 cases, enforcement notices were served on the

parties complained against to direct them to take remedial
actions to prevent their continued or repeated
contravention of the PD(P)O. (Figure 13)
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Highlights of acts or practices found in
contravention of the PD(P)O

Provided below are brief illustrations of some of the
acts or practices that were found to have contravened
the requirements of the PD(P)O in the complaint
investigations completed in 2002-03. They are
selected on the basis of subject matter and
demonstrate the wide variety of conduct that are
subject to the requirements of the PD(P)O, including
those of the data protection principles (“DPPs”).

==

—_— — - =

The complainant instructed a law firm to act as his
“relevant person” under the PD(P)O to make a data access
request to an investment company seeking access to his
personal data. The company refused to comply with the
request on grounds that the law firm was not properly
authorized due to irregularities in the authorization letter
and the request was defective and a nullity ab initio.

Under the PD(P)O, a “relevant person” making a data
access request on behalf an individual can be a “person”
including any body of persons, corporate or
unincorporate. Accordingly, the law firm can act as the
requestor for the data on behalf of the complainant.
Section 20(1)(a) of the PD(P)O provides for a data user to
refuse to supply the requested data when it is not sure
about the identity of the requestor. However, it does not
entitle the data user to refuse outright to supply the data.
[t can only be invoked when the data user’s reasonable
request for information has not been complied with by
the requestor. Similar provisions are contained in section
20(8)(b) where a data user may refuse to comply with a
data access request if it is not supplied with such
information as it may reasonably require to locate the
requested data. Where question of identity of the
requestor or specification of the requested data arises,
further information as may be reasonably required can
be sought. Accordingly, an error or irregularity in a data
access request could not render the request a nullity. It
merely makes the requestor liable to the supply of further
information as may be reasonably required of him.

(to be continued on next page)
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A data user has the obligation to first seek further
information from the requestor and if the request for such
information is declined then the data user may exercise
the right to refuse to comply with the data access request.

partment -

The complainant was a former civil servant. He had served
in a government department for more than 10 years and
was then transferred to another department on a different
post on probation terms for two years. However his
performance during the probation period was considered
unsatisfactory and his service was subsequently
terminated. He made a data access request to the
department seeking access to his personnel file held by
the department. In complying with the request, the
department provided over 400 pages of documents to
the complainant with certain information edited out from
the copies of the documents on grounds that the edited
data were matters of departmental policy that should not
amount to personal data of the complainant.

Section 20(2)(b) of the PD(P)O provides that a data user
may, in complying with a data access request, edit out
data of third party individuals from the requested data
either by the omission of names or other identifying
particulars. However, on closer examination of the
documents provided to the complainant, it was
ascertained that they were “file minutes” relating to
discussions regarding the complainant’s eligibility for
pension benefits. These discussions were specific matters
of policy applicable to the complainant’s case, i.e.
termination of service. In these circumstances, the
contents of the “file minutes” contained personal data of
the complainant and should have been disclosed to the
complainant in complying with his data access request.
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The complainant requested a refund of tour fee and
charges from a travel service agent. In processing the
request, the agent required the complainant to sign a
receipt acknowledgement form and provide a photocopy
of his Hong Kong identity card. The agent argued that
the identity card copy was necessary as evidence to prove
that the cash refund was given to the right person. Upon
investigation, it was revealed that the collection of the
identity card copy by the agent was not justified in the
circumstances of the case. First, the complainant
appeared in person to request the refund. It would only
be necessary for the agent to verify the complainant’s
identity by inspecting his identity card data and comparing
it with its own sales record regarding the tour. Secondly,
even if the complainant failed to produce the original tour
receipt, the agent could have issued a cheque for the
refund by addressing it to the person who, according to
the sales record, was the purchaser of the tour. The
collection of the complainant’s identity card copy, in the
circumstances of the case, was an excessive collection
of personal data contrary to the requirements of DPP1(1).
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A service company contracted with a government
department under certain subscription agreements for
the provision of data contained in a public register relating
to property transactions. A condition of the subscription
agreements was that the data were provided for the use
of the subscribers only and would not be used for
developing new products or services for commercial
exploitation. However, the company used the data
collected to build up its own database designed to provide
a service to client subscribers that would allow a “name
search” to retrieve information about an individual’s
previous involvement in property transactions. In essence,
the feature would enable the disclosure of the number
and particulars of all properties that an individual owned.

Access to the public register by the general public is
limited to the provision of property transaction data via
the use of property particulars such as location or lot
number. By this means, one can determine the ownership
of a particular property. Although the data are already “in
the public domain”, DPP3 remains applicable in respect
of the use of the data in that, unless there are relevant
exemption provisions in the PD(P)O or prescribed consent
given by the individuals concerned, the data should only
be used for the purpose for which the data are to be
used at the time of their collection. In determining the
collection purpose of the data by the service company,
the PCO regarded it highly relevant to take into account
the terms of the subscription agreements. Contrary to
the terms of the subscription agreements, the company
used the data for a purpose unrelated to the purpose for
which such data were to be used at the time of their
being provided by the government department. In the
absence of any likelihood that the individuals concerned
had given their consent for such use, the company was
found to have been acting in contravention of the
requirements of DPP3.
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An employee wrote a complaint letter to the management
of his employer complaining against his supervisor about
staff duty roster arrangements. The management gave a
copy of the complaint letter to the supervisor so that he
could respond to the complaint in person. Later, the
management sent a copy of a memo to the supervisor
that set out the management’s findings in respect of the
complaint. The letter and the memo contained information
relating to the employee. The supervisor posted copies
of the complaint letter and the memo on a notice board
inside the staff rest room for the information of colleagues
about the complaint and related findings.

Although copies of the letter and the memo were supplied
to the supervisor without his solicitation in the first place,
by subsequently posting the letter and the memo on the
notice board, the supervisor had made himself a data
user in respect of the employee’s data. The supervisor, in
receiving the data, ought to have known that the data
were to be used for investigating the complaint made by
the employee. Even if the employee were to be invited to
give his consent, it was unlikely that he would have given
consent to the public display of those data. The posting
of copies of the letter and the memo on the notice board
causing display of the employee’s personal data to parties
unrelated to the complaint was an act contrary to the
requirements of DPP3.

A landlord sued a tenant in the Small Claims Tribunal for
rent arrears and was required to serve certain documents
on the tenant. He sent the documents to the tenant’s
employer in an envelope addressed to the tenant’s
supervising manager. The envelope contained a covering
letter asking the manager to pass the documents on to
the tenant. However, the documents were not put in a
separate envelope. When transmitting documents
containing personal data, steps should have been taken
to prevent accidental disclosure of the data to unrelated
parties. In this case, the landlord should have sealed the
documents in a separate envelope. By failing to take any
measures to safeguard the data from accidental
disclosure the landlord had acted contrary to the
requirements of DPP4.
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A law firm had to serve a trial bundle on a litigant to a
matrimonial case. The bundle comprised documents that
contained sensitive data about the litigant. When
delivering the documents the staff of the firm left the
bundle in a gap between the front door and metal gate of
the litigant’s residence. The bundle was not sealed in an
envelope and was easily accessible to passers-by or
unrelated parties. The bundle was later picked up by a
security guard on patrol. The law firm, being the employer
of the staff concerned, was found liable for the act done
by its staff pursuant to section 65(1) of the PD(P)O. The
firm had no written guidelines advising its staff about
compliance with the requirements of DPP4 on the manner
of service of documents. An appropriate procedure would
have been to put the documents to be served inside a
sealed opaque envelope or to make arrangement with
the litigant to collect the documents.
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A mobile phone service company provided an Internet
billing service to its customers through its website. A
customer has to log into the system by entering his mobile
phone number and password to gain access to his
account information, which also include detailed call
records made by the customer. However, the password
was defaulted to the first six digits of the customer’s
identity card number. A customer complained that a debt
collector accessed to his call records through the Internet
billing service and caused nuisance to him and his friends.

The use of a customer’s identity card number as the
default password should be handled with special caution
since an individual’s identity card number may, for various
reasons, be disclosed and known to others. Given the
sensitive nature of the data and the potential risk arising
from any misuse of the data, a service provider who
chooses to set its customers’ access password by using
their identity card numbers should take additional steps
to safeguard the security of the data. Such steps may
include ensuring that all customers are fully aware of the
default password arrangement and at the same time
remind them of the importance of changing the password
to a number of their choice to prevent unauthorized
access to customers’ accounts.
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Compliance Checks

A compliance check is undertaken when the PCO
identifies a practice in an organization that appears to be
inconsistent with the requirements of the PD(P)O. In such
circumstances, the PCO raises the matter in writing with
the organization concerned pointing out the apparent
inconsistency and inviting it, where appropriate, to take
remedial action. In many cases, the organization
concerned takes the initiative and responds by
undertaking immediate action to remedy the suspected
breach. In other cases, organizations seek advice from
the PCO on the improvement measures that should be
taken to avoid repetition of suspected breaches.

During the reporting year, the PCO conducted 28
compliance checks in relation to alleged practices of data
users that might be inconsistent with the requirements of
the PD(P)O. Of these, 8 compliance checks related to
practices in government departments/statutory bodies.
The remaining 20 compliance checks related to practices
in private sector organizations.

Figure 14 - lllustrations of compliance check issues
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BHEETHRIEZANBAZR
BEMPINES S HFZIRE -
Information materials circulated to
voters of a “best performer” election
disclosed personal data of nominees
that included their HK identity card
number.

—EEXEBNEILRRTEED
HE I RBEXZBZEREER -
The website of a professional body
posted the names, addresses and
qualifications of its members.

BEEINMEBE2EENERENME TFENEMEA
Ex e

Special care should be taken when circulating documents that
contain personal data of individuals. The organizer was
recommended to avoid disclosure of any personal data that were
not necessary for the purpose concerned.

NERZZEFERae ERfMBEAmM e gEmmks
WEAEREB LR  BARALERH -

The professional body was advised to make notification to its
members, at the time when they register, that personal data
compiled about their registration would be posted on its website
for public access.
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Issues

BEXrEEXHARENEEALEBH
B TRz SRR A 168 RS W
HEEHA -
Staff appraisal forms with full date of
birth of staff were dispatched without
envelopes.

EXrERERENBETELTES
B o

Loss of staff's payroll slips during the
distribution process.

SRER B E KA R A& FIEWAR
B BRI -

Job applicants were asked to provide
the name and occupation details of
their parents in application forms.

KERBGETNEERET - #F
BEAA AR RGH —LERH
BABR -

Advertising circular to residents of a
housing estate carried personal data
of several residents with whom the
data user had previously provided
services.

AU ZSOCRBE R EA SR
BANSBERBERERFENHG -

A recruitment website solicited job
applicants’ personal data without
disclosing the identity of employers.

EERmMEMNSEERBARRKS
1B SRHE o

Applicants who subscribed as
members of health food products
were required to provide their HK
identity card numbers.

BFrESEEHETHIRBRENTEINESNEREL &
HH - AERZERETZREGXTZMERN - HWMEN
EEHA -

There is no justifiable reason to print the full date of birth of staff
on the front page of the appraisal form and the employer was
recommended to consider inserting the form in an envelope prior
to dispatch.

BXAEETREHNEBETNESF/MABR - TEERLTA
HEIMIER THRMAER - AERREFBALRIZRESER
It is the obligation of the employer to ensure personal data in
staff’s payroll slips are protected against unauthorized or
accidental access. The company was recommended to obtain
acknowledgement of receipt of payroll slips from staff.

AEFESEERBIIRBEREZEERN - 2ERZEH
NEMERIEHIRTE o

There is no justifiable reason for making the required information
mandatory. The company was advised to revise its requirements
accordingly.

RIFEMGSEENRE @ SRINMSEEEESPEAETAEA
BR - REEZEHENERERNEER R  BEERSE
APEERETHNEL  BRIFEDSEHEBRTHNRE -
Customer’s personal data should not be used in advertising
activities unless with the customer’s consent. The data user was
recommended to take proper measures not to disclose
customers’ data in advertising materials unless the customers
had consented to such use.

ERKBEREBEAEHNEEESEREREINT D - 2F
Bl BIRARBERERENS D

A recruitment advertisement that solicits personal data from

applicants should reveal the identity of the employer. The website

was recommended to identify the employer in future.

REARFERRHEEMENAREZHRERE - RAFER
BRARE LML ER A ANEEE IR S E R -
Alternatives in lieu of providing identity card numbers should be
offered to applicants. The company was recommended to cease
the practice or to make the provision of identity card numbers
voluntary.
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Issues

TAEARREEAN S BRME
EEFMDERE -

Workers entering into areas
managed by the company were
required to provide their HK identity
card details.

HEEERRBERAEMEF
KHEFER—FKBANEREA
BH

Parking license renewal forms
required both car park owners and
tenants to fill in personal data on the
same form.

NERBFTRORDERZEETR
REHEBEFMEEIX o
Customers wanting to trade in their
mobile phones were required to
provide HK identity card copies.

BB =G

Improvement Measures Recommended

RERZABARZRUTTEEIRE -
The company was advised to consider accepting “work permits”
as an alternative.

RERZRBMUERRARAMBMEERELZELTRAHEF
BERE  URBBEATHEABHERETS -7 -
The car park management company was recommended to issue
separate forms to owners and tenants for parking license
renewals in order to avoid disclosure of personal data to the
other party.

ARERLAAERLEFBEATRESHEZAAL  LEZEE
BAREILREREENEESHOERR -

Collection of identity card copy is allowable only in certain defined
situations. The company was advised to cease the practice of
collecting HK identity card copies from their customers.
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BHERF Matching Procedures

IERERHAR - A2 UL 5|95 3 11 472 During the reporting year, the PCO received 9 new

FPEEss - LA RAOSR Y44 68 1T R F O & M applications for approval to carry out matching procedures

R EE R A and 49 requests for re-approval to continue matching

th o 7SR A AR T A0 AR procedures approved in previous years. Of these 9 new
’ a,\AA 7/ = 2715 N HeR2°RH ME —_

AT o /TR A L TET =i applications, 7 were requested by public sector
FRBAE - ARFWEERBH AR RE organizations and the remaining 2 applications were made

B2 B TR AL RS (R DI R 3 AT IR O R i 7R by a service company. Upon examination, the two

Fre EREM7REBE  HP2RERE - 5 applications made by the service company were found

SNOFRHERAESRHE - MEMIFEIES not to be matching procedures as defined under the

IS0 T ESSE - PD(P)O. In respect of the other 7 applications, two were
withdrawn and approval was not required in another two
applications. The remaining three applications were
approved subject to certain conditions.

Bl&R15 — RIBABIERGIEIREEETHNEREHRER
Figure 15 — Matching procedures approved under section 30 of the PD(P)O
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Requesting party

BEZINER BRBEFEECECHFEYPNALHEAEREE P24

Student Financial Assistance Agency ~ & Bt 8| R AN 24 F BT EIFTINE R E R B AELLE - LA
REEEESHNRIEAZHRESEN -
To prevent double benefits from being granted to applicants for
financial assistance under the Continuing Education Fund by
comparing their personal data with data collected under the
Financial Assistance Scheme for Post-secondary Students and
the Local Student Finance Scheme.

EBFEELZEE HEEENEFERBANEAEREBE D HEEREF
Hong Kong Housing Authority NERBRALESRTGNEREEL LR - A&t EIfRE

AZREEREAM -

To prevent double housing benefits from being granted to
applicants under the Home Assistance Loan Scheme by
comparing their personal data with the Integrated System for
Housing Management database in respect of other public
housing benefits.

BHEATESITEIERR HEHEBERAFMANEABERN AREFMAETRNABNA
Mandatory Provident Fund Schemes ~ THI{E A E X ELE B 2 B 12 BB IEGRITE GO B 2016 E
Authority GHEBATCEMANERERLE  UBREREEZS

ATREBEBEEERNTA -

To confirm and monitor the fithess and propriety of applicants/
registrants of registered mandatory provident fund intermediaries
by comparing their personal data with data contained in the
Hong Kong Monetary Authority’s register of relevant individuals
maintained under section 20 of the Banking Ordinance.
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