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Data Protection
Principles

Fa
Wt H iy & 75 & Collection Purpose & Means ¢

P AEHAE Security R

I AR AR R T A SRR AR ¢ Persomal data must be collected ino 3 lawlul and Fair way, for 2

0 R L R TS D AT - parpase dircty welated b 3 fanction/achity af the data e e A R SR A R AR R AR A data wser needs to take practical steps (o safeguard personal
S0 B8 B WA A O S B A BRI A BERI A H Al practicable steps shall be taken Lo notily the data subjects of AR VR AR - A - RWRR - WAl - data from unautharised or accidental access, processing,
B o LR B R A O R )L - the purpose of data callection, and the dasss of penars to crasurr, loss or use,

whom the dila may be revsfemed,

Ve AL AL A TN Y TR

Tata collected should be necessary but ot excessive,

EWIREE Openness —
e P Gl A7 B DR BT Accuracy & Retention U =
L ] [ ]

S A IR A R R A data user mist make knewn o the public its personal data

S 0 TOR AT 0 A SE R R - SRR OPRE  Persanal data bs accurace and is not kepl for a pericd langer than BEAUIAA O LA SRS R policies and praciices, types of pamonal data it hokds and how
e [ 3 O R O - is necessary to Tultill the purpose Tor which it is used. the data i used,
£ Use I 7% B W IE. Data Access & Correction
AT B AL R R A F R SR H 8+ Persanal data is used for the purpose for which the data s )
N - FEEL S AT R AN A FERL ¢ F R M MAEE A data subject must be given acoess 1o his persoral data and to
1o o) R o A B ] coflected or for a directly related purpose, unless valuntary and FAR A RERTE - make tiers where the data & inaccursie.

explicit consent is oblaived from the data subject.

FJ FEMAEN SR
Office af the Frivacy Commissioner

Ter Persanal Dats, Hang Keng
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Guidance on Data Breach Handling and
the Giving of Breach Notifications

Introduction

This guidance nose aitms (o assis data users in hand ling
clata Breaches, and to mitigase the loss and damage
caused 10 the data subjects concemned, particularly
when sersitive persanal data i involved.

What is a data breach?

A data breach & gonemlly taken to be a suspected
breach af data security of pemsanal data held by a data
user, expasing the data 4o the risk of unauthorised or
accidental acoess, processing, erasre, loss or use.

¥ The lass of persanal data kopt in storage, e
laptap compsers, LUSE flash drives, partable
hard efisks, backup tapes, paper files

> The impraper handling of personal data, such
as improper disposal, sending to the wrong
party ar unautharised access by sn emplopes

> A clata user's databass containing personal data
ssirng hacked or steessed by sutsiders withaut
authosisalion

¥ The disclosure of personal dats 1o a third party
who abeained 1 by deception
EE

A data boeach may amount 10 a contravention of Data
PFratection Principle 4013 and () (“DPF4(1) and (270 in
Schedula 1 of the Personal Data (Privacy) Ordinance
{“the Ordinance”). DPP4I) provides that 2 data user
shall take all rexsonably practicable steps o ensure
that the personal data beld by it s protected sgains
unauthorsed of sccidenlal access, processing, erasure,
less oF use, having particular regard b the kind of the
data and tha harm that could result if any of those
|hingl shinuld peeur. DPP4(Z) provides that if 2 data user
engages a data processor?, whether within or outside
Hong Kenp 1o process personal data on the daks wser's
beehalf, the data iser must adopt contractizal o ather
means to prevent unauthorsed o accidental access,
processing, erasure, boss or use of the data transferred
1o the data processor for processing.

How should a data breach
be handled?

At uses shall take remedial actions 1o kessen the harm
or damage that may be caused (0 the data subjects in a
data beeach. The fol lowing acthon plan is recormmended
for a data wser's consideratzon:

Step 11 Immediate gathering of essential information
relating bo the breach
A data user shall promptly gather the following crsential

informatian;

' “Data processor® means a person wha pricesse personal data on behall of anather person; and does noe process the data

Fioe any oof thi persan's cam purposes.

Geitinea o Datn Braach Harelisg s the Ghing of Smach Notfesson

L] Dhctelser 915

l J 7 O AT B R R E A
Office uf the Privacy Commissianer
for Personal Data, Hang Kong

PCPD.org.hk
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Handling a Data Breach EIEE i} M2 H L

[ DBN by data user ] [ Initiated by PCPD (s.8) ]
PR B EBE
3 g 8¢z Compliance investigation (s.38(b))
LEBH (ERPISSI) / TER S (P55 38(b)fER) \
Power # 1]
e Prima facie evidence of contravention 75 e Enter premises of the data user to inspect its
Compliance check (s.8) S AGHIH R e personal data system (s.42) #E A EkHE FHEZ /R
TEHEEE (REEs(X) « Significant number of data subjects &} PR HAE A B A4 (RBIEE4215%)
e Obtain facts T FEEF =AHHEHES . e Conduct public hearmg & invite witness for
« Identify root cause HESRJE A « Sensitive personal data involved 3 K &L interview (s.43) #E7 T RIS ER Fodr Ras A (1561
e Evaluate proposed actions/actions O ERN=E 54315)
taken S5/ B EREN A HE R  Great public interest involved Z&5E A 1Y e Summon a person to provide evidence (s.44){& 4
AV RIE TEBEA IR BEEE R (R EE4415) /
o Widely reported {S{ =2 #iE
A ] No contravention y
Advice / assistance FEHLEER/ B I BRI l Investigation result (s.47) ]
[ Case closure §5% St B IEATTR)
y ( Timely remedial actions taken/ A ¢ Prima facie evidence
Timely remedial actions taken/ undertaking received Contravention of criminal offence
undertaking received BB ERERERGE 1/ —— B 5% K S FETHY
B S ER BB T/ \_ fEHiREE Y, " R
L {E RS L2 :
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