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GDPR -XZBR

The digital information ecosystem farms people for their attention, ideas
and data in exchange for so called 'free' services. ...[The GDPR] aims to

restore a sense of trust and control over what happens to our online lives.

Source:

Giovanni Buttare"i https://edps.europa.eu/press-publications/press-
’ . . news/blog/accept-and-continue-billions-are-clocking-
European Data Protection Supervisor digital-sweat-factories_en
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GDPR -XZEHIR

[The GDPR] is about putting the rights of individuals first and upgrading
the EU data protection rules so that they are efficient and ready for the

future.

Source:
And rea je“nek https://edpb.europa.eu/news/news/20
. . ! 18/europes-new-data-protection-rules-
Chair of the European Data Protection Board J and-edpb-giving-individuals-greater- 40
control_en
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GDPR -xZEHR

The GDPR gives consumers more control over their data. ... But arguably
the biggest change is around accountability. ... The GDPR mandates
organisations to put into place comprehensive but proportionate

governance measures.

Source:

Elizabeth Denha m, https://ico.org.uk/about-the-ico/news-and-

. - events/news-and-blogs/2017/01/gdpr-and-
Information Commissioner of the UK s comabiind a1
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DATA PRIVACY

Privacy Issues of Fingerprints
Scanning

applications are conduchve 1o the wide
adoption of fingerprint for
atendance record

access control.

practices to respect and  protect

56 oo masmyerony

consumers’ personal data whon using
fingerprint scanners.
The Parsonal D313 (Prwvacy) Ordinance

10 the Ordinanca providks that the
collaction of parsonal data must be

must alse bo collected by means “which
arafar i the orcumstance

When wsing fgerprint  scanner,
organisations shauld consider offenng
oSS penacy: Intrusa options. o 3dopt
techrical measures that minimise data
collecton.

Loss Privacy- Intrusive Allarmatives

n 3 racent case handied by the PCPD.
 clent paying 3 stevist 1o 3 cloud
SHOFaQR 313 CRNITE Was Faquirad by the
data centra 10 submit his fingorprint for
Fegrstration 5.3 condtion of entry.

According o the Personal Information
Colloction Statement. providod by the
data cantre thepurposaoithengerpant
ragiwation was o swengmnen the
pihysical securty of the premvses. and
3i50 10 aliow fegisisrod VSKors 10 walk:
unasconted and 1o convenently gan
entry by fingerprini-scan vertic
The fngerprint data wouid be
upon the dlient's departure from

datacenre

Upon the recommendations of the
PCPD. the data centre agreed 1
[rowde 3 less prvacy Intrusie opoon
10 Vtors who 0 not wish 1o Subeit
ther Argerprints. sich as using security
staf 16-escort the vishor to designated
focations on the promises.

Altemarive Technical Measures
In another case an employer collected
115 employee's fingerprint data thiough
3 fingerprint scanner on her st day
of work. Tha system was mstailed for
staff atiendance and security puposes
beciuse the busiess imoked the
sale and dspiay of high value fashion
merchandese

Afier conducting 3 investigaton

300 aucessve I the Oroumstances
becaus the employor could record L3t
attendance and control acess 1 the
premeses by the use of smartcands and
s

Another aiternatie was to contrl entry
by the combined use of a smanicard
and  fingerprint-scan T
employes's fngerprnt data wouid be
stored In 3 company-ssued smarcard,
Garied by the employee hmsell - o
fgorprnt data would be stored by the
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Data Protection Officers’ Club \0 \P
(Membership 2019-2020)

By becoming a DPOC member, you will:

* advance your knowledge and practice of data privacy
compliance through experience sharing and training;

* enjoy 20% discount on the registration feeforPCPD’s  .°
Professional Workshops; @ iy

* receive updates on the latestdevelopmentin data
privacy via regular e-newsletter

As a DPOC member, your organisation’s name will be
published on DPOC membership list at PCPD’s website,
demonstrating your commitmenton personal data
protection to your existing and potential customers as well
as your stakeholders.
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