Personal Data Protection in Hong Kong
Privacy as and when reported by the media
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Protect, Respect Personal Data
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Privacy Commissioner for Personal Data, Hong Kong
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Personal Data (Privacy) Ordinance

* single and comprehensive \
legislation

e covers the public
(government) and
private sectors
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Personal Data (Privacy) Ordinance

e Enacted in 1995

e Core provisions came into effect on 20 December
1996

e Personal Data (Privacy) (Amendment) Ordinance
2012 effective from 1 October 2012 except for
“direct marketing” and “legal assistance” which
took effect on 1 April 2013
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What is personal data

“personal data” ({& A ZE ) means any data -
(a) relating directly or indirectly to a living individual;
(b) from which it is practicable for the identity of the

individual to be directly or indirectly ascertained;
and

(c) in a form in which access to or processing of the
data is practicable;

“data” ( EH # ) means any representation of
information (including an expression of opinion) in any
document
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Examples of Personal Data used in
everyday life

A person’s name, telephone number, address, sex,
age, occupation, salary, nationality, photo, identity
card number, medical record, etc
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The online posting of passenger breastfeeding

in back seat by a taxi driver
o .. 5w % cabbie drivesinto
Outcry after taxi driver posts  preastfeeding storm
photo of breastfeeding mum e o

Police look into incident involving passengers as

netizens condemn such disrespectful behaviour

He said it was important for

Naomi Ng Hongkongers to adopt the right
DA @scrp.com atﬁt&‘ée 3\9 understanding the
needs of breastfeeding mothers,

Policearelookingintoanincident and that restaurants, shopping
in which a taxi driver posted mallsand publictransportopera-
online a secretly taken photoofa  tors should show special

feedingherbaby. - consideration.

Hong Kong's health minister Jannie Leung Hoi-ting, chair-
also urged residents to respect woman of the Hong Kong Breast-
breastfeedingmothersasthepost  feeding Mothers’ Association,
triggered apublic outcry. said shehoped theincidentwould

The male driver posted the raise awareness of the difficulties
picture on a Facebook commu-  faced bynew mothers.
nity group on Saturday with the “When babies arehungry, they
caption: “Seriously, is this for needtoeat, somothersshouldbe
real?” able to breastfeed anywhere, any

The post,whichhassincebeen  time. It's a very natural thing to
deleted, sparked abacklash from  do,” Leung said.
internet users, many of whom
criticised him for what they said

Police said they were looking
into the incident and urged any-
one with relevant information to
contact them as soon as possible.

“The driver should not have
intruded on someone's privacy in
such away, and should haveres- SIS IR L il
pected the breastfeeding mother  [ELLELEAIIEL LIS
and given her space,” Secretary  FLZEAL L G L
for Food and Health DrKoWing-  [Ei S
man said yesterday.

In June, a ferry company
launched the city’s first breast-
feeding station on public
transport. More than 30 corpora-
tions and 60 restaurants across
Hong Kong have pledged support
fora eamfpuim to provide breast-
feeding facilities in offices and

spaces.
pu};?:sundwhowﬂwmﬂdﬂver
took the photo from the dash-
board of the car. Some taxis in
Hong Kong are equipped with
closed-circuit television systems
to resolve any disputes between
drivers and passengers.

The cameras are part of a trial
scheme to address complaints

- about poor service among some

drivers, but have raised concerns
over passenger privacy.

Drivers are required to notify
passengers when they are enter-
inga CCTV-equipped cab.

The Privacy Commissioner for
Personal Data said it would not
comment on individual cases, but
believed theincident was a matter
of personal conduct rather than
being related to the implementa-
tion of the CCTV trial scheme.

The watchdog encouraged
anyone who thought their

personal data had been violated

tomake a complaint.

Anyone with information
about the case can call police on
28605012,
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The online posting of passenger breastfeeding
in back seat by a taxi driver
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Mobile apps with “call-blocking" function

- collecting user's personal data
APPS MAY HAVE YOUR NUMBER [T e A2 83 7 e
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are suspected to have collected and  The numbers of CY Leung and Carrle Lam
integrated their users” contact list for a a-bonulquudmm-ul-
database, which allows appusers 1o input
4 phone number to identify its owner, to download from app stores and have
Eventhose whodid notdownloadthe  been downloaded 200 million times.
apps arc affected, as their identities could Privacy Commissioner for Personal
be revealed accidentally by their friends  Data Stephen Wong Kai-yi said the £
who have the apps and their contacts. watchdog will look into the matter if it :’,2
Results from FactWire's test showed  has reasonable grounds to believe the "§
Hong Kong's fop two officials could  apps have violated the law. Butbesaid | =
be traced with their mobile aumber on it will not comment on individual cases L
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Mainland mobile payment apps obtaining
users’ sensitive data

TECHNOLOGY

Users’ data at risk with major apps, report claims

Danny Lee and Nectar Gan

Mobile phone users' personal
data and information is
vulnerable to “misuse” and could
be used for monitoring purposes
by five of China’s most popular
mobile payment services, a news
agency has reported.

Tencent's WeChat messaging
app, the Alibaba Group's Taobao,
Taobao World, Tmall and affiliate
Alipay, which is run by Ant Finan-
cial, are all able to gain access to
smartphones and collect sensitive
information that could be trans-
ferred to themainland, a FactWire
investigation claimed yesterday.

The agency used programme
analysis to examine how sensitive
data was accessed by the apps,
and tracked the information flow.

It showed the apps could

immediately, upon installation,
obtain sensitive data that couid
track and identify auser, suchasa
smartphone’s unique code and a
SIM card’sidentification number.

The data was then recorded
into files that were available for
transfer to mainland servers,
FactWire said.

Acquiring this information
would allow one to access the

location of a device and track
activities, such as software down-
loads or service visits, the agency

FactWire said it also tested An-
droid Pay, Google Wallet and Oc-
topus, and did not find the same
results.

A Tencent spokeswoman told
FactWire: “We take user data pri-
vacy and protection seriously in

product development and daily
operations.”

“WeChatwill always adhere to
Tencent’s core mission to create
value for our users by providing
high standards of user experience
and information security,” the
spokeswoman said.

Ahbaba told the agenciyincom-
plied with the law in collecting,
storing and using information. It
added that the collection of tele-
phone numbers and SIM card in-
formation was needed to verify a
user’s identity and monetary
transactions to combat fraud. Ali-
baba is the owner of the South
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Suspected data leakage
by an airline’s mobile app

&y HONGKONG AIRLINES HONG T @ search Q Hong k
}{ EB Mz }% - K} = LinkShare ) 3
. >* UK @ Lvechat | & Login | 9 ﬁAppﬁ n

Plan & Book Offers & Promotion  Travel Information Our Services CSR Frequent Flyer

Book Flight h Home = Special News
Type ® Round Trip © Cne-way special News
) StopoverMulti-city
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From
T Hong Kong Airlines Statement Regarding Mobile APP
o Last Updated:(Hong Kong)2017-01-03
Departure Date  2017-01-23 it
Return Date 2017-01-26 1 Hong Kong Airlines (the “Company") is actively investigating a recent case of leakage
Cabin Economy » | information from Hong Kong Airlines mobile APP (the "APP”). Immediate remedial actio
taken to suspend the non-member customers using Android system from conducting o
Adult (Aged 12 or above a i -
. Ag ) £ and booking information enquiry via the APP. The Company has engaged a third party ¢ “;_;;-g;f-;;ﬂ;;;;;::;;:;;;gg; ga uﬁkgaﬂn 5;
Child (2-11 years) inquire into this situation, aiming to find a comprehensive solution that will prevent re =) e
Fayment  Hong Kong Dellar HKD ¥ Company has also reported the case to the Office of the Privacy Commissioner for Persor AR S - RREME RS TRANE - Tk ERR] R Era g
Kong (PCPD) MEWMET g ROMBNRAITAZS S ARARERR - B BS@ANS - 4R TR A KRARSRARE.
m LA RER SR - ) BRME AUAN CMATMATAMRHAN -
- . N . . A T Rk AMT - BT - BREFROTRADD  FRERE HUREH  KILTNSEEFRMAop B
Only non-member customers using a few mobile phone brands installed with Android Sy o, woaeresrun s WEEARSHAEH - ey AAREARE  BEGE  RESANR HEH 05O ANSEEDLE  E=SEES - @
. . - - - - osdiside e %Y Woma o WENE . SAMAESLE L1 wEN MEW
Book Hotel 6.0 or above) via the APP are potentially affected in this incident. The problem only exis F= seusssraioaes wer aamuomenil DEREE0ll  Gm . asssarsocngAuEas 884 Ap’- £EGRRETRACERAN T48%
e and does not affect Hong Kong Airlines official website or mobile website. Based on 0 s pr RUSE A= wiAkeRn  AHASANARR - ARAN - :;:"""’"“""‘" KUAX
gt Status investigation, 57 customers were affected in this incident e BOA RNRTARARE-A¥NC  ENEHFERRRE " KICTUARAREEAARE 1
» . 2 s 1 B|A ) "
BRSNS - seznnannanzeatas  OREEEE RSy —unnsi I nenssu n

R TEPTETEE E Ty b S b ginjudoadaifast

O T Ty

Hong Kong Airlines attaches great importance to the personal prive — —°
(; sincerely apologies for the inconvenience that may cause to the
immediate actions to prevent further leakage and recurrence.

Eortane Wings Miles
e

Please refer to the Frequently Asked Questions below for further inf

24h Reservation Hotline Mon-Sun

B App SEERBEEEAME Ty

[ M ] FEMEAABMARR (App) WIFRIL AT FRARFIDTMGHE -

Tosz e aeee tione ftons 1. How do | know if | am one of the affected party?
+86 950715 Mainlznd Based I tigat h P identified 57 aff RERIE A RFABAMAdroidSTE A FMERTFN FEMERITALT  WEEREF WA R
chine ased on our preliminary investigation, we have identified 57 afft ggp .5 p st RF I MARS - BREXXS% - KT TELE - EMEHNEE . CHRRRIEE  BETE
+0080 1853033 Taiwan customers using a few maobile phone brands installed with Androi R . E A LR MAYOR W0 FRTREN 2R RMEHFRAMEALY (Android) REENE
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CCTV installation at Refuse Deposit Blackspots

CCTV to zoom in on scourge of illegal dumping in

Hong Kong

Black spots near restaurants will be monitored in pilot scheme to stamp out poor
hygiene conditions

UPDATED : Wadnasday,

Elizabeth Cheung
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More on this story

G

HEALTH & ENVIRONMENT

CCTV will be installed at black spots under a pilot scheme in the fight against the
illegal dumping of rubbish.

The measure, to be launched by the end of this year, aims to curb poor hygiene
conditions in areas such as back alleys close to restaurants.

Secretary for Food and Health Dr Ko Wing-man hopes the installation of closed-
circuit TV will help enforce the law.

“Rubbish may not be dumped at daytime in these areas. It was reported that dumping
of rubbish from homes or restaurants at inappropriate locations may happen at
midnight,” he said yesterday after meeting the chairmen and vice chairmen of district
council food and envi hygiene ¢ ittees.

The 18 councils will be asked to identify hygiene black spots requiring further
surveillance.

The pilot scheme is expected to last from six months to a year.

‘When asked about privacy concerns, health officials said guidelines on CCTV
surveillance issued by the Office of the Privacy Commissioner would be followed.

“If the installation involves external walls of private buildings, we will seek consent
from the owners’ corporations or owners of the buildings before proceeding,” Vivian
Lau Lee-kwan. director of food and environmental hvaiene. said.
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The Six Data Protection Principles (DPPs)

A3 B R st Hil PCPD.org.hk

Data Protection
Principles
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Six Data Protection Principles Introduction Video
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Six Data Protection Principles under the Ordinance
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Principle 1 - Purpose and Manner of Collection

- must be related to the data user’s functions or

activities
- data collected should be adequate but J,
not excessive I

- the means of collection must be lawful and fair

- all practicable steps to notify data subjects
of collection purposes and to whom data will be
transferred
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Principle 2 — Accuracy and duration of retention

* data users shall take all practicable

steps to ensure the accuracy of

personal data held by them, and

destroy data after the purpose of | ° = )
use is fulfilled

17

N RS
O HeH9 EEBARKLBERNE
gl o [ ?rivgcy Corrl\gissio}?er .
T 6 = ® or Personal Data, Hong Kong




i

Principle 3 — Use of personal data

e personal data shall not, without the prescribed
consent of the data subject, be used for a new
purpose

“new purpose” means any purpose other than the
purposes for which they were collected or
directly related purposes
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Principle 4 - Security of personal data

e data users shall take ali
practicable steps, to safeguard
personal data against
unauthorised or accidental access, \ |
processing, erasure, loss or use
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Principle 5 - Information to be generally available

Data users shall provide:

(a) policies and practices in relation to handling of
personal data;

(b) the kinds of personal data held; |
(c) the main purposes for which %
personal data are used
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Principle 6 — Access to personal data

- data subject is entitled to request access to and
correction of his personal data

- data user may charge a non-excessive fee

- data user shall respond within 40 days
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PCPD’s website (PCPD.org.hk)
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* PCPD strives to strengthen
information on the website,
building an important channel to
communicate with the public
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