Seminar for the Insurance Authority
17 January 2018; |A Office, Wong Chuk Hang
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Privacy Commissioner for Personal Data, Hong Kong

=n DEE] = :
N @ [ FEEARMLEBESNE
rivacy Commissioner
L I e5t.1996 Pri C issi
-~ ® gm for Personal Data, Hong Kong




@ Presentation OQutline

G Introduction on PDPO and PCPD

0 Statistics and Case Sharing
e Regulatory Strategies and Approach of PCPD
o Privacy Implications of Cloud and Big Data

° Privacy Management Programme (PMP)

o Insurance Claims Database

0 Engagement with Stakeholders and the Public
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Introduction on PCPD
and PDPO
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Personal Data (Privacy) Ordinance, Cap
486, Laws of Hong Kong

e Enacted in 1995

* Created independent Privacy
Commissioner for Personal Data

* First comprehensive data protection
law in Asia

* Covers the public (government) and
private sectors

* Referenced to 1980 OECD Privacy
Guidelines and 1995
EC Data Protection Directive
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Legislative Intent

Business Human Rights
Perspective Perspective

e To facilitate e Protect

business individuals’

environment, personal data

maintain Hong privacy

Kong as a

financial and

trading hub
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Characteristics of the Ordinance

Principle Technology
based neutral

Not
prohibitive,
nor
straitjacket

Compatible
with
innovations
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Role of the PCPD

mm An independent regulatory body

Headed by the Privacy Commissioner who is appointed by
the Chief Executive of the HKSAR

Performs the functions and exercises the power conferred by
the Personal Data (Privacy) Ordinance, e.g. :

* monitor and supervise compliance

* promote awareness and understanding

* examine proposed legislation

* undertake privacy-related research

* liaise and co-operate with counterparts outside Hong Kong
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Key Provisions of the Ordinance

Direct Marketing
Six Data Protection

Cross-border Data
Prmcnples

Transfer

Definition of
“Personal Data”

Exemptions
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1. Definition of “Personal Data”?

“Personal data” (fi] A &¥}) means any data -

(a) relating directly or indirectly to a living individual;

(b) from which it is practicable for the identity of the
individual to be directly or indirectly ascertained; and

(c) in a form in which access to or processing of the data is
practicable.

“Data” (&#l) means any representation of information
(including an expression of opinion) in any document.
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2. Six Data Protection Principles
of the Ordinance

W sk H Y 2% 75 A Collection Purpose & Means ¢

PEFHE R AL A Y0 05 5K > BB A9 08 A VR
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Personal data must be collected in a lawful and fair way, for a
purpose directly related to a function/activity of the data user.

All practicable steps shall be taken to notify the data subjects of
the purpose of data collection, and the classes of persons to
whom the data may be transferred.

Data collected should be necessary but not excessive,

HEHEPE ~ 47 2R ¥ Accuracy & Retention
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Practicable steps shall be taken to ensure personal data is
accurate and not kept longer than is necessary to fulfil the

purpose for which it is used.

Personal data is used for the purpose for which the data is
collected or for a directly related purpose, unless voluntary and |

explicit consent is obtained from the data subject. 4

PREHEHE Security

PORMIEH 8 AR I BT A7 2 98 DRIEAR A PEREA ok 8
PRI AL - JEBE - R - SR -

A data user needs to take practical steps to safeguard personal

data from unauthorised or accidental access, processing, erasure,
loss or use.

W] BE Openness

FERHE 5 ZURICH BORT A7 ) 25 B A A P I AN A ¥
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A data user must take practicable steps to make personal data
policies and practices known to the public regarding the types of
personal data it holds and how the data is used.

5 3] B 1F Data Access € Correction

FORHEG 36 A AT SR A B ER 5 2 BRI A EEORL A data subject must be given access to his personal data and to

AR - A REORIE ©

make corrections where the data is inaccurate.

FREARHLBRESLE

Privacy Commissioner
for Personal Data, Hong Kong



https://www.youtube.com/watch?v=86wYYT8173Q
https://www.youtube.com/watch?v=86wYYT8173Q

- Data collected must be-
— related to the data user’s
functions or activities
— adequate but not excessive

\

S

S

Principle 1 — Purpose & Manner of Collection

J

- The means of collection must be lawful and fair

- Must notify data subjects of collection purposes and the
classes of persons to whom the data will be transferred, etc.
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Principle 2 — Accuracy & duration of retention

- Data users shall take all practicable steps

to ensure:
—the accuracy of personal data held by them,
and . ® ®
—the destruction of personal data after the
purpose of use is satisfied

-~
-
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Principle 3 — Use of personal data

- Personal data shall not, without the prescribed consent of the
data subject, be used for a new purpose

“Prescribed consent” means express consent given voluntarily which has
not been withdrawn in writing

“New purpose” means any purpose other than (i) the purposes for which
the personal data were collected and (ii) other directly related purposes

R - ¥
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Principle 4 — Security of personal data

- Data users shall take all practicable
steps to safeguard personal data
against unauthorised or accidental
access, processing, erasure, loss or use

,
"
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Principle 4 — Security of personal data

- What is “all practicable steps”?

— No statutory definition

—No hard and fast rule for determination

— A totality of facts approach

— With considerations as to: (non exhaustive)

> size, nature and resources of the data user

» complexity of the data user’s operations and its business
model

» amount and sensitivity of personal data held

> likelihood of adverse consequences for affected
individuals

FRBEARSLBEILE
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Principle 4 — Security of personal data

- Possible security measures (non-exhaustive)

— Organisational measures
» Clear security policy and procedures
» Privacy and security risk assessment \ J
» Regular and sufficient staff training
» Audit log for system activities

—Technical measures
» Use, and regular update and patch of security software
» Encryption of data
» Restricted access to systems (on need basis)
» Intrusion prevention and detection measures

FRBEARSLBEILE

Privacy Commissioner
for Personal Data, Hong Kong




Principle 4 — Security of personal data

. Case sharing — A HK toy-maker

— Customer database hacked in late 2015
—Data of about 6 million parents and 6.6. million
children leaked

— Investigation findings (among other things):

» lack of testing and maintenance to identify and mitigate
vulnerabilities

» inadequate administrative access controls

» various cryptographic deficiencies

> absence of security monitoring and logging to detect
potential threats

» no overarching comprehensive security management
program
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Principle 5 — Information to be generally available
(Transparency)

» Data users shall provide or disclose:
— policies and practices in relation to handling of personal data
—the kinds of personal data held
—the main purposes for which personal data are used

FRBEARSLBEILE
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Principle 6 — Access to personal data

- Data subject is entitled to request access to
and correction of his personal data

- Data user may charge a non-excessive fee

- Data user shall respond within 40 days
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3. Direct Marketing Requirements

* Direct marketing activities under the Ordinance include such

activities made to specific persons by mail, fax, email and phone

* Face-to-face marketing is not covered Provides
personal data

-
r Data User Data Subject J
Notification “ Consent

Intends to use
or provide * Provide “prescribed .
information” and response

channel for data subjects

Consent should be given

personal data explicitly and voluntarily

tO OtherS fOI‘ to elect whether to give ® "Consent" inCIUdes an
direct consent indication Of "nO

. e as . objection”
marketing * Notification must be easily

understandable
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Direct Marketing Requirements

* Data user must comply with the
data subject’s opt-out request
without charge [section 35G]

* Criminal sanctions apply if data user
fails to comply with requirements of
notification, consent and opt-out

requests
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Convicted Cases Relating to Direct
P Marketing

- @ Date: April 2016
N An insurance agent used personal data in direct marketing

without taking specified actions and obtaining the data
subject’s consent, contrary to section 35C of the Ordinance.

—

The agent also failed to inform the data subject of his opt-
out right when using his personal data in direct marketing
for the first time, , contrary to section 35F of the Ordinance.

Penalty: Community Service Order of 80 hours for each
charge
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4. Cross-border Data Transfer

Section 33 of the PDPO prohibits transfer of personal data
outside Hong Kong unless under 6 specified circumstances

Legislative intent: To ensure personal data transferred
outside Hong Kong is afforded with same protection

Meaning of Transfer
Section 33 covers 2 situations:

Transfer between 2 other
Transfer from Hong Kong places where the transfer is
to a place outside Hong Kong controlled by a data user in
Hong Kong
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Exceptions: s.33(2)(a) — (e)

Data user shall not transfer personal data outside Hong Kong unless one of
the conditions are met:-

* Fall within one of the White List jurisdictions (i.e. the law in that place is

“substantially similar to or serves the same purposes as” the PDPO pursuant to PCPD’s
assessment) [Note: The White List is to be kept confidential currently]

e Data user’s own assessment (that the law in that place is “substantially similar to or
serves the same purposes as” the PDPO)

* Data subject’s written consent to the transfer

* Avoidance or mitigation of adverse action against the data subject

* Exemptions from data protection principle 3 (i.e. use limitation) under
Part Vill of the PDPO apply

FREBARBLBESLE
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Exceptions: s.33(2)(f)

 Data user has taken all reasonable precautions and

exercised all due diligence such that personal data
transferred will not be handled in a manner that
contravenes the PDPO (“Due Diligence Requirement”)

s.33(2)(f)

Through either:

FEEAREILEBESAE
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Exceptions: s.33(2)(f) — Contractual means

An enforceable contract between the parties to the transfer to
ensure that the personal data is given equivalent protection

\/, Recommended Model Clauses (“RMC”)

1 Guidance on Personal Data Protection in Cross-border Data Transfer (December 2014):
https://www.pcpd.org.hk//english/resources centre/publications/files/GN crossborder e.pdf

26
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https://www.pcpd.org.hk/english/resources_centre/publications/files/GN_crossborder_e.pdf
https://www.pcpd.org.hk/english/resources_centre/publications/files/GN_crossborder_e.pdf

Exceptions: s.33(2)(f) — Contractual means

Terms can be modified or
adapted to suit business
needs

 Section | - Core Clauses

e Section Il — Additional
Clauses

Deals with:-

 transferor’s obligation

DPPs to be observed by
transferee;

e parties’ rights in the
event of breach;

e audit requirement;

* sub-transfer;

e liabilities; and

e termination

FEEBARKLBESAE
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Exceptions: s.33(2)(f) - Non-contractual means

— Transferor has the right to
Transferor may conduct regular audit and

adopt the inspection

following
— Transferor to ensure the transferee has:

measures
* sufficient technical competence and

D (non-exhaustive): 4
organisational measures on data

protection with good track record

* robust data protection policies and
procedures (e.g. data not kept longer
than is necessary, data subjects’ rights
to access and correct their personal
data, adequate staff training, etc.)

* (for intra-group transfer) internal
safeguards and policies to reflect the
requirements of the PDPO

FRBEARSLBERNE
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Tips for Cross Border Data Transfer

Review existing data
transfer strategy

. Control unintended or
Conduct regular audit ’
unnecessary cross-

and inspection "‘ border data transfer

.

Check the White List

Be transparent about (when it comes into

cross border transfer

effect)
Keep inventory of personal data May adopt multiple measures to give more
(monitor transferee’ data handling protection (e.g. even if the jurisdiction falls

policies/ whereabouts of personal data)  within the White List, the parties may still

enter into a data transfer agreement) 29
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5. Exemptions
(Part 8 of PDPO)

Note:

(1) No specific exemption for government
or public bodies (except personal data
held by Government for safeguarding
security, etc. in respect of Hong Kong —
s.57);

(2) Exemptions under Part 8 of PDPO
applicable to all data users
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1. Request for access to information by data
subjects under DPP6 and Part 5 of PDPO

Relevant Process — s.55(1)

> DPP6 and s.18(1)(b) is exempted (i.e. no need
to comply with a data access request) until
completion of a relevant process in determining
suitability, eligibility or qualification of the data
subject for employment or appointment to
office, etc.

>> Only applies to process where an appeal may
be made against the determination
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1. Request for access to information by data
subjects under DPP6 and Part 5 of PDPO

Crime, etc. —s.58(1)

>> DPP6 and s.18(1)(b) is exempted if
compliance with a data access request
would be likely to:
" prejudice any purpose under s.58(1); or -
* identify the person who is the source of | - .\

the data cr'

32
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1. Request for access to information by data
subjects under DPP6 and Part 5 of PDPO

> Examples of purposes under s.58(1)
that may be applicable to IA:

Prevention or detection of crime —
s.58(1)(a);

Prevention, preclusion or remedying
(including punishment) of unlawful or
seriously improper conduct, or dishonesty
or malpractice — s.58(1)(d);
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1. Request for access to information by data
subjects under DPP6 and Part 5 of PDPO

> Examples of purposes under s.58(1) that may be
applicable to IA (cont’d):

Prevention or preclusion of significant financial loss arising from
imprudent business practices or malpractice — s.58(1)(e)
Ascertaining whether the character of the data subject is likely to
have significant adverse impact on the discharge of statutory
functions — s.58(1)(f)

Discharging statutory functions of a financial regulator —

s.58(1)(g)

R - ¥

FEBARNLERESNE

[e=]
@ [ / fi
[ st 1996 Privacy Commissioner

for Personal Data, Hong Kong

oS



1. Request for access to information by data
subjects under DPP6 and Part 5 of PDPO

Legal professional
privilege —s.60

> DPP6 and s.18(1)(b) is
exempted if the data
consists of legal
professional privileged
information

35

FEBARNLERESNE

Privacy Commissioner

for Personal Data, Hong Kong



2. Request for access to information by law
enforcement authorities

Crime, etc. —s.58(2)

 DPP3 (Data Use Principle) exempted if:

> data is used for any purpose under s.58(1); and

> prejudice test is satisfied:
application of DPP3 would be likely to prejudice the
purpose
data user to show reasonable grounds of its belief

36
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2. Request for access to information by law
enforcement authorities

* Reasonable enquiries made to law enforcement authorities
before invoking exemption to release information:

(1) purpose for which the data is to be used;

(2) reason why the data is relevant to or necessary for the purpose;

(3) reason why data subject’s consent is not obtained;

(4) whether the data can be obtained from other source; and

(5) in particular, how the application of DPP3 would be likely to
prejudice the purpose.

R - ¥
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3. Request for access to information by
foreign government or regulators

Crime, etc. — s.58(2)

 Exemption applies if the crime concerned

IS:

>> An offence under the laws of Hong Kong;

> An offence under the laws of a place outside
Hong Kong, if personal data is held or used in
connection with legal or law enforcement
cooperation between Hong Kong and that place
- s.58(6)

38
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3. Request for access to information by
foreign government or regulators

Disclosure authorised by law — s.60B(a)

 DPP3 (Data Use Principle) is exempted if use of data is
required or authorised by law or court order in Hong Kong
> |A may disclose information to an overseas regulator

performing similar functions of IA under s.53B, Insurance
Ordinance (Cap 41)

Legal proceedings, etc. — s.60B(b) & (c)
 DPP3 is exempted if use of data is:
» Required in connection with legal proceedings in Hong
Kong — s.60B(b)
» Required for establishing, exercising or defending legal
rights in Hong Kong — s.60B(c)
e.g. taking legal advice for the purpose of defending his legal
rights in future potential dispute — AAB No. 55 of 2015 39
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Secrecy obligation vs Data Access Request

* Refusal to comply with a data access request by reason of
s.20(1) (i.e. compliance is prohibited under any other
ordinance)

* Information concerning an investigation carried out by IA

(s.53A, Insurance Ordinance imposes secrecy obligation)
>> Must examine the requested information

e.g. AAB concluded that the information requested for (e.g.
transaction details) originated from the bank itself and was
not something it came to know or possess or obtain in the
course of investigation by the HKMA — AAB No. 10 of 2013
(Note: the bank tried to rely on the secrecy obligation under
s.120 of the Banking Ordinance)
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Statistics and Cases
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Number of Enquiries and Complaints

160
140
120
100
80
60

40 -

Relating to Insurance Industry

& =~ =

®m Enquiries

®m Complaints

2012/2013  2013/2014  2014/2015 2015/2016  2016/2017
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Number of Enquiries and Complaints
Relating to Insurance Industry

Enquiries and complaints mainly concern:

DPP 1(1) - Excessive collection of subscribers’ personal data during insurance applications and in
the course of handling insurance claims

DPP 3 - Disclosure of policyholders’ personal data to third parties (e.g. relatives) without
consent

DPP 4 - Loss of personal data (e.g. insurance application forms)
- Personal data accessed by unauthorised parties

Direct Marketing - Failure to take specified action before DM
- DM without consent

DPP 6 - Failure to comply with data access request (e.g. medical reports)
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Case sharing (1) — Adding Customer’s
Name and Mobile Number into WhatsApp
Group

A MPF intermediary added a
customer to his WhatsApp
group for circulating MPF
related information

Thereby disclosed the
customer’s name and mobile
number to members of the

group

No consent from the customer

Contravention of DPP3

FREARHLBRESLE
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Case sharing (2) — Use of Customers’ Data
for Internal Training

Regional Director of an insurer used insurance policy information of a
former agent in a training, and disclosed the agent’s name and other
personal data, as well as the malpractice undertaken by the agent

Insurer argued that it was necessary to identity the parties concerned
being someone the trainees knew so as to raise vigilance and deterrence
to malpractice

The Regional Director’s act was out of the agent’s reasonable expectation
to use his personal data

Not necessary to disclose the agent’s identity to raise awareness; mere
mentioning of capacity or roles of the agent involved would suffice

Contravention of DPP3 by insurer (vicarious liability through the Regional
Director)

FERBARSALRERILE
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Case sharing (3) — Leakage of Customers’
Data on the Internet

Database of 600 customers of an insurer leaked on the internet
(personal data involved: names, dates of birth, addresses,
telephone numbers and details of policies)

Caused by inappropriate granting of access right to the insurer’s
database

The insurer failed to take sufficient measures to safeguard the
personal data of its customers and hence contravened the
requirements of DPP4

FEEARMLEBESNE
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Regulatory Strategies
and Approach of PCPD
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Enforcement

Meeting Changing Needs
* Keep abreast of technological development
* Monitor international development and trend ‘

Corporate Governance * Keep track of evolving local privacy expectation S

Adhere to the principles of transparency and accountability

* Maximise utilisation of resources to achieve economy, efficiency and
effectiveness

* Make continuous effort to streamline work procedures

* Apply a “selective in order to be effective” approach in priortising work,
with an emphasis on assignments that will have the greatest impact

* Build and maintain a loyal and professional team

Promotlon
Proactively seek the holistic engagement of stakeholders

* Promote best practices among organisational data users on top of
meeting minimum legal requirements

* Maximise publicity and education impact through websites,
publications and media exposure

* Engage the community, in particular, young people

* Use lessons learnt from investigations as a means of educating data
users and data subjects

Monltorlng and Supervising Compliance
Check and investigate into areas where the privacy risks are
significant and upon receipt of data breach notifications

* Partner with other regulators, leveraging their legislative
mandates, institutional tools and enforcement powers

* Partner with overseas data protection authorities for
handling cross-border privacy issues

Ensure equity, fairness and operational efficiency

Act independently, impartially and without fear or
favour

Partner with other regulators, leveraging their legislative
mandates, institutional tools and enforcement powers
Partner with overseas data protection authorities for
handling cross-border privacy issues

FEBARHLEBERLNE
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Enforcement Powers

To be
furnished
with
information

- General
To enter

premises

summon  powers of

withesses

investigation

To hold
hearings

Obstruction to the exercise of the Privacy Commissioner’s
investigation power is a criminal offence. 49
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Handling of Complaints

Receipt of
Complaint

Complaint Screened
Screening (0]}

Complaint

Handling Direct Marketing or Non-
Compliance of Data Access/
Correction Request

Police
Criminal -————n
Investigation

Cases of
serious
nature

Advisory

Conciliation/ Successful N Notice/
Mediation Warning/

Resolution

Unsuccessful

No
contravention
of the
Ordinance

Warning/ Contravention

Enforcement of the : For.mal.
Notice Ordinance nvestigation

I Prosecution

Non-Compliance of Enforcement Notice of Offence

FREARHLBRESLE
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Handling of Data Breaches & Compliance Investigations

[ DBN by data user ] { Initiated by PCPD (s.8) J

4 N

* Prima facie evidence of Compliance Investigation
contravention (s.38(b))
& Significant number of data Power
Compliance Check (s.8) subjects e Enter premises of the data userto inspect its

&  Make inquiries s Sensitive personal data personal data system (s.42)

* Review policies involved s Conduct public hearing & invite witness for

s Meeting, site visit s Great public interest involved interview (s.43)
s  Widely reported \: Summeon a person to provide evidence {5.44}//,

" l

[ Advice / assistance ] [ Investigation result (s.47) J

Prima facie

X Timely remedial ¢ contravention
actions taken ‘—[ Contravention of DPP ] of criminal
Data User takes offence
remedial actions to i l
prevent recurrence [ Warning Enforcement notice (s.50)
- (when warranted) * Remedial actions
| s Completion date

e Notice of completion

| Non-Compliance

Public interest
Refer to police for
criminal investigation

v
r h 4

Case closure I_-_ [L Publish report (s.48) J { LDDJ for advice ]

!
] | closure | | Prosecution | |

FREEARMLEBESNE
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Enforcement Powers

Enforcement Actions

* Serve enforcement notice on the relevant data user directing
the data user to remedy, and if appropriate, prevent any
recurrence of the contravention

* Non-compliance with an enforcement notice is a criminal
offence (maximum fine HK$50,000 and imprisonment for 2
years, and a daily fine of HK$1,000 in case of a continuing
offence)

Criminal Investigation and Prosecution

* The Privacy Commissioner does not have criminal
investigation power

 Referral to the Police for criminal investigation and
prosecution by the Department of Justice where appropriate

=D DYE-¥I [
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Remedies for Breach
Civil Claims for Compensation

* An individual who suffers damage, including injury to
feeling, by reason of a contravention of the Ordinance
in relation to his personal data, is entitled to obtain
compensation from the data user concerned

* The Privacy Commissioner may grant legal assistance to
the aggrieved individual

FEBARHLEBERLNE
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Privacy Implications of
Cloud and Big Data
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Regulatory Approach

Purposive
interpretation

of the
Ordinance

{' Balancing
between privacy

protection,
technological
innovation and
economic

Minimum
intervention of
industry
practices

development
A y/

Giving priority
to conciliation
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Cloud Computing and Personal Data Privacy

Bottom Lines

%,

Y . ‘

o o

.. Organisations full

Organisations need to ® gar y
.. responsible for personal

maintain controls .
® data protection
l ® o

D ECE 20
PCPD \

J o MemY FREARNLBEANE
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Personal Data Protection in the Cloud

Characteristics :

e Rapid cross-border
data flow

¢ Rapidly changing /
Loose outsourcing
arrangements

e Standardised
contracts adopted
by the cloud service
providers

Challenges:

e Unknown/or little control over
data storage location

* How to assess whether the
overseas data protection law
offers comparable protection to
the PDPO

¢ How can the same level of
protection be assured

* How to explain to customer the
risk of storing data overseas

* Whether there is subcontracting
arrangements by the cloud
provider

e Whether subcontractor observe
the same terms and conditions as
the cloud provider

Actions:

e Data user needs to
know storage
locations, have
consent, ensures
comparable law, or
exercises due
diligence etc.

¢ Cloud service
provider needs to
be transparent on
outsourcing practice
and have sufficient
controls in place

¢ Ensure
requirements are
addressed in
contract and
enforced

FERBARSALRERILE
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Cloud Computing and Personal Data Privacy

Office of the Privacy Commissioner
for Personal Data, Hong Kong

F B ALY A A
* Information leaflet

issued by PCPD

Cloud Computing

This information leaflet aims to advise organisations on the factors they should take into
account in considering engaging cloud computing. It explains the relevance of the Personal
Data (Privacy) Ordinance (the “Ordinance”) to cloud computing. It highlights the importance
for a data user to fully assess the benefits and risks of engaging cloud computing and
understand the implications for safeguarding personal data privacy.

What is Cloud Computing?

There is no universally accepted definition of cloud computing. For the purpose of this leaflet, it is referred to as a
pool of on-demand, shared and configurable computing resources that can be rapidly provided to customers with
minimal management efforts or service provider interaction. The cost model is usually based on usage and rental,
without any capital investment.

Cloud Computing Engagement and the Ordinance 58
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Big Data

* Massive scale of collection, processing, combination
and aggregation of unstructured data

L Call center
logs
® " ©° ]f Unstructured
Contacts and %],l \ ( Email text
accounts 21 } and sentiment

documents
- . éhi
Relationships sa

L=
Support =
history a

Contact
addresses
and details

Identifiers

Social media
sentiment

o

Order
history

t

v
(o
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Privacy Concerns of Big Data

Covert &
ubiquitous

collection of data

Unfairness & Unpredictable /
. e e .. unexpected use
discrimination o -

¥ R

| gf B -'- o '_'
B e 5 ! == NTERNET
- NETWORKS -} <T - ,&'
A0 VA B gl

% COMPLEX DA TABASES STORAGE ™=

e ABIUTY SETS EXANPLES & coment

e L]

Profiling Re-identification
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Challenges of Internet of Things (loT)
o7 -I

B & E;. .
Vulnerability to hacking of loT Sensitivity of data stored in

devices loT devices
e Unlike conventional computers, * loT devices may collect or infer
loT devices (e.g. fitness bands, intimate information about
smart utility meters) may lack data subjects, e.g.:
security hardware and software e Fitness bands - collect data
(e.g. no encryption applied to about health conditions of
data, no firewall) data subjects, like heart rate,
e May be susceptible to hacking daily exercise level
and data breach e Smart utility meter - infer
e May become launch pads for habjts and Iifestyl.e of data
cyber attacks (e.g. distributed subjects from their usage of
denial of service (DDoS) utilities, like when to come
attack by using Botnet) home, when to go to bed

EREARHMLRERLE
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Principles for Use of Big Data

Characteristics of HK
data protection law:

- principle-based
- technology-neutral

6 Data Protection
Principles apply to use
of Big Data and Al, e.g.,

- data security
- transparency
- use limitation

A\

Publicly available personal data
is still subject to use limitation
Exemption to use of personal
data in statistics and research

Possible Solutions:
De-identification

Challenges to the Data Accountability
Protection Principles Digital Ethics
brought by Big Data - Beneficial
and Al:

. . - proportionate
- excessive collection
. . - respect
- notice fatigue

- fair and just

- no genuine choice or
meaningful consent

FREBARKLRERLE
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Privacy Management
Programme (PMP)

SEABARHLBRESNE
Privacy Commissioner
for Personal Data, Hong Kong




Accountability - data protection as part
of corporate governance

* Privacy Management Programme launched

in 2014 Pl e
* Encourages organisations to embrace Privacy
I d ] . f A anagement
personal data privacy protection as part o Progamme™

their corporate governance responsibilities

 Apply as a top-down business imperative
throughout the organisation

e Have in place appropriate policies and
procedures that promote good practices

R - ¥

®
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From Compliance
to Accountability

Paradigm Shift

Compliance approach Accountability approach

Passive * Active
* Reactive * Proactive
* Remedial . * Preventive
* Problem-based — * Based on customer expectation
* Handled by compliance team * Directed by top-management
* Minimum legal requirement * Reputation building
* Bottom-up * Top-down

R - ¥
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PMP Best Practice Guide
- Fundamental Principles

3 Top-down Organisational Commitments

@ Top-management commitment
and buy-in

Setting up of a dedicated data protection office
or officer
@ Establishing reporting and oversight mechanism

N PP
. O HeoHl9 FEBARNLERESNE
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PMP Best Practice Guide
- Fundamental Principles

7 Practical Programme Controls

W

1. Personal Data 2. Policies 3. Risk Assessment
Inventory Tools

4. Training & 5. Breach 6. Data Processor
Education Handling Management

7. Communication

67
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PMP Best Practice Guide
- Fundamental Principles

2 Review Processes

Lo . 7
LTy,
Y

Develop

an oversight review plan Execute the oversight

to check for compliance review plan making sure

and effectiveness of the that any recommendations
privacy management \ are followed through

programme v
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REEERG

Privacy
\lanagement

Programme

Organisational Accountability
- Example in Hong Kong
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Participation in the PMP

H : e plic -
Organisations pledged to = o o ountabiltye
implement PMP in Hong Kong: =

* All 76 bureaux and departments of
Hong Kong Government

* 25 Insurance companies ‘terfidtional Conference

* 9 telecommunications companies on Privacy Protection in

* 5 organisations from other sectors Corporate G.over nance

L o
1 Feb= 1§~ 20145
- g
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Government Consultancy Project on
Implementation of PMP

* Consultant engaged to facilitate bureaux/departments to
implement PMP

* Advice provided by PCPD

* PMP Manual complied by the consultant

=D DYE-¥I [

F o @ [& FEBAAREILEESNE
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Practical Difficulties Encountered by
Government Bureaux/Departments

Insufficient resources for DPO

e.g., finance, man power

Unfamiliar with new concepts

e.g., PIA, personal data inventory

Inconsistencies between PMP
Manual and other Gov’t guidelines

e.g. requirements for data security

R BE-F] [
o HeHE9
-

est.1996
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Insurance Claims Database
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Proposed Centralised Insurance Claims
Database

Purpose:

. .. e Fraud detection and
Overarching principle: prevention
e Benefits of fraud detection

must be balanced against

data privacy rights

‘@@

‘ * (tams both historical and new

Gist: data under 4 categories:

* |s there a pressing need for data ¢ claims information, personal
sharing? information, policy information

and third party information _,

PCPD w

F I

[ HK ] @
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Proposed Centralised Insurance Claims
Database

Data privacy issues:

Data collection

e Must be necessary for or directly related to fraud ‘@q‘i‘

detection purpose; not excessive — DPP1(1) E‘j

e Notification on data sharing — DPP1(3) v

Data accuracy and retention

e Data must be accurate for its purpose of use —
DPP2(1)

e Date not kept longer than necessary — DPP2(2)

e Indefinite retention needs to be justified

75
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Proposed Centralised Insurance Claims
Database

Data privacy issues (con’d):

X
I =

e Prescribed consent required for using historical data —
DPP3(1)

e Crime, etc exemption applies? —s.58(2) = Prejudice test
e Cross-border transfer (access from overseas)?

Data security

e Take reasonably practicable steps to protect data from
unauthorised or accidental access, processing, erasure,
loss or use — DPP4(1)

i

76
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Proposed Centralised Insurance Claims
Database

Data privacy issues (con’d):

Data security (cont’d)

e Examples of appropriate security measures:
e Data center based in Hong Kong

Certified information security system

e Physical security measures

e Limited access (need-to-know)

Transparency of policy

e Personal data policy and practices must be made known

to public— DPP5
77
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Proposed Centralised Insurance Claims
Database

Data privacy issues (con’d):

Data access and correction rihts

e Part 5 of PDPO & DPP6
e Mechanism for individuals to challenge analysis

78
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Engagement with
Stakeholders and the
Public
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Communications and Education

80
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Communications and Education

1. Develop and implement promotion and public education
programmes;

2. ldentify, build and maintain amicable relationship with the
media, interest groups and other stakeholders;

3. Foster partnership and collaborate with stakeholders on
joint promotional campaigns/programmes e.g. trade
associations;

4. Manage day-to-day communications and operational
functions to include publications, print and electronic
media; and interface with the public 81
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Media & Communications

82
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Media & Communications — Media Relations

In 2017, the PCPD:
* issued 30 media statements

 responded to 217 media enquiries
e gave 54 media interviews

/_ \ \k “ : s

'@ [ _ FRBARHLEBEENE

- Privacy Commissioner
a3 .® ed & for Personal Data, Hong Kong




Media & Communications — Publications

The PCPD published and revised 13 publications in 2017

Data Protection

and Respgct

. . [ P%'€ JUR S
in Times wasxenes

Physi ngand Monitoring|
Through|Electronic Devices) 0}

.....

Tips for @
the Elderly &5
"N L1
Privac ::m

ICT-related 84
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Media & Communications — Books

HonG KONG

A\ Practical G

uide

on Compliance

........
.............
o o3

........
.....

The Merit Award of “Mono /
Duotone Color Book” Group
under “Book Printing” Category
of the 29th Hong Kong Print
Awards 2017

85
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https://www.pcpd.org.hk/sc_chi/resources_centre/publications/books/books.html

Media & Communications —

@ [.]

¥ CHE SRIMEA )
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2017y
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T (R A TAVERAEA R T#ER

mPCPD’s website (www.pcpd.org.hk)

Received Silver Award for
2015 and 2016

RS RER

= Web For All
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Media & Communications —
PCPD’s website

US Web Marketing Association:
2015 Government Standard of Excellence Award

The WMA is proud to present this

in Web Development

WINNING ENTRY: Homepage of Office of the Privacy

Commissioner for Personal Data, Hong Kong

WINNER MAME: Office of the Privacy Commissioner for
Personal Data, Hong Kong

AWARD: Government Standard of Excellence

FRBARHILEBESAE
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Physical Tracking and
Monitoring Through Electronic
vices Protect, Respect Personal 211112016
Address the personal data Data - Smart Use of Internet
privacy concerns ansing from aof Things

tracking and monitorng through An mnfographic to facilitate users

Media & Communications —
Thematic Websites

www.pcpd.org.hk/ besmartonline/ WWW. pcpd org. hk/chlldrenprlvacy

- ) at E
FEEARAILBERLE
Privacy Commissioner R BREARS nt . e
() gﬂ for Personal Data, Hong Kong Protect Respect Personal Data atement

Protect Your Data « Intemet « Smartphone « Social Networking « Cybertullying « Web Cans o ©T » Business

" Think Privacy! ", <® - PrOteCt!
¢ o Lmmee Y Chnldren PR Respect

e [l Wn ol Be;sonal
dla

to reduce the risks of online privacy breach. . to help those under their care in how to protect
their personal data.

Latest
News

08.05.2017

Web For All

24.01.2017

Web For All
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Media & Communications —
Thematic Websites

U8 i
b

& icoppc

ICDPPC Global Privacy & Data Protection Awards 2017

Privacy Commissioner for Personal Data Protection, Hong Kong

For Excellence in Use of Online Tools

Category Winner ‘Be SMART Online - Thematic Website Enhancement’
= o
¥ (

ICDPPC Global Privacy and Data
Protection Awards “Use of online tools
award: “Be SMART Online” thematic
website enhancement

”
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Other Online Communications — Social Media
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Promotion And Public Education:
TV APl And Educational Videos

PCPD launched a new TV Announcement in the Public Interest entitled “Think
Privacy! Be Smart Online” and a series of four educational videos, calling on
members of the public to go online vigilantly and protect, respect others’
personal data
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Educational Videos/API_PCPD_BeSmartOnline_CHI.mp4

1.},
X

Education & Training

; doe ’
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Promotion and Public Education:
Professional Workshops, Seminars, Talks and
Meetings with Stakeholders

314 professional workshops, seminars, talks and meetings were
conducted in 2017 for a broad range of stakeholders

e attracted more than 25,000 participants from over 430

organisations

eIy

Angelene Falk Office or s .
Brent Homan oy ., o Homatonc
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Education & Training -
Professional Workshops and Seminars

= Professional Workshops and seminar:

(3 Practical Workshop on Data Protection Law

[ Data Protection in Human Resource Management

[J Data Protection and Data Access Request

[J Data Protection in Banking/Financial Services

[J Data Protection in Insurance

[ Data Protection in Direct Marketing Activities

(J Privacy Management Programme

[ Recent Court and Administrative Appeals Board Decisions
= [Introductory Seminars on the PD(P)O

Pl B RSP
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Education & Training -
Age-specific Activities (Youth Programme)

Student Ambassador Programme — 132 school partners
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Education & Training -
Age-specific Activities (the Elderly)
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Education & Training
Topic-specific

"Big Data, Artificial Intelligence
and Privacy" Seminar

Introduction to the European
Union's General Data Protection
Regulation

97
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Education & Training -
Industry Specific Campaign

Hotel Industry

Real Estate Industry

Medical Practitioners in Public Hospitals
Insurers

Telecommunications

Property Management Industry

Retail Industry

Mobile App Developers

SME

QU adaaad

D B
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Education & Training -
Data Protection Officers’ Club

[ Established in February 2000
[ Over 550 members from public
and private sectors 7
i DATA
[ Serves as a platform for B pROTECTION
members to share and exchange = OFFICERS’
views = -

[ Activities include seminar,
sharing session, visit etc.

99
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Education & Training -
Data Protection Officers’ Club

Issut 19, 9 Ocrosen 3017

What's On

A fruitful finale to the 395th Confi of D and Privacy
Commissioners ("ICOPPC™) hosted by the Privacy anmhsmer for Personal Data, Hong
Koag ("PCPD") from 25 to 29 September 2017

The 35th 1CDPPC was successfully heid from 25 to 29 September 2017 3t Kowloon Shangr-La. Hong ( B DATA
Kong. With the theme “Connecting W with East in Protecting and Respecting Data Pri: fvacy”, the F T
Conference has brought together more than 750 representatives from Dot Profection Authortes # PROTECTION

Ms" icy makers, government and business leaders, information and communicatons 3 k3 OFFICERS’
tachnkogy (ICT?) professionals as wall s scadwiis and privacy advocates from ovar @0 courdsies or J 8
regions & Hong Kong. & Cus

The Fee-dey Conference consisted of Closed Session (26 to 27 September 2017) for the ICDPPC
menbers and cbservers, and Open Session (28 to 29 September 2017) atiended by sl in the dats
protection communiy.

R=—x = o
The 39 International Conference of

Data Protection and Privacy Commissioners
252 3 Fomtaon Shengi-La, Mang Keng, Ches

At the Closed Session, in-depth discussions among the accredited members of ICDPPC focused on the
issuss of government information sharing. Speakers shared ther views on the drivers and barmers to
government information sharing, how t could trigger public concerns about discrimination and
protection of senstive information, and what was to be done.

During the Confersnce period, 26 side events were abo staged by some 30 corporatons and
crganaticns from dfferent seck the communty, covering 3 wide range of privacy and data
profection topics from global perspectives.
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Education & Training -
Training Materials and
Multimedia assessment tools

F AARARRERSN
" '

T BAREH (LR EHIESMRE
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How |
I P o r PERSONAL DATA (PRIVACY) ORDINANGE
nsurance Practitioners TRAINING COURSE:“SELF ASSESSMENT"

Customers’
~ Personal Data
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Promotion & Projects
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Promotion and Public Education:
Major Activities

N I T T

Major promotion and
education activities

Total number of

. 58,979 141,443 260,223 193,260 258,147
participants

103
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Promotion & Projects — Promotional Events

o

Public Education Roadshow r— BELLLEE N . sinnu-z®
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The 39th International Conference of Data
Protection and Privacy Commissioners

 Connecting West with East in
Protecting and Respecting Data
Privacy

e More than 750 participants from
Hong Kong and over 60 countries
or regions attended

i
H

L] :"':}gﬁe . = |
E 5 MERS *

The 39* International Conference of
Data Protection and Privacy Commissioners

25-29 September 2017 | Kowloon Shangri-La, Hong Kong
84 Mody Road, Tsim Sha Tsui East, Kawloon, Hong Kon

~ Connecting @ést with east in
WE ) Protecting and Respecting Data Privacy -
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This werid-class antusl conberence onfy hwoa comvensd
n Asa since & was frst hatd in 1979 - bo Smes i Hoog.
Koeg and were 18 yuars apart. On s occasion, it was 90
¥ commanorte De 20h enaversary of the estabiistmeant of
e Hong ¥ong SAR. The 32 Intematioral Corderencs of et
Pretectos § Privacy Commissicnsrs JCOPPC) convened in
Hong Kong from Septembar 254 1 26¢th, gatherng mare en
750 regresastatives from Data Protection Adthorites, tusiness
learders, T professionals 2nd acadenics from ow 60 countries
o regans o echange views and 1 promols the Gevelogmert
of imberratiorad stardads 02 protectan of personal data. Aler
s eppoiatment im 2015, Prvacy Commissioner for Perseral
Data, Hoog Koeg Stephan Kai-f Wang fock on e chafienge of

The 39th ICDPPC

The POPD actively 4oows 1p on compiaiats fom membars
of the puthc 1o oruse G users. hom bl o private sechr,
comply wih the Ordrasce. I addtion, it is moviag beyord
enormament 10 degedy engagement Wi staketoiders frough
promston and putic edicatien. Worg shaved It the success:
f the “Ceas Hng Rong Campaign” is & good demons¥aton
on how prevertive efforts can go fané in hand with srofsbéive
measires in achiaving psals. The PCPD is Imestiag 20
Increasing &mourt of t2s0u1Tes n edcational programmes,
orgarnaing casws 00 seTinars 1o memders of the pabic
5 web a3 (rofesscnal pracionss 10 culivale B cullsre of
prowct and raspect o3l pvacy

Aniummlmdmmmlmcsmn Eurcpam

Rosting e event 2 s of s Ingartart grals
Gevsiopments aren; fom Sachroiogy and data WL In the
mariard of Ching as wel i other Asian counbies”

The CDPPC was frst convened In 1579 in Genmany. and
1he conferances |n De frst 20 years wees primanly hald iIn
Eurcpean locafions.  Hong Kong bacame the fie! jerisdicton in
Aeia 1o hawe 3 Comprehansie Plos of legisiaton on personal
dta privacy and an ndapaedent Privacy Commissionar Sor
fegalalary work when the Peesoal Data Frivacy) Qrdirance
{Cap 426) (the Ordisance) came ilo Yrc in 1906 and e
Privcy Commissioner ¥ Porsonal Data, Hong Kng POPO v
estibishad In 1 5arme year & I bidkperchnt SEARY bady
10 overses the enfomemet of the Odronce.

The Guest u/Mumw ond Secresary for Justice of
Hang Kong SAR, The Honarable Rimiky Kwot-
keung Yoen delivering the opening speech at the
3k ICDPPC

Uion's impeeing
Reguiaticn (GOPR) ret yeat mmmlwmmrﬂ
Toancial pasaly on corprife offenders. Ghvee the diversified

&6 That was a real pleasure for me to
work together with you and your
team. The bar for the next ICDPPC
Organising Committee was set

really on high level 77

Wefchech Ratal Wiewdarowshi /<111 i1, ot
Eampean Data Padction Supernisor

Afull howse of participante

Many thanks to our sponsors and supporting organisations!

Sporeons

The 39" International Conference of
Data Protection & Privacy Commissioners
25-29 September 2017, Hong Kong, China

£ Usually, after these conferences |
can think of more to add to my list

cannot think of any additional points 77
‘Stowart Dresner, (25 fuocutve Piiacy L & Bt

Dusivess o Danssctin modeds (2.9 onive Yansators), s
Iportant for Bushassas in Hong Kong to ascanain I e GOFR
s applicatle 10 Sem, a0 Yo knep sp with the new chinges.
The PCPD wil publish quidnoe and organise Saviny's 10 telp
local organisatoss and profasskrals betiar enderstand Do
GOPR and its agpication. 1t is akso notd that ergansalions in
g Koag ere Qeeerally wery of negats publicty penacatad by
Infringement of the Ordinance that can impugn thar geodwdl and
feputation, 1 paovches 3 powedtul incente e compienc, ad
paas the way for the FCPD 1o work clasely with businesses in
Hong Korg in fomuing ilerad uideiees g best practons
n thta prowction

Advancemect n technology, ragd growth n orre acthies.
and utiuty of the mebike platiorm tave ol aggravated De
west 9 privacy and e riek of parsonal dita atuse. Aemetve
skalages wore supjested by spaahees and penelists at he
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@ corre

OR
Exce SE OF

Chairperson of the ICOPPC Joha Edwants
presenting an awand 1o Privacy Commissioner
Stephen Kai-yi Wowg

@‘j. IR
3 International e

Conference

201w
AR

Privacy Commissioner Stephen Kai-yi Wong deflivering @ speech at the 391k ICDPPC

of “Big D™ erwitiod by widesgreard colection and processing
of personal duma, “Accourtabilly” nd “Yanspaency” wee
offered & mooets of GoOd COPONe gvernance 1 complement
the “notice and consent” prooess - which mimor e ethical
approach of buskSng “trest and respect” sdvocated by the POPD
28 welt 25 Data Protection Authorites wordwide. Wong sad dat
wsars shoukd d) ore 108 fust Compiieg weh e rogakisons
a0 an “oquluble” data privacy right shoukd be dewsioped S o
stahahoiders.

W increasisg fakance on (CT as the tackbeoe of
gowing mamatons! trade asd other exhanges, the yolums
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emnd gereratd by Cwe's Bst ind et itethe £R) Wil

oy exacatans the bend. Becauss of ts stresgrh n the fres
hdw s protacion of edems and Suran ghts,
and I dta protection ke and framencek, Hong Kong s wel
pased 1 become e data hu for e BRI witin ons county
bt outsic e purisiction of e mainind of Cliva, facitatng
transter and skrage of data, Connectng and comerging 0aas
and imbrmaten betwesn the maniand of China and tre rast of
e aurkd

Dering the conference, winers of the ICOPPC Global Privacy
and Data Protoction Awards were sk aseounced, includieg the
PCPD's "Be SMART Oniine Themaic Wiebisite Entancement”

project that won e “Use of Online Tools™ calegory award
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Honcuribe Amsky Knck-heung Yose [GBM, SC, P Savetary
for Justice, Govermment of the Hon) Kong SAR), the Fonouratie
Pattick Tak-huea Nip (P, Secrotary for Constittiondl and
Mainiznd Ataies, Gowrement of the Hong Koeg SAR), and e
Honcuratle Ciaries Pater Mok (P, Member of the Logshitve
Guncl - irmaon Tachecky. Hng Kong SAR)
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