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Personal Data (Privacy) Ordinance 

• Enacted in 1995 
 

• Core provisions came into effect on 20 December 
1996 
 

• Personal Data (Privacy) (Amendment) Ordinance 
2012 effective from 1 October 2012 except for 
“direct marketing” and “legal assistance” which 
took effect on 1 April 2013 
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Limitations of Scope of  
Personal Data (Privacy) Ordinance 

Protection of Privacy Interests 

 

• Information privacy   √ 

• Territorial privacy   

• Personal privacy  

• Communications and surveillance privacy  
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“personal data” (個人資料) means any data - 

(a) relating directly or indirectly to a living individual; 
(b) from which it is practicable for the identity of the 

individual to be directly or indirectly ascertained; 
and 

(c) in a form in which access to or processing of the 
data is practicable; 

“data” ( 資 料 ) means any representation of 
information (including an expression of opinion) in any 
document 

What is personal data 
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Examples of Personal Data used in  
everyday life 

 
A person’s name, mobile number, address, sex, age, 
occupation, salary, nationality, photo, identity card 
number, medical record, etc 
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What is the meaning of the word “collect”? 
Eastweek Publisher vs PCPD 
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What is the meaning of the word “collect”? 
Eastweek Publisher vs PCPD 
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Case background 

• The complainant was photographed by a 
magazine photographer without her 
knowledge or consent 

• The photo was published in the magazine 
accompanied by unflattering and critical 
comments on her style of dress  caused 
embarrassment and inconvenience 

The Commissioner’s decision 

• Contravened the Ordinance on the grounds 
that the personal data of the complainant in 
the photograph was collected by unfair means  



What is the meaning of the word “collect”? 
Eastweek Publisher vs PCPD 
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Actions taken by the magazine publisher: 

• took the decision to the Court for judicial 
review and applied for an order of certiorari to 
quash the Commissioner’s decision  

  the judicial review held in the Court of 
First Instance and the judge dismissed the 
application 

• appealed to the Court of Appeal 

 the Court of Appeal reversed the decision 
of the Court of First Instance and quashed the 
Commissioner’s finding of contravention 



What is the meaning of the word “collect”? 
Eastweek Publisher vs PCPD 
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Ruling by the Court:  
• In all the circumstances of the case, there had been 

no “collection” of personal data by the magazine 
publisher 

Meaning of “Collect”: 

“… compiling information about an identified person or 
about a person whom the data user intends or seeks to 
identify” 
 

“…the data collected relates to a subject whose 
identity is known or sought to be known by the data 
user as an important item of information” 
 

If no collection of personal data, the data protection 
principles would not be engaged at all 
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「PopVote System」may contravene the Principle 
of Fair Collection and had data security loopholes 

http://www.scmp.com/news/hong-kong/education-community/article/2070705/hong-kongs-unofficial-chief-executive-election
http://paper.wenweipo.com/2017/02/14/YO1702140014.htm
http://hk.apple.nextmedia.com/news/art/20170214/19927787


「PopVote System」may contravene the Principle 
of Fair Collection and had data security loopholes 
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http://orientaldaily.on.cc/cnt/news/20170214/00176_095.html
http://hk.apple.nextmedia.com/news/art/20170215/19928791
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The online posting of passenger breastfeeding 
in back seat by a taxi driver 

 

http://www.thestandard.com.hk/section-news.php?id=177090&story_id=47146891&d_str=20161205&sid=11
http://news.mingpao.com/pns/dailynews/web_tc/article/20161204/s00002/1480787578872
http://www.scmp.com/news/hong-kong/education-community/article/2051573/hong-kong-cabbie-posts-picture-online-passenger


The online posting of passenger breastfeeding 
in back seat by a taxi driver 
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http://hk.apple.nextmedia.com/news/first/20161204/19854667
http://hd.stheadline.com/news/daily/hk/519999/
http://paper.wenweipo.com/2016/12/05/HK1612050019.htm


Mobile apps with “call-blocking" function 
- collecting user's personal data 
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http://www.thestandard.com.hk/section-news.php?id=176540&story_id=47130233&d_str=20161121&sid=4
http://skypost.ulifestyle.com.hk/%E6%B8%AF%E8%81%9E/%E8%A6%81%E8%81%9E/20161121/001/%E6%88%AA%E5%9E%83%E5%9C%BE%E4%BE%86%E9%9B%BBApps%E6%B4%A9%E5%AF%86+CY%E6%9E%97%E9%84%AD%E4%B9%9F%E4%B8%AD%E6%8B%9B/235930
http://www.metrodaily.hk/metro_news/%E6%88%AA%E4%BE%86%E9%9B%BBapp-%E6%B4%A930%E5%84%84%E8%99%9F%E7%A2%BC/
http://www.am730.com.hk/article-338100


Mainland mobile payment apps obtaining  
users’ sensitive data 
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http://www.scmp.com/news/hong-kong/article/2053576/hong-kong-smartphone-users-information-risk-major-payment-apps-agency
http://hk.apple.nextmedia.com/news/art/20161211/19861836
http://orientaldaily.on.cc/cnt/news/20161211/00176_043.html


Suspected data leakage  
by an airline’s mobile app 
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http://www.hongkongairlines.com/en_HK/special_news/detail?id=10005252537
http://hk.apple.nextmedia.com/news/first/20161229/19880155
http://orientaldaily.on.cc/cnt/news/20161229/00176_042.html


CCTV installation at Refuse Deposit Blackspots 
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http://hk.apple.nextmedia.com/news/art/20161224/19875596
http://www.scmp.com/news/hong-kong/health-environment/article/2021057/cctv-zoom-scourge-illegal-dumping-hong-kong
http://std.stheadline.com/daily/news-content.php?id=1524747&target=2
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The Six Data Protection Principles (DPPs)   
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Six Data Protection Principles Introduction Video 

Six Data Protection Principles under the Ordinance 



Principle 1 – Purpose and Manner of Collection 
 
 
 
 
 
 
 

 

• must be related to the data user’s functions or activities  
 

• data collected should be adequate but  
not excessive 
 

• the means of collection must be lawful and fair 
 

• all practicable steps to notify data subjects  
of collection purposes and to whom data will be 
transferred (i.e. provision of personal information 
collection statement “PICS”) 
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Case Sharing:  Face Magazine Limited and Sudden Weekly Limited 
(AAB No.5 & 6/2012) 

• The photos of three artistes were captured by the adoption 
of systematic surveillance and use of long lens cameras  

• The photos were published in two magazines depicting the 
daily life of the artistes and their intimate acts suggesting of 
their cohabitation 

• The artistes were at their respective places of residence 
which were not easily visible to the public 

• The artistes had a reasonable expectation of privacy in the 
circumstances 
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Principle 1 – Purpose and Manner of Collection 
 
 
 
 

 



• The public interest is one factor to be considered as to 
whether or not the collection of personal data is fair 
in the circumstances.  It is a question of balancing the 
fairness in collecting the personal data against the 
public interest in knowing the truth 

• What the appellants sought to expose (namely, 
cohabitation between the artistes) was not in the 
public interest 

• Contravention of the Principle of Fair Collection 
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Principle 1 – Purpose and Manner of Collection 
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Personal Information Collection Statement 

• ill-defined purposes of use 
 

• ……. 

• Other related purposes 

• ….. 

• If you provide any 
personal data to us, 
you agree that we can 
use personal data 
about you for any 
purpose we choose 
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• ill-defined data transferees 

• any other persons 
under a duty of 
confidentiality  
to our company 

• any company within 
our Group, our 
respective subsidiaries 
and any company in 
which the same has an 
interest 

 

Personal Information Collection Statement 



design the layout of PICS (including font size, spacing and use of 

appropriate highlights) in an easily readable manner 

present PICS in a conspicuous manner, e.g. in a stand-alone notice or 

section 

use reader friendly language, e.g. simple words 

provide further assistance to customers such as help desk or enquiry 

service 

should not state the purpose of use and class of transferees in general and 

vague terms 
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Personal Information Collection Statement 
Practical tips: 

 



   Principle 2 – Accuracy and duration of retention  
 
 

• data users shall take all practicable 
steps to ensure the accuracy of 
personal data held by them, and 
destroy data after the purpose of 
use is fulfilled 
 

       
       

 

 

 

 

 

 

30 



Case Sharing: bank statements sent to inaccurate customer address 
causing disclosure of personal data to unintended recipient 
 
• credit card customer provided address in “Shek Tong Tsui”  

 
• bank statement delivered to “Siu Lam”  

 
• complainant used bank’s form to correct the address  
       
• bank subsequently sent statements to an address  
      in Shek Tong Tsui, but without specifying the flat number 
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Principle 2 – Accuracy and duration of retention         



• bank’s double-checking procedures failed  

to spot the mistakes  

 

• contravention of Principle 2  

 

• the Commissioner issued enforcement notice to the bank 
directing it to conduct regular administrative audit for 
customers’ requests to update personal data 
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Principle 2 – Accuracy and duration of retention         



• Case Sharing: Inland Revenue Department (IRD) Failed to Take 
All Reasonably Practicable Steps to Ensure the Accuracy of a 
Taxpayer’s Address 

• Failing to receive Tax Demand despite calls and emails were 
sent to clarify address 

• Officer A of IRD wrongly attached the Appendix of another 
taxpayer to the Main Return of the Complainant; Officer B 
updated IRD database without checking the file numbers on 
the Appendix and Main Return; Tax Demand sent to wrong 
address and returned undelivered; Officer C attempted to 
rectify by checking the tax return of Complainant’s employer 
but wrongly input “Flat A” instead of “Flat F”  
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Principle 2 – Accuracy and duration of retention         



• After receipt of Complainant’s enquiry emails, Officer D 
simply instructed subordinate to resend copies of Tax 
Demand according to database, as many as three times 

• Remedial actions – revise Tax Return to incorporate address 
change into the Main Return; daily supervisory checking on 
at least 10% of address amendments 
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Principle 2 – Accuracy and duration of retention         



Accuracy of the data may not be apparent or easily determined in some 
cases 

• The Complainant was diagnosed as having “serious psychosis” by a 
psychiatry clinic of the Hospital Authority (“HA”), and he later sought 
consultation at a private clinic and was diagnosed as having “anxiety 
disorder”. He then lodged a complaint with the PCPD against the HA 
for holding inaccurate medical records about him. 

• No contravention of DPP2 

• According to the Administrative Appeals Board, medical opinions 
about judgment of the mental condition of a data subject were the 
professional judgment of the doctor, and its accuracy was not within 
the jurisdiction of the Ordinance or the PCPD and the Commissioner 
could not compel the doctor to amend his medical opinion  
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Principle 2 – Accuracy and duration of retention         



Case Sharing: an insurance company retained personal data of 
unsuccessful insurance applicants for indefinite period of time  
 
• reasons given by insurer 

• legal requirements for keeping books of accounts 
• guidelines and circulars of regulatory authorities  
• potential litigations, enquiries and complaints  
• checking against future applications  
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Principle 2 – Accuracy and duration of retention         



• Privacy Commissioner’s decision: 

 monetary transaction – retain 7 years  

 non-monetary transaction – retain 2 years  

 unless special circumstances existed 

  

• insurer complied with the enforcement notice issued by 
the Commissioner, and erased more than 7,000 records  
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Principle 2 – Accuracy and duration of retention         



Principle 3 – Use of personal data 
 
 • personal data shall not, without the prescribed 

consent of the data subject, be used for a new 
purpose 

      
       

     “new purpose” means any purpose other than the  
 purposes for which they were collected or  
 directly related purposes 
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Case sharing: Use of Group Instant Messaging App  

 MPF intermediary added a customer to his 
WhatsApp group for circulating MPF related 
information 

 thereby disclosed the customer’s name and 
mobile number to members of the group 

 no consent from customer 

 contravention of DPP3 

DPP 3 – Use of personal data 



Principle 4 – Security of personal data 
 
 

• data users shall take all 
practicable steps, to safeguard 
personal data against 
unauthorised or accidental access, 
processing, erasure, loss or use 
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Case Sharing: a bank failed to safeguard the personal data 
collected during an outside-office marketing campaign 

• bank conducted a marketing campaign in a bookshop to 
solicit credit card applications 

• after work, bank’s employee put all application forms and 
identity card copies in a briefcase and carried them home 

• the employee left briefcase in a public light bus and lost all 
the documents  

• bank did not have adequate guidelines to staff for handling 
personal data collected during outside-office marketing 
campaigns  

• breach of Principle 4  

• enforcement notice issued to the bank and remedial actions 
taken (e.g. transfer documents to a nearby branch 
immediately after work) 
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Principle 4 – Security of personal data 
 
 



Principle 5 – Information to be generally available 
 
 

    Data users shall provide: 
 

     (a) policies and practices in relation to handling of   
personal  data;  
          

 (b)   the kinds of personal data held;  
              

 (c)    the main purposes for which  

  personal data are used  
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Principle 6 – Access to personal data  
 
 • data subject is entitled to request access to and 

correction of his personal data 
 

    

• data user may charge a non-excessive fee   
 

 

• data user shall respond within 40 days 
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Application of exemption 
• After work injury, the Complainant, a technician of a public 

transport institution, was referred to psychological treatment 
during which the Complainant had told the psychologist and 
counsellor of a service association more than once that he 
wanted to blow up the public transport facilities of the 
institution (“the Data”). After consideration and discussion with 
the psychologist, the association informed the institution of the 
Data 

• The PCPD considers that blowing up public transport facilities is 
unlawful or seriously improper conduct under section 58(1)(d) of 
the Ordinance. The association informed the institution of the 
Data for the prevention of the above conduct. Under the 
circumstances, the Data should be exempt from the requirement 
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• Moreover, the Data was also the personal data relating to 
the physical or mental health of the technician under 
section 59 of the Ordinance. If the association could not 
disclose the Data without the consent of the technician, it 
would be likely to cause serious harm to the physical or 
mental health of the technician. Under the circumstances, 
the Data should also be exempt from the requirement 
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Application of exemption 
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Direct Marketing Requirements 
 
 • The new provisions on regulation of direct 

marketing activities came into force on  
1 April 2013 
 

• direct marketing activities under the 

Ordinance include such activities made to 

specific persons by mail, fax, email and 

phone 
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Examples of  
Non-Direct Marketing Activities 

Unsolicited Electronic Messages 

Unsolicited Electronic Messages Ordinance 
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• provide “prescribed 
information” and 
response channel for 
data subjects to elect 
whether to give consent  
 

• notification must be 
easily understandable 

• consent should be given 
explicitly and voluntarily 
 

• “consent” includes an 
indication of “no 
objection” 

 
 
 

Intends to use 
or provide 
personal data 
to others for 
direct 
marketing 
 

Provides 
personal data 
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Direct Marketing Requirements 
 

Data User  
 

Notification 
 
 

 
Data Subject  

 
Consent 

 
 



Direct Marketing Requirements 
 

• if a data subject submits an opt-out request, the data 
user must comply with the request without charge  
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Direct Marketing Conviction Cases 
 Date  Case Penalty  

Sep 2015  A telecommunication company ignored  customer’s 
opt-out requests 

Fined $30,000 
 

Sep 2015 
 

A storage service provider failed to take specified 
actions and obtain the data subject’s consent before 
direct marketing 

Fined $10,000 

Nov 2015 A healthcare services company ignored customer’s 
opt-out requests 

Fined $10,000 
 

Dec 2015  
(Note: Appeal trial  

in progress) 

An individual provided personal data to a third party 
for direct marketing without taking specified actions 
and obtaining the data subject’s consent 

Fined $5,000 

Apr 2016 • An insurance agent used personal data for direct 

marketing without taking specified actions and 

obtain the data subject’s consent; and 

• Failed to inform the data subject of his opt-out 

right when using his personal data in direct 

marketing for the first time  

Community Service 
Order of 80 hours 
for each charge 
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Date Case Penalty 

May 2016 
 

• a telemarketing company used a customer’s 

personal data in direct marketing without taking 

specified actions and obtaining his consent; and 

• ignored opt-out requests 

Fined $8,000 for 
each charge 

Dec 2016 • a watch company used personal data for direct 

marketing without taking specified actions and 

obtain the data subject’s consent; and 

• failed to inform the data subject of his opt-out right 

when using his personal data in direct marketing 

for the first time  

Fined $8,000 for 
each charge 
 

Jan 2017 • A bank ignored  customer’s opt-out requests Fined $10,000 
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Direct Marketing Conviction Cases 



must take specified actions and obtain consent  

must notify data subject of his opt-out right  

update the Opt-Out List timely 

ensure that staff follow standing procedures 

Practical Tips 
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• Investigation and Enforcement by PCPD 

 After investigation, publish a report (section 48) 
– naming the relevant data user 

 Serve an enforcement notice (執行通知) on the 
relevant data user (section 50) – non 
compliance with an enforcement notice or 
repeated contravention by the same act is a 
criminal offence (section 50A) 

Consequences of Breach 
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• Complainant has right of appeal to the AAB against 
 Commissioner’s refusal not to carry out or decision 

to terminate an investigation (section 39(4)) 
 Commissioner’s decision not to serve an 

enforcement notice in consequence of an 
investigation (section 47(4)) 

• Data user has right of appeal to the AAB against the 
Commissioner’s enforcement notice (section 50(7)) 

Consequences of Breach 
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• Criminal investigation and prosecution 

 Contravention of a DPP is not an offence per se 

 Contravention of a requirement under PDPO other than 
a DPP is an offence (section 64A) 

 Appropriate cases of criminal offences are referred to 
the Police for criminal investigation and prosecution by 
Department of Justice 

 Liability of key officers – the offences that  were 
committed with the consent or connivance of a director 
or other officer concerned 

(section 101E, Criminal Procedure Ordinance (Cap. 221)) 

Consequences of Breach 
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• Liability of employers and principals under section 65 

 Would an employee be liable? 
 Section 65(1) of the Ordinance 
 Act done or practice engaged in by a person 
 In the course of his employment 
 Be treated as done or engaged in by his employer as well as by him 
 Even without employer’s knowledge or approval 

 Would an agent be liable? 
 Section 65(2) of the Ordinance 
 Act done or practice engaged in by a person as an agent 
With the authority of another person (on behalf of the principal) 
 Be treated as done or engaged in by that other person (the principal) as 

well as by him 
 Banks are accountable for the acts done by their agents and contractors 

(e.g. debt collection agent, marketing agent, IT contractor, waste 
disposal company etc.) 

 

Consequences of Breach 
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• Civil remedy under section 66: an individual who 
suffers damage, including injury to feelings, by reason 
of a contravention of PDPO in relation to his or her 
personal data, is entitled to compensation from the 
data user concerned 

 proceedings be brought in the District Court 
 legal assistance for aggrieved persons 

Consequences of Breach 
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Transfer of personal data outside Hong Kong 
 

 S. 33 of the PDPO prohibits transfer of personal data 
outside HK unless under 6 specified circumstances 
(section 33(2)(a)-(f)) 

 Legislative Intent: personal data transferred outside 
HK is afforded with same protection 

 S. 33 not yet operative. The Government has engaged 
a consultant to conduct a Business Impact 
Assessment study (outcome not yet announced). No 
firm date for implementation 

 PCPD’s work: the White List (confidential) in response 
to 1st exception and the Guidance (issued in Dec 2014) 
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Meaning of Transfer 
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Section 33 covers 2 situations: 
 

transfer from Hong Kong 

to a place  

outside Hong Kong 

transfer between 2 
other places  

where the transfer is 
controlled by a data 
user in Hong Kong 



Meaning of Transfer 
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“Transfer” is not defined under the PDPO 

 

ordinary meaning applies: transmission from one place 
or person to another (≠ mere transit) 

e.g. sending paper or electronic documents containing 
personal data by courier, post, or electronic means  
 sending an email to a Hong Kong recipient during which 

process the data is transmitted via a server/ equipment 
situated outside Hong Kong because of Internet routing ≠ 
transfer 



 Guidance on Personal Data Protection  
in Cross-border Data Transfer 

 

Guidance Note (see website);  
make early preparation; 
understand compliance 

obligations; 
voluntary compliance as part 

of corporate governance 
responsibility to protect 
personal data 
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Exceptions: s.33(2)(a) – (e) 

Data user shall not transfer personal data outside Hong Kong unless one of 
the conditions are met:- 
 
• s.33(2)(a) : Fall within one of the White List jurisdictions (the law in 

that place is “substantially similar to or serves the same purposes as” 
the PDPO) [Note: The White List is to be kept confidential currently] 

 
• s.33(2)(b) : Data user’s own assessment (the law in that place is 

“substantially similar to or serves the same purposes as” the PDPO) 
 

• s.33(2)(c) : Data subject’s written consent to the transfer 
 

• s.33(2)(d) : Avoidance or mitigation of adverse action against the data 
subject 
 

• s.33(2)(e) : Exemptions under Part VIII of the PDPO 
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Exceptions: s.33(2)(f)  

s.33(2)(f) : Data user has taken all reasonable 
precautions and exercised all due diligence such that 
personal data transferred will not be handled in a manner 
that contravenes the PDPO (“Due Diligence Requirement”) 

 

o Through either:  
 

 

 

 

 
 

 

 

 

Contractual means; or 

Non-contractual means. 
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Exceptions: s.33(2)(f) – Contractual means- 

An enforceable contract between the parties to the transfer to 
ensure that the personal data is given equivalent protection 
 

 Recommended Model Clauses (“RMC”) (see Schedule to the     
Guidance)  

 

 

 

 
 

 

 

 

A set of RMC to assist data users to develop an enforceable contract to 
satisfy the Due Diligence Requirement 

Does not require strict adoption by parties in cross-border transfer 
(greater flexibility) (vs standard model contract) 

Can be a separate data transfer agreement or incorporated into a wider 
outsourcing agreement 65 



Exceptions: s.33(2)(f) – Contractual means- 
 

 Terms can be modified or adapted to suit business needs 
o Section I - Core Clauses 
o Section II – Additional Clauses 

 
 Deals with:- 
o Transferor’s obligation 
o DPPs to be observed by transferee; 
o Parties’ rights in the event of breach; 
o Audit requirement; 
o Sub-transfer; 
o Liabilities; and 
o Termination 
(explanatory notes) 
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Exceptions: s.33(2)(f) – Non-contractual means- 

Transferor may adopt the following measures (non-exhaustive): 
 

o Transferor has the right to conduct regular audit and inspection 

o Transferor to ensure the transferee has: 

• Sufficient technical competence and organisational 
measures on data protection with good track record 

• Robust data protection policies and procedures (e.g. data 
not kept longer than is necessary, data subjects’ rights to 
access and correct their personal data, adequate staff 
training, etc.)   

• For transfer within intra-group organisations, internal 
safeguards and policies to reflect the requirements of the 
PDPO   
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Contravention 

Offence under s.64A (max fine HK$10,000)  

PCPD may issue enforcement notice for any contravention 
of s.33 (s.50) 

Contravention of enforcement notice is an offence which 
carries a fine and imprisonment (a daily fine, if continuing 
offence) (s.50A) 

Damage to reputation; loss of customers’ trust 
68 



Tips for Cross Border Data Transfer 

Review existing data 
transfer strategy   

Control unintended or 
unnecessary cross-

border data transfer  

Check the White List 
(when it comes into 

effect) 

May adopt multiple measures (e.g. even if the 
jurisdiction falls within the White List, the 
parties may still enter into a data transfer 

agreement) to give more protection 

Keep inventory of personal data 
(monitor transferee’ data handling 

policies/ whereabouts of personal data)  

Be transparent about 
cross border transfer  

Conduct regular audit 
and inspection  
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PCPD’s website (PCPD.org.hk)  

• PCPD strives to strengthen 

information on the website,  

building an important channel to 

communicate with the public 
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https://www.pcpd.org.hk/scindex.html



