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Protect, Respect Personal Data

Stephen Kai-yi Wong
Privacy Commissioner for Personal Data, Hong Kong
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Personal Data (Privacy) Ordinance

e Enacted in 1995

e Core provisions came into effect on 20 December
1996

e Personal Data (Privacy) (Amendment) Ordinance
2012 effective from 1 October 2012 except for
“direct marketing” and “legal assistance” which
took effect on 1 April 2013
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Limitations of Scope of
Personal Data (Privacy) Ordinance

Protection of Privacy Interests

e Information privacy V
e Territorial privacy %
e Personal privacy X

e Communications and surveillance privacy %
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What is personal data

“personal data” ({& A ZE ) means any data -
(a) relating directly or indirectly to a living individual;
(b) from which it is practicable for the identity of the

individual to be directly or indirectly ascertained;
and

(c) in a form in which access to or processing of the
data is practicable;

“data” (B # ) means any representation of
information (including an expression of opinion) in any
document
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Examples of Personal Data used in
everyday life

A person’s name, mobile number, address, sex, age,
occupation, salary, nationality, photo, identity card
number, medical record, etc
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What is the meaning of the word “collect”?
Eastweek Publisher vs PCPD
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What is the meaning of the word “collect”?
Eastweek Publisher vs PCPD

Case background

* The complainant was photographed by a
magazine photographer without her
knowledge or consent

* The photo was published in the magazine
accompanied by unflattering and critical
comments on her style of dress = caused
embarrassment and inconvenience

The Commissioner’s decision

* Contravened the Ordinance on the grounds
that the personal data of the complainant in
the photograph was collected by unfair means
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What is the meaning of the word “collect”?
Eastweek Publisher vs PCPD

Actions taken by the magazine publisher:

* took the decision to the Court for judicial
review and applied for an order of certiorari to
guash the Commissioner’s decision

= the judicial review held in the Court of
First Instance and the judge dismissed the
application

appealed to the Court of Appeal

—> the Court of Appeal reversed the decision
of the Court of First Instance and quashed th
Commissioner’s finding of contravention
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What is the meaning of the word “collect”?
Eastweek Publisher vs PCPD

Ruling by the Court:

* |n all the circumstances of the case, there had been
no “collection” of personal data by the magazine
publisher

Meaning of “Collect”:

“... compiling information about an identified person or
about a person whom the data user intends or seeks to
identify”

“...the data collected relates to a subject whose
identity is known or sought to be known by the data
user as an important item of information”

If no collection of personal data, the data protection
principles would not be engaged at all 13
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" PopVote System 1 may contravene the Principle
of Fair Collection and had data securlty loopholes
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The online posting of passenger breastfeeding
in back seat by a taxi driver

SO .. 9 cabbie drivesinto
Outcry after taxi driver posts  preastfeeding storm
photo of breastfeeding mum e roam

Police look into incident involving passengers as

netizens condemn such disrespectful behaviour

He said it was important for

Naomi Ng Hongkongers to adopt the right
DA @scrp.com atﬁt&‘ée 3\9 understanding the
needs of breastfeeding mothers,

Policearelookingintoanincident and that restaurants, shopping
in which a taxi driver posted mallsand publictransportopera-
online a secretly taken photoofa  tors should show special

feedingherbaby. - consideration.

Hong Kong's health minister Jannie Leung Hoi-ting, chair-
also urged residents to respect woman of the Hong Kong Breast-
breastfeedingmothersasthepost  feeding Mothers’ Association,
triggered apublic outcry. said shehoped theincidentwould

The male driver posted the raise awareness of the difficulties
picture on a Facebook commu-  faced bynew mothers.
nity group on Saturday with the “When babies arehungry, they
caption: “Seriously, is this for needtoeat, somothersshouldbe
real?” able to breastfeed anywhere, any

The post,whichhassincebeen  time. It's a very natural thing to
deleted, sparked abacklash from  do,” Leung said.
internet users, many of whom
criticised him for what they said

Police said they were looking
into the incident and urged any-
one with relevant information to
contact them as soon as possible.

“The driver should not have
intruded on someone's privacy in
such away, and should haveres- SIS IR L il
pected the breastfeeding mother  [ELLELEAIIEL LIS
and given her space,” Secretary  FLZEAL L G L
for Food and Health DrKoWing-  [Ei S
man said yesterday.

In June, a ferry company
launched the city’s first breast-
feeding station on public
transport. More than 30 corpora-
tions and 60 restaurants across
Hong Kong have pledged support
fora eamfpuim to provide breast-
feeding facilities in offices and

spaces.
pu};?:sundwhowﬂwmﬂdﬂver
took the photo from the dash-
board of the car. Some taxis in
Hong Kong are equipped with
closed-circuit television systems
to resolve any disputes between
drivers and passengers.

The cameras are part of a trial
scheme to address complaints

- about poor service among some

drivers, but have raised concerns
over passenger privacy.

Drivers are required to notify
passengers when they are enter-
inga CCTV-equipped cab.

The Privacy Commissioner for
Personal Data said it would not
comment on individual cases, but
believed theincident was a matter
of personal conduct rather than
being related to the implementa-
tion of the CCTV trial scheme.

The watchdog encouraged
anyone who thought their

personal data had been violated

tomake a complaint.

Anyone with information
about the case can call police on
28605012,
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The online posting of passenger breastfeeding
in back seat by a taxi driver
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Mobile apps with “call-blocking" function

- collecting user's personal data
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Mainland mobile payment apps obtaining
users’ sensitive data

TECHNOLOGY

Users’ data at risk with major apps, report claims

Danny Lee and Nectar Gan

Mobile phone users' personal
data and information is
vulnerable to “misuse” and could
be used for monitoring purposes
by five of China’s most popular
mobile payment services, a news
agency has reported.

Tencent's WeChat messaging
app, the Alibaba Group's Taobao,
Taobao World, Tmall and affiliate
Alipay, which is run by Ant Finan-
cial, are all able to gain access to
smartphones and collect sensitive
information that could be trans-
ferred to themainland, a FactWire
investigation claimed yesterday.

The agency used programme
analysis to examine how sensitive
data was accessed by the apps,
and tracked the information flow.

It showed the apps could

immediately, upon installation,
obtain sensitive data that couid
track and identify auser, suchasa
smartphone’s unique code and a
SIM card’sidentification number.

The data was then recorded
into files that were available for
transfer to mainland servers,
FactWire said.

Acquiring this information
would allow one to access the

location of a device and track
activities, such as software down-
loads or service visits, the agency

FactWire said it also tested An-
droid Pay, Google Wallet and Oc-
topus, and did not find the same
results.

A Tencent spokeswoman told
FactWire: “We take user data pri-
vacy and protection seriously in

product development and daily
operations.”

“WeChatwill always adhere to
Tencent’s core mission to create
value for our users by providing
high standards of user experience
and information security,” the
spokeswoman said.

Ahbaba told the agenciyincom-
plied with the law in collecting,
storing and using information. It
added that the collection of tele-
phone numbers and SIM card in-
formation was needed to verify a
user’s identity and monetary
transactions to combat fraud. Ali-
baba is the owner of the South
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Suspected data leakage
by an airline’s mobile app

&y HONGKONG AIRLINES HONG T @ search Q Hong k
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. >* UK @ Lvechat | & Login | 9 ﬁAppﬁ n

Plan & Book Offers & Promotion  Travel Information Our Services CSR Frequent Flyer

Book Flight h Home = Special News
Type ® Round Trip © Cne-way special News
) StopoverMulti-city
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From
T Hong Kong Airlines Statement Regarding Mobile APP
o Last Updated:(Hong Kong)2017-01-03
Departure Date  2017-01-23 it
Return Date 2017-01-26 1 Hong Kong Airlines (the “Company") is actively investigating a recent case of leakage
Cabin Economy » | information from Hong Kong Airlines mobile APP (the "APP”). Immediate remedial actio
taken to suspend the non-member customers using Android system from conducting o
Adult (Aged 12 or above a i -
. Ag ) £ and booking information enquiry via the APP. The Company has engaged a third party ¢ “;_;;-g;f-;;ﬂ;;;;;::;;:;;;gg; ga uﬁkgaﬂn 5;
Child (2-11 years) inquire into this situation, aiming to find a comprehensive solution that will prevent re =) e
Fayment  Hong Kong Dellar HKD ¥ Company has also reported the case to the Office of the Privacy Commissioner for Persor AR S - RREME RS TRANE - Tk ERR] R Era g
Kong (PCPD) MEWMET g ROMBNRAITAZS S ARARERR - B BS@ANS - 4R TR A KRARSRARE.
m LA RER SR - ) BRME AUAN CMATMATAMRHAN -
- . N . . A T Rk AMT - BT - BREFROTRADD  FRERE HUREH  KILTNSEEFRMAop B
Only non-member customers using a few mobile phone brands installed with Android Sy o, woaeresrun s WEEARSHAEH - ey AAREARE  BEGE  RESANR HEH 05O ANSEEDLE  E=SEES - @
. . - - - - osdiside e %Y Woma o WENE . SAMAESLE L1 wEN MEW
Book Hotel 6.0 or above) via the APP are potentially affected in this incident. The problem only exis F= seusssraioaes wer aamuomenil DEREE0ll  Gm . asssarsocngAuEas 884 Ap’- £EGRRETRACERAN T48%
e and does not affect Hong Kong Airlines official website or mobile website. Based on 0 s pr RUSE A= wiAkeRn  AHASANARR - ARAN - :;:"""’"“""‘" KUAX
gt Status investigation, 57 customers were affected in this incident e BOA RNRTARARE-A¥NC  ENEHFERRRE " KICTUARAREEAARE 1
» . 2 s 1 B|A ) "
BRSNS - seznnannanzeatas  OREEEE RSy —unnsi I nenssu n

R TEPTETEE E Ty b S b ginjudoadaifast

O T Ty

Hong Kong Airlines attaches great importance to the personal prive — —°
(; sincerely apologies for the inconvenience that may cause to the
immediate actions to prevent further leakage and recurrence.

Eortane Wings Miles
e

Please refer to the Frequently Asked Questions below for further inf

24h Reservation Hotline Mon-Sun

B App SEERBEEEAME Ty

[ M ] FEMEAABMARR (App) WIFRIL AT FRARFIDTMGHE -

Tosz e aeee tione ftons 1. How do | know if | am one of the affected party?
+86 950715 Mainlznd Based I tigat h P identified 57 aff RERIE A RFABAMAdroidSTE A FMERTFN FEMERITALT  WEEREF WA R
chine ased on our preliminary investigation, we have identified 57 afft ggp .5 p st RF I MARS - BREXXS% - KT TELE - EMEHNEE . CHRRRIEE  BETE
+0080 1853033 Taiwan customers using a few maobile phone brands installed with Androi R . E A LR MAYOR W0 FRTREN 2R RMEHFRAMEALY (Android) REENE
+61 23003 7388 Australia the APP are potentially affected in this incident. We will contact g . BRI BRI SRR HAREEA  RRIMIIAE » S B S = 5 M A R
+64 5513 4177 ;‘::‘Im possible. If you are concermned whether you are an affected custome s . 5 s - éﬁ"mﬁx BB BRI R « s B LW
+1 855 393 38890 s dedicated emall address at app.enquiry@hkairlines.com. ﬂ”ﬁﬂlﬂ!&#ﬂ#ﬂﬁ P ;ﬁ A’éi‘;—:“:ﬁ;‘;;—, TR
i atus Enquiny on-Sun . - P . B
:g:tf;: 1;; ' :mim 2. What data might have been leaked in this incident? B AR LA R RN R A R R BT o R0 BT
E As of now, the known affected data includes passenger name, nan M Android AR BIE AR E W TR (check-in) » ¥l AB7ERTMABEARERUENR 2N - A8

(if applicable), email (if applicable), ticket number, ID or travel do Li#iZ 36 EA - SBNELH > EBPUEFAREOE  AHFAFREN RS 528  eBSfMAD TR
number, online check-in status and QR code of the boarding pass. M B S WA RMEOR - W06 3R KA WIEERMITRES « 88  FlMEE -SSR
Please rest assured that the payment detalls of customers |nc\ud|r F - TR - Rhﬂm R E A SR I .ﬁmﬂﬁit s I AL REFRIMN WH o
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CCTV installation at Refuse Deposit Blackspots

CCTV to zoom in on scourge of illegal dumping in

Hong Kong

Black spots near restaurants will be monitored in pilot scheme to stamp out poor
hygiene conditions

UPDATED : Wadnasday,

Elizabeth Cheung
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(f]w]s]in
BA

a

More on this story

G

HEALTH & ENVIRONMENT

CCTV will be installed at black spots under a pilot scheme in the fight against the
illegal dumping of rubbish.

The measure, to be launched by the end of this year, aims to curb poor hygiene
conditions in areas such as back alleys close to restaurants.

Secretary for Food and Health Dr Ko Wing-man hopes the installation of closed-
circuit TV will help enforce the law.

“Rubbish may not be dumped at daytime in these areas. It was reported that dumping
of rubbish from homes or restaurants at inappropriate locations may happen at
midnight,” he said yesterday after meeting the chairmen and vice chairmen of district
council food and envi hygiene ¢ ittees.

The 18 councils will be asked to identify hygiene black spots requiring further
surveillance.

The pilot scheme is expected to last from six months to a year.

‘When asked about privacy concerns, health officials said guidelines on CCTV
surveillance issued by the Office of the Privacy Commissioner would be followed.

“If the installation involves external walls of private buildings, we will seek consent
from the owners’ corporations or owners of the buildings before proceeding,” Vivian
Lau Lee-kwan. director of food and environmental hvaiene. said.
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The Six Data Protection Principles (DPPs)

A3 B R st Hil PCPD.org.hk

Data Protection
Principles

J E
WAk H Yy B 75 & Collection Purpose & Means PR 245 M Security B
BRI Rl i P SR AR © Penonal daia must Be collected in @ lawtul and fair way, for 3 FERHEFE A SN T S0 B A SRR RS A data user needs to take practical steps Lo safeguard personal
5 1 0 o e B T A - purpase directly related to 3 function/actvity of the data user PR TR - M - BHER - PO - dala from unaulhorised or accidenlal access, grocesing,
0L L B B A A 84S0 B A A BCRUIL AR A Bt | Al practicabile steps snall be Laken Lo nolify the data subjects of erasure, los o use,
. . the purpose of data callection, and the dasses of pesars to
:ﬂimﬁ::‘“iﬁ::;‘;‘g whom the dats may be trarsfermed, —
W : Thata ralierted should be necessary hut not xcessive, _ -
ZEWJE Openness —
- % ] ™ 3 PR A NI R A TR ERRT A A data user must make known (o the public its personal data
ﬁﬁﬂﬁﬁ &ﬁ ﬁ ACCU]'HC_Y £t Retention U A AT A A 095 e policies and praclices, types of persanal data it holds and how
. ® the data is used,
B WLV SR e A B A P BRI Persanal data is securate and is mot kept for a period longer than
e [ T o RO - is recessary to Tulhil the purpose Tor whick it is used,
Fr 18 B W 1E Data Access & Correction
1 Use | SR ALK MR DI A BER ¢ WAL MMATE A data subject must be given access to his personsl data and to
) BRI - make comections where the data & inaceurate.

A5 PR PR O i 0 A ) PR SRR M LAY+ Pemsanal data s wsed far the purpose for which the data is
1 P 58] TR A0 0 ) R - collected or for a dirctly related purpose, urless valuntary and
eplicit consent is obtaived from the data subject. FiEMATHEEBENA®

Offiee of the Privacy Commissioner
for Persansi Dats, Hong Keng
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Six Data Protection Principles Introduction Video

NEFREERRA]

Six Data Protection Principles under the Ordinance

LOML 6 B
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Principle 1 - Purpose and Manner of Collection

- must be related to the data user’s functions or activities

data collected should be adequate but
not excessive

 S—

J

the means of collection must be lawful and fair

all practicable steps to notify data subjects

of collection purposes and to whom data will be
transferred (i.e. provision of personal information
collection statement “PICS”)

(PCPD] N a_ 3

F @.9 SREARHLEERAE
"IN et 1996 Privacy Commissioner

® gm | for Personal Data, Hong Kong
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Principle 1 - Purpose and Manner of Collection

Case Sharing: Face Magazine Limited and Sudden Weekly Limited
(AAB No.5 & 6/2012)

 The photos of three artistes were captured by the adoption
of systematic surveillance and use of long lens cameras

* The photos were published in two magazines depicting the
daily life of the artistes and their intimate acts suggesting of
their cohabitation

* The artistes were at their respective places of residence
which were not easily visible to the public

 The artistes had a reasonable expectation of privacy in the
circumstances

ZU &eﬁ*g
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Principle 1 - Purpose and Manner of Collection

* The public interest is one factor to be considered as to
whether or not the collection of personal data is fair
in the circumstances. It is a question of balancing the
fairness in collecting the personal data against the
public interest in knowing the truth

e What the appellants sought to expose (namely,
cohabitation between the artistes) was not in the
public interest

 Contravention of the Principle of Fair Collection

26
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Personal Information Collection Statement

e jll-defined purposes of use

Yy

------- e If you provide any
personal data to us,
e Other related purposes you agree that we can
use personal data
about you for any

° ... purpose we choose

F PCPD.org.hk est.1996



Personal Information Collection Statement

e jll-defined data transferees

e any other persons e any company within
under a duty of our Group, our
confidentiality
to our company

respective subsidiaries
and any company in
which the same has an
interest

F PCPD.org.hk est.1996



Personal Information Collection Statement

Practical tips:

,@i design the layout of PICS (including font size, spacing and use of
= appropriate highlights) in an easily readable manner

N

;@; present PICS in a conspicuous manner, e.g. in a stand-alone notice or
NN .
S section

-~
—_—

\}/ ~ use reader friendly language, e.g. simple words

~
-

provide further assistance to customers such as help desk or enquiry
service

_:@, should not state the purpose of use and class of transferees in general and
Y’ vague terms

FEBARSLBERLE

Privacy Commissioner
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Principle 2 — Accuracy and duration of retention

* data users shall take all practicable

steps to ensure the accuracy of

personal data held by them, and

destroy data after the purpose of | ° = )
use is fulfilled

30
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Principle 2 — Accuracy and duration of retention

Case Sharing: bank statements sent to inaccurate customer address
causing disclosure of personal data to unintended recipient

credit card customer provided address in “Shek Tong Tsui”

bank statement delivered to “Siu Lam”

complainant used bank’s form to correct the address ‘

bank subsequently sent statements to an address
in Shek Tong Tsui, but without specifying the flat number

31
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Principle 2 — Accuracy and duration of retention

* bank’s double-checking procedures failed
to spot the mistakes

e contravention of Principle 2

e the Commissioner issued enforcement notice to the bank
directing it to conduct regular administrative audit for
customers’ requests to update personal data

32
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Principle 2 — Accuracy and duration of retention

e (Case Sharing: Inland Revenue Department (IRD) Failed to Take
All Reasonably Practicable Steps to Ensure the Accuracy of a
Taxpayer’s Address

e Failing to receive Tax Demand despite calls and emails were
sent to clarify address

o Officer A of IRD wrongly attached the Appendix of another
taxpayer to the Main Return of the Complainant; Officer B
updated IRD database without checking the file numbers on
the Appendix and Main Return; Tax Demand sent to wrong
address and returned undelivered; Officer C attempted to
rectify by checking the tax return of Complainant’s employer
but wrongly input “Flat A” instead of “Flat F”

)

CHOg

& ms

)
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Principle 2 — Accuracy and duration of retention

e After receipt of Complainant’s enquiry emails, Officer D
simply instructed subordinate to resend copies of Tax
Demand according to database, as many as three times

 Remedial actions — revise Tax Return to incorporate address
change into the Main Return; daily supervisory checking on
at least 10% of address amendments
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Principle 2 — Accuracy and duration of retention

Accuracy of the data may not be apparent or easily determined in some
cases

 The Complainant was diagnosed as having “serious psychosis” by a
psychiatry clinic of the Hospital Authority (“HA”), and he later sought
consultation at a private clinic and was diagnosed as having “anxiety
disorder”. He then lodged a complaint with the PCPD against the HA
for holding inaccurate medical records about him.

* No contravention of DPP2

* According to the Administrative Appeals Board, medical opinions
about judgment of the mental condition of a data subject were the
professional judgment of the doctor, and its accuracy was not within
the jurisdiction of the Ordinance or the PCPD and the Commissioner
could not compel the doctor to amend his medical opinion
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Principle 2 — Accuracy and duration of retention

Case Sharing: an insurance company retained personal data of
unsuccessful insurance applicants for indefinite period of time

* reasons given by insurer
* legal requirements for keeping books of accounts
* guidelines and circulars of regulatory authorities
* potential litigations, enquiries and complaints
* checking against future applications

i
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Principle 2 — Accuracy and duration of retention

* Privacy Commissioner’s decision:

** monetary transaction — retain 7 years

** non-monetary transaction — retain 2 years

¢ unless special circumstances existed

e insurer complied with the enforcement notice issued by
the Commissioner, and erased more than 7,000 records

FREARBLEBESAE
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Principle 3 — Use of personal data

e personal data shall not, without the prescribed
consent of the data subject, be used for a new
purpose

“new purpose” means any purpose other than the
purposes for which they were collected or
directly related purposes

38
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PCPD

e

DPP 3 - Use of personal data

Case sharing: Use of Group Instant Messaging App

» MPF intermediary added a customer to his
WhatsApp group for circulating MPF related
information

» thereby disclosed the customer’s name and
mobile number to members of the group

> no consent from customer
> contravention of DPP3

O
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Principle 4 - Security of personal data

e data users shall take ali
practicable steps, to safeguard
personal data against
unauthorised or accidental access,
processing, erasure, loss or use
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Principle 4 — Security of personal data

Case Sharing: a bank failed to safeguard the personal data
collected during an outside-office marketing campaign

 bank conducted a marketing campaign in a bookshop to
solicit credit card applications

e after work, bank’s employee put all application forms and
identity card copies in a briefcase and carried them home

 the employee left briefcase in a public light bus and lost all
the documents

 bank did not have adequate guidelines to staff for handling
personal data collected during outside-office marketing
campaigns

* breach of Principle 4

* enforcement notice issued to the bank and remedial actions
taken (e.g. transfer documents to a nearby branch
immediately after work)

FRBARMLBERLE
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Principle 5 - Information to be generally available

Data users shall provide:

(a) policies and practices in relation to handling of
personal data;

(b) the kinds of personal data held; |
(c) the main purposes for which E
personal data are used

7
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Principle 6 — Access to personal data

- data subject is entitled to request access to and
correction of his personal data

- data user may charge a non-excessive fee

- data user shall respond within 40 days

43
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Application of exemption

* After work injury, the Complainant, a technician of a public
transport institution, was referred to psychological treatment
during which the Complainant had told the psychologist and
counsellor of a service association more than once that he
wanted to blow up the public transport facilities of the
institution (“the Data”). After consideration and discussion with
the psychologist, the association informed the institution of the
Data

 The PCPD considers that blowing up public transport facilities is
unlawful or seriously improper conduct under section 58(1)(d) of
the Ordinance. The association informed the institution of the
Data for the prevention of the above conduct. Under the
circumstances, the Data should be exempt from the requirement

A0 .
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Application of exemption

* Moreover, the Data was also the personal data relating to
the physical or mental health of the technician under
section 59 of the Ordinance. If the association could not
disclose the Data without the consent of the technician, it
would be likely to cause serious harm to the physical or
mental health of the technician. Under the circumstances,
the Data should also be exempt from the requirement

F
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Direct
Marketing

46
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Direct Marketing Requirements

e The new provisions on regulation of direct
marketing activities came into force on

1 April 2013
o direct marketing activities under the o
Ordinance include such activities made to 0, \=
e .
specific persons by mail, fax, email and QO -
phone
47
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Examples of
Non-Direct Marketing Activities

Unsolicited Electronic Messages

FEBARHALREELE
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Intends to use
or provide
personal data
to others for
direct
marketing

Direct Marketing Requirements

-

\_

Data User

Notification

Data Subject ) Provides

Consent

J

provide “prescribed
information” and
response channel for
data subjects to elect
whether to give consent

notification must be
easily understandable

consent should be given
explicitly and voluntarily

“consent” includes an
indication of “no
objection”

FEBARSLBERLE

Privacy Commissioner
for Personal Data, Hong Kong

personal data
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Direct Marketing Requirements

 if a data subject submits an opt-out request, the data
user must comply with the request without charge
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Direct Marketing Conviction Cases

Penalty

Sep 2015 A telecommunication company ignored customer’s Fined $30,000
opt-out requests

Sep 2015 A storage service provider failed to take specified Fined $10,000
actions and obtain the data subject’s consent before
direct marketing

Nov 2015 A healthcare services company ignored customer’s Fined $10,000
opt-out requests
Dec 2015 An individual provided personal data to a third party Fined $5,000
(Note: Appeal trial  for direct marketing without taking specified actions
in progress) and obtaining the data subject’s consent

Apr 2016 * Aninsurance agent used personal data for direct Community Service
marketing without taking specified actions and Order of 80 hours
obtain the data subject’s consent; and for each charge

* Failed to inform the data subject of his opt-out
right when using his personal data in direct

marketing for the first time =
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Direct Marketing Conviction Cases

Penalty

May 2016 * a telemarketing company used a customer’s Fined $8,000 for
personal data in direct marketing without taking each charge
specified actions and obtaining his consent; and

* ignored opt-out requests

Dec 2016

a watch company used personal data for direct Fined $8,000 for
marketing without taking specified actions and each charge
obtain the data subject’s consent; and

» failed to inform the data subject of his opt-out right

when using his personal data in direct marketing

for the first time

Jan 2017

A bank ignored customer’s opt-out requests Fined $10,000
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Practical Tips

NNy
—\\//~ must take specified actions and obtain consent
=
NNy
- /,— must notify data subject of his opt-out right
=
N4
- /— update the Opt-Out List timely
=
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Consequences of Breach

>

| 4

» After investigation, publish a report (section 48)
— naming the relevant data user

* Investigation and Enforcement by PCPD

> Serve an enforcement notice (#1738 4%]) on the
relevant data user (section 50) - non
compliance with an enforcement notice or
repeated contravention by the same act is a
criminal offence (section 50A)
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Consequences of Breach

 Complainant has right of appeal to the AAB against

» Commissioner’s refusal not to carry out or decision
to terminate an investigation (section 39(4))

> Commissioner’s decision not to serve an
enforcement notice in consequence of an
investigation (section 47(4))

* Data user has right of appeal to the AAB against the
Commiissioner’s enforcement notice (section 50(7))
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Consequences of Breach

* Criminal investigation and prosecution
» Contravention of a DPP is not an offence per se

» Contravention of a requirement under PDPO other than
a DPP is an offence (section 64A)

» Appropriate cases of criminal offences are referred to
the Police for criminal investigation and prosecution by
Department of Justice

> Liability of key officers — the offences that were
committed with the consent or connivance of a director
or other officer concerned

(section 101E, Criminal Procedure Ordinance (Cap. 221))
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Consequences of Breach

* Liability of employers and principals under section 65

» Would an employee be liable?
v’ Section 65(1) of the Ordinance
v’ Act done or practice engaged in by a person
v’ In the course of his employment
v’ Be treated as done or engaged in by his employer as well as by him
v’ Even without employer’s knowledge or approval

» Would an agent be liable?
v’ Section 65(2) of the Ordinance
v’ Act done or practice engaged in by a person as an agent
v With the authority of another person (on behalf of the principal)

v’ Be treated as done or engaged in by that other person (the principal) as
well as by him

v’ Banks are accountable for the acts done by their agents and contractors
(e.g. debt collection agent, marketing agent, IT contractor, waste
disposal company etc.)
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Consequences of Breach

 Civil remedy under section 66: an individual who
suffers damage, including injury to feelings, by reason
of a contravention of PDPO in relation to his or her

personal data, is entitled to compensation from the
data user concerned

» proceedings be brought in the District Court

> legal assistance for aggrieved persons

Privacy Commissioner
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Transfer of personal data outside Hong Kong

» S. 33 of the PDPO prohibits transfer of personal data
outside HK unless under 6 specified circumstances
(section 33(2)(a)-(f))

> Legislative Intent: personal data transferred outside
HK is afforded with same protection

» S. 33 not yet operative. The Government has engaged
a consultant to conduct a Business Impact
Assessment study (outcome not yet announced). No
firm date for implementation

» PCPD’s work: the White List (confidential) in response
to 15t exception and the Guidance (issued in Dec 2014)
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Meaning of Transfer

Section 33 covers 2 situations:

ransfer from Hong Kong transfer between 2

other places
to a place

where the transfer is
controlled by a data
user in Hong Kong

outside Hong Kong
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Meaning of Transfer

“Transfer” is not defined under the PDPO

ordinary meaning applies: transmission from one place
or person to another (# mere transit)

e.g. sending paper or electronic documents containing
personal data by courier, post, or electronic means

sending an email to a Hong Kong recipient during which
process the data is transmitted via a server/ equipment
situated outside Hong Kong because of Internet routing #
transfer
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Guidance on Personal Data Protection
in Cross-border Data Transfer

Guidance Note (see website);
make early preparation;
understand compliance
obligations;

voluntary compliance as part
of corporate governance
responsibility 0  protect
personal data

YV VY VYV

000 VEF R H A A
Office of the Privacy Commissioner
for Personal Data, Hong Kong

Guidance on Personal Data Protection

in Cross-border Data Transfer

PART 1:  INTRODUCTION

(@

The place is specified by the Privacy

Section 33 of the Personal Data (Privacy)
Ordinance (the “Ordinance”) prohibits the
transfer of personal data to places outside Hong
Kong unless one of a number of conditions is
met. The purpose of such cross-border transfer
restriction is to ensure that the transferred
personal data will be afforded a level of
protection comparable to that under the
Ordinance.

Although section 33 is not yet effective, this
Guidance serves as a practical guide for data
users to prepare for the implementation of
section 33 of the Ordinance. It helps data users
to understand their compliance obligations
for cross-border data transfer once section
33 is effective. All the conditions for waiving
the transfer restriction are dealt with in this
Guidance.

Regardless of when section 33 will take
effect, data users are encouraged to adopt
the practices recommended in this Guidance
as part of their corporate governance
responsibility to protect personal data.

The legal requirements

Section 33(2) specifies that a data user shall not
transfer personal data to a place outside Hong
Kong unless one of the following conditions is
met:

Guidance on Perscnal Data Protaction in Cross-border Data Transéer

(e)
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Commissioner for Personal Data (the
“Ci issi ") by notice in the Gazette
that there is in force any law which is
substantially similar to, or serves the same
purposes as, the Ordinance;

The data user has reasonable grounds
for belleving that there is in force in that
place any law which is substantially
similar to, or serves the same purposes as,
the Ordinance;

The data subject has consented in writing
to the transfer;

The data user has reasonable grounds
for believing that the transfer is for
the avoidance or mitigation of adverse
actlon against the data subject; It Is not
practicable to obtain the consent in
writing of the data subject to that transfer;
but If it was practicable, such consent
would be given;

The data is exempt from Data Protection
Principle (“DPP”) 3 by virtue of an
exemption under Part VIl of the
Ordinance; or

The data user has taken all reasonable
precautions and exercised all due
diligence to ensure that the data will
not, in that place, be collected, held,
processed, or used in any manner which,
if that place were Hong Kong, would be a
contravention of a requirement under the
Ordinance.

® Docomber 2014
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Exceptions: s.33(2)(a) — (e)

Data user shall not transfer personal data outside Hong Kong unless one of
the conditions are met:-

. s.33(2)(a) : Fall within one of the White List jurisdictions (the law in
that place is “substantially similar to or serves the same purposes as”
the PDPO) [Note: The White List is to be kept confidential currently]

. s.33(2)(b) : Data user’s own assessment (the law in that place is
“substantially similar to or serves the same purposes as” the PDPO)

. s.33(2)(c) : Data subject’s written consent to the transfer

. s.33(2)(d) : Avoidance or mitigation of adverse action against the data
subject

. s.33(2)(e) : Exemptions under Part VIl of the PDPO 63
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Exceptions: s.33(2)(f)

s.33(2)(f) : Data user has taken all reasonable
precautions and exercised all due diligence such that
personal data transferred will not be handled in a manner
that contravenes the PDPO (“Due Diligence Requirement”)

o Through either:
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Exceptions: s.33(2)(f) — Contractual means-

An enforceable contract between the parties to the transfer to
ensure that the personal data is given equivalent protection

» Recommended Model Clauses (“RMC”) (see Schedule to the
Guidance)

A set of RMC to assist data users to develop an enforceable contract to
satisfy the Due Diligence Requirement

Does not require strict adoption by parties in cross-border transfer
(greater flexibility) (vs standard model contract)

Can be a separate data transfer agreement or incorporated into a wider
outsourcing agreement

PCPD.org.hk est.1996
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Exceptions: s.33(2)(f) — Contractual means-

v Terms can be modified or adapted to suit business needs
o Section | - Core Clauses
o Section Il — Additional Clauses

v'  Deals with:-
o Transferor’s obligation
o DPPs to be observed by transferee;
o Parties’ rights in the event of breach;
o Audit requirement;
o Sub-transfer;
o Liabilities; and
o

Termination
(explanatory notes) 66
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Exceptions: s.33(2)(f) — Non-contractual means-

Transferor may adopt the following measures (non-exhaustive):

o Transferor has the right to conduct regular audit and inspection
o Transferor to ensure the transferee has:

e Sufficient technical competence and organisational
measures on data protection with good track record

 Robust data protection policies and procedures (e.g. data
not kept longer than is necessary, data subjects’ rights to
access and correct their personal data, adequate staff
training, etc.)

* For transfer within intra-group organisations, internal
safeguards and policies to reflect the requirements of the
PDPO

)
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Contravention

Offence under s.64A (max fine HK$10,000)

PCPD may issue enforcement notice for any contravention
of s.33 (s.50)

Contravention of enforcement notice is an offence which
carries a fine and imprisonment (a daily fine, if continuing
(_ offence) (s.50A)

4 =)
Damage to reputation; loss of customers’ trust

A J
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Tips for Cross Border Data Transfer

Review existing data
transfer strategy

. Control unintended or
Conduct regular audit ’
: : unnecessary cross-

and inspection "‘ border data transfer

.

Check the White List
(when it comes into
effect)

Be transparent about
cross border transfer

May adopt multiple measures (e.g. even if the
jurisdiction falls within the White List, the
parties may still enter into a data transfer
agreement) to give more protection 69

Keep inventory of personal data
(monitor transferee’ data handling
policies/ whereabouts of personal data)
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PCPD’s website (PCPD.org.hk)
T
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* PCPD strives to strengthen
information on the website,
building an important channel to
communicate with the public
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- Web For All
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https://www.pcpd.org.hk/scindex.html
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