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Honourable Guests, Ladies and Gentlemen,  

 

In April 1995, the Personal Data (Privacy) Bill was introduced 

into the Legislative Council. 

 

Many thanks to Mr. Mark Parsons, who accounted for the 

development of our law in details at the Symposium this 

morning. Let me try to summarise what the position then was.  

 

Members of the LegCo were then briefed that the Bill, based on 

the recommendation of the Law Reform Commission (LRC), 

proposed a new law of general application to protect privacy 

with respect to personal data based on internationally recognized 

data protection principles.   

 

These principles provided for the fair collection, use, holding 

and disclosure of personal data, and for the subject of personal 

data to have rights of access and correction.   

 

It was also recognised that there were competing interests to 

personal data privacy, such as the prevention and detection of 

crime and freedom of the press, calling for a variety of narrowly 

defined exemptions.   
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To oversee enforcement of the law, it was recommended that an 

independent regulatory body with suitable powers of inspection 

and investigation be set up. 

 

The LRC attributed the need for the protection of personal data 

in Hong Kong to the pressing international trade considerations 

and the developing trend in that countries or places lacking laws 

incorporating the internationally agreed data protection 

principles would be denied general access to personal data held 

by those with such laws, as specifically envisaged by the 

European Communities Commission draft Directive scheduled 

for implementation in 1996.  The inadequacy of the then 

existing statutory protection of information privacy being 

scattered and incidental in nature was also identified. 

 

It was against this background that: 

 

 A piece of comprehensive, holistic and stand-alone 

legislation was enacted in 1995 and put in force in 1996 – 

The Personal Data (Privacy) Ordinance; and 

 

 An authority with powers of enforcement covering both 

the public and private sectors but independent of the 

Government was established in 1996 – The Privacy 

Commissioner for Personal Data. 

 

Over the last 20 years, we in Hong Kong have seen the 

evolution of the protection of this fundamental right of personal 

data privacy protection and the transformation of the privacy 

landscape in line with the global one. 

 

20 years ago, people in Hong Kong generally did not have 

much knowledge about privacy, let alone understanding their 
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rights.  They were concerned about whether and why they 

should provide their names, addresses and identity card 

numbers when they filled in a form.   

 

Today, they are concerned that their personal data stored in one 

device is being shared, misused or disclosed even though they 

simply agree or accept, or give their consent unmeaningfully, 

without reading or thinking through, an overly long and 

legalistic data collection or privacy statement provided by a 

data user or processor. 

 

20 years ago, we tried to understand what the Internet of 

Information and Digital Data were all about.   

 

Today, a person in the streets of Causeway Bay would have to 

start to learn what the impact of Internet of Things, Big Data, 

Augmented Reality, Virtual Reality, Ransom Ware and 

Artificial Intelligence would be on his daily life. 

 

20 years ago, enterprises and organisations, commercial ones in 

particular, took protecting or respecting data they collected as 

an onerous liability and no more than a compliance job 

undertaken by a member of their general staff. 

 

Today, they begin to accept that data protection and respect is 

an asset and would lead to secure trust and reputation, hence 

should be undertaken as part of corporate governance and 

committed by the top management. 

 

With rapid ICT development and booming of e-social 

networking, e-commerce, e-banking, e-payment, fintech, and 

even e-election engineering nowadays, it would not be 
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exaggerating when one says data privacy becomes part and 

parcel of one’s daily life. 

 

It will do nobody’s justice if I try to account for the impact of 

the ICT developments on data privacy or summarise what my 

office has or has not done over the last 20 years this evening, 

suffice to say that awareness of data protection has increased, 

expectation of the data subjects or individuals has changed, 

attitude and methodologies of data users or organisations have 

up-shifted in a data driven economy and a smart city like Hong 

Kong. 

 

This afternoon at the Symposium Professor Bacon-Shone gave 

us a comprehensive analysis of what the changes have been over 

the last 20 years or so. I am going to give you some of the 

findings helpfully revealed by the Baseline Survey of Public 

Attitudes on Privacy and Data Protection 2015 (the Survey) 

conducted by him. These findings may help remind you of what 

members of the public now have in their social agenda: 

 

 The public, probably including you and me, often sacrifice 

privacy for the sake of convenience; 

 

 Not many people are concerned about providing details of 

occupation or full date of birth, but not in the case of 

providing HKID card number or personal income; 

 

 There is a growing expectation that immediate notification 

of data leakage be given to the individuals concerned, the 

media and my office; 
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 Many people are aware that an instant messaging app 

accesses all contact information on their smartphones and 

a significant proportion think the law should stop this; and 

 

 Many people are wary that their personal data is shared 

even with their knowledge or consent, but when asked 

whether they would be willing to pay HK$20 per month 

for email services without advertising, most people say no. 

 

In relation to the work of my office, let me give you some 

empirical data of what the changes are, as enshrined in our latest 

annual report published today: 

 

 

 During the report period (i.e. the year from April 2015 

ending March 2016), over 20,000 enquiries and complaints 

were received, representing an annual increase of 15%, 

and a 50% increase compared to the 1997-98 figures.  
 

 During the year, a record high of 104 data leakage 

incidents reported to my office involved the personal data 

of more than 854,000 individuals in Hong Kong, as 

compared with 66 incidents involving 77,409 individual in 

2014-15.  These incidents included loss of documents or 

devices, inadvertent disclosure by electronic means or post, 

system failure, malware attack and hacking. 
 

 My office also carried out a new annual record of 286 

compliance checks last year, registering a 26% year-on-

year increase, and was up nearly three-fold since 1997. 
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 After the revised provisions on direct marketing had taken 

effect on 1 April 2013, the first four conviction cases were 

determined in the Magistrates Courts last year.   

 

So as you can see, my office and our work have transformed and 

matured over the last 20 years, so has the world of privacy 

issues.   

 

New information and communication technologies are 

generating potent and novel contribution to the community at 

large, trade and commerce included, but at the same time 

generating the risks to personal data protection as well. 

 

Increasing work load is obvious, although it seems unlikely that 

our resources will grow at the same rate or at the same pace.   

 

Challenges – you may sympathetically agree.  But quantitative 

pressure is not really the issue, the crux is a qualitative one – the 

enduring complexity of the matters and the ever growing 

expectation of the stakeholders. 

 

One of the challenges that we as a regulator have to meet 

nowadays is where data collected, and sensory ability, cognition 

and robotics etc. are enabled by Cloud and settled by 

Blockchain in the midst of merger and acquisition of multi-

national corporations, how we could help unlock and share the 

data within the existing protection framework, with a view to 

maximizing the benefits of data in a sustainable way, but 

minimising risks and harms, creating healthy synergy with 
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economic growth, identifying and securing the innovative use of 

data in this data driven economy. 

 

I am privileged that I have a team of most competent and 

dedicated members of the two advisory committees and 

colleagues in my office, with whom I join hands in embracing 

these new challenges, or in our view, opportunities rather.  

 

What we intend to do in the days to come include: 

 

 A fair, not merely legal, enforcement of our law will 

remain a priority of our work.   Certainly that is not the 

only effective means to protect data privacy. 

 

 We will reallocate more resources to the education and 

promotion of data privacy protection within the confines 

of the law and regulatory framework. 

 

 We will promote privacy statement transparency and data 

literacy, amongst the SMEs, the young and the elderly in 

particular.  

 

 We will continue to advocate a paradigm shift through a 

privacy management programme by which the law and 

good practices could be entrenched, and compliance 

transforms to accountability alongside the commitment of 

the top management in corporate governance.  

 

 We will also keep abreast with the global personal data 

privacy development, especially the new EU General Data 

Protection Regulation upon which our Ordinance was 
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partially modelled 20 years ago.  We will seek to play a 

constructive role in the international arena relating to 

personal data privacy, including organisations like APEC 

Cross-border Privacy Enforcement Arrangement, and Asia 

Pacific Privacy Authority and Global Privacy Enforcement 

Network. 

 

 We believe personal data privacy should not be a barrier to 

innovation and trade. To enable unlocking and sharing 

data legitimately, my job is necessarily to seek to, in the 

interest of all stakeholders, balance data protection off 

against the free flow of information, which is one of the 

irreplaceable attributes of Hong Kong widely acclaimed as 

the most suitable location for setting up data centres in the 

Asia Pacific region, as well as the freest economy in the 

world.  

 

 We will continue to engage all stakeholders with a view 

not only to protecting one’s personal data privacy, but also 

fostering a culture of respecting the others’. 

 

Ladies and gentlemen, please also allow me to seize this special 

occasion to announce that the 39th International Conference of 

Data Protection and Privacy Commissioners will be hosted in 

Hong Kong again next year, from 25 – 29 September 2017.  

Last hosted in Hong Kong in 1999, the Conference has been the 

premium global forum for 110 data protection authorities, 

professionals and representatives of the related trade and 

industries around the world, attracting 700 -800 participants 

each year.  

 

The year 2017 is also special for us in Hong Kong as we will be 

celebrating the 20th anniversary of establishment of the Hong 
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Kong Special Administrative Region of the People’s Republic 

of China. 

 

So mark your diary and join us next year!  

 

Finally, and this is most important, I would like to register my 

gratitude to all of you present here tonight, not merely for your 

gracing this special occasion, but also for your tolerance for our 

not doing what we should have done, and for your staunch 

support over the last two decades for what we sought to do.   

 

Thank you very much indeed!  

 

End 


