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Note: The contents herein are for general reference only.  It does not provide an exhaustive guide to the application of the Personal 
Data (Privacy) Ordinance (“the Ordinance”).  For a complete and definitive statement of law, direct reference should be made to the 
Ordinance itself.  The Privacy Commissioner for Personal Data (“the Commissioner”) makes no express or implied warranties of 
accuracy or fitness for a particular purpose or use with respect to the above information.  The contents herein will not affect the 
exercise of the functions and power conferred to the Commissioner under the Ordinance. 
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The Six Data Protection Principles 
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Any data: 

 

1. relating directly or indirectly to a living individual; 

 

2. from which it is practicable for the identity of the 
individual to be directly or indirectly ascertained ; and 

 

3. in a form in which access to or processing of the data is 
practicable. 

 

 

Personal Data Definition 
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Personal Data Examples 

Rumours in 
social 

network 

Visual 
checking 
HKID at 

registration 

Student 
number 

Security 
CCTV 

footage   

relating directly or 
indirectly to a living 
individual 

    
from which it is 
practicable for the 
identity of the individual 
to be directly or 
indirectly ascertained 

    

in a form in which 
access to or processing 
of the data is practicable 

    
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Personal Data Definition 

Are these personal data? 
 

a) Email addresses 
b) IP addresses 

c) cookies 
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Data Protection Principles 

1. Informed Consent 

 

2. Protection 

 

3. Transparency 
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Personal Data Flow 

Collection 
Retention
/ Erasure Storage, Use or 

Processing 

DPP 6 – Rights of access and correction 

DPP 5 – Transparency 

DPP 1 – Collection 

DPP 3 – Use 
DPP 2 – Accuracy 

and retention 

DPP 4 – Security (IT and physical) 

IT System 

Data Flow and Data Protection Principles (DPPs) 
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Privacy by Design 
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Privacy by Design* is the philosophy of embedding 

privacy from the outset into the design 

specifications of accountable business processes, 

physical spaces, infrastructure and information 

technologies 

 

Privacy by Design 

*http://privacybydesign.ca/ 10 



A clever person solves problem, 

 a wise person 

 

The essence of Privacy by Design 

 avoids it. 
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Privacy by Design Principles 
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1. Personal data protection should be proactive (not reactive) and 
preventive (not remedial) in nature; 

2. Personal data privacy should be as the default setting; 

3. Personal data privacy should be embedded into the design and not a 
bolt-on; 

4. Personal data privacy design should be “win-win” and not a trade-off 
against functionality or security; 

5. Personal data protection should cover the entire cycle of personal data 
flow from collection to erasure; 

6. Personal data privacy design should be transparent to all stakeholders 
to allow for verification; 

7. Personal data privacy design should be people-centric to address their 
concerns. 

 

Privacy by Design Principles 
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Privacy by Design Tools 
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Privacy Impact Assessment 

• A systematic evaluation of a proposal in its impact on personal data 
privacy with a view to avoiding or minimising adverse impacts. 

Privacy Culture and Awareness 

• Personal data privacy protection is not a silo compliance issue but a 
corporate culture that could differentiate an organisation. 

Privacy Compliance Assessment 

• A systematic assessment on the level of privacy compliance with the 
Ordinance and any established policies, guidelines and procedures. 

Data Breach Management 

• Data breach incidents need to be managed proactively and in a planned 
manner like DRP/BCP. 

 

Privacy by Design Tools 
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Direct marketing provisions 
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Part VI A: Use of personal data in direct marketing and provision of 
personal data for use in direct marketing 

 

– Data subjects to be informed of the direct marketing intention 
and details; and 

 

– consent (or ‘no indication of objection’) must be obtained from 
data subjects before direct marketing is to take place; or 

– written consent (or ‘no indication of objection’) must be 
obtained from data subjects before personal data is to be 
transferred to others for direct marketing. 

 

– if the data subject so requests, cease to so use those data 
without charge to the data subject.  

  

 

 

 

 

 

 

 

Direct Marketing and Sections 35A – 35M 
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Part VI A: Exemptions (35B): 

 

This Division does not apply in relation to the offering, or advertising of 
the availability, of -  

a) social services run, subvented or subsidized by the Social 
Welfare Department; 

b) health care services provided by the Hospital Authority or 
Department of Health; or 

c) any other social or health care services which, if not provided, 
would be likely to cause serious harm to the physical or mental 
health of -  

i. the individual to whom the services are intended to be 
provided; or 

ii. any other individual.  

  

 

 

 

 

 

 

 

Direct Marketing and Sections 35A – 35M 
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Common privacy issues when managing IT systems 
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Over-collection or don’t care? 

https://www.wwpkg.com.hk/cms/new/pkg.aspx


21 

Till death us do part? 



22 

Use of social media 
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Contractor’s problem or yours? 
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Segregation of testing environment 



• Weak access and password control 

• Lack of administrative control over encryption 

• Technical safeguards – three-tier, vulnerability test (don’t 
forget app scanning), privacy-enhancing technologies 

• No ‘predicable’ URLs for information that should be protected 
by access control 

• No ‘hidden’/unprotected file in webserver – if it is there,  
search engines will find it! 

• No HKID as password/shared secret!! 

• Maintenance files left on webservers 

• Check with Google hack! 

• SQL injection!! 
 

 

 

 

 

Other common issues when managing IT systems 
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Are you being overshadowed? 

 

 

 

 

 

 

Cloud Computing 
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Or are you on top of it? 

 

 

 

 

 

 

Cloud Computing 
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Bottom lines of engaging clouds 

 

 

 

 

 

Personal Data Protection in the Cloud 

Outsourcing data processing does 
not mean outsourcing legal liability 

 

 

 

 

 

 

 

Data users are responsible for the 
protection of personal data 
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Cloud Characteristics of Particular Concern 
 

Rapid transborder data flow 

 

Rapid/Loose outsourcing 
arrangement 

 

Standardised contract 

 

 
 

 

 

 

 

 

 

Personal Data Protection in the Cloud 
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Cloud is just a form of outsourcing, so… 

Can the cloud provider unilaterally                
change the agreement? 

 Agreement must allow data users to discharge 
their duties (such as data access and correction 
requests), particularly in the case of SaaS 

 “Use limitation” to be added to the agreement 

 Possible to use end-to-end encryption to 
protect personal data? 

Personal Data Protection in the Cloud 
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Bottom lines 

Data users are responsible for the protection of 
personal data 

Outsourcing data processing does not mean 
outsourcing legal liability 

The amendments to DPP2 and DPP4 on 
ensuring data processors do not hold on to 
personal data longer than necessary and 
exercise reasonable practicable protection 

Personal Data Protection in the Cloud 
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ISO 27018 Code of practice for protection of PII in 
public clouds acting as PII processors 

 

Elaboration on ISO 27002 controls 

 

Specific ISO 29100 controls 

Personal Data Protection in the Cloud 
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Personal Data Protection in the Cloud 

Principle Example of control 

Policy compliance CSP must always process PII in accordance with the service’s stated policies that have 
been disclosed to customers. 

End-users’ access 
rights 

CSP must offer tools that help customers comply with their data protection obligations 
to their own end-users, including allow end-users to access, correct and/or erase PII. 

Purpose limitation  

 

CSP cannot use PII for marketing or advertising without express consent of customer. 
Such consent should not be a condition for receiving the service. 

Breach notification CSP must notify customer of any unauthorised access to personal data or to 
processing equipment or facilities resulting in loss, disclosure or alteration of personal 
data. 

Data deletion CSP must have and implement policy for data retention and destruction after 
termination of a contract. 
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Personal Data Protection in the Cloud 

Principle Example of control 

Geographic location of 
data 

CSP must identify countries where data may be stored, and the names of any sub-
processors. 

 

Law enforcement 
requests 

 

CSP must notify customer of legally binding law enforcement requests to disclose 
customer data, unless such notification is legally prohibited 

 

Confidentiality  

 

CSP must enter into confidentiality agreement with staff who have access to PII and 
provide appropriate staff training. 

 

Encryption 

 

CSP must encrypt PII that is transmitted over public data-transmission networks 

 

Independent reviews 

 

CSP must subject their service to independent information security reviews at planned 
intervals, and offer customers independent evidence that appropriate measures are in 
place to ensure compliance with CSP’s policies and procedures. 

34 



ISO 27018 CoP for PII protection in public cloud - the 
sliver bullet? 

 

Too new to say 

 

It is a Best Practice like ISO27002, not a 
Standard – assessment on actual controls may 
be required 

Personal Data Protection in the Cloud 
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1. Is the access of the information necessary? 
a) If access is necessary, has it been explained in the collection 

statement/privacy policy? 
b) If access is necessary, is the uploading of the information necessary? 
c) If uploading is necessary, is the storage necessary? 
d) If access is necessary, is the sharing/transferal of the information 

necessary? 
2. What other information is being collected/combined/associated? 
3. What safeguards (such as validation, proper encryption and access 

controls) are in place to the information ccessed/transmitted/shared/kept? 
4. Is the retention policy reasonable and can app users opt out of any of 

these collections and erase/delete collected information and accounts? 
5. Do you have a set of process and procedures in place to fulfil the data 

access and correction obligation? 

 

Privacy by Design – when applying it to app development 
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Best Practice Guide for Mobile App Development 

Please check out the “Best Practice Guide for Mobile App Development” 

http://www.pcpd.org.hk/english/publications/files/Mobileapp_guide_e.pdf 
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Best Practice Guide for Mobile App Development: 

Checklist for self-evaluation 
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• Available before 
installation 
 

• (Nearly) single page 
and in simple language 
 

• Specific to the types of 
data accessed 
 

• Assured users what it 
would not do 
 

• But – don’t copy this… 

 

The good - transparent 
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The good - build your own granular controls 

For iPhone: Why not ‘port’ the logic to Android? 
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Tracking by smartphones; 

 
Tracking by goods tagged with RFID; 

 
No authentication needed for reading tags; 

 
Tags carry standarised Electronic Product Codes 
 

 
 

 
 
 
 

 
 
 
 

Physical Tracking by devices 



42 

 
Sense of violation of rights; 

 
Re-identification of individuals from supposedly 

anonymous data; 
 

Profiling and negative impact to individuals without 
the individual knowing why. 
 

 
 

 
 
 
 

 
 
 
 

Physical Tracking - risks 
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Minimisation of surprise 

 
Minimisation of data 

 
Minimisation of risk 
 

 
 

 
 
 
 

 
 
 
 

Privacy Impact Assessment 
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Aims 
 

Protection of personal data of customers 
 

Protection of personal data of BYOD users/owners 
 

Conflicting demands? 
 

 
 

 
 
 
 

 
 
 
 

Bring Your Own Device (BYOD) 
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Bottom-line 
 

Smartphone has an inherently insecure architecture 
 

Don’t use vanilla smartphone as BYOD equipment 
without additional protection 

 
 

 
 
 
 
 

 
 
 
 

Bring Your Own Device (BYOD) 
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Solutions 
 

Protect personal data and app, not the device 
 

Leave the protection of the device to the hands of 
the owners 

 
 

 
 
 
 
 

 
 
 
 

Bring Your Own Device (BYOD) 
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Scenarios  
 

If data/app are protected from access by other apps 
– Harder for malware and accidental disclosure 
– Harder for users to backup/syn the data 

 
If apps need to be authenticated separately 
– Harder for unauthorised users to access data 
 
If data is encrypted or time-bombed 
– Harder for wrongful disclosure due to data breach 

 
 

 
 

 
 
 
 

 
 
 
 

Bring Your Own Device (BYOD) 



www.pcpd.org.hk/Resources Centre/Publications/Guidance Notes/Information and 
Communications Technology 
– Guidance on Collection and Use of Biometric Data  
– Guidance on Data Breach Handling and the Giving of Breach Notifications  
– Best Practice Guide for Mobile App Development  
– Guidance on the Use of Portable Storage Devices  
– Guidance for Data Users on the Collection and Use of Personal Data through the Internet  
– Guidance on Personal Data Erasure and Anonymisation  
– Guidance on CCTV Surveillance and Use of Drones  
– Guidance on Use of Personal Data Obtained from the Public Domain  
– Guidance on Personal Data Protection in Cross-border Data Transfer  
 
www.pcpd.org.hk/Resources Centre/Publications/Information Leaflets/Information and 
Communications Technology 
– Privacy Impact Assessments  
– Cloud Computing  
– Privacy Implications for Organisational Use of Social Networks  
– Online Behavioural Tracking  
– Personal Data Privacy Protection: What Mobile Apps Developers and their Clients should 

know  
– Outsourcing the Processing of Personal Data to Data Processors  

 
 

 
 

List of ICT related publications 
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