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(iii) HFFFA 2023 £ 5 ANEXREHEEAER -
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16. 202349 A 22 H > FEHRESEA BN EHZE —FH
TEE - FEAFTWOTF -

(1) o R T B Al A R 28 18 B Bl 451 - HEJRIEE “For a

member who wants to de-register, he/she can contact

CLPV (BlH 8% T %) Secretariat by email.”

(2) HEMEE :
“At the CLPV portal (Production Site), access rights are
classified into 3 levels:
1. CLPV member - for CLP all colleagues who can visit
the portal to register as CLPV member. A member
can access and edit his/her own enrolment and

membership data only.

S _bFERSTHFARES 386 H A 6.8() 2 (iii)EX
S RE FRE 12 &
T FEREREE 409 BE 6.1 B



2. CLPV coordinator - for each of the 11 CLPV teams,
there are up to two coordinators who will be granted
the access right to view and edit his/her respective
team’ s enrolment and membership list.

3. CLPV Secretariat - Have administrative right and
access to full set of data in CLPV portal. Currently,
3 members of the CLPV Secretariat have the role to
execute this right.” °

“Files at QA and DEV sites and access right

The files that the complainant subsequently found relate

to three “IT working files” located in the (1) “CLPV

QA" quality assurance and testing site; and (2) the

“CLPV DEV” development site (Please refer to
attachments 1 and 2 of your letter). These sites were
established for IT backend use for data migration and
conversion from the legacy system and not intended to

be updated or accessible by general staff.” ’

(3) HEEE :
“Although the files found by the complainant from the
V CLPV DEV and QA sites could in theory be accessible
by all CLP Staffs (around 6,600 people) during the
period from 6 Jan 2022 to 11 Aug 2023, based on the

8 FERSCIHIREE 410 HEE 6.2 EX
? FRRNFRE 411 B



access log of the files (over the period from 12 Aug 2022
to 11 Aug 2023), we observed: that the file had been
accessed based on the following statistics. We believe
access with less than 5 mins would likely to be incidental
viewing. To ensure the complainant’ s data is secured
and there is no leakage, we have also confirmed with
each of the colleagues who had gained access of “5
mins. or over  (except the complainant) that they have
not used or stored any of the personal data in these

files.”

(4) HEMEFE -
| “... The files contain personal data of the complainant,
including his name, staff ID, contact details, emergency
contact details. Unfortunately, there was an inadvertent
access right misconfiguration, and these files became
accessible, and the personal data of the complainant

became searchable at SharePoint.

The files at CLPV DEV and QA sites were not intended
to be accessible at SharePoint. They were originally
created at the legacy system of CLPV and transferred

into the DEV and QA sites during data migration. These

O FERNEREAIEEFIN E



files were used for wuser checking and verifying

completeness of data transfer.

We took immediate action to [trigger] a data breach
response plan outlined in the CLP Personal Data
Protection Compliance Manual. We have also
immediately contained the breach by removing the files
from the sites, correct and reconfigure the access right
to IT team on a need-to-know basis according to our
policy on the same day of incident reported from PCPD
(i.e. 11 Aug 2023). We have also screened through
system for data subject’ s mobile phone and his family
member s data and either removed or encrypted to
ensure data security. On the same day, we have also
notified senior management and our Data Protection

Officer.” "

(5) EE[EFE
“More broadly, we are also implementing several
improvements to prevent the future recurrence of similar
incident within CLPV portal and other IT [working] files

including:

N FERVHEREIRZEEZEF 413 E
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(1) Review and remove excesSive access permissions
and searchability of data in all IT development and
testing environments;

(2) Double checking data retention period and carried
out data cleansing at IT worksites; and

(3) ‘Conducted health check on proper control setting on
the CLPV portal based on their roles and

responsibilities.”

(6) FEMBIE :

“The reason why some of the complainant old personal
data could still be accessible is because his old records
were contained in three IT working files located in the
CLPV Dev Site and CLPV QA Site. These files
containing the complainant’ s old data were not the
database designed for hosting his CLPV volunteer
information. These files were created in January 2022
for IT backend use and data migration of the legacy
system. They ought to be restricted to the IT team but
unfortunately, the access right of these files were
misconfigured, leading to the complainant’ s accidental

access of his old data.

2 FERNERFAZEEFE4I4E
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On 11™ August, 2023, upon the notificatioh from
[PCPD], the files found on CLPV DEV and CLPV QA

sites were deleted and they are no longer accessible.

On 24" August, 2023, upon the notification from the
complainant, the file found on AMD’ s internal
SharePoint site was deleted, and 1t 1s no longer

accessible.” "

(7) FE[EFE
“The files identified in the DEV and QA sites
containing the complainant’ s old data were not the
database designed for hosting his CLPV volunteer
information. These files were created in January 2022
for IT backend use and data migration of the legacy
system. They ought to be restricted to the IT team but
unfortunately, the access right of these files were
misconfigured, leading to the complainant’ s accidental

» 14

access of his old data.

8) +EREHFEH MUEEBHFAARE - MAE “In
accordance with the Privacy Management Programme, our

Corporate Data Protection Officer also conducts annual risk

B ERNXHRE 4158
W FERNIFRE 416 B
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assessment questionnaire of key departments to self-check
data protection compliance. ... Based on the current
membership‘record in the CLPV portal, the personal data of
the complainant has been duly updated. We have also
screened through system for the complainant’ s data and his
family member’ s data and ensure that these are either

removed or encrypted.” ”

(9) pEEE

“CLP is committed to protection employee data and as
part of our CLP Group Privacy Policy Statement, we
respect him as an individual and his family, and we will
do our utmost to protect his personal data and make sure
we 1mplement data security to properly safeguard data
relating to himself and his family. We remain committed
to continuously improve and take measures to prevent

the future recurrence of similar incident.

Our senior management from IT will provide sincere
apology for the inconvenience or distress this incident
may cause to Mr Lau and his family member. We will
also take the opportunity to explain to him the steps we

have taken to address his concerns.

B ERXHRE 48 E
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...After accessing the risks involved, we considered that
the degree of harm 1s relatively low since '(”1) all the
personal information of the complainant is still protected
within CLP and there were no leakage to any external
parties; (2) access to these files are tracked and log; (3)
There were no threats to personal safety or financial
loss; (4) The incident did not involve highly sensitive
personal data; (5) The breach is an isolated incident
resulting from an [inadvertent] [access] right
misconfiguration; (6) Remedial measures have been

taken immediately after the breach was notified.” ™
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42, AZEEGHN LFBRASEFZTWIRE (trial de novo) - £FE
TEERA LN EIEHEERELEELAUBTREBANEE » K
EHE{TEEFR TEE R ANEERE -

43, EWNSESFEEARERGEZE (BEREM) /£ Happy Pacific
Limited and another v Commissioner of Police, unreported,
HCAL115/1999 %% 12 HHWEHm (ITE LZEGHEH) 26
21(3)f& “appears to be unusual, and is a power not available to a
number of statutory appeal boards-:---- ;7 M “the Board can do
more than this court—it can substitute its own view on the

merits.” *

44, R (ITELESFZEGHREI) (5B 442 F) F 21 i -

(1) MEMBHZEERMANLET  ZEGT——
(b)) BREREFREREMER  FwmESOHEBE - SHEHE
 XHEEREMEANER S FTAwZEEHIEER
BN BTGRP R BEEE
() EREEQFEIFEET - WE EFEAIAE
TLUURER ~ Fl s > AR ZUERBEE WL
E o RIEHERABEENGS 5 -

2 Chan Wing Sang v Commissioner of Police (AAB220/2013)
3 Happy Pacific Limited and another v Commissioner of Police, unreported, HCAL 115/1999, 55 14 B
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(2) ZEEHETESEWOREIR - HS B ERARE
£ 11Q)@QUDKRERMENBRIES - G2 EGEWNE
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45.  BRIATN 2023 £ 8 H 10 HLLEE 7 zUB R _EFF AT R

R FFRBEE — O £ (EERZIFFECR) ~ (FFAHRM ) K

(REILBRBIZE 37 R TV R EREFE ) > T A ZESEW
EEFFARESEEXEZEBER - & 7 LA 212 RV E -

B RETT(E

46. ETBHBITERNEER  cEMtUFEE-SEZEFREALD
EEREE NEERIAEEN  TENEEERERTSANE
FREREE B REREZIGEIHE B 6N ARIT E
fE 5 URETENFEEFLAER  BfREFEHEBIVEE I
PERR IRV R -

47.  FBWE - BEEAZE B GETEHMGEIRTAZE g0
RyIBHER - A2 A gt FERE KBEWE LR E » IERAN

BHESE
(1) Rv Tower Hamlets Council, ex p Chetnik Developments Lid [1988] AC 858; LA K
(2) The Incorporated Management Committee of SKH Tsing Yi Estate Ho Chak Wan Primary School v
Privacy Commissioner For Personal Data (AAB4/2017 at para.68)------
“(1) There is no absolute or unfettered discretion in law; '
(2) The question is whether the discretion is wide or narrow. For this purpose, everything depends upon
the true intent and meaning of the empowering statute;
(3) The discretion can only be validly exercised for reasons relevant to the achievement of the purpose
of the statute; and
(4) The discretion must be exercised reasonably, i.e. to take account of relevant considerations and
exclude irrelevant considerations in the decision making.”
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FEE “either wrong in principle or in any way excessive.” 7 7R
ISR » AZEGREHEBZT AR E RS FEA _EIUESE E ]
TRBREE -

48. IR IE FE B Chan Wing Sang v Commissioner of Police
(AAB220/2013): “A decision that involves the exercise of a
discretion may be found to be wrong or excessive If the discretion
1s  found to have been  exercised unreasonably  or
disproportionately.” AXEEGEHEBLZ B ANIEZTFEA LIE
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open and committed to address his concerns regarding the

protection of his personal data.” *
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