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Preface

This report comprises the findings and conclusiohsvo rounds of public consultation
conducted by the Privacy Commissioner for Perstada (“the Commissioner”) in 2007
and 2011 respectively on the proposed revisiotisst@ode of Practice on Consumer Credit
Data (“the Code”).

Consultation in January/February 2011

On 5 January 2011, the Commissioner published suttaiion document on the “Sharing of

Mortgage Data for Credit Assessment” in responsiéoproposals made by the financial

services industry. The purpose is to seek pulidws on the proposed sharing of positive
mortgage data for residential properties as weltldb positive and negative mortgage data
for non-residential properties. The results of ¢dbasultation are given iRarts | to IV of

the present report.

Consultation in May/June 2007

On 22 May 2007, the Commissioner published a cosisoh paper proposing certain
revisions be made to the Code covering three aspeainely, (a) technical amendments as a
result of the expiration on 1 June 2005 of the tydaur month transitional period during
which credit providers were generally barred frootessing positive credit data in the
course of renewal or review of existing credit fifieis; (b) amendments relating to the
retention of the data in respect of write-off aauisudue to a bankruptcy order being made;
and (c) miscellaneous amendments. The resultseotdnsultation are given Fart V of

the present report.

This report sets out the views received, for anairey, during the respective consultation
periods, and the Commissioner’s observations andlgsions. A copy of the report and the
submissions received may be downloaded from the [DPCPwebsite at:
http://www.pcpd.org.hk/english/publications/file€/0_ConsultationReport2011_e.pdf
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The Commissioner would like to thank all individsiaand organizations who have
thoughtfully and generously contributed to the d&sion of the important privacy subject of
protection of consumer credit data. Their viewgehlaeen instrumental in his determination
on the privacy issues involved.

Office of the Privacy Commissioner for Personal®at
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Part | — Background

Introduction

1.1 The Personal Data (Privacy) Ordinance (“thedi@@nce”) provides for
comprehensive control on the collection, accurestgntion, use, security, transparency of
policy and practices as well as access and caoreofipersonal data. Section 12(1) and (3)
of the Ordinance empower the Commissioner to issiyecode of practice for providing
practical guidance in respect of any requirementieu the Ordinance imposed on data
users and to revise the code of practice from toteme.

1.2 The Code was issued by the Commissioner taigeqractical guidance to data
users in Hong Kong in the handling of consumer icréata. It allows sharing amongst
credit providers through the use of a central ¢reégiabase operated by a credit reference
agency (“CRA”") of “positive and negative” credittdaof primarily unsecured consumer
credit and “negative” credit data of residentialrtgage loans. “Negative credit data”
generally means information on default in paymeriBositive credit data” means
information on loans that are not in default, ae.individual's overall credit exposure and
payment pattern.

1.3 Before revising any code of practice, the Cassianer is required under section
12(9) of the Ordinance to consult with such bodegsesentative of data users to which the
code as so revised will apply and such other istetepersons as he thinks fit. The Office
of the Privacy Commissioner for Personal Data (“BQPcommenced a public
consultation to seek the views of the public aa#tetholders on 5 January 2011 in respect
of a proposal made by the financial services ingust the extension of the credit sharing
arrangement to mortgage data. The consultationdeod& February 2011.

Key Features of the Financial Services Industry'sdposal

1.4 The proposal is put forward by the Consumeed@rForum (“CCF”y and
supported by Hong Kong Monetary Authority (“HKMA”).It involves extending the
existing credit data sharing arrangement to inclpdsitive mortgage data in respect of
residential properties as well as both positive amebative mortgage data of
non-residential properties. The key features ofitftkistry’s proposal are summarised
below:

1 CCF is a joint forum of the Hong Kong AssociatidnBanks, the Hong Kong Association of Restricteddrised
Banks and Deposit-taking Companies, the Hong KordgRS Licensed Money Lenders Association Ltd. amel t
Finance Houses Association of Hong Kong Limited.



(@)

(b)

Mortgage loan types

The industry proposes sharing of positive credid d@ad negative credit data of
mortgage loans granted to consumers to cover ngetEans on residential,
retail, commercial or industrial properties.

Sharing of positive mortgage data

)

ii)

Vi)

Each credit provider that subscribes to the GRRIAcontribute to the CRA
the following personal data on its records relatmgach of the borrowers,
mortgagors and guarantors with respect to mortgages granted to
consumers with outstanding indebtedness (the “@mutad Data”):

(1) Name;

(2) Capacity (i.e. whether as borrower, mortgagaguarantor);

(3) Hong Kong Identity Card number or travel docateumber;

(4) Date of birth;

(5) Gender;

(6) Correspondence address; and

(7) Account number, type of the facility, accostdtus and closed date;

the Contributed Data are considered necessargnable the CRA to
identify accurately each individual involved in@sumer mortgage loan
and compile the number of mortgage loans by reterém his capacity in
which he is involved (i.e. the Mortgage Count);

when responding to an enquiry from a credpder on an individual, the
CRA will provide to the credit provider only the kgage Count
attributed to that individual (and not the Conttdx Data relating to that
individual);

a credit provider will obtain an individual’sritten consent before making
an enquiry with the CRA to access the individubdartgage Count;

a credit provider will request access to thevimiial’'s Mortgage Count
for the purposes of considering granting of newsconmer credit facilities
or revising existing consumer credit facilities or cases of debt
restructuring, rescheduling or scheme of arrangénasrd, after a
24-month transitional period, general portfolioieav of the individual’s
credit profile and repayment ability on an ongooagis;

in order to achieve the objective of a comprediee credit assessment of
an individual and understanding his total indeb&sdrnunder all consumer



credit granted to him, a credit provider will regtiaccess to his Mortgage
Count for considering, granting or revising all égpof consumer credit
facilities (and not only mortgage loans).

(c) Sharing of negative mortgage data

The credit providers will continue to share the satems of negative credit
data as currently permitted under the existing Cdtle alignment proposed by
the industry relating to the types of mortgage oanvered both residential
properties as well as retail, commercial and indaigpbroperties.

1.5 To summarize, the types of consumer mortgage proposed to be shared are
positive credit data in respect of residential mage loans, and positive and negative
consumer credit data in respect of non-resident@tgage loans, as depicted in the table
below.

Products Loan Type Positive Credit | Negative Credit
(personal accounts only) Data Data

Credit cards Unsecured Currently shared  Currehtlyesd

Installment loans Unsecured Currently sharedCurrently shared

Revolving loans Unsecured Currently shared Currently shared

Hire purchase/leasing Secured Currently sharedCurrently shared

Residential mortgage loans Secured| Proposed to be | Currently shared
shared

Non-residential mortgage loans Secured Proposed to be Proposed to be
shared shared




Part Il — The Public Consultation Exercise

The Consultation Document

2.1

The basis of the public consultation is a atiaion document compiled by PCPD.

In this document, the Commissioner highlighted éhfiactors that are central to a solution
that strikes a balance between the public intenedgthe data privacy interest of consumers,
namely,the broader public interest, the relevance of autid mortgage data to be used in
credit assessment and the individual’s rights ta gavacy. He also identifiezlx privacy
issuesfor consultation. They are as follows:-

(1) Whether it is necessary and not excessivelferGRA to hold the additional
mortgage data contributed by the credit provideasyely, positive mortgage data
in respect of residential properties, and bothtp@sand negative mortgage data
in respect of non-residential properties (CRA alseholds negative mortgage
data in respect of residential properties);

(2) Whether it is appropriate to restrict, in tharmer proposed by CCF, the amount
of positive mortgage data contributed by the crpditviders to the CRA in line
with the latter’s operational needs, and to ressthie access of such data by credit
providers (upon the credit applicants’ written cam3 to the Mortgage Count
(that is, number of outstanding mortgages) only;

(3) Whether it is appropriate for the additional rtgage data in respect of
pre-existing mortgages at the time of the impleraon of the proposal to be
contributed to the CRA, with or without prior exgti notification to the
consumers;

(4) Whether it is appropriate to permit, subjecthie consumers’ written consent,
access to the additional mortgage data by thetquealriders to evaluate not only
mortgage loan applications but also to assess atle& consumer credit
applications as well as review and renewal of tbesamers’ existing credit
facilities;

(5) Whether 24 months is an appropriate transitigueaiod before access to the
additional mortgage data is allowed for the purpafsgeneral portfolio reviews
of consumers’ credit worthiness; and

(6) What and how additional privacy safeguards khbte imposed upon the CRA
and the credit providers commensurate with an gathrcredit database and
greater sharing and use of the mortgage data.



Consultation Activities

2.2 The consultation period lasted for 5 weeksindguwhich a host of focused
promotional and publicity programmes were arrangeghsure that the parties affected or
potentially affected by the proposed revisionshi® €ode were informed and were given
the opportunity to voice their opinion on the pregls. These included the following:-

(a) Media Exposure

2.3 A press conference was convened by the Conanesson 5 January 2011 to
explain the proposals put forward by industry, ithestifications, and the privacy issues
arising from the proposals. News of the consultatigercise were widely reported in the
media on the following day, followed by extensivedia reports thereafter on the views
expressed by many stakeholders, including legidatmnkers, academics and newspaper
columnists.

2.4 The Commissioner also attended various medtéaviews to explain the privacy
issues involved and call for public opinion.

(b) Distribution of Consultation Document to Sta@lelers

2.5 The consultation document were mailed to ajomstakeholders including all
Legislative Councilors, political parties, relatgarofessional organizations, trade
associations and concern groups as well as menabardated advisory and standing
committees. Solicitation for views on the issu@sler consultation was made in the
covering letter. Follow up calls were subsequenibde with a request for interview to
discuss the issues.

2.6 Copies of the consultation document are aladlable online from the website of
the PCPD and the Public Enquiry Service Countetdarhe Affairs Department.

(c) Public Forum

2.7 In addition, a public forum was organized dh January 2011, with invited
speakers comprising representatives from the HanggkAssociation of Banks (“HKAB”)
and HKMA, Mr. LAW Yuk Kai, Chief Executive of Hongong Human Rights Monitor,
Mr. Eric CHEUNG Tat Ming, Assistant Professor, Hagwf Law, The University of
Hong Kong and the Commissioner. The forum was dédrby more than 40 participants
and the issues for consultation were fully arguad discussed by the speakers.



(d) Face-to-face Household Interviews

2.8 To reach out to members of the public and@sted parties who might not have
time to read the consultation documents and/oxpoess a view, Policy 21 Ltd (“Policy
21"), an independent consultancy firm commissiomgthe PCPD, has proactively sought
the views of 803 households through face-to-faecesbbold interviews, which represented
a response rate of around 61% of a stratified nanslample selected from a sample listing
extracted from the Register of Quarters maintalmethe Census & Statistics Department,
and could be regarded as representative of alldmmlds in Hong Kong. Another sample
of respondents with non-residential propertiesdoanly selected from listings of owners
with carparks, retail space, commercial and facfmgmises available for sales or rent,
was enumerated. 74 respondents were interviewleidhwepresented a response rate of
around 45%. A profile of the 877 household intemees is ahppendix A.

2.9 During the face-to-face interviews, the kewtiees of the proposals and the
privacy issues involved were fully explained to taspondents. The questionnaire used in
the interviews is aAppendix B. Using bar charts presented in this report, g#regntages

of respondents who agreed or disagreed with thegsads are analyzed and compared for
respondents with or without mortgages.

(e) Other Activities

2.10 Policy 21 managed to conduct 12 in-depth undgrs with representatives of the
financial services industry, some academics, andgde¥sons from some professional
bodies and human rights groups. A list of the witawvees is afppendix C.

2.11  Further, the Commissioner chaired a meetirtly members of the Personal Data
(Privacy) Advisory Committee to solicit their vievasd, upon request, discuss the issues
with some members of the Lions Club and the RoGiup.

Submissions Received

2.12 A total of 56 submissions were received byi,nfax or e-mails from members of
the public, Legislative Councilors, District Coulotj political party, academics, members
of the legal profession, public organizations, @tevorganizations, professional bodies and
associations representing various trades and inesisA complete list of the individuals
and organizations that have submitted views iningits atAppendix D. Copies of the
written submissions have been uploaded to PCPD’s bsitee
(http://lwww.pcpd.org.hk/english/publications/filadésnission_2011_e.pdf Verbal
comments were also received from 10 individualsufh the dedicated telephone hotlines.
Views gathered through face-to-face householdvrgers are consolidated and presented
in bar charts in this report.



2.13 It is noted that the results of the househotdrviews do validate the views

received from various submissions. For most ofissees where controversy is clearly
demonstrated by the difference in views in the gabions, the difference in the

percentages of interviewees between those agremidgthose disagreeing with the
proposals is small. For very controversial isdikesPrivacy Issue 3, the difference in the
percentages of interviewees between those agresidgthose disagreeing with the
proposals is wide. For less controversial issues Privacy Issue 6, the percentage of
interviewees supporting PCPD’s proposals is veg hi

2.14  This consultation report summarizes all thiglipwiews gathered on the proposed
revisions to the Code, based on the following:-

(a) written comments received by mails, fax andaslsnand comments received
through the telephone hotlines;

(b) comments of invited speakers at the publicioheld on 18 January 2011,

(c) comments reported in the mass media duringahsultation period,;

(d) comments from members of the Personal DatavdfBy) Advisory
Committee;

(e) comments of 12 individuals interviewed by Ppd; and

(f) views of 803 household members and 74 respdsdeith non-residential
properties gathered in the face-to-face interviearsducted by Policy 21.



Part Ill — Public Views on Justifications for the Proposals

Potential for More Favourable Terms and Pricing o@redit Facilities
CCF’s Justification

3.1 In putting forward the proposals, the CCF exge that the sharing of additional
mortgage data would enable credit providers to aohchore accurate credit assessment
on individuals based on more comprehensive datdiCproviders may in future factor
the additional mortgage data into their respeatheglit scoring or risk pricing models for
granting credit facilities. In the experience witbspect to unsecured lending, credit
assessment based on more comprehensive data bldsdes more favourable interest
rates for borrowers in some cases and more diletsihsecured consumer credit products
as a whole.

Views Received — Supporting

3.2 HKMAZ2?, in its written submission, pointed out that sirtbe introduction of
positive credit data sharing arrangement for unsetaredit facilities in 2003, customers
with favourable credit records had been able taiodoans at lower interest rates. Credit
providers were able to offer credit worthy custositbie transfer of their outstanding credit
card balance to personal loans for which lowerregerates were charged. The Hong
Kong Mortgage Corporation Limited (*HKMC?)also shared similar views, emphasizing
that through comprehensive credit assessment, favoeirable terms and pricing might
be available to those borrowers with an overallthgaredit profile.

3.3 The Finance Houses Association of Hong Kongitieidt was also optimistic that
there would be potential for more favourable teand pricing on credit facilities. The
Hong Kong S.A.R. Licensed Money Lenders Associalitzh, in its written submission
stated that given the present level of interestsratas unexpectedly low, the room for
further lowering the mortgage interest rates wasmach. Their views were shared by
some senior management of several banks who opegponded (and reported by the
media) that the room for further lowering the cuatrkevel of mortgage interest rates was
limited. However, should interest rates increaseidiiure, there would be possibilities for
banks to offer lower mortgage interest rates, aapgdo those customers with a healthy
credit profile. Besides, apart from mortgage indereates, banks could offer more
favourable terms for other credit facilities.

2 Submission of HKMA dated 8 February 2011

% Submission of HKMC dated 8 February 2011

* Submission of the Finance Houses Association aofgHéong Limited dated 2 February 2011

® Submission of the Hong Kong S.A.R. Licensed Mobegders Association Ltd. dated 27 January 2011



3.4 As reported by Sing Tao Daily on 6 Januaryl2@lrepresentative of the Hong
Kong Real Estate Agencies General Association wedighat credit providers would be
able to more reliably assess the credit worthirdédbeir clients. As a result, mortgage
lending provided to speculators would be reduced trere would be more “users”
entering the property market. The mortgage intenagst was expected to be lowered. As
reported in Wen Wei Po on 6 January 2011, a reptatee of the Healthy Budgeting
Family Debt Counselling Centre of the Tung Wah @rotiHospitals also believed that for
applicants of credit facilities with healthy prafjl they might be able to enjoy more
favourable terms.

3.5 A member of the public, in his written subnoss, said that the proposals would
help borrowers obtain “fair” treatment by crediopiders such that those with better
repayment ability would be given more favourabten®in their credit facilities. The Hon.
Mr. CHAN Kin Por, Legislative Councilor, in his viteén submissionpointed out that,
based on the experience of consumer credit datanghsince 2003, if banks had better
information on the credit profile of their custorsgthey could tailor-make credit facilities
that would best fit the needs of individual custosnd-urthermore, through differential
interest rates, bank could offer more favouraliaseto those with a healthy credit profile.
Dr. Billy Mak, Associate Professor, Department afidhce & Decision Sciences, Hong
Kong Baptist University, during discussion with iegl21, also held similar views.

3.6 Democratic Alliance for the Betterment anddgPess of Hong Kong (“DAB”) had
similar views. In its written submissigrDAB pointed out that with increased transparency
on borrowers’ loan situations, credit providers ldoeonduct more careful credit
assessment and provide their customers with the@ppate loans. Credit providers would
then be able to provide better terms to those ouste with a healthy credit profile.

Views Received - Against

3.7 Internet Professional Association Ltd (“iPrQAi its written submissionwas of
the view that to most of the borrowers, the profsoseuld bring little or no value, other
than benefiting the banks. Thus, it was not suirpgigshat banks would support the
proposals. A member of the publicin his written submission, pointed out that some
banks and finance companies in Hong Kong werecstdrging very high interest rates for
credit card loans, even after the introduction @sipve credit data sharing for unsecured
loans in 2003.

® Submission of WONG Mei Seong, a member of theipubated 7 February 2011

" Submission of Hon. Mr. CHAN Kin Por, Legislative@ncilor, dated 8 February 2011
8 Submission of DAB dated 8 February 2011

° Submission of iProA dated 8 February 2011

Ysubmission of Mike GRAY, a member of the publicted8 February 2011
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3.8 As reported in the Hong Kong Economic Times6odanuary 2011, the Hon.
James TO Kun Sun believed that the proposals wetltredit providers obtain excessive
personal data at the expense of data privacy anithédbenefit of credit providers. It was
not likely that the public would be benefitted. ldeggested that a perfect mechanism
should be in place to protect privacy.

3.9 As reported by Sing Tao Daily on 6 Januaryl2®rofessor Eddie HUI Chi Man

of the Department of Building and Real Estate, Htomg Kong Polytechnic University,

pointed out that there were many local and Mainlgmdperty investors who had

purchasing power and property buyers were prudenheir investment. Although the

proposals would help maintain the orderly developinoé the property market and reduce
credit providers’ credit risks, the room for redaont in the mortgage interest rates
depended on the speculative activities in the ptgpearket.

3.10 The Hong Kong Credit Report Association, smtitten submissiohand during
discussion with Policy 21, pointed out that intérestes in Hong Kong were at a
historically low level. Hence, it was not likelyatthe proposals would benefit consumers
with a healthy credit profile. On the other hamat, those with less healthy credit profile,
they would have difficulties in obtaining loansrmdanks. This group of consumers would
be forced to borrow from finance companies, someloth were related to banks, which
offered loans at higher interest rates.

3.11  Federation of Hong Kong Industries (“*FHKI"' its written submission,
guestioned if the proposals would bring about mfaeourable mortgage terms to
consumers given credit providers are currentlyroftevery low mortgage interest rates to
their clients due to intensive competition. Thuasdd on data privacy considerations,
FHKI was not supportive of the proposed revisionstlte sharing of positive consumer
mortgage data.

3.12 Hong Kong Human Rights Monitor, in its writtembmissioit, also questioned if
the proposals would bring about more favourablelitterms to borrowers, mortgagors
and guarantors. The statistics provided by thestrgiwon the lowering of interest rates for
unsecured loans after consumer credit data shari@®03 could not prove the causal
relationship between data sharing and reductiam@nest rates. The low interest rates was
more likely to be due to prevailing low interestesain other economies, and increased
liquidity in the banking sector.

3.13 Consumer Councfl stated that its surveys on tax loans were quatethe
consultation document by the CCF to illustrate tbdticed interest rates were offered after

! Submission of the Hong Kong Credit Report Asséamtlated 21 January 2011
12 Submission of FHKI dated 2 February 2011

13 Submission of Hong Kong Human Rights Monitor da@deebruary 2011

1 Submission of Consumer Council dated 10 Februaty 2
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the introduction of positive credit data sharingumsecured lending. It was quoted that the
tax loans were as low as 1.62% - 2.66% in 2009 hvbaenpared favourably with the rates

of 3.20% - 8.16% in 2004. Consumer Council cladfithat it had not come to any

conclusion what would have brought about lowerrggerates, let alone any relationship
between interest rate and the sharing of consumesfitcdata. It suggested that the

financial services industry should explain in mesglicit terms to demonstrate how the

benefits arising from the sharing of consumer nagty data could be passed on to
consumers. Consumer Council further clarified thatinterest rates for a $100,000 tax
loan reported by the Council should be in the ramig258% - 7.48% in 2009 (instead of

1.62% -2.66% as stated in paragraph 4.8, Part IMhef consultation document) as

compared to 3.20% - 8.16% in 2004. If the rangetegi was meant to demonstrate the
reduction in interest rates between 2004 and 2b@xeduction should be in the range of
only 0.62% - 0.68% (instead of 1.58% - 5.5% as ietpfrom paragraph 4.8, Part IV of the

Industry Proposal in the consultation document).

Face-to-Face Interview Results (Q.1(a) of questirenat Appendix B)

3.14 It may be noted from the chart below that wesi members of the public
interviewed during the consultation period werdneatmixed. Based on views expressed
by a representative sample of households with tdrout mortgages, about 59% of them
agreed that with comprehensive information to cahdomprehensive credit assessment,
credit providers could provide better credit teramgl interest rates to their clients. For
those who had mortgages, the corresponding pegentas lower (51%)mortgage.
Among respondents who had non-residential propertiee percentage who agreed was
much higher (73%).

Chart 3:1 Percentage of respondents by whetheeddjnat credit providers would provide better teamd
interest rates to their customers with additionattqage data
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Promoting Long Term Stability of Property Market @Benefitting the Economy
CCF’s Justification

3.15 In putting forward the proposals, CCF pointad that as of August 2010,
residential property prices had surged about 4#%6esP009, mainly due to record-low
mortgage interest rates. A drop in Hong Kong's prop prices would likely cause
significant impact on borrowers, mortgagors and rgo@rs. Although the current
delinquency rate for mortgage loan repayment iatiraly low, debt servicing ratio for
high risk customers would increase substantiallyukh interest rates move back to
historical levels. According to CCF, the sharingnaére comprehensive mortgage data
would benefit the economy by permitting credit pdars to assess credit applications
taking into account a customer’s Mortgage Count.

Views Received — Supporting

3.16 HKMA'S anticipated that the proposals would help stresmgtthe credit risk
management of credit providers and deter borroivers overstretching themselves, and
in turn would be conducive to the general staboityhe banking system. It was important
to guard against the risk of any property bubblemiog and subsequently bursting,
especially at times when asset bubble burst wapledwith a significant interest rate
increase. The banking industry may be exposedytofgiant negative impact in the event
of a plunge in property prices and a surge in a@gerates.

3.17 HKMA' has advised that they are very concerned aboudigingicant negative
impact to which the banking industry may be expdeedtie event of a plunge in property
prices and a surge in interest rates. The HKMAdgment is that the negative impact on
individual authorized institutions (“Als”) with seable property exposures could be
considerable possibly creating a domino effect ireiobanks with similar property loan
portfolios and ultimately affecting confidence imetbanking system. HKMA strongly
believes that, with positive mortgage data shatimg market will have greater confidence
that Als can more accurately assess the repaynielity aof borrowers. Such market
confidence in the capability of Als in the managemef their credit risk would be
important during a financial crisis affecting theperty market. HKMA is of the view that
the enhancement of the sharing of mortgage dat& general long term benefit for the
maintenance of the banking and financial stabditjdong Kong.

3.18 HKMC7 shared similar views as HKMA, reiterating that @vehensive credit
assessment would promote responsible borrowindesratihg, minimize credit default due

15 Submission of HKMA dated 8 February 2011
18| etter of HKMA dated 16 February 20]donfidential, not for publication]
" Submission of HKMC dated 8 February 2011
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to overborrowing, reduce potential bankruptcy caseduce risk of asset bubble and
thereby promote long-term stability of the propertgrket.

3.19 The Hong Kong Association of Restricted Liceriganks and Deposit-taking
Companies (“the DTC Association”), in its writtembsnissions, expected that the
proposals would benefit both credit providers aodstimers, and the community and the
economy as a whole. Representatives of severaklmmkfinance companies were also of
the view that the proposals would enable creditvipers to accurately assess the
repayment ability of borrowers, resulting in loveslinquency rates. The proposals would
thus be conducive to maintaining the stabilityle banking system and the economy.

3.20 The Hon. Mr. CHAN Kin Pot stressed that the stability of the financial syste
was important to Hong Kong being an internatiom@diicial sector. The proposals would
help credit providers in conducting more compreheanand objective credit assessment of
their clients, further strengthening credit provialecredit risk management. This would
help maintain the stability of the financial systengeneral and the banking industry in
particular. Furthermore, the proposals would préescessive borrowing of speculators,
to the benefit of both credit providers and thderds.

3.21 DAB also pointed out the proposals would help redbeerisk of asset bubble
due to speculative activities in the property markeenefitting the long-term healthy
development of the economy.

Views Received — Against

3.22  Society of Hong Kong Real Estate Agents Lidhiten the other hand, in its written
submissiof, disagreed with the proposals and cautioned ticahisumer credit data were
not used properly, it would seriously affect consusrconcerned. Furthermore, the role of
HKMA, in its efforts to maintain the stability ofi¢ banking industry, is to regulate banks
and not consumers. There are a number of measuresntrol risks, like limiting the
proportion of bank deposit that could be used fortgage loans, setting the upper limit of
the mortgage loan margin. “Stabilizing the properigrket and protecting banks” should
not be used as a pretext to shift the responsibalft credit management from credit
providers to consumers by invading their privacy.

3.23 The Hong Kong Institute of Surveyors, in itgti@n submissiod, added that
unless alternative effective ways could not be tified, the disclosure of personal data
should always be used a last resort. The privatgrests of the individual should be

18 Submission of the DTC Association dated 2 Febraanl

19 Submission of Hon. Mr. CHAN Kin Por, Legislative@ncilor, dated 8 February 2011
20 Submission of DAB dated 8 February 2011

2L submission of Society of Hong Kong Real Estateragéimited dated 7 February 2011
22 Submission of the Hong Kong Institute of Surveydated 7 February 2011
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respected at all times. It is noted that while tin&itute did not explicitly opposed the
proposals, it did not voice its support of the prsqds.

3.24 The Hong Kong Credit Report Associatonommented that the long-term

stability of the property market depended on gonemnt land supply and housing policies.
The proposals could only play a supplementary Mlleen the property prices were rising
together with speculative activities, the sharihgasitive consumer mortgage data would
not be effective in abating increases in properiygs and speculative activities. This was
because speculators had cash and did not havly tmrenortgage loans.

3.25 The Hong Kong Credit Report Association alsmied out that even in 2003
when the property prices crashed, with many modgagaving negative asset values, the
default rate for mortgage loans was very low. Besjthanks only provided mortgage loans
up to 70% of the property value. Citing the exampldJSA where positive consumer
mortgage data sharing had been implemented forrdeauof years, the banks there still
suffered huge losses from their mortgage loan®@82inancial crisis because they did not
lend prudently.

3.26  During a discussion with Policy 21, ProfedRoif WEBER from the University

of Zurich, University Distinguished Visiting Profew at the Faculty of Law, the
University of Hong Kong, questioned if the shariofy mortgage data would lead to
stability in the property market. Citing the exgeme in Europe, he explained that
governments would adopt different policies to tadkle problems of asset bubbles and to
stabilize the property market by way of, for exampihcreases in interest rates and
reduction in the margin of mortgage loans, whichremikely to be more effective. He
added that banks should also adjust and adopt @ comiservative mortgage loan policy.

3.27  As reported in the Hong Kong Economic Jouorab January 2011, Professor
Raymond SO Wai Man of the School of Business, H8rgg Management College,

pointed out that the proposals were not relategbieernment’'s measures to stabilize the
property market. The mortgage credit database cooildbe used to slow down the hot
property market activities.

3.28 Privacy Hong Kortgpointed out that a mortgage loan could be disisigad
from other loans in that it was secured by the ealiuthe property to be mortgaged. Unlike
an unsecured consumer credit loan, a mortgage Waencapable of giving the credit
provider a source of rental income even after defaiuthe loan had occurred. Thus, a
credit provider’s risk exposure would be contaiaed lessened.

3 Submission of the Hong Kong Credit Report Asséamtlated 21 January 2011
4 Submission of Privacy Hong Kong dated 8 Febru@r/2
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3.29 Hong Kong Human Rights Monitoguestioned the causal relationship between
the expansion of consumer credit data sharing ine JA003 and the subsequent
improvement in the overall loan delinquency andlitreard bad debt. As the economy of
Hong Kong improved alongside the world’s economimavery from its trough in 2003, it
was natural that consumer credit default and baoteyrates would drop as well.

3.30 Referring to the 2006 report of the Australiaw Reform Commission (“ALRC”)
“Review of privacy — credit reporting provisionssugs pape€r Hong Kong Human
Rights Monitor stated that even the ALRC in Aus&ahad questioned whether the
expansion of consumer credit data sharing woultlyréalp risk management by credit
providers and enhance responsible borrowing.

3.31  Taking similar views of Privacy Hong Kong, HpkKong Human Rights Monitor
pointed out that mortgage loans were secured c¢radid hence credit risk of credit
providers was low, and thus questioned the needuftiner expanding consumer credit
data sharing at the expense of the privacy of goess. Even though credit providers
might not have complete information about the drpdbfile of their clients, they would
not run into serious problems if they had exercisate in approving mortgage loans.
Problems would likely arise only if credit providenvere making too much lending, were
not careful enough in property valuation and dit fatly understand the implications of
rapid increase in property prices.

HKMA's Further Views

3.32 In response to the opponents’ views preseabede, HKMA has made further
submissions to the Commissioner after the publicsatiation period.

3.33 In response to the comment that credit prosidan rely on the security of the
mortgage loans to mitigate possible losses in #e@teof a default, HKM& pointed out
that although mortgage loans were collateralizéw tepossession and subsequent
liquidation of the repossessed properties whichméat the collateral would only be
undertaken as a last resort by credit providersediing such properties in a depressed
market would only cause prices to slump furtheanfrra risk management perspective,
HKMA was of the view that it was crucial that credssessment should not be conducted
merely based on the availability of collateral. ditgoroviders should first and foremost
assess the applicants’ repayment ability. Giverctireent low interest rate environment,
some property buyers might over-leverage themsetwesponsibly by making excessive
mortgage borrowings to finance their property ingemnts or speculative activities.
Introducing positive mortgage data sharing, whiabuld help facilitate more accurate
assessment of borrowers’ repayment abilities, cbelg promote responsible borrowing

% Submission of Hong Kong Human Rights Monitor da@deebruary 2011
% | etter of HKMA dated 17 February 2011
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and lending, thereby reducing the risk of overbemg by consumers and increasing their
ability to withstand the pressure of interest takes coupled with a fall in property prices
during the next downturn.

3.34 Inresponse to the comment that propertieklgenerate rental income to offset
the credit provider’s risk exposure, HKMAclarified that very few repossessed properties
were rented out to generate rental income. Banks wet in the business of managing a
portfolio of properties for rental purposes. Un8ection 88(1) of the Banking Ordinance,
authorized institutions were not allowed to holy amerest in land in excess of 25% of
their capital base. There was thus a strong ineerfor banks to ensure repossessed
properties would be disposed of in the market,emathan renting them out.

Face-to-Face Interview Results (Q.1(b) of questirenat Appendix B)

3.35 As shown in the chart below, members of thblipunterviewed during the
consultation period were quite positive. About 6@fgnembers of the public agreed that
promoting responsible borrowing and lending woukl donducive to the long-term
stability of the property market. The correspondiegcentage was lower (53%) for those
with mortgage loans, with 43% of them disagreeirige percentage who agreed was much
higher (73%) for respondents who had non-residepit@erties.

Chart 3:2 Percentage of respondents by whetheeddhat promoting responsible borrowing and lending
would be conducive to the long-term stability of froperty market
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27 Letter of HKMA (Meena DATWANI) dated 25 Februar@PL
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Promoting Responsible Borrowing and Lending and BetRisk Management
CCF’s Justification

3.36 Inthe views of CCF, effective risk managemesnihe hallmark of any successful
financial institution. For over a quarter of a aeyt Hong Kong has provided a conducive
environment for consumer credit data sharing. Has allowed the consumer lending
market to mature and evolve — benefiting consumenegit providers and the overall
economy of Hong Kong. With the on-going growthhe financial services sector, against
the backdrop of a stable and robust economic emwiemt, quality and comprehensive
data are necessary to encourage continued prucdemtigin the consumer lending market
and help minimize financing on speculative actestilt is thus considered appropriate and
timely to extend the consumer credit data sharingngement to cover both positive and
negative data relating to mortgage loans.

3.37  Moreover, although the delinquency rate oftgage portfolio is at a historical
low level, this is largely attributed to the exdepally low interest rate environment. With
interest rates expected to rise over time, the yrepat ability of customers holding
multiple mortgages will inevitably be affected, ieasing the likelihood of default. Credit
providers would be in a position to better assasstorners’ credit status with the
availability of comprehensive mortgage data.

3.38 To illustrate the effect of interest rate eases on the borrowers’ repayment
ability, CCF= pointed out that if interest rate rises by 2% frd®% to 3%, the
debt-to-income ratio (DTI) will be increased frohetcurrent cap of 50% to a level of 60%.
If the interest rate further increases by 2% fré¥nt® 5%, the DTI will be increased from
60% to 72%. Further, the lower the monthly incash@ consumer, the more significant
will be the negative impact of the increase ofriese rate on him.

Table showing results of stress test conducted baken the following assumptions:
Mortgage loan amount: HK$1,000,000

Mortgage tenor: 20 years

Interest Rate: HIBOR + 0.7% = 1% per annum

Monthly income of borrower: HK$9,200

28 | etter of CCF dated 9 February 2011
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Before interest rate increase After interest ratencrease
Interest Rate Monthly DTI Interest Rate Monthly DTI
(per annum) mortgage (per annum) mortgage

instalment instalment
payment payment
1% HK$4,600 50% 3% HK$5,546 60%
3% HK$5,546 60% 5% HK$6,600 72%

Views Received — Supporting

3.39 HKMA?¥ added that the proposals would help ensure a f#aging field for all
loan applicants, thereby creating a more efficierd@rket for consumer lending and
borrowing. HKAB3® emphasized that the principal objective of theppsals was to
facilitate comprehensive credit assessment of coassl thereby promoting responsible
lending and borrowing and reducing the risk of deerowing by consumers.

3.40 Representatives of several banks also shandthrsviews as HKMA. They
believed the proposals would facilitate responsif@erowing and lending and better risk
management, and reduce the risk of overborrowingdnsumers. Their views were
shared by the Finance Houses Association of Honggkomited' and the Hong Kong
S.A.R. Licensed Money Lenders Association #tdihich considered that the proposals
would facilitate responsible lending and bettek msanagement. The Commissioner of
Insurancé was also of the view that the proposals would loeggit providers in their
credit risk assessment, which in turn would hegbtize the financial industry in Hong
Kong.

3.41 A member of the public, in his written subnus%, said that once the proposals
were implemented, it would be more difficult forrbmwvers to use mortgage loans for
investing or speculating properties. This woulduaal the risk of overborrowing by
consumers.

3.42 Dr.WONG Kam Chiu, a District Councilor from Wep Tai Sin District, in his
written submissio#t, shared similar views as HKMA. He believed that throposals
would give credit providers more complete inforraaton the credit profile of their clients,
promoting responsible lending and facilitating mefiective credit risk management. The

29 Submission of HKMA dated 8 February 2011

30 Submission of HKAB dated 21 January 2011

31 Submission of the Finance Houses Association ofdHéong Limited dated 2 February 2011

%2 Submission of the Hong Kong S.A.R. Licensed Mobegders Association Ltd. dated 27 January 2011
33 Submission of the Commissioner of Insurance dagHebruary 2011

34 Submission of WONG Mei Seong, a member of theipubdbted 7 February 2011

% Submission of Dr.WONG Kam Chiu dated 31 Januay120
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proposals would also prevent overborrowing by camexs, as speculators would easily be
identified.

3.43 The Hon. Mr. CHAN Kin Pefralso believed that the proposals would increase
transparency in credit information, reducing thekrof overborrowing by speculators,
benefiting both credit providers and their clients.

Views Received — Against

3.44  On the other hand, another member of the @ubln his written comments,
guestioned the reason why credit providers had#oestheir clients’ credit information
since credit providers would in any case ask appt&to disclose their credit information.
A representative of Splendor Finance Company Lidyite an article appearing in Ming
Pao on 28 January 2011 and during discussion watityP21, remarked that mortgage
lending was low risk business and there was notipedmeed to have comprehensive
examination of the consumers’ credit situationsdéirthe current system, it is difficult for
those without regular income or who could not pdevilocumentary proof of their income
to obtain loans from banks.

Face-to-Face Interview Results (Q.1(c) of questamrenat Appendix B)

3.45  As shown in the chart below, about 64% of mensilof the public interviewed
during the consultation agreed that more effeatneglit risk management would reduce
speculative activities and promote sustained aafulestdevelopment of the consumer credit
market. The corresponding percentage was lower J5494hose with mortgage loans,
with 43% of them disagreeing. The percentage wheeth was higher (69%) for
respondents who had non-residential properties.

Chart 3:3 Percentage of respondents by whetheeddinat effective risk assessment would minimize
speculative activities and promote sustained aanlesdevelopment of consumer lending market
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3 Submission of Hon. Mr. CHAN Kin Por, Legislative@ncilor, dated 8 February 2011
3" Submission of LUI Man Ying, a member of the puptlated 7 February 2011
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Safeguarding the Stability of Hong Kong’s Economamd Financial Systems
Face-to-Face Interview Results (Q.15 of questiomat Appendix B)

3.46  The household interviewees were asked abeutgéneral perception towards the
end of the interview. More than half (69%) of thegreed that the proposals, through
responsible borrowing and better risk managemeatlavreduce speculative activities

and lead to stability of the Hong Kong economic indncial systems. The corresponding
percentage was lower (63%) for those with mortghggns, much higher than the

percentage (32%) for those who disagreed. The p&ge who agreed was higher (73%)
for respondents who had non-residential properties.

Chart 3:4 Percentage of respondents by whetheeddhat the proposals and through responsible
borrowing and better risk management would leagdoiced speculation and stability in economic and
financial system
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The Commissioner’s Observations and Conclusions

3.47  Views expressed by members of the public eteded stakeholders as presented
above are mixed. Some, especially those from tientiial services industry, anticipated

that the proposals would benefit consumers in teofmaore favourable credit terms and

interest rates and help maintain the stabilityhef property market, the finance sector as
well as the economy. Others, on the other handstopreed if such benefits are realizable

and/or significant.

More Favourable Terms and Pricing for Consumers

3.48 More than half of the household interviewegsead that the proposals would
benefit consumers in terms of more favourable ttedns and interest rates. This finding
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reflects to a large extent public expectation tiet financial services industry would
honour their promise in offering consumers moreotaable credit terms after the
implementation of the proposals.

3.49 Unfortunately, in the course of the consuwtatia firm commitment from the
credit providers is found lacking. Some of thenually cited that the current interest rates
were already very low and there was little room éahancing customer benefitsThe
best arguments that CCF could come up with areeawid They referred to the fact that
after sharing positive consumer credit data on curgel lending in 2003, more diversified
low-interest unsecured consumer credit producte lhe@en made available. They pointed
out that there would be more room for adjustingtgege interest rates should the present
low interest rate trend reverse. However, not glsircredit provider volunteered a
definitive undertaking that the credit terms wodé&finitely become more favourable with
the implementation of the proposals.

3.50 To conclude, the Commissioner considers thatGF and their supporters
have not made out a convincing case that their pragsals would benefit the
consumers directly and tangibly.

Promote Responsible Borrowing and Lending

3.51 In respect of promoting responsible lending laorrowing through the expansion
of consumer credit data sharing, the bulk of viexpressed during the consultation are
guite positive. The dissenting views mainly focustbe possibility that credit providers
could still obtain the credit information from theilients, on the understanding of course
that their clients are honest. This begs the fureddat question of why it is necessary to
have a consumer credit data sharing system inr8igface. If the basic assumption is that
all consumer credit applicants would truthfully dase to the credit provider when
applying for credit all his credit information, wther favourable or not to his application,
there would not be any need for a CRA. The fact @RAs are prevalent in advanced
economies demonstrates clearly the necessity afdpavcentral consumer credit database
whereby credit providers may obtain credit infonmatand where necessary verify the
truthfulness of the credit information providedthgir customers.

3.52  To conclude, the Commissioner is convinced théne industry proposals will
lead to responsible borrowing and lending.

38 See media reports of 10 January 2011 on statememte by Mr. Mark McCombe, the CEO of HSBC.
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Responsible Borrowing and Lending lead to StabiityProperty Market and Banking
System

3.53 There is also the important issue of whetkheponsible borrowing and lending
will serve wider public interests, namely, stabilg the property market and the banking
system.

3.54 In the household interviews, the question aslsed as to whether promoting
responsible lending and borrowing would curb propepeculation, and lead to the
long-term stability of the property market and trealthy development of the consumer
lending market. More than half of the interviewagseed.

3.55 However, based on the views and evidenceatetlefrom the respondents, the
direct causal relationship between responsibledwong and lending on the one hand and
the wider public interests on the other could netsbibstantiated cogently. Even CCF
confessed that “... property prices are affectechibgrnal factors like supply and demand,
as well as external factors like the flow of hotmag into the Hong Kong economy.
Stabilisation of the property market is not theesol primary reason for the proposal and
the proposal is not the solution to curbing speodaactivities in the property market®.

3.56 The Commissioner recognizes that there areyrmother factors which affect the
local property market and the stabilization of tHeng Kong banking system. These
include (i) the Administration’s land, fiscal andnetary policies, (i) HKMA'’s exercise

of regulatory powers, (iii) credit providers’ riskanagement discipline, as well as (iv)
global economic factors beyond Hong Kong’s contitokould be difficult to ascertain the

exact contribution that responsible borrowing amtling would make.

3.57 Notwithstanding this uncertainty, there was major disagreement from the
respondents that responsible borrowing and lendirape factor in the equation. Given
that the banking sector is one of the major econgiiars of Hong Kong, the contribution
of responsible borrowing and lending in safeguaydis stability cannot be downplayed,
however modest it may be.

3.58 To conclude, the Commissioner is convinced theesponsible borrowing and
lending is, albeit to some extent only, conducivetstabilizing the property market
and the banking system. He notes with comfort thatis conclusion is in line with the
general perception held by the public (see chart 8:above).

39 Letter of CCF dated 28 January 2011
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Part IV — Public Views on Privacy Issues

Issue 1 — Types of Mortgage Loans Proposed to beeted
Overview

4.1 At present, mortgage data available for slgaoycredit providers in the CRA are
residential mortgage data of consumers who havermmbadefaults in payment (i.e. a
default in payment for a period in excess of 60sjlayhe industry’s proposals are to
extend the scope of sharing of consumer credit watover both positive and negative
mortgage data relating to mortgage loans for resiale retail, commercial and industrial
properties in respect of borrowers, mortgagors @gurantors (as opposed to sharing of
only negative mortgage data for residential proeertvith respect to borrowers and
guarantors as at present).

4.2 In the consultation document, the Commissias&nowledges that expanding the
scope of mortgage loan types will give a full pretwf a borrower’s overall indebtedness
for prospective lenders to accurately assess hiiteworthiness. From a data protection
perspective, consideration has to be given to vdrdtie inclusion of additional mortgage
loan types is necessary and not excessive for tineope of use of the data, namely,
assessment of credit (including mortgage loan) ie@ipbns and general reviews of
borrowers’ credit profiles.

Views Received — Supporting

4.3 In support of the proposals, HKABe-iterated that omission of positive data of
residential properties or exclusion of non-residggnproperties would result in an
incomplete picture of a consumer’s credit positiorparticular, having regard to the trend
for consumers to diversify their investment to batsidential and non-residential
properties, there was a definite need to expandwuoar credit data sharing to cover
positive data of residential properties as welltls positive and negative data of
non-residential properties. HKMC Urban Renewal Authority (“URA®, Hong Kong
General Chamber of Commeregthe Hong Kong S.A.R. Licensed Money Lenders
Association Ltd#, the Commissioner of Insuraricand several banks also voiced their
support of the proposals.

0 Submission of HKAB dated 21 January 2011

*1 Submission of HKMC dated 8 February 2011

2 Submission of URA dated 1 February 2011

*3 Submission of Hong Kong General Chamber of Comedated 11 February 2011

** Submission of the Hong Kong S.A.R. Licensed Mobegders Association Ltd. dated 27 January 2011
5> Submission of the Commissioner of Insurance da&Hebruary 2011
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4.4 The Hon. Mr. CHAN Kin Paf pointed out that the clients of credit provideresav
investing not only in residential but also non-desitial properties. In order to fully assess
the credit profiles of their clients, it was neagsfor credit providers to have more
complete information on the mortgage loans of bakidential and non-residential
properties. Besides, such mortgage credit datadvanlly be shared after obtaining written
consent from the clients. This arrangement wasidered very fair and reasonable.

4.5 As reported in the 7 February 2011 issue ®Hbng Kong Economic Journal, the
Hon. Starry LEE Wai King, Legislative Councilorsal supported the proposals, as this
would help prevent consumers from overborrowinge Sluggested that apart from
mortgage count data, more information items coelctmared. Nevertheless, there should
be proper safeguards to protect data privacy aexept improper use.

4.6 DAB# also pointed out that prices of non-residentiabpprties had risen
significantly, reflecting that speculation in nogsidential properties was quite active.
There was thus a need for credit providers to nawe complete information on the credit
profiles of their clients.

Views Received — Against

4.7 A member of the public, in his written subnos®, objected strongly to the
proposals, on the grounds that credit provideesaaly had sufficient information in respect
of negative mortgage data required for their assessof the credit profiles of their clients.
Mr. Alvin LEE Chi Wing¥, District Councilor of the Sha Tin District, canied that given
lending and borrowing were essentially a busineswity, government should refrain
from assuming an active role. The role of the Cossioner, on the other hand, should be
to protect data privacy of individuals.

4.8 As reported in the 9 February 2011 issue®fbng Kong Economic Journal, Mr.
Roderick B Woo, the former Commissioner, commeritest the proposed sharing of
consumer positive mortgage data was an unnecassargion into privacy of individuals.
Even though only mortgage count data were sharestitcproviders might request
mortgage applicants to reveal more mortgage infoaona

“® Submission of Hon. Mr. CHAN Kin Por, Legislative@ncilor, dated 8 February 2011
*” Submission of DAB dated 8 February 2011

*8 Submission of LUI Man Ying, a member of the puptlated 7 February 2011

9 Submission of Mr. Alvin LEE Chi Wing dated 10 Fahry 2011
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4.9 FHKEFo, Society of Hong Kong Real Estate Agents Limiteohd the Real Estate
Developers Association of Hong Kotiglso did not support the sharing of positive
mortgage data.

410 Privacy Hong Kong commented that for those concerned with the proper
protection of personal data privacy rights, thedfamental question to ask was either :

(a) whether it was necessarngking into account the letter and spirit of the
Ordinance, to allow the credit providers to collemtd disclose their
customers’ positive mortgage data and to shared#ta with other credit
providers; or

(b) whether by allowing individuals to keep themnvacy in respect of positive
mortgage loans which are operating smoothly, sabistdharm and damage
will be caused to the community at large?

4.11  Privacy Hong Kong was of the view that thiorele for allowing the sharing of
positive credit data in 2003 was the dramatic msdelinquent consumer debts and the
number of personal bankruptcies in Hong Kong. These in turn caused by the fact that
too many individuals took on more unsecured lo&as they could manage. The strong
statistical evidence convinced the then Commissitrad it was necessary to allow credit
providers to disclose and share their customersitige credit data.

4.12 Privacy Hong Kong argued that the rationale dllowing greater credit data
sharing in the past does not apply in the preseturostances for further expansion of the
sharing scheme as proposed by the CCF. Firstevihithe case of negative data the
borrower can be said to have brought upon himkelfdisclosure of data because he has
defaulted and can be considered a risk in finarterahs, the sharing of positive data will
only work unfairly against the individual. Secopdh mortgage loan can last up to and
even exceed two decades, meaning that the mortigtgekept is subject to the risk of
unauthorized disclosure for a long time. Thirdlye CCF has revealed that the current
delinquency rate for mortgage loan is relativelyv,loand failed to show that other
jurisdictions have benefited from lower defaulesaafter allowing positive mortgage data
sharing.

4.13 Hong Kong Human Rights Monitore-iterated that personal data privacy was an
important human right. Any invasion or restrictiohhuman rights should be based on
substantive and clear public interests, and explistipulated and regulated by law to
ensure that such invasion or restriction was reaserand proportional.

*0 Submission of FHKI dated 2 February 2011

*L Submission of Society of Hong Kong Real Estateragéimited dated 7 February 2011

%2 Submission of the Real Estate Developers Associatf Hong Kong dated 7 February 2011
>3 Submission of Privacy Hong Kong dated 8 Febru@r/2

>4 Submission of Hong Kong Human Rights Monitor da@deebruary 2011
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4.14  Hong Kong Human Rights Monitor stressed éimgtextension of consumer credit

data sharing to cover the proposed additional nageggdata would be at the expense of
personal data privacy. Thus, the financial servicekistry should provide clear and

substantive proof that there was no other effectikernative to achieve the intended

objectives of the proposals.

4.15 Hong Kong Human Rights Monitor pointed oudttthe main beneficiary of the
proposals were credit providers and the CRA. Mast dubjects were not aware of details
of their personal data kept by the CRA unless theay a fee to “purchase” their personal
data records from the CRA. In the current systamylit facilities applicants had to “opt
out” of the data sharing system, rather than “ojtatherwise their personal data would be
kept by the CRA and shared, until five years afterir mortgage loans had been fully
repaid. This “opt out” rather than “opt in” arramgent was clearly not appropriate. This
arrangement was also not fair, because while cy@dwiders would benefit, the data
privacy risks were passed onto consumers.

416 Hong Kong Human Rights Monitor further podhteut that, in processing
applications for mortgage loans, credit provideosild invariably request the applicants to
provide information related to their credit profilef the applicants provided false
information in their applications, there were pgwns under the current framework to
take legal actions against the applicants. As threeat legal framework should provide
sufficient protection to credit providers, Hong Kphluman Rights Monitor considered
that there was no need to expand consumer credistaring as proposed by the financial
services industry. Besides, credit providers shahloulder credit risk, rather than relying
on expanding the scope of consumer credit datanghaat expense of the privacy of
consumers, especially those who were really apglfonrelatively small amount of credit
facilities.

4.17  Consumer Counéilpointed out that the financial services industad lpromised
back in 2002 not to include positive consumer neayeg data on residential properties
when lobbying for extending the range of positivansumer credit information. The
Council further commented that the financial segsicindustry had not clearly
demonstrated the extent of the problems, for im&anvhether there was substantial
number of consumers causing the purported probla@nIding multiple properties or
identified the root cause of the problems whiclhecklor the inclusion of all mortgage loan
types in the CRA database.

4.18 The Council was concerned that the proposalsld expose the majority of
consumers to unnecessary detailed scrutiny. Itok#ise view that the financial services
industry should explain more on the need of inaigdall mortgage loan types, given that,

55 Submission of Consumer Council dated 10 Februatyl 20
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as stated in the consultation document, “a predamirlement of mortgage loans is
residential loans which typically represent thgést borrowing of a private individual”.

419 The Law Society of Hong Koftgdoubted whether the expanded sharing of
mortgage data was sufficiently justified. It notbédt even during the worst of the Asian
crisis, losses due to mortgage defaults were nt¢nah

4.20 Hong Kong Bar Associatiemn in its written submission, pointed out that the
mortgage count data would not of themselves proddmore comprehensive credit
assessment of a borrower. The credit providers avatill have to ask the individual

borrower for details of each mortgage in the boewsymortgage count. The justification
for the proposals depended on:

(@) The importance to the assessment of individuakditworthiness of the
additional types of data it was proposed to coléext share;

(b) the degree to which borrowers were not truthhdut the matters to which the
additional data related.

However, no evidence was presented by the finaseialices industry on the extent to
which individuals were taking on mortgages in relatto non-residential property or

delinquency rates in relation to such mortgaged f@nce the importance of this to their
creditworthiness). Nor was there any evidence prtesiby the financial services industry
on significant problem of borrowers being untrutrdbout the number of mortgages they
had.

4.21 Inthe absence of proper supporting evidedoag Kong Bar Association was of
the view that the case for saying the additionahdaroposed to be collected were
“necessary and not excessive” did not begin to hdamout, for the purposes of assessing
the creditworthiness of borrowers. Unless and woiih a case was made out on the basis
of compelling evidence, the proposals should bectefl because it had not been shown
that Data Protection Principle (“DPP”) 1 would benwlied with. It might well be
convenient for credit providers to be able to assaklitional mortgage data, including
mortgage count, but convenience could not outweighserious implications on data
protection and privacy.

HKMA'’s Further Views
4.22 HKMA, in response to stakeholder views gattidargely from the media and the

Internet, have made further submissions to the Cissiamer after the public consultation
period.

56 Submission of the Law Society of Hong Kong datefeBruary 2011
>" Submission of Hong Kong Bar Association dated &Briary 2011
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4.23 In response to the observation that Hong Kued) not suffered material losses
even during the worst of the Asian crisis (1992003), HKMAs pointed out that during
that period, mortgage interest rates were comingndérom 11% to 2% and this
substantially eased the burden of borrowers in imgehortgage repayments. Given the
abnormally low interest environment at the mome&hg mortgage interest rates are
expected to rise. If this process coincides witthoanward adjustment in the property
market, which most likely will be the case, thisulb adversely affect the repayment
ability of mortgage borrowers as well as their vidl continue servicing their mortgage
loans. The potential value at risk of mortgageoeould be substantial and could have far
reaching implications for the stability of the barnksector.

4.24 In response to the comment that there is wvideece on the extent of
untruthfulness on the part of the borrowers in ldsiag the mortgage data to the credit
provider, HKMAY pointed out that in the absence of positive mayggdata sharing, the
current arrangement was to rely upon the honestycarrectness of information provided
by loan applicants, which obviously had loopholed there was no way of checking the
data accuracy. HKMA further pointed out that there was no requirenaexter DPP1 that
the purpose for which the data were to be collebtatlto be substantiated or validated by
evidence. DPP1(1) simply requires that data ctiieovas for a lawful purpose, which
was directly related to a function or activity betdata user.

4.25 In response to the comment that mortgagewlat#d be kept for over 20 years,

HKMA ¢ clarified that as indicated by their previous siutie effective tenor of mortgage

loans was generally 7 to 8 years because mortgagonsally disposed of their mortgaged
properties for one reason or the other after 7 yed's. The important point was that the
data would not be held for longer than necessapr@asded in DPP2.

Views of Overseas Personal Data Protection Agencies

4.26 In the course of the consultation, views efspnal data protection agencies in
other economies were sought. According to the ©ffa the Australian Information
Commissioner, the Privacy Act 1988 (Cth) (“Privaast”) only specifically regulates data
sharing in relation to loans that are ‘intendetbéaused wholly or primarily for domestic,
family or household purposes’ (see Part IlIA of Breracy Act). These types of loans are
generally referred to as ‘consumer credit’. Consuredit would include residential
mortgage loans. Generally, the Privacy Act onlynpi&s ‘negative’ data to be shared in
relation to consumer credit.

%8 |_etter of HKMA dated 23 February 2011

%9 Letter of HKMA (Meena DATWANI) dated 25 Februar9PL
80 etter of HKMA (Arthur K. H. YUEN) dated 25 Febma2011
b1 Letter of HKMA dated 17 February 2011
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4.27 Recently, the Australian Government has dedefhe Australian Law Reform
Commission’s recommendation, and proposed to alkmditional categories of positive
data to be shared. Draft legislation to permit sharing of the additional positive data,
along with other changes to the regulation of camsucredit data sharing in the Privacy
Act, was released by the Government in January 20tlischeduled for passing in 2012.

4.28  According to the New Zealand Office of thev®ty Commissioner, there is no
differentiation between mortgages and any othexgygd consumer credit such as personal
loans, trade credit and credit cards and betwesdawtial and non-residential properties.
At the moment, sharing of negative data is allowddvertheless, the Office has been
persuaded to change its mind about sharing ofipesiata and the primary justifications
for supporting positive data sharing include:

(a) new economic evidence demonstrating public filsnend benefits to
individuals;

(b) changes in industry attitudes which now favoositive data reporting and are
pressing its case to include positive data.

Face-to Face Interview Results

4.29  Views of members of the public interviewedlinly the consultation period were
rather mixed. About 60% of them agreed that th@@sed sharing of positive mortgage
data for residential properties was necessary.cbnesponding percentage was slightly
less than half (48%) for those with mortgage loahghtly lower than the percentage (50%)
for those who disagreed. The percentage who agwesed slightly lower (57%) for
respondents who had non-residential properties.

Chart 4:1 Percentage of respondents by wheth@rtpmosed sharing of positive mortgage data for
residential properties was necessary
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4.30  Slightly higher proportion (63%) of respontdeagreed that the proposed sharing
of positive mortgage data for residential propsrti&as not excessive. The corresponding
percentage was slightly less than half (49%) foséhwith mortgage loans, slightly higher
than the percentage (48%) for those who disagideglpercentage who agreed was much
lower (51%) for respondents who had non-resideptiaperties.

Chart 4:2 Percentage of respondents by whethgrtdposed sharing of positive mortgage data for
residential properties was not excessive
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4.31 As regards the proposal sharing of positiemsamer mortgage data for
non-residential properties, about 60% of resporglagteed that the proposed data sharing
for non-residential properties was necessary. Tnesponding percentage was less than
half (47%) for those with mortgage loans, sligitdyer than the percentage (50%) for
those who disagreed. The percentage who agreesligialy lower (57%) for respondents
who had non-residential properties.

Chart 4:3 Percentage of respondents by wheth@rtpmosed sharing of positive mortgage data for
non-residential properties was necessary
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4.32  Slightly higher proportion (62%) of respontdeagreed that the proposed sharing
of positive consumer mortgage data for non-resideptoperties was not excessive. The

corresponding percentage was less than half (48P4hdse with mortgage loans, more or

less the same as the percentage (48%) for thoseségreed. The percentage who agreed
was much lower (47%) for respondents who had neiteatial properties.

Chart 4:4 Percentage of respondents by whethertdposed sharing of positive mortgage data for
non-residential properties was not excessive
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4.33 As regards the proposed sharing of negatmeswomer mortgage data for
non-residential properties, about 63% of resporglagteed that the proposed data sharing
for non-residential properties was necessary. Tneesponding percentage was slightly
more than half (54%) for those with mortgage lodmgher than the percentage (42%) for
those who disagreed. It is worth noting that thee@etage who agreed was much higher
(70%) for respondents who had non-residential piase

Chart 4:5 Percentage of respondents by wheth@rtpmsed sharing of negative mortgage data for
non-residential properties was necessary
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4.34  Slightly higher proportion (64%) of respontdeagreed that the proposed sharing
of negative consumer mortgage data for non-resalgmbperties was not excessive. The
corresponding percentage was more than half (56#¢4hbse with mortgage loans, higher
than the percentage (40%) for those who disagidselpercentage who agreed was about
54% for respondents who had non-residential pragsert

Chart 4:6 Percentage of respondents by whethertdposed sharing of negative mortgage data for
non-residential properties was not excessive
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Public Perception on Proposed Sharing of MortgagaeteD(Q.16 of questionnaire at
Appendix B)

4.35 Towards the end of the household interviengspondents were asked about
whether, balancing public interests and data pyivacnsumer credit data sharing should
be extended to cover positive mortgage data fodeesial properties as well as positive

and negative mortgage data for non-residentialgntas. The majority of the respondents
indicated support. For those with mortgage loamsie than half of them supported the
sharing of positive mortgage data for residentiapprties as well as positive and negative
mortgage data for non-residential properties, withexception of positive mortgage data
for car parks. Detailed analysis are shown in @necharts oAppendix E.

4.36 The above survey findings show that the puhbligeneral is supportive of the

proposed extension of consumer credit data shaoirapver positive mortgage data for
residential properties, as well as positive andatieg mortgage data for retail, commercial
and industrial properties and car parks. This neflgct members of the public believe that
the proposal will result in responsible borrowing the part of consumers, or in better
credit risk management on the part of credit pressdor both. In general, the public is less
resistant to the sharing of negative mortgage tha&ta the sharing of positive mortgage
data. Also, people without mortgages are genemaldye receptive to mortgage data
sharing than people with mortgages.
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Issue 1: The Commissioner’'s Observations and Casrarhs

4.37  The provisions of the Ordinance relevantistderation of this privacy issue are
those of DPP1(1) in Schedule 1 of the Ordinanqeoduced as follows:

“1. Principle 1 — purpose and manner of collectiohpersonal data
(1) Personal data shall not be collected unless-

(a) the data are collected for a lawful purposeedily related to a function or
activity of the data user who is to use the data;

(b) subject to paragraph (c), the collection of theta is necessary for or directly
related to that purpose; and

(c) the data are adequate but not excessive irticgldo that purpose.”

4.38 In the context of the CCF proposal, the pesalecting the additional mortgage
data could be either the credit provider to whoooasumer applies for mortgage, or the
CRA. In the former case, the credit provider caliebe mortgage data from the CRA for
the purpose of credit risk assessment of its di€imt respect of (i) new mortgage loan
applications, (ii) new applications for other ctddicilities, (iii) renewal of existing credit
facilities and (iv) general review of borrowersédit profiles). The purpose of credit risk
assessment is clearly lawful and directly relatetist function, namely, granting credit. In
the latter case, the CRA collects mortgage data teedit providers on a continuous basis
for the purpose of creating credit profiles of aomers and this is also clearly lawful and
directly related to its function, namely, providiognsumer reference services for credit
providers in their credit risk assessment. The steps of data collection involve
contribution and access of mortgage data. For siypsake, they could be combined and
labeled as sharing of mortgage data for the ulenparpose of credit risk assessment.

4.39 The question at issue is whether the shafipgsitive mortgage data in respect of
residential properties, and both positive and negatnortgage data in respect of
non-residential properties recessaryandnot excessivdor the purpose of credit risk

assessment.

4.40 While the Commissioner notes that the progpebaring of mortgage data has the
support of more than half of the household intemgies and many respondents, he also
appreciates the strong arguments put forward byorgmps of the proposal that the
requirements ofriecessaryandnot excessiveare not met. These opponents insisted that
ample facts and figures must be produced to plogease for sharing of more mortgage
data. Specifically, it was pointed out that eviderset out below has not been made
available:
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(a) the experience in other jurisdictions that sttaof positive mortgage data has
indeed led to lower default rate;

(b) statistics showing the gravity of the problehafy) that borrowers are not truthful
in providing their credit information while makirggedit applications; and

(c) statistics showing the extent that individualavestment is shifting from
residential property to non-residential propertgd ahe delinquency rates in
relation to non-residential mortgages.

441  Since a determination on this issue shouldbdsed on the legal requirements
under DPP1(1), the Commissioner has consideredadlvece from a Senior Counsel
engaged by him. In respect of the meaning of thelWnecessary” under DPP1(1)(b), the
Commissioner agrees with the Senior Counsel’s vibat'.... these words (‘necessary’
and ‘excessive’) should be given their everydaynany meaning. The word ‘necessary’
in the context of something being necessary faraqular purpose would normally carry
the connotation that the thing is indispensable aittiout which the purpose could not be
achieved. However in the context of a mortgageaoilifies application, although it is
often said that certain information is necessatycauld not be taken too literally in the
sense that without that information, the applicatmpuld not be processed at allit.is
sufficient to satisfy the requirement of being nesary if the information concerned is
of such nature that it is generally accepted thats information that the credit provider
would consider to be highly relevant without whithe credit provider would find it hard
to make an informed decisioh. Paragraphs (17) to (20) in the extract of thei@en
Counsel’s views aA\ppendix F are relevant.

4.42  On this basis, the Commissioner does noeagith the opponents’ view that the
additional mortgage information proposed couldberecessaryor the purpose of credit
risk assessment until real evidence is producedaee the causal relationship between the
absence of such information and the adverse corseqs it will bring about. In view of
the wider public interest implications of the CCp®posal, the Commissioner considers
that he should adopt amticipatory approach in making a determination on this privacy
issue. This is different from themedialapproach adopted in 2003 when the decision to
allow credit providers to disclose and share tloeistomers’ positive credit data for
unsecured loans was made after a spate of delihgqu@rsumer debts and personal
bankruptcies caused by many consumers’ over-congnitin unsecured loans. In coming
to this view, the Commissioner has taken particatse of HKMA's portrayal of the risk

of possible property bubble forming and subseqgbargting (such as paragraphs 3.17 and
4.23 above), and the results of the stress testum@d by CCF on the effect of interest rate
increases on the consumer’s debt-to-income radima(paph 3.38 above).

4.43  Taking into account (a) the conclusion intProf this report that sharing of
additional mortgage data would result in respoesitdrrowing and lending which in turn
is conducive to stabilizing the property market ahd banking system and (b) the
importance of mortgage loans in the Hong Kong'affice sector as they represent 40% of
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the banks’ lending market and probably the mosstudtial part of a consumer’s credit
portfolio, the sharing of positive mortgage datar&sidential properties and both positive
and negative mortgage data for non-residential gniags shouldbe necessary and not
excessiveln adopting this view, the Commissioner takes fmotfrom the fact that in
U.S.A., U.K. and Canada, both positive and negatieetgage data are being shared. In
Australia, draft legislation to permit sharing bétadditional positive data was released by
the Government in January 2011 and scheduled fssimpg in 2012. In all these four
jurisdictions, non-residential mortgages are natstered as consumer credit loans and
hence data-sharing are not regulated as such. ciifnent CCF proposal is to include
non-residential mortgage data in consumer credit slaaring. The Commissioner sees no
objection to this proposal, as both residential aod-residential mortgage data relate to
the consumer’s total indebtedness. The Senior §@mgaged by the Commissioner also
sees no logical distinction between the two typledata for credit assessment purposes
(see paragraph (20) in Appendix F.)

4.44  To conclude, the Commissioner finds that theharing of positive mortgage
data in respect of residential properties, and bothpositive and negative mortgage
data in respect of non-residential properties isiecessaryand not excessivdor the
purpose of credit risk assessment.

4.45 This determination is made subject to twoeeds. First, the actual items of
mortgage data to be shared must be limited tolikelate minimum required to satisfy the
purpose of sharing. This is the subject of Issugetondly, the amount of the credit for
which the risk assessment is made should be langagh to deserve sharing of the
additional mortgage data. This is the subject sfiésA.

Issue 2 - Types of Mortgage Data Proposed to bet@buted and Shared

Positive Mortgage Data
Overview

4.46  According to the CCF’s proposal, the contebludata in relation to mortgage
loans and mortgage loan applications to be provimedredit providers to the CRA are
shown below. The contributed data are necessagdble the CRA to identify accurately
each individual involved in a consumer mortgage laad compile the mortgage count.

(a) Name;

(b) Capacity (i.e. whether as borrower, mortgagayuarantor);

(c) Hong Kong Identity Card (ID) number or travelcdiment number;
(d) Date of Birth;

(e) Gender;
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(f) Correspondence Address; and
(g) Account number, type of facility, account statund closed date.

The CCF proposes that credit providers will haveeas to the mortgage count only (and
not the contributed data) from the CRA. With theta, the credit provider can check
relevant details the customer provides in suppionisapplication for a mortgage loan.

4.47  To align with the treatment under the exgtdode, it is proposed that CRA may

retain the positive data in its database untilexgiry of 5 years after account termination
subject to the request from the consumer duriné tyears for deletion of the account data
from its database as stated in clause 3.5.2 aofxtsting Code provided that there has not
been any material default (default in payment inessive of 60 days) within 5 years

immediately before account termination.

Views Received — Supporting

448 HKMA¢ explained that the sharing of information on tlhenber of mortgaged
properties only was proposed by the financial s&windustry in order to mitigate privacy
concerns. As borrowers currently had to declaretdrethey had any other outstanding
mortgages when applying for a loan from an autkarimstitution, the proposed sharing
would not result in borrowers providing additionaérsonal information to potential
lending institution.

4.49 HKAB: stressed that this restricted scope and manndataf contribution and
access represented the minimum necessary to mgkenmantation of the proposals
practically feasible. This was shared by the DTGdksation4, HKMC¢, Hong Kong
General Chamber of Commereethe Hong Kong S.A.R. Licensed Money Lenders
Association Ltd? and representatives of a number of banks anddemaampanies.

450 TransUnion Limited, in its written submissfoand discussion with Policy 21,
explained that the data fields including name, HIi€HYd /travel document number, date of
birth and correspondence address were the keysfigldtheir system developed in
conjunction with credit providers to uniquely idéyt an individual client. The
complicated matching logic using the above key tlatds was considered necessary. The
removal of any data field would adversely affe@ #Htcuracy of their existing matching
system. All credit bureaux around the world thewwnof used a combination of data

%2 Submission of HKMA dated 8 February 2011

83 Submission of HKAB dated 21 January 2011

% Submission of the DTC Association dated 2 Febraanl

8 Submission of HKMC dated 8 February 2011

% Submission of Hong Kong General Chamber of Comedated 11 February 2011

87 Submission of the Hong Kong S.A.R. Licensed Mobegders Association Ltd. dated 27 January 2011
% Submission of TransUnion Limited dated 8 Febregyl
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fields.

451  TransUnion Limited also pointed out thatraisent credit providers did not have a
uniform practice in what identity data they contitiied. Not all data fields were provided.
The practice was also not uniform when consumessiged their personal data to credit
providers. It is thus considered necessary to userdination of fields described above to
uniquely identify individual clients. As regardshet information items to be contributed,
the “account number” was used to identify the magkyin question as a different “account
number” is assigned to a separate mortgage; tipe @y facility” was used to identify if the
credit account was a mortgage account; the “accstabtis” was used to ascertain if the
account was a negative or positive account; thestd date” was used to define the data
retention period beyond which the mortgage datddvbe deleted; and the “capacity” was
used to differentiate between borrower and guaranto

452  TransUnion Limite¢t explained that a consumer may use more than one
identification document when applying for mortgafgans. Hence supplementary
personal information is necessary to identify thetomer. By way of illustration, the
following two records with identical names may rete the same individual or two
different individuals.

Consumern Bank Name HKID Card No. | Travel Document No.
A X CHAN Tai-man 71123123123
B Y CHAN Tai-man X1234567

The accuracy of matching the two records to idgrnki& customer will be enhanced if the
address and the date of birth are also providedth&r, public records (e.g. Court records)
only contain individuals’ names and addresses.CHAN Tai-man owed $10,000 in
delinquent taxes to the Governmentas found in public records, the CRA could not
determine whether such public information refersAtaor B without including their
addresses in the matching exercise. Further exaam illustrate the TransUnion
Limited’s matching of identity records are in theubmission of 28 February 2011

453 Inresponse to the suggestion of using pétiaumbers in conjunction with other
personal information to protect the confidentialifypersonal data, TransUnion Limited
further explained that partial ID numbers might regult in a correct matching. With a
partial ID number, it was not possible to chedkédre was any error in the data entry of the
ID number using the check digit. Not all credibyiders could contribute to the CRA the
ID numbers of their clients, as their clients migisie their travel documents instead.
Moreover, their clients might change their names.

454  During discussion with Policy 21, Mr. Chestwong, Convener of Internet

89 Letter of TransUnion Limited dated 28 February 201
0 Letter of TransUnion Limited dated 28 February 201
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Security and Privacy Working Group also cautionledt though the use of partial ID

numbers in combination with other matching data t&dretically feasible in uniquely

identifying an individual, it was not an ideal arggment. Given that the CRA data would
be kept for a fairly long period of time, any chasgnade to the number system of HKID
cards or travel documents would significantly afffédte effectiveness of the matching
system.

4.55  The Hon. Mr. CHAN Kin Pét noted only the mortgage count was proposed to be
shared. The data shared was much limited than thagber economies like the USA, UK
and Singapore where other mortgage data such msioaunt, loan period and repayment
amount were shared. This indicated that the firrn&ervices industry had taken due
consideration of the data privacy concern. DiyBWak, Associate Professor, Department
of Finance & Decision Sciences, Hong Kong Baptistvdrsity, during discussion with
Policy 21, pointed out that if consumers were homeproviding information to credit
providers, the proposals would not have any impadhem.

456 DAP2 pointed out that at the moment, consumers hadrélponsibility to
disclose to the credit providers their outstandimgtgages when applying for mortgage
loans. Thus, the proposed sharing of mortgage codotmation had already struck a
balance between the requirement of credit providersredit assessment and the data
privacy of consumers. The proposal was also corsideappropriate as detailed
information such as the amount of outstanding nagggoans was not shared.

457 The Law Society of Hong Korigcommented that if the kinds of data to be
released by the CRA to credit providers were $yrianited to information (on the basis
that consent from data subject was obtained bedmitlfior the release of such data) that
was required for the intended purpose of the crpdivider, then there would be no
excessive use.

458 Hong Kong Bar Association recognized that@RA has “operational needs” to
identify the individuals to whom the data relatéhaieasonable certainty. If “operational
needs” corresponded to requirements that were teisien CRA operations, there should
be no conflict with the “necessary and not excessigquirement of DPPL1. If, however,
operational needs were equated with operationalvesience, conflicts with the
“necessary and not excessive” requirement of DP&Uldhlikely arise. With regard to data
sharing, restriction to mortgage count only waspsufed as this was all a credit provider
had to know to make its further enquiries with bfmgrower as to the details of his or her
existing mortgage commitments.

"L Submission of Hon. Mr. CHAN Kin Por, Legislative@ncilor, dated 8 February 2011
2 Submission of DAB dated 8 February 2011
3 Submission of the Law Society of Hong Kong datdeeBruary 2011
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Views Received — Against

459 However, there were other individuals andanizations holding different views.
A member of the publie, in his written submission, commented that infaioraitems
like “address”, “account number” and “account statshould not be contributed, as
without such information, it was still possibleitientify the number of mortgage loans of
individual mortgagors. With more than necessarya daintributed by credit providers,
there would be a risk of improper use.

4.60 At the public forum organized on 18 Janud&¥12 Mr. Eric CHEUNG Tat Ming,
Assistant Professor, Faculty of Law, The UniversityHong Kong suggested that only
partial ID or travel document number plus one ar islentifying fields like surname and date
of birth should be sufficient for the CRA to unidpedentify individual mortgagors.
Technical advice from experts in information tedogy should be sought on this viewpoint.

4.61  Adiscussion was held with Professor Rolf VIEEEBfrom the University of Zurich,
University Distinguished Visiting Professor at theculty of Law, The University of Hong
Kong. He remarked that gender was not relevatii@coperations of the CRA. Even in
cases of default, it was not relevant whether tbeigagors was a male or female.

4.62  iProAs and the Law Society of Hong Kofigexpressed worries that the number of
mortgage count might be a biased indicator of tlelit profile of individuals and could
create unnecessarily a “labeling effect” on consismdét the end of the day, credit
providers would require their mortgage applicantprovide more detailed information,
based on the mortgage count, leading to furthesi@ncof data privacy of consumers.

4.63 Consumer Councilalso urged that the financial services industiy @ne CRA to
clarify the implication that the additional consummortgage data would have on
consumer credit scoring. The Council was concethatthe use of mortgage count might
result in a “mislabeling” of an individual’s creditorthiness. Greater transparency of the
consumer credit scoring system was required torertbat a fair credit assessment would
be conducted.

4.64  Privacy Hong Kongshared similar views, pointing out that the “magdg count”
would inevitably create a ripple effect. It woutdyger a host of enquiries from the credit
providers for more mortgage data from the borrowEhne intrusiveness into the personal
data privacy was incalculable.

" Submission of Tom LAM, a member of the public,etb? February 2011
> Submission of iProA dated 8 February 2011

8 Submission of the Law Society of Hong Kong dateéeeBruary 2011

" Submission of Consumer Council dated 10 Februaty 2

8 Submission of Privacy Hong Kong dated 8 Febru@r/2
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4.65 Hong Kong Human Rights Monitocommented that the Code should not allow
credit providers to contribute data that were esiees If only mortgage count data were
shared, credit providers should not contributdéned@RA those data items like date of birth,
address and account number that were not necessatlyermore the contribution of data
items such as gender that might contravene prassim the Sex Discrimination
Ordinance should not be allowed.

4.66 Hong Kong Human Rights Monitor was of thawtBat some of the 15 data items
proposed to be contributed by credit providershi® €RA were not necessary for the
purposes of uniquely identifying individual mortgag. Apart from HKID or travel
document number, data related to the capacity Witeether as borrower, mortgagor or
guarantor) and the mortgage (i.e. account numlype of facility, account status and
closed date), other data items were not neces€amtributing more information than
necessary would unnecessarily expose consumdris tsk of information leakage.

4.67 Hong Kong Human Rights Monitor further renetkhat even though only the

mortgage count data were proposed to be sharesl,nimimizing any invasion of data

privacy, the proposals would still unnecessarilgreasonably and disproportionately
increase the threat against personal data privespersonal data of mortgage applicants
were transferred to the CRA for long-term storaips would expose data subjects to
unnecessary privacy risks of data loss, leakagt, tarror and improper use during the
transfer, handling, storage and access proceskeas, ¢ausing business, financial,
reputation and emotional harm to the data subjects.

4.68 Consumer Counglistressed that in order to strike an appropriaenoa between
the public interest and data privacy interestsoofscimers, the collection of mortgage data
should be kept to the minimum necessary, with s&afets in place to prevent information
from being misused. It might not be necessary ppluthe full HKID Card number or the
mortgage account number to the CRA for the purposesiquely identifying individual
mortgagors.

4.69 In addition, Consumer Council strongly redqeéshat a public assurance be given
by the financial services industry that the us¢hefproposed data would be restricted to
provision of the proposed items of contributed dataredit providers to the CRA and the

access of only the mortgage count by credit pragiflem the CRA, which represented the
purpose(s) for which the data were collected amed us

Face-to Face Interview Results

4.70  Views of members of the public intervieweding the consultation period were

9 Submission of Hong Kong Human Rights Monitor da@deebruary 2011
8 Submission of Consumer Council dated 10 Februaty 2
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rather mixed. About 60% of them agreed that th@@sed contribution of limited number

of data items, as shown in the consultation docunigncredit providers to the CRA was
appropriate. The corresponding percentage wadlsligiss than half (49%) for those with

mortgage loans, slightly higher than the percen({dgéc) for those who disagreed. The
percentage who agreed was lower (51%) for respdsdemo had non-residential

properties.

Chart 4:7 Percentage of respondents by whethaertmosed contribution of the limited number of data
was appropriate
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4.71  As regards the sharing of data on mortgagentcby credit providers after
obtaining written consent from the clients concdrrtbe majority (76%) of respondents
agreed that the proposed sharing of mortgage caolatd was appropriate. The
corresponding percentage was 68% for those withgage loans, much higher than the
percentage (30%) for those who disagreed. The p&ge who agreed was also quite high
(73%) for respondents who had non-residential pitagse

Chart 4:8 Percentage of respondents by whethgrtposed sharing of data on mortgage count after
obtaining written consent from the clients was appate
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Negative Mortgage Data
Overview

4.72  As for the sharing of negative data of nasiekential mortgages, the financial
services industry proposes that credit providersldvghare the same items of negative
credit data as currently permitted under the Caderdsidential mortgages, i.e. account
general data (as stated in Schedule 2 of the Godkjlefault data (being the amount past
due (if any) and number of days past due; and diagettlement of amount past due (if
any)). Such data would only be contributed by itrprbviders if there was a material
default in payment of the mortgage loan. (i.e.fadlkein payment for a period in excess of
60 days). To align with the treatment under thsteyg Code, it is proposed that CRA may
retain the negative data in its database untilettpgry of 5 years from the date of final
settlement of the amount in default (includinglsetient of the amounts payable pursuant
to a scheme of arrangement with the credit proyideistated in clause 3.3 of the Code.

Views Received — Supporting

4.73  Two members of the publicin their written submissions, voiced their sugpdr
the proposals on the understanding that the propdast sharing was limited to negative
mortgage data. The Hon. Mr. CHAN Kin Posupported the proposed extension of data
sharing to cover negative mortgage data for noieesial properties. He believed that
this would help credit providers to conduct morenpoehensive credit assessment. Similar
arrangement was also implemented in a number ohauos overseas. Several
organizations including URA, FHKI&4, iProAss, the Commissioner of Insuraricand
Hong Kong General Chamber of Comme¥calso supported such an extension of
consumer credit data sharing.

Face-to Face Interview Results

4.74  Views of members of the public interviewedlinly the consultation period were
quite positive. About 63% of them agreed that treppsed sharing of negative mortgage
data for non-residential properties by credit pdevs was appropriate. The corresponding
percentage was slightly higher (64%) for those withrtgage loans, much higher than the
percentage (31%) for those who disagreed. The p&ge who agreed was slightly higher
(65%) for respondents who had non-residential pitagse

81 Submissions of Ada CHAN and Tom LAM, two membefrthe public, dated 27 January 2011 and 7 Febr2@iy
respectively

82 Submission of Hon. Mr. CHAN Kin Por, Legislative@ncilor, dated 8 February 2011

8 Submission of URA dated 1 February 2011

8 Submission of FHKI dated 2 February 2011

8 Submission of iProA dated 8 February 2011

8 Submission of the Commissioner of Insurance da&Hebruary 2011

87 Submission of Hong Kong General Chamber of Comedeted 11 February 2011
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Chart 4:9 Percentage of respondents by whethertdposed sharing of negative mortgage data for
non-residential properties was appropriate
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Issue 2: The Commissioner’'s Observations and Csrarhs

4.75  The pertinent question here is whether tbmst of mortgage data collected by
CRA and the credit provider as proposed by CCFnateexcessive for their respective
purposes. The Commissioner notes that CCF'’s prégpbsae the support of over half of
the household interviewees.

Positive Mortgage Data

4.76  Asregards positive mortgage data, the prexgposedit providers’ access to CRA’s
data is restricted to the Mortgage Count only. Thisidisputably the absolute minimum.
The only objection to this arrangement was that Khewledge gained by the credit
provider would trigger off further enquiries fortdés of the existing mortgage(s) from the
customer applying for a new mortgage loan. The C@sioner considers this inevitable
development not unfair and in any event, the custamfree to choose whether or not to
comply with the credit provider's request for infaation to evaluate his mortgage loan
application. Further, the Commissioner is givelriow by TransUnion Limited that the
mortgage count would be used as a separate risksaaent criterion, not to be used in the
computation of the individual’s credit score.

4.77  On the other hand, some respondents havetatbibe necessity for CRA’s
proposed collection of 7 types of positive mortgaigea from the credit providers, and
suggested that except for the name and Hong Koegtitg Card (“HKID”) number,
collection of other types of personal data are ssiwe having regard to the purpose of

8 |etter of TransUnion Limited dated 28 February 201
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collection. This is understandable as the wholeppse of CRA’s data collection, as
presented by TransUnion Limited, is to identify tustomer correctly in the data sharing
process and HKID number, being unique, shquidna faciesuffice for this purpose.
However, it is understood that an individual map@y his travel document instead of
HKID to secure a mortgage loan and for some coemthe travel document number does
change when the document is renewed. It is thexefiecessary for the CRA to use a
combination of personal data in order to identi€gwarately the customer through data
matching. Accuracy is important because it is thst@mer applying for credit who will
suffer from a credit report wrongly compiled dueniismatched data. Needless to say,
accuracy increases with use of all digits of thelBilkumber and use of more data in the
matching exercise.

4.78 The Commissioner has examined the TransUnimited’'s submissio#t on its
operational needs and is satisfied that CCF's megaollection of 7 types of positive
mortgage data by CRA is not excessive. Furtheey aftie consultation with TransUnion
Limited, the Commissioner considers that ‘gendesuld be deleted from the data
collection list as it contributes only marginal anlsement to the reliability of the CRA’s
customer identification work.

Negative Mortgage Data

4.79  The Commissioner notes there was no disputegards CCF’s proposal for the
credit providers to share the same items of negalata for non-residential mortgages as
currently provided under the Code for residentiattigages.

Summing Up
4.80 Summing up, the Commissioner accepts CCF’s @posed list of types of
mortgage data shared between credit providers and KA, with the exception of

‘gender’ as part of the data contributed by creditproviders to CRA for customer
identification purpose.

Issue 3 - Contribution of Pre-existing Mortgage Cat
Overview

4.81 According to the CCF’s proposals, customeh®sg mortgage data are to be
contributed to the CRA belong to the following tg@ups:

(a) customers to whom a notice was provided beforat the time of mortgage

8 etter of TransUnion Limited dated 28 February 201
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loan application when the lending institution cotéd personal data from him
and that the notice explicitly covered the contritnu of data to the CRA as
now proposed by the CCF;

(b) customers to whom no such notice was providebenotice provided before
or at the time of mortgage loan application whea tanding institution
collected personal data from him did not explicttiyver the contribution of
data to the CRA as now proposed by the CCF.

4.82 Itis proposed that credit providers wouldtabute to the CRA mortgage data of
pre-existing mortgage loans and mortgage loan egpdns received before the
implementation date of the proposals, with or withprior explicit notification to the
customers.

4.83 In putting forward the proposals, the CCéfithe view that even in the absence of
prior notification, there is no need to obtain #licit consent of the customers as the
additional mortgage data are used for a lawful psepdirectly related to the core activity
of credit providers and the original purpose forickhthey were collected. The financial
services industry believes a “directly related msgd should be determined by whether it
is directly related to the original purpose, withamposing a specific time frame for
making that determination. Adopting such interptietg the industry treatedyfanting
and maintaining the mortgage loaras original purposes anderisuring ongoing
creditworthiness of the customeass a purpose directly related to those originappses.

Views Received — Supporting

4.84 HKABv" stressed that if the mortgage count database aid¥the pre-existing
mortgage data and only reflected information retatito mortgage loans granted after
implementation of the proposals, the effectivertéshe proposals, not only in facilitating
more comprehensive credit assessment but alsmmgimg preventive measures where
there were early signs of over-borrowing, woulddignificantly reduced and delayed.
HKMC?', the Finance Houses Association of Hong Kong Ledtt Hong Kong General
Chamber of Commeregg the Hong Kong S.A.R. Licensed Money Lenders Asdmn
Ltd.*+ and representatives of several banks had simgarsy

4.85 HKAB explained that as the tenor of mortghogas typically lasted for 10 to 30
years, it might take up to 30 years (i.e. aftepadi-existing mortgages were fully repaid)
for the mortgage count database to reflect theahotortgage count. Furthermore, based

% Submission of HKAB dated 21 January 2011

1 Submission of HKMC dated 8 February 2011

92 Submission of the Finance Houses Association ofdHéong Limited dated 2 February 2011

93 Submission of Hong Kong General Chamber of Comendeted 11 February 2011

4 Submission of the Hong Kong S.A.R. Licensed Mobegders Association Ltd. dated 27 January 2011
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on legal advice, the contribution by credit proval®ef mortgage data of pre-existing
mortgages to the CRA for compiling the mortgagentomas a lawful purpose directly
related to the original purpose for which such daéme collected. Accordingly, HKAB
was of the view that credit providers are not reggito give notification to the customers
before contributing their pre-existing mortgage adaSuch a view was shared by
representatives of several banks and finance comegan

4.86 The Hon. Mr. CHAN Kin Por was of the view tilifapre-existing mortgage data
were not contributed, credit providers would netable to obtain from the CRA reliable
information on the number of outstanding mortgagné of their clients. It would take 20
to 30 years for the mortgage count database td bpilto serve its purpose. This was not
considered reasonable and practicable, and wonldgainst the intended objectives of the
proposals. Dr. Billy Mak, Associate Professor, Bxment of Finance & Decision
Sciences, Hong Kong Baptist University, during d&sion with Policy 21, considered it
would be acceptable to share pre-existing mortgkde for the purposes of processing
new applications for credit facilities and not feriewing existing loans.

4.87 HKMA? pointed out that carving out existing mortgageadabuld significantly
impede the effectiveness of the database in entgutbe overall financial stability in
Hong Kong. HKMA¢ also voiced its support of the legal advice oladily HKAB,
pointing out that all the Data Protection Princgptdhould be read together and should be
construed purposively to promote the objectivethef Ordinance. DPP3(a) refers to the
purpose for which the data were to be used atithe of collection of the data, while
DPP3(b) refers to a directly related purpose. Imstaucting the original purpose, the data
user might have informed the data subject the maigiurpose explicitly, or in the absence
of any explicit communication, the original purposgight have been implied. In
determining the implied purpose for which the paedalata were collected at the time of
collection, all circumstances, including the readma expectation of the data subjects
were relevant. It should be within the reasonablpeetation of the customer when
applying for a loan that his personal data wouldubed for creating a credit profile to
enable the proper assessment of the credit risk.trEmsfer of data to the CRA to enable
the creation of a credit profile for risk evaluatiovas within the original purpose albeit
such purpose was an implied purpose.

Views Received — Against
4.88 Many other individuals and organizations,tib@ other hand, held an opposite

view. A member of the publg in his submission, remarked that positive morégdgta
should only be shared with the explicit conserthefdata subjects. iPréAvent on to say

% Submission of HKMA dated 8 February 2011

% Letter of HKMA (Arthur K. H. YUEN) dated 25 Febrya2011

9" Submission of Ada CHAN, a member of the publideda?7 January 2011
% Submission of iProA dated 8 February 2011
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that the contribution of pre-existing mortgage daiifout the explicit consent of the data
subjects amounted to a violation of mutual trustdeen credit providers and their clients.

4.89 Asreported in the 7 February 2011 issua®Hong Kong Economic Journal, the
Hon. Ronny TONG Ka Wah, SC, Legislative Counciloonsidered that the consumer
credit database would benefit both consumers asditgoroviders. However, he was of
the view that pre-existing data should not be dbuted, as there was no such
understanding when consumers provided their persofwamation to credit providers in
their mortgage loans applications.

4,90 Atthe public forum organized on 18 Janud&¥12 Mr. Eric CHEUNG Tat Ming,
Assistant Professor, Faculty of Law, The UniversityHong Kong expressed reservations
over CCF’s proposals that there was no need torothta explicit consent of the customers
before the proposed additional mortgage data wamn&ibuted and shared not only by the
credit providers to which applicants of mortgagane first provided their personal data,
but also by all other credit providers. In anye;abke financial services industry failed to
provide any court cases to support their views.

491 The Law Society of Hong Kofigvas of the view that explicit consent from the
consumers should be obtained. When the originadeinwvas provided by the consumers,
they were provided under “old” (current) systenwdtuld not be in line with the principles
of data protection if information previously notopided to the CRA could now be
submitted to the CRA without consent from the dsu@ject. This was similar to the
bundled consent versus specific consent issuelatiae to direct marketing. After the
implementation of the proposals, specific conséiuld be obtained for all pre-existing
mortgages.

4.92 Hong Kong Bar Associatiohpointed out that the Commissioner had recently
concluded that the provision of personal data abpus Rewards Scheme member to third
parties for monetary gain did not amount to a ‘cliserelated purpose, applying the test of
reasonable expectation of members on the use iofpiiesonal data”. Applying the same
test, the transfer of pre-existing mortgage datalevbe contrary to DPP3 because at the
time the data were collected the data subject woatchave expected this to occur due to
the fact that this was not permitted.

4,93 Hong Kong Bar Association noted the CCF'suargnt that the original purpose
for the data collection was “granting and maintagnihe mortgage loan” and the transfer
of data to the CRA for “ensuring ongoing creditvamess of the customer” was directly
related to the original purpose. It pointed oatt tihis argument ignored the expectations of
the individuals who provided the data concerndtiéacredit providers at a time when such

% Submission of the Law Society of Hong Kong da&deebruary 2011
190 sybmission of Hong Kong Bar Association dated &Brkary 2011
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data could not be transferred to the CRA becalws€dude did not permit this.

4.94  On this basis, Hong Kong Bar Association adgthat it would not be sufficient
for the purposes of compliance with DPP3 for dathjects to be given “prior explicit
notification” of the transfer. What would be reqdrwas the “prescribed consent” of the
data subjects. By virtue of Section 2(2) of the i@adce, “prescribed consent” meant, in
essence, express consent given voluntarily thdtrita been withdrawn by notice in
writing.

495 Privacy Hong Kong' held views similar to Hong Kong Bar Association.

Generally, the purpose of use of the positive nagégdata was fulfilled upon completion

of the process of the mortgage loan applicatiothieyparticular credit provider. Further

use of the data would be confined to the subsequanagement of the loan account. The
transfer to any third parties must be for a purpdisectly related thereto, otherwise the
prescribed consent of the data subject should tzensul.

4.96 In light of the sensitive nature of positmertgage data, Privacy Hong Kong was
of the view that the data subject should be cleaflyrmed of the purpose of uses and the
privacy impact on providing such data for sharidgy disparity in bargaining power that
might arise in a banker-customer relationship shdaé properly managed and in this
respect, a separate and independent consent ceht@ina clear, easily understood
document was desirable.

4,97 Hong Kong Human Rights Monitér emphasized that without the explicit
consent of data subjects, the provision and transfepre-existing mortgage data as
proposed by the financial services industry woubtmhttavene the provisions of the
Ordinance. For guarantors in particular, their ppas data had never been shared under
the current Code. To involve them in sharing @-gxisting mortgage data would be even
more inappropriate.

498 Hong Kong Human Rights Monitor considered légal opinion cited by the
financial services industry in support of the prsgis problematic. There was no court case
supporting such legal opinion. Besides, borrowei®tgagors and guarantors, at the time
of providing their personal data, could not havatemplated that their personal data
would be contributed to the CRA and shared by othedit providers. Such personal data
were provided to the credit providers concernedannection with the processing of the
original mortgage loan applications.

499 Hong Kong Human Rights Monitor was of thewi¢hat “directly related
purposes” were those related to the processinigeoimiortgage loan applications in which

101
102

Submission of Privacy Hong Kong dated 8 Febru&a2
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the personal data of borrowers, mortgagors andagt@is were originally collected.
Future credit facilities applications should notdmsidered as directly related purposes.
The use of such personal data for the purposegrafnting and maintaining the mortgage
loan” and “ensuring ongoing credit worthiness o# tustomer” should be confined to
activities of the original credit providers, andshd not be extended to cover contribution
to the CRA and sharing by other credit providers.

4.100 Consumer CoungéH indicated that the Council was unable to conctin wie
industry’s view that there was no need to obtaedkplicit consent of the customers. The
industry’s interpretation of “directly related page” was in a much broader context than
what the public might have perceived. The Cour@red the Commissioner’s view that it
might not be within the reasonable contemplatiooarfsumers that data in relation to their
pre-existing mortgages and mortgage loan applisateould be disclosed to the CRA for
consumer credit data sharing.

4.101 Inview of rising public demand for adequai®acy protection for consumers, the
Council considered it necessary to give prior explhotification to consumers for the
additional mortgage data in respect of pre-existiimgtgages to be contributed to the CRA
when the proposal was implemented. The notificatstrould clearly spell out the
purpose(s) for which consumers’ personal dataateetused, and be presented in a font
size easily readable to consumers. The Council ideresd that the adoption of a
consent-based approach was appropriate to uphelththividual’s rights to control his
personal data. A consumer should have the rigtihd@se whether or not to allow his data
to be shared.

Views of Overseas Personal Data Protection Agencies

4.102 In the course of the consultation, views @fspnal data protection agencies in
other economies were sought. In their written refilg UK Information Commissioner’s
Office said that when new data was included bydheeaux it was not their practice to
backdate the data. Notice was a key componentiopfacessing of data in the UK to
enhance transparency.

Face-to Face Interview Results

4.103 Views of members of the public interviewedimiy the consultation period were
rather mixed in situations where the clients waferimed beforehand. About 55% of them
agreed that if clients concerned had been inforpeddre implementation of the proposals,
the contribution and sharing of pre-existing mogiadata was appropriate. The
corresponding percentage was lower (48%) for tmode mortgage loans, slightly higher
than the percentage (46%) for those who disagi@dezlpercentage who agreed was higher
(61%) for respondents who had non-residential piagse

193 sybmission of Consumer Council dated 10 Februaiy 2
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Chart 4:10 Percentage of respondents by whethemthigibution and sharing of pre-existing mortgage
data, if clients concerned had been informed bdfwrgroposals were implemented, was appropriate
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4.104 On the other hand, members of the public wetesupportive if they had NOT
been informed before implementation of the promsahnly about 26% of them agreed
that if clients concerned had NOT been informedaiefmplementation of the proposals,
the contribution and sharing of pre-existing moggadata was appropriate. The
corresponding percentage was even lower (21%)hose with mortgage loans, much
lower than the percentage (74%) for those who desay The percentage who agreed was
also lower (12%) for respondents who had non-resigleproperties.

Chart 4:11 Percentage of respondents by whethewthigibution and sharing of pre-existing mortgage
data, if clients concerned had NOT been informddredhe proposals were implemented, was apprepriat
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4.105 For those who disagreed with the contributeord sharing of pre-existing
mortgage data if they had not been informed bafopgementation of the proposals, their
views were sought on the understanding that ifgxisting data could not be shared, credit
providers would not have complete information foedit risk assessment, such that the
proposals could not achieve the intended object®ey about 20% of them agreed that if
clients concerned had NOT been informed before emphtation of the proposals, the
contribution and sharing of pre-existing mortgageadwas appropriate. The percentage
who agreed was about 23% for respondents who hadesidential properties.

Chart 4:12 Percentage of respondents who disadmeedhether the contribution and sharing of
pre-existing mortgage data, if clients concernedl @T been informed before the proposals were
implemented, was appropriate, on the understarttistgf pre-existing data were not shared, the
effectiveness of the proposals would be affected
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4.106 Clearly, the public has high expectation thay should be informed in advance
before their personal data are shared. NeverthelMwether the contribution and sharing
of pre-existing mortgage data as proposed by thantiial services industry would
contravene the provisions of the Ordinance is allsgue that cannot be determined solely
on the basis of public opinion. Indeed, the puisliather confused as to whether the use of
pre-existing mortgage data is directly relatedhe original purpose of processing the
applications of mortgage loans in which the dateewsovided to credit providers.

4.107 As shown in the chart below, while about 42%tsidered that the use was directly
related to the processing of applications for magtgloans, about 36% considered that it
was not directly related. As high as 10% did notehany opinion. For respondents who
had non-residential properties, the correspondeiggntages were 54%, 32% and 7%
respectively.
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Chart 4:13 Percentage of respondents by whethersihef pre-existing mortgage data was for a direct
related purpose of processing the mortgage loalicafipns in which the data were provided
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Issue 3: The Commissioner’s Observations and Csrars
4.108 The issue here relates to compliance witib#B3 which provides that:

“Personal data shall not, without the prescribecheent of the data subject, be used
for any purpose other than-

(a) the purpose for which the data were to be wdbe time of the collection of
the data; or
(b) a purpose directly related to the purpose reddrto in paragraph (a).”

Credit providers’ act to ‘contribute’ data to CRQuates to ‘transfer’ of data and according
to section 2(1) of the Ordinance, “transfer” ofgmral data is a use of personal data.

4.109 The Commissioner notes the overwhelming gbjeto CCF’s proposal for credit
providers to contribute to CRA mortgage data resgibefore the date of implementation
of the proposed expanded sharing of mortgage datart of prior notification to the
customer of such use of the data when the mortdatge was previously collected or a
prescribed consent from the customer under DPP3.

4.110 While the issue is largely an interpretabbthe legal requirements under DPP3,

the layman’s view, as gauged from the householdeysr is overwhelmingly against the
CCF'’s proposal.
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4.111 CCF has justified its proposal based on elgalladvice of solicitors and Senior
Counsele+, In brief, they consider that credit providersgintribution of pre-existing
mortgage data is within the ambit of DPP3, arguingt the original purpose of data
collection from the customer is “granting and maining the mortgage loan” whereas the
purpose of contributing data to CRA is “ensuringgoing creditworthiness of the
customer” and therefore directly related to thgioal purpose.

4.112 In this connection, the Commissioner has lspbagvice from another Senior
Counsel. He agrees with the advice obtained tleapthipose of data collection from the
customer by the credit provider is to enable treditrprovider to consider the original
mortgage application, not to enable the credit jplenvto supply the same whether directly
or indirectly to another credit provider in the Ut for the latter to consider whether to
grant any credit to the same customer. Accordirthly use of the pre-existing mortgage
data as proposed by CCF is not in accordance wiA3dXa) and (b), unless the prescribed
consent of the customer is obtained. Relevanaetdrof the Senior Counsel’'s advice is
reproduced in thA&ppendix F.

4.113 In CCF’s legal advice, reference was mad#éidclosure of employees’ personal
data to the Mandatory Provident Fund (“MPF”) prargl Such disclosure was allowed
although it would not have been in the reasonataeernplation of the employees as their
data were collected before the implementation ef MPF regime. The analogy to the
present issue is inappropriate. The use of thdmmes’ personal data by the employer
was to comply with a statutory requirement while RXCproposed use of pre-existing
mortgage data is not.

4.114 In support of the CCF proposal, HKMAreferred to the decision of the
Administrative Appeal Board itvuen Bik Chun vs Privacy Commissioner for Personal
Data (AAB No. 41 of 2006). However, as noted in thgdkeadvice obtained by the
Commissioner (see paragraph (28) in Appendix F3, ¢hse is quite different from the
context of the CCF’s proposal under consideratiod & therefore not helpful to the
construction of DPP3 (a) and (b) in the presentedn

4.115 The Commissioner shares the concern of tmendial services industry and
HKMA that the exclusion of the pre-existing posgivnortgage data would render the
credit database significantly less useful in thengdiate future. However, he cannot act
beyond the bounds of law to address this deficie@iyen time for CRA to collect new
mortgage data, the effectiveness of the creditbda will definitely be enhanced.
Meanwhile, the Commissioner notes that even itth@ribution of pre-existing mortgage
data is allowed, the banks would only make arrareggson a best-effort basis, subject to
the data being electronically available on theisteypns. He opines that if the credit

194 Ssee Annex 2 attached to letter of HKMA (Arthuri. YUEN) dated 25 February 2011

105 |_etter of HKMA (Arthur K. H. YUEN) dated 25 Februa011
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providers have the will to work together to imprawe reliability of credit assessment,
they do have means other than sharing data thrQiRyy as CCF originally proposed,
albeit less operationally convenient.

4.116 Following the advice of the Senior Counsethgaged (see paragraphs 31 to 33 in
Appendix F), the Commissioner wishes to make amtisbn between positive mortgage
data and negative mortgage data in considerinG@¥'s proposals.

4.117 In the case of negative credit data, sineectlstomer is already in default of his
repayment obligation, it would give rise to somerenserious risks of default if he were to
be given further credit or new credit. This jussfthe concern by HKMA in the discharge
of its function for maintaining or promoting thergal stability or effective working of the
banking sector. Hence there is a case for sapaigthe provision of such negative credit
data is exempted from DPP3 of the Ordinance (setese58(1)(f)(ii) & (g), section 58(2)
and section 58(3)(b)). For this reason, the Corsiomer accepts the CCF’s proposal to
share pre-existing negative mortgage data of nsigleatial mortgages. This is in line
with the arrangements for sharing pre-existing hiegamortgage data for residential
mortgages when the Code was last revised.

4.118 However the position is different in the cabpositive credit data. By definition
the customer has not defaulted in his financiaigaitlon. The concern about the risk of
default and the probative value of the data incitvetext of promoting the stability of the
banking sector are much weaker. In the circumssnihe Commissioner decides that a
case for exemption under section 58 of the Ordiedras not been made out for positive
mortgage data in respect of both residential amdresidential mortgages.

4.119 In short, on grounds of compliance with DRR8,Commissioner supports the
CCF proposal of sharing pre-existing mortgage dat&or negative mortgage data but
not for positive mortgage data.

Issue 4 — Use of Mortgage Count on or after Implemtation
Overview

4.120 Although the additional data contributed tyy ¢redit providers to the CRA relate
to mortgage, CCF proposed to allow data accesssBmssment of both mortgage loans and
other credit facilities. According to the CCF, ngatie data proposed to be shared would
be accessed by credit providers for any applicdtiomew credit facilities or renewal of
existing credit facilities, or general portfolioview after customer’s written consent is
obtained. This would mean that mortgage data peavidy borrowers, mortgagors or
guarantors in connection with their applicationsrmfmrtgage loans would be used not only
by the credit providers concerned with the mortghge all other credit providers, in
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connection with not only mortgage loans but allestieredit facilities obtained by the
borrowers, mortgagors or guarantors.

Views Received — Supporting

4.121 HKAB'"9 emphasized that in order to achieve the princgigéctives of the
proposals of promoting responsible lending and dwimg and reducing the risk of
overborrowing by consumers, it was necessary foredit provider to understand the
overall credit position of a consumer. HKMCand representatives of several banks and
finance companies also shared similar views.

4.122 CCPe further elaborated that credit providers had testaber a number of factors
in assessing the credit worthiness and repaymdityai their clients. Whether there was
overleveraging or overborrowing was not determibgdhe amount of a single loan in an
isolated case, but rather having regard to théitadabtedness and repayment ability of an
individual. Also, in accordance with the Supeovis Policy Manual (SPM) IC-6, a
statutory guideline issued by HKMA, authorized itugions need to make full use of the
consumer credit data from the CRA for assessingjtcapplications.

4.123 Hong Kong General Chamber of Commeéfcand the Hong Kong S.A.R.
Licensed Money Lenders Association Ltdwas also of the view that it was essential that
credit providers were able to access comprehenesreeit information when they
considered applications for new credit facilitiesenewal of existing facilities, regardless
of the kind of credit facilities under consideratio

Views Received — Supporting but with Reservations

4.124 DAB'" commented that while such an arrangement was gad@sonable, it
should be handled with care. It was suggested ¢basideration could be given to
specifying the types of credit facilities and threaunt of credit involved for which credit
providers were allowed to access mortgage dataopeapto be shared. In addition, a
separate written consent should be obtained framd#ta subject. The purpose of such
safeguards was to strike a balance between perdataprivacy and the need to increase
the transparency of credit data.

196 submission of HKAB dated 21 January 2011

197 submission of HKMC dated 8 February 2011

108 etter of CCF dated 28 January 2011

199 submission of Hong Kong General Chamber of Comedeted 11 February 2011

195ubmission of the Hong Kong S.A.R. Licensed Monewders Association Ltd. dated 27 January 2011
11syubmission of DAB dated 8 February 2011
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4.125 The Law Society of Hong Kongwhile voicing support for the proposals also
suggested that it might be possible to set a ttdsind only if the loan amount or facility
limit reached this threshold amount could mortgdaga be accessed by the credit provider.
So long as when the data were collected, it wasenwdehr to the consumers that the
collected information might be used for the evabrabf loans or other credit facilities,
and the consumers were clearly made aware of tieaf@ extent of disclosure and agreed
to such disclosure, the additional mortgage datddcoe used for the assessment of other
credit facilities.

Views Received — Against

4.126 iProAs, on the other hand, strongly disagreed with tleeaighe mortgage count
for non-mortgage applications. In their views, thisuld only expose unnecessary privacy
data to credit providers and unnecessarily enhielr bwn database for future cross-selling
activities. iProA also questioned the reasons amyapplication for credit cards which
involved a relatively small amount of credit faiids compared to mortgage loans had to
be subject to the same assessment criteria. iRasAthus of the view that the proposed
additional types of mortgage data to be shared wrcessive for the purposes of credit
assessment and general reviews of borrowers’ qoedfiles.

4.127 Consumer Counti also queried whether such sharing of additionattgage
information was necessary for evaluation of loapliaptions other than mortgages. As
stated in the consultation document, the size of-mortgage credit facilities to be
considered by credit providers was relatively sroathpared to the size of the mortgage
loans. Dr. Billy Mak, Associate Professor, Depatinof Finance & Decision Sciences,
Hong Kong Baptist University, during discussiontwRolicy 21, pointed out that as the
amount of credit facilities required for credit darwas normally much smaller than the
amount of mortgage loans, there was not a neeccsa mortgage data for the purpose of
processing credit card applications.

Views of Overseas Personal Data Protection Agencies

4.128 In the course of the consultation, views @fspnal data protection agencies in
other economies were sought. In their written refilg UK Information Commissioner’s
Office indicated that mortgage data were used wdogsidering all other credit facilities.
In their opinion, the mortgage data were clearligvaent data to help a lender decide
whether it would be prudent to lend more money ¢to@sumer.

112 submission of the Law Society of Hong Kong dateéee8ruary 2011

113 Submission of iProA dated 8 February 2011
114 Submission of Consumer Council dated 10 Februatyl 20
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Face-to Face Interview Results

4.129 Views of members of the public interviewediniy the consultation period were
quite supportive. More than half (67%) of them agr¢hat after implementation of the
proposals, with written consent of clients, cregiibviders’ access of the additional
mortgage data for the purpose of processing apgica for mortgage loans was
appropriate. The corresponding percentage wastlsligdbwer (63%) for those with
mortgage loans, much higher than the percentag#)(38r those who disagreed. The
percentage who agreed was slightly lower (66%)dspondents who had non-residential
properties.

Chart 4:14 Percentage of respondents by whethmriafplementation of the proposals, with written
consent of clients, credit providers’ access ofatiditional mortgage data for processing applicatior
mortgage loans was appropriate
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4.130 As regards the use of the additional mortgtga for the purposes of processing
applications for credit facilities other than mag loans and renewal/review of all credit
facilities, more than half (62%) of them agreed tiféer implementation of the proposals,
with written consent of clients, credit provideas'cess of the additional mortgage data was
appropriate. The corresponding percentage was I(avés) for those with mortgage loans,
much higher than the percentage (39%) for those disegreed. However, less than half
(46%) of respondents who had non-residential pt@gsagreed, with about the same
proportion of them disagreeing.
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Chart 4:15 Percentage of respondents by whethmriafplementation of the proposals, with written
consent of clients, credit providers’ access ofatiditional mortgage data for processing applicatior
other credit facilities and review/renewal of allsting credit facilities
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Issue 4: The Commissioner’'s Observations and Csrarhs

4.131 Thisissue relates back to DPP1(1) as regdrdther the additional mortgage data
collected would be excessive for CCF's further jmsgxl purposes of assessing new
non-mortgage credit applications as well as rexaed renewal of the consumers’ existing

credit facilities.

4.132 CCF have argued that this is a non-issuaetit@ssessment has to take into
account the overall indebtedness of the customespective of the amount of credit being
applied for or reviewed. According to the statutgoydeline issued by HKMA, they need
to make full use of the database in their crediisiens.

4.133 The Commissioner notes that well over hathefhousehold interviewees did not
find it objectionable for the additional mortgageato be used for such purposes, with the
understanding that their written consent would doggbit in advance.

4.134 Notwithstanding the HKMA statutory guidelirmad the lack of substantial
objection from the public on the comprehensive afsthe mortgage data, the question of
whether collection of the data for all credit assesnt, renew/review purposes can be
taken as not excessive has to be determined urfelei(2).

4.135 The Commissioner notes that under the cuorexkit assessment practice, credit

providers generally do not require detailed finahdata (such as mortgage data) in
processing applications for some credit facilifigsch as tax loan). Further, overall loan
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delinquency and credit card bad debt have sinc& #@froved significantly without the
benefit of sharing positive mortgage data. Alsdhldbe number of personal bankruptcies
and the average amount of indebtedness have dropgedconcludes therefore that
sharing of positive mortgage data for credit assesgent of non-mortgage related
credit facilities, irrespective of the amount of tle credit, would be excessiveHowever,
he sees no objection extending the existing armraegé of sharing negative data for
non-mortgage credit applications/renewals/reviewemf residential mortgages to
non-residential mortgages.

4.136 The Commissioner considers that a threshotmhat of the credit facility involved
should be set under which no access to positivégage data by the credit provider should
be allowed. He had asked for CCF’s proposal tmméefuch a threshold but in vain. Pending
CCF’s submission of such a threshold to the satisia of HKMA and PCPD, he would
restrict the sharing of positive mortgage data totgage loan application and review of
existing mortgage loans only. TransUnion Limited banfirmed that compartmentalization
of the data sharing arrangement to serve this gergofeasible.

Issue 5 - Transitional Period
Overview

4.137 The concept of a transitional period is thaing the period, credit providers are
prevented from accessing and using the mortgagefaathe purposes of review of existing
credit facilities of borrowers except for thosecaimstances where immediate access is
required because the customer is in financialaiffies and in need of debt restructuring.

4.138 A transitional period would offer borrowersadditional level of safeguard in the
knowledge that any mortgage data collected by tRA Could not be accessed and used
during the transitional period other than new amlons for credit facilities and
prescribed exceptional circumstances indicated@bbivis may be beneficial to those who
have over-borrowed in that it would offer a longipé of time in which they would be able
to re-assess their situation and revise their neyeay schedules in consultation with their
lending institutions. Furthermore, the transitioperiod would facilitate the credit
providers to come to a better judgment in termshef extent to which their own credit
recovery strategies were efficacious. Those stiegegould include debt relief plans
and/or the restructuring of non-performing loans.

Views Received — Supporting

4.139 HKAB's explained that a relatively lengthy 24-month péneas adopted in 2003,

115 submission of HKAB dated 21 January 2011
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considering that was the first time when positiaadsharing was introduced covering

unsecured loans. At the moment, the consumer areditet was more mature and that the
sharing of positive data had been implemented forenthan seven years. Thus, a

transitional period of 24 months was consideredentban adequate. Representatives of
several banks also shared similar views, pointirigloat a transitional period of 24 months

was sufficient to enable customers to review asttueture their existing indebtedness.

4.140 DAB's supported the 24-month transitional period, notimat this would allow
those who had overborrowed sufficient time to regtire their loan portfolio, preventing
credit providers from changing their credit termasbecome less favourable. This would
also avoid any negative impact on the property etaakd the relationship between credit
providers and their clients. Dr. Billy Mak (Assate Professor, Department of Finance &
Decision Sciences, Hong Kong Baptist UniversityproA'7, Hong Kong General
Chamber of Commerce, the Hong Kong S.A.R. Licensed Money Lenders Asdmn
Ltd."» and Consumer Countéil also agreed with the proposals.

Views Received — Supporting but with Reservations

4.141 The Law Society of Hong Korigsuggested that in deciding what circumstances
where immediate access was required because ttmrarswas in financial difficulties
and in need of debt restructuring, some guidelsiesuld be set on which the credit
providers could base their judgment and the cradividers should be obliged to set out
their reasons in writing and provide a copy todhé& subjects.

Views Received — Against

4.142 On the other hand, Hong Kong Bar Associgi@tressed that whether a credit
provider wished to access the (proposed) additionaltgage data “to review the

consumers’ existing credit facilities” or “for gawaé portfolio review of customers’ credit

worthiness”, this should require the prior consanthe individuals concerned. Thus, the
proposed transitional period was opposed and arssgant of prior written consent was
proposed in its place.

Face-to Face Interview Results

4.143 Views of members of the public interviewediniy the consultation period were

11 submission of DAB dated 8 February 2011

117 Submission of iProA dated 8 February 2011

118 submission of Hong Kong General Chamber of Comendeted 11 February 2011

19 sybmission of the Hong Kong S.A.R. Licensed Mobegders Association Ltd. dated 27 January 2011
120 sybmission of Consumer Council dated 10 Februaty 2

121 submission of the Law Society of Hong Kong datdeeBruary 2011

122 sybmission of Hong Kong Bar Association dated &Brkary 2011
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quite supportive. More than half (66%) of them agk¢hat the transitional period of 24
months was appropriate. The corresponding percentesg lower (60%) for those with
mortgage loans, much higher than the percentag#)(30r those who disagreed. The
percentage who agreed was lower (54%) for respdsdefmo had non-residential
properties.

Chart 4:16 Percentage of respondents by whethdrahsitional period was appropriate
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Issue 5: The Commissioner’'s Observations and Csrarhs

4.144 There is overwhelming support for CCF's proposal toincorporate a
24-month transitional period before access to thedalitional mortgage data is allowed

for general portfolio reviews of consumers’ creditworthiness. CCF has confirmed that
written consent for data access will be sought fthencustomersThe Commissioner is
pleased to accept the proposal. Given his determination under Issue 4, access to
mortgage count for the general portfolio revieveathe transitional period will be limited

to review of existing mortgage loan only. As rafgathe access to additional mortgage
data during the transitional period, the Commissidinds justification for such access
when the customer is in financial difficulties andcheed of debt restructuring.

Issue 6 — Implementation Safeguards
Overview

4.145 At present, measures to protect personal uladar the consumer credit data
sharing arrangement are incorporated in the Coblee CRA is required to carry out
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compliance audit annually and the audit reporttbd® submitted to the Commissioner for
consideration and/or comments. In view of the espan of the database if the industry’s
proposal is adopted, the Commissioner recommenelSCRA, at its own expense, to

commission an independent compliance audit withmdhths from the implementation

date, with a view to having the compliance audgobmitting to the Commissioner an

audit report no later than 3 months from the ddteamnmencement of the compliance
audit. The first compliance audit shall addresspanticular, the adequacy of the data
handling system of the CRA in respect of the expdrgtope of mortgage data sharing in
accordance with the provisions of the Code. THergathe annual privacy compliance

audit of the CRA will also cover the expanded scofpeiortgage data.

4.146 In addition, given the CRA holds all the aamer credit data in its information
systems, the IT security management of its infoilmmasystems and all its associated
controls are critical to the confidentiality, intég and accountability of the consumer
credit data being entrusted. Due to the sensitofithese consumer credit data, the level of
expectation on their security is high. Periodic $&curity audits utilizing industry
best-practice principles, such as the ISO/IEC 28&& Practice on Information Security
Management (“ISM”) will, as noted in the consultaitidocument, provide assurance to
consumers in the protection of their personal data.

4.147 Public views were sought as regards whahamdadditional privacy safeguards
should be imposed upon the CRA and the credit dezgiconsequent to an enlarged credit
database and greater sharing and use of the mertizda.

Views Received — Against

4.148 As regards the need for improvement on thieopshe credit providers, HKMA3
pointed out that according to Section 4.7 of th3@-6 which deals with the requirement
of compliance audit, authorized institutions arguieed to conduct a compliance audit at
least annually to verify whether their data manag@npractices are adequate to ensure
compliance with the requirements of the Code, SRM6land internal policies and
procedures regarding the sharing of consumer cdad#. The audit report should assess
the overall effectiveness of the data managemeatipes in ensuring compliance with the
Code and the SPM IC-6. The report should coveestke security breaches or violations,
management’s responses and recommendations foowempent.

4.149 Similar to the 2003 practice, HKMA indicatibéy would be prepared to conduct
a special round of on-site examinations at an gpp@t® time to selectively assess
individual authorized institutions’ compliance withe revised Code and other relevant
requirements in relation to positive mortgage ddiaring.

123) etter of HKMA dated 16 February 20IConfidential, not published]

63



4.150 HKAB'2 reiterated that the various safeguards currenilyforce had been
implemented satisfactorily through the years inmEation with the existing consumer data
sharing arrangement. Representatives of severddsband finance companies shared
similar views, contending that the current datatgution safeguards, as governed by the
Code, SPM IC-6 and guidelines of HKAB, were su#fiti and that their clients’ privacy
were adequately protected. The CRA had been inatiparfor more than 30 years, with
good track record and whose data protection pesivere closely monitored by PCPD.

4.151 TransUnion Limiteé, the only consumer CRA in Hong Kong, explained tha
they had complied with the Code in conducting ahceoanpliance audit by independent
auditors. So far, TransUnion Limited had submitfedompliance audit reports with no
significant findings by auditors and there was alsasignificant comment from PCPD. In
addition, there were periodic reviews conducteddbglicated team from their company
headquarters and there was no significant findiomfthese reviews. The audit principles
adopted followed ISO 17799. There were also anfi@hcial audits which covered data
security at the system and network levels. Givem @CF’'s proposals involved the
gathering of incremental data which were not sigaift compared to the size of the
existing database, TransUnion did not support tiP[Ps proposals. Furthermore,
TransUnion Limited clarified that they had not ws#aerred and did not have plans to
transfer consumer credit data outside Hong Kongthdreor not there was any express
prohibition.

4.152 Hong Kong General Chamber of Commefaeas of the view that the existing
safeguards imposed on the CRA by the Commissiamét#KMA were robust. Hence,
any proposed new safeguard should be subject toougb consultation before
implementation. The Hong Kong S.A.R. Licensed Mohenders Association Ltd?
also believed that credit providers should havepsstb necessary internal control and
procedures to ensure compliance with the Code.

Views Received — Supporting

4.153 On the other hand, HKM®€voiced support of the Commissioner’s suggestions
that additional measures should be introduced mpo$ed upon the CRA. URA shared
similar views, noting that more stringent controlapllection, use, security and access was
necessary to protect data privacy. Estate Agenihadkity'® also expected that any
relaxation in the sharing of credit data would bet@cted by more stringent privacy

124 Submission of HKAB dated 21 January 2011

125 Submission of TransUnion Limited dated 8 Febriz0yl

126 sybmission of Hong Kong General Chamber of Comendeted 11 February 2011

127 sybmission of the Hong Kong S.A.R. Licensed Mobegders Association Ltd. dated 27 January 2011
128 5ybmission of HKMC dated 8 February 2011

129 Submission of URA dated 1 February 2011

130 submission of Estate Agents Authority dated 7 Babyr 2011
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safeguards. Dr. Billy Mak, Associate Professorp&ement of Finance & Decision
Sciences, Hong Kong Baptist University, also shaigdlar views.

4.154 A member of the publi¢, in his written submission, opined that given ttre
CRA had good track record and that only mortgagentaata were shared, with the
privacy safeguards and requirements proposed bZdmemissioner, the data privacy of
consumers concerned should be adequately protdafegis2, apart from supporting the
proposals of the Commissioner, suggested that deraions should be given to suitably
increasing the restrictions placed on credit pressdin accessing and using consumer
credit data. For instance, restrictions could lze@il on the number of credit reviews that
could be conducted within a specified period ofetim

4.155 Another member of the pubtg in his written comment, questioned if there was
any assurance that the CRA would not disclose cuoasucredit data to CRA’s
shareholders or parties outside Hong Kong. Dr.WQ#E Chius34, a District Councilor
from Wong Tai Sin District, added that the Commasgir in consultation with HKMA,
should draw up a data protection mechanism witlipians for penalty for any breaches
of the Code. After the implementation of the pragdescredit providers should publish
details on consumer credit data that would be shdde. Alvin LEE Chi Wingss, District
Councilor of the Sha Tin District, also expressedagrn over the transparency of the
transfer and use of the proposed additional consumeetgage data and whether the data
subjects were fully informed.

4.156 DABs¢ pointed out that as business transactions betws®rCRA and credit
providers were only regulated by the Code which hadegally binding powers, public
confidence was lacking. With the expansion of comsucredit sharing as proposed, the
current system of regulation by the Code was afaawt quite sufficient. DAB suggested
that considerations could be given to introducegjdlation, making reference to the Fair
Credit Reporting Act” enforced by the US Federal Trade Commission, rderoto
strengthen data privacy rights of borrowers.

131 Submission of WONG Mei Seong, a member of theipubated 7 February 2011

132 Submission of DAB dated 8 February 2011

133 Submission of Mike GRAY, a member of the publiateti 8 February 2011

134 Submission of Dr.WONG Kam Chiu dated 31 Januay120

135 Submission of Mr. Alvin LEE Chi Wing dated 10 Fehary 2011

136 Submission of DAB dated 8 February 2011

137According to Fair Credit Reporting Act, Section 6&a8ly person who knowingly and willfully obtainganmation
on a consumer from a consumer reporting agencyrdatie pretenses shall be fined under title 18tddnStates
Code, imprisoned for not more than 2 years, or.battd according to Section 620, any officer or eoypke of a
consumer reporting agency who knowingly and wilifydrovides information concerning an individuabifin the
agency'’s files to a person not authorized to rex#iat information shall be fined under title 1&itdd States Code,
imprisoned for not more than 2 years, or both.
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4.157 Dr. K. P. CHOW?, a member of the Standing Committee on Technodbgic
Developments of PCPD, supported the Commissionergposal that a privacy
compliance audit be conducted annually to ensw@eltiia handling system and process of
CRA were in line with the Ordinance. He also supgmthe idea that an IT security audit
be conducted at the same time as the privacy canggiaudit to ensure the confidentiality,
integrity and accountability of personal data stiorethe IT systems used by CRA were
enforced. He pointed out that if an IT system #gtated personal data was vulnerable, it
already violated DPP4. Thus, consideration shoalditeen to conducting penetration test
(a common test in IT security audit) in the privaoynpliance audit.

4.158 iProA¥ was of the view that a privacy compliance auditsweecessary and
supported the Commissioner’s recommendation t€fRA in conducting an independent
compliance audit annually and performing the awdithin 6 months after the
implementation. Periodic IT security audit was vemportant, the objective of which was
to ensure there was no data leakage such as uhlagdess or massive data copying by
“authorized” personnel. The idea of using ISO staddvas good.

4.159 iProA further suggested that a computer syssbould be implemented with
access control using the ISO standard where idomanitor/ log the user activities when
accessing data. The periodic IT security auditddlén check the log file and see if there
was any unlawful access of data. As a safegudrdpaiputers used by CRA staff should
not be equipped with connectors (such as USB ptrjdo external devices. Similarly, the
CRA system should not allow any data export fumgiavhich would make consumers’
data vulnerable.

4.160 Information Systems Audit and Control AssboraChina Hong Kong Chapter

(“the Association”), in their written submissien believed that the privacy compliance
audit would be an effective tool to ensure the ggcand control of the CRA in regard to

data management practices as well as the exteohgbliance with the requirements of the
existing Code. Besides, by commissioning compliaagdit in an appropriate manner,
such as periodical compliance audit as well asiapaadit, specific privacy risk areas
would be effectively addressed in a timely manner.

4.161 Furthermore, the Association considered ithatementing appropriate security

safeguard was always necessary to protect infoomatssets, especially when sensitive
personal information was kept in database sucth@sCRA. Performing IT audits by

utilizing industry best practices, such I&O/IEC 27002 Best Practice on Information
Security Managementwas one of the measures to ensure organizationgrdtect

138 Submission of Dr. K. P. CHOW, a member of the 8itamn Committee on Technological Developments, dagd

February 2011

Submission of iProA dated 8 February 2011

Submission of Information Systems Audit and Camtssociation China Hong Kong Chapter dated 11 Gatyr
2011
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information assets to a specified level of stansladd to enable regulators to oversee
security practices of organizations in a consisteanner.

4.162 The Association noted that the existing Cdidenot explicitly require that the
compliance audits of the CRA should refer to th@ustry best practices principles on
Information Security Management. It was suggesthdt tPCPD might consider
implementing mechanisms to evaluate the risks arleeép track of the remedies for the
gaps between the CRA’s data protection practicdgtaindustry best practices principles
on Information Security Management as identifiedrimlependent auditors.

4.163 The Law Society of Hong Kongstressed that it was important to ensure that
sufficient safeguards were in place to secure rdlbrmation gathered, and stringent
procedures in relation to the disclosure of coldahformation to credit providers must be
put in place.

4.164 The Law Society of Hong Kong emphasized $itidgent procedures, not only
strict controls, should be instituted for (a) tlentibution of data by credit providers, (b)
the collection and maintenance of data by the CRAthe provision of data to credit
providers by the CRA, (d) use of data by creditvpters. Penalties for breaches should
also be set out clearly.

4.165 The Law Society of Hong Kong further suggedteat the CRA should keep
records of (a) what information had been recei{ledfrom whom, and (c) when and what
information was given, to whom and when. Furthemnonly a limited number of people
of the CRA and credit providers should be authariwegain access and access should be
traceable.

4.166 The CRA should also take greater steps toenitakasier for data subjects to
review their credit data kept by the CRA. Apartnfrosisiting physically a site at an
inconvenient location, it should be possible faiadaubjects to review information held by
the CRA on line. Credit providers should be reqiite notify data subjects on every
occasion that they accessed personal data. Theiseastarrangement would be to ensure
that a copy of each data request (and the corregppmneply from the CRA) was sent to
the data subject.

4.167 The Law Society of Hong Kong drew attentiothie fact that there was nothing in
the Code to prohibit the transfer of personal datarseas though more international
financial institutions (which were more likely t@hsfer data overseas) would have set out
internal procedures and guidelines on transfereodgnal data overseas.

141 Submission of the Law Society of Hong Kong datdeeBruary 2011
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4.168 Hong Kong Bar AssociatiohAsupported the Commissioner’'s proposal for an
independent compliance audit to be carried outH®y €RA within 6 months of the
implementation of any changes to the Code. Thed@&fmeference of the audit should be
subject to the Commissioner’s approval, as shdwdéddrms of reference of CRA’s annual
overall compliance results.

4.169 Hong Kong Bar Association also supported @menmissioner’s proposal for
periodic IT security audits to be conducted by@#A. A recurrent time period of not less
than once a year should be set, and again the wrne$erence should be subject to the
Commissioner’s prior approval. In addition, creglibviders should also be required to
undertake annual audits on their compliance wiéh@bde and report to the Commissioner
any breaches of the Code by them within 14 daykef being identified.

4.170 Hong Kong Human Rights Monitgrstressed that for personal data stored in any
database, there should be appropriate and adespfatpuards to ensure that the data were
accurate and that the privacy interests of indiaiguvere protected. While supporting the
Commissioner’s proposal as a minimum requireméenias suggested that if the proposals
were implemented, credit providers should strengtheir data protection safeguards and
let the public know the additional protection measuintroduced. Adequate training of
good quality should be provided to staff of the CRAensure that they would handle
consumer credit data with utmost care. Any datkdga should not be acceptable.

4.171 Consumer Countil also supported the Commissioner’s proposals. TawnCll
agreed with the Commissioner that the audits shoatde limited to the credit database
system, but should also apply to the relevant stalklers involved in the system including
the staff of the CRA and the credit providers tim¢rfaced with the system to prevent
abusive access. The Council also suggested PCRDnsider making the compliance
results available for public information,

4.172 The Council anticipated that consumers wdidddisadvantaged because they
understood very little about the consumer cregibreéng system, and were not given to
know how their information was being portrayed tedit providers. Given consumers
rarely knew about or checked what went into thein@redit reports until after they had
been turned down in an application for credit fies or otherwise encountered a problem,
the Council believed that enhancing transparendfi@tonsumer credit reporting system
was of paramount importance to ensure a fair cesgiessment.

4.173 To this end, the Council recommended thaswoers should be provided with
free access to their credit report on a regulaisbdate Council remarked that while citing

142 Submission of Hong Kong Bar Association dated &@riary 2011

143 Submission of Hong Kong Human Rights Monitor da@deebruary 2011
144 Submission of Consumer Council dated 10 Februatyl 20
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comprehensive consumer credit data sharing arra@ggsnn other economies to support
the proposals, the financial services industry matddisclosed the safeguards available in
these economies. For example, in Australia, conssimere entitled to free copies of their

credit reports. In USA and Canada, consumers agetidree annual copies of their credit
reports. In Hong Kong, the access fee of $99 - $20@ credit report would discourage

consumers from checking their reports to ensuraracy of the information contained.

4.174 The Council further suggested that consursieosild be allowed to add a brief
statement about any information in their repothére had been a dispute over the credit
status and the dispute was not resolved. The huaefifying statement would afford
consumers the chance to explain the circumstarieegggise to negative information in
their consumer credit report.

Face-to Face Interview Results

4.175 Views of members of the public interviewediniy the consultation period were
very supportive. The majority (80%) of them agreledt credit providers and the CRA
should introduce extra data protection measurdswimg the proposed expansion of the
coverage of the consumer credit database and teesean of consumer credit data sharing.
The corresponding percentage was lower (68%) fosdhwith mortgage loans, much
higher than the percentage (22%) for those wha@desal. The percentage who agreed was
higher (84%) for respondents who had non-residepitaperties.

Chart 4:17 Percentage of respondents by whetheeddhat credit providers and the CRA should
introduce extra data protection measures
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Issue 6: The Commissioner’s Observations and Csiais
4.176 Security of personal data is governed by DRRidh is reproduced below:-

“All practicable steps shall be taken to ensurettharsonal data (including data in a
form in which access to or processing of the dataat practicable) held by a data
user are protected against unauthorized or accideatcess, processing, erasure or
other use having particular regard to-

(@) the kind of data and the harm that could reguhny of those things should
occur;

(b) the physical location where the data are stored

(c) any security measures incorporated (whether doyomated means or
otherwise) into any equipment in which the datasiceed;

(d) any measures taken for ensuring the integptydence and competence of
persons having access to the data, and

(e) any measures taken for ensuring the securestngssion of the data.”

Also, DPPs 2, 5 and 6 are relevant as they reda(ii¢ accuracy and duration of retention of
personal data, (ii) transparency of privacy poicend practices, and (iii) access to
personal data respectively.

4.177 The consultation exercise has aroused thencmity’'s interest in the existing
system of sharing of consumer credit data betwbhenQRA and the credit providers.
Apparently, public awareness and perceived impogari personal data privacy are much
higher than it was in 2003. People are generallycemed about whether TransUnion
Limited, the only consumer CRA in Hong Kong, is m@ang up to their expectations.
Notwithstanding TransUnion Limited and many of tbenks have responded to the
consultation and said they believed they have dog@od job in the protection of personal
data in the course of sharing consumer credit da¢agonsensus view collected supports
the Commissioner's suggestions that additionalgmyvsafeguards should be imposed
upon the CRA consequent to the proposed enlargetit cratabase and greater sharing of
the mortgage data.

4.178 The Commissioner acknowledges the views afJwnion Limited and the banks
that the sharing of consumer credit data has beeperation smoothly with no significant
problems regarding data privacy protection, and tha systems in place should be
sufficient to meet the changes arising from impletagon of the CCF proposals,
particularly as the amount of additional mortgag&éado be handled is small compared to
the size of the existing database. Indeed, areatgm of the TransUnion Limited’'s
personal data systems conducted by PCPD in 2046dardance with section 36 of the
Ordinance has identified no major irregularitieew¢ver, as the nature of the additional
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data proposed to be shared is highly personal andits’ze and there would be greater
sharing and use of the database under the newgamant, the Commissioner considers
that additional privacy safeguards are necess&iyen that CRA is not subject to the

regulatory and supervisory control of HKMA on theasng of personal data because it is
not an authorized institution, an objective indystandard for ISM has to be identified for

the CRA to comply.

4.179 The bulk of the opinion expressed by theipwsid related stakeholders points to
the need to introduce more stringent measuresotegrdata against unauthorized use or
access, including but not limited to those propo$sdthe Commissioner in the
consultation document, following industry best pices and standards. Furthermore, they
have also asked for improvement in CRA’s operat@msegards access to their personal
data as well as accuracy and retention of data.

4.180 In order to establish a reasonably practecahbt sufficient IT security safeguard,
the Commissioner will require the CRA to adoptphiaciples of the ISO/IEC 27002 Best
Practice on Information Security Management (“I&®127002"). ISO/IEC 27002 is an
international standard that provides best pracgcemmendations on ISM. It covers 12
areas of ISM from governance to physical secutiipder each area there are a number of
control objectives in ISM which are wide enouglatitress all the technical advice given
in the submissions. There are many ways by whichlgective may be achieved. This
allows flexibility for the CRA to work out the impmentation details.

4.181 As TransUnion Limited has disclosed thatrtimtérnal IT security audit principle
follows ISO 17799, which is equivalent to the ISEXZI 27002 standard, the Commissioner
sees no major issue for TransUnion Limited to fdlyredopt the control objectives of the
ISO/IEC 27002 standard.

4.182 At present, the CRA should commission, atoit;m expense, an independent
compliance auditor as may be approved or nominayethe Commissioner, to conduct
regular compliance audits on the CRA’s operatiomsluding the security of consumer
credit data held by the CRA and the adequacy didesfcy of the measures taken by it to
comply with the requirements of the Ordinance amel €ode. Taking into account the
general feedback and expert advice collected duhagoublic consultation exercighge
Commissioner will revise the Code to incorporate the following additional
post-implementation safeguards:

(a) The CRA should arrange an independent compliarecaudit which should
commence after 6 months but within 7 months from tk implementation
date, with a view to submitting to the Commissioneian audit report on
the sharing of the additional mortgage data no latethan 3 months from
the date of commencement of the compliance audit.

71



(b) To ensure a reasonably practicable IT securitarrangement is in place,
its regular compliance audits should include an auton the IT security
arrangement of the CRA covering the control objectres of the ISO/IEC
27002 Best Practice on Information Security Manageent (or its
equivalent as approved by the Commissioner).

(c) The CRA should not transfer the consumer creditdata held by it to any
place outside Hong Kong unless the purpose of usétbe data for such
transfer is the same as or directly related to theoriginal purpose of
collection of the data.

4.183 The Commissioner notes that under the egi€timde, clauses 1.25 and 3.13 have
addressed the suggestion that occurrence of atcessnsumer credit data should be
restricted, and clauses 2.6 and 3.9 have addrédss@dncern over disputed data.

4.184 The Commissioner notes that TransUnion List@ractice is to provide a free
copy of the credit report to any consumer whoséiegdppn for credit facilities was turned
down by a credit provider. He will incorporate tlpisactice as a requirement under the
Code.

4.185 The Commissioner understands from TransUhiarnited that it does offer a
service to facilitate consumers viewing their ctedports online, and another service to
notify the consumer of access of their credit dataredit providers.

4186 The Commissioner further notes HKMA’'s unddrig to conduct
post-implementation on-site examinations to selebti assess individual authorized
institutions’ compliance with the revised Code atiger relevant requirements in relation
to positive mortgage data sharing.

4.187 During the consultation, concerns were raitbed the expanded data sharing
might result in abusive use of the consumer crddta by credit providers for direct
marketing. In this respect, clause 2.12 of theesurCode has already prohibited credit
providers from accessing the consumer credit dada ondividual held by the CRA for the
purpose of offering or advertising the availabilidlygoods, facilities or services to such
individual. This clause is expressly made subjeatlauses 2.9 and 2.10 so that a credit
provider may in the course of consideration of rgnant of facilities initiated by the
individual or review or renewal of the existing ditefacilities use the consumer credit data
obtained from the CRA. Recently, the Commissidras in the course of dealing with a
compliance check received arguments from a crediviger who submitted that the
structure of the Code allows for an interpretatiuat a credit provider may, for the purpose
of offering new credit facilities to its customeesg;cess the credit report of the customers
even in the situation where the consumer has nderaay application for the grant of the
new facilities. In the Commissioner’s view, thigdrpretation runs directly contrary to the
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original intention of prohibiting the access of tesumer credit data for direct marketing
and should not be allowed. In this connection, @@mmissioner decides to make
amendments to clauses 2.9 and 2.12 in order toveay doubt on their interpretations.

4.188 In the course of the public consultation eiser;, many views were expressed
which fall outside the jurisdiction of PCPD. Theselude:

(a) increase the transparency of the operationshef CRA and the credit
providers as regards sharing and use of consumeit,cand how such data are
used to evaluate customers’ credit worthiness;

(b) CRA to provide free annual credit reports tonsuamers and legislate as
required to achieve this objective;

(c) promote responsible borrowing by consumersuingoublic education;

(d) amend the Ordinance to include provisions ity for any breaches of the
Code;

(e) express unease over the fact that TransUniamtéd, the only consumer
CRA in Hong Kong which holds important and sensitivedit information of
Hong Kong consumers, is a commercially run entseptthe shareholders of
which include an overseas company (56.25%) andr@Hkong-based banks
(37.5%) and suggest the Government should considsuming a more
proactive regulatory role.

The Commissioner will pass these views to relearthorities and organizations for
follow up, including the Government and TransUniiomited.
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Part V — The 2007 Public Consultation Exercise

Background

5.1 The last revisions to the Code, which toolke@&fbn 2 June 2003, introduced the
sharing of positive credit data amongst credit @tess through the CRA. The revised
Code imposed a twenty-four month transitional pkdaring which credit providers were
barred from accessing positive credit data in therge of renewal of existing credit
facilities and the access for the purpose of rewigwexisting credit facilities were
restricted to certain prescribed circumstanceshisstransitional period has expired on 1
June 2005, there is now full usage of positive itidamta by credit providers subscribing to
the CRA. In order to reflect the expiration of thensitional period certain clauses of the
Code have to be deleted and/or rewritten. In addisince the last revisions of the Code,
it has appeared that certain clauses of the Codtl dee refined in light of practical
experience in implementing the Code. Against lisiskground, the PCPD published the
Consultation Paper on Amendments to Code of Praaitc Consumer Credit Daidthe
2007 Consultation Paper”) on 22 May 2007 proposurther revisions be made to the
Code.

5.2 Broadly speaking, the proposed amendmenket@bde in the 2007 Consultation
Paper can be divided into three categories, nafaglechnical amendments as a result of
the expiration of the transitional period; (b) amewnts relating to the retention of the
data in respect of write-off accounts due to a bapicy order being made; and (c)
miscellaneous amendments.

Respondents to the 2007 Consultation

5.3 The public consultation ended on 29 June 2@ight written submissions were

received within the consultation period. Anothesubmissions were received after the
consultation period, making a total of 10 submissi0. A list of the respondents is shown
in Appendix G and a summary of their profiles is provided below:

4% The written submissions are available at PCPD’ssite atwww.pcpd.org.hk
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Respondent Number
Statutory/Public Sector Organizations 2
Banking and Finance Sector 2
Trade Associations 4
Private Sector Company 1
Private Sector Organization 1
Total number of submissions 10

(A) Technical Amendments as a Result of the Expir&in of the Transitional Period
The Proposed Amendments (see 2007 Consultatiorr Rapstetails)

54 The proposed amendments under this head tel#te revisions to the clauses of
the Code as a result of the expiration of the ttmal period on 1 June 2005. It was
proposed to:-

(i) delete the definition of “transitional periodi clause 1.26;

(i) delete clause 2.10 relating to the accessctmant data during transitional
period;

(i) delete clause 3.8.2.3 concerning the resomg on providing of credit report
by CRA to a credit provider during the transitiopatiod; and

(iv) amend clauses 2.9, 2.11, 2.12, 2.14, 3.8 a1l 3.4 to reflect the expiration of
the transitional period.

Views Received from the Consultation

55 Consumer Council expressly stated that it ‘imasobjection” to the proposed
amendments under this category. Other respondsads no comment in this regard.

Commissioner’s Observations and Conclusions
5.6 As the proposed amendments represent thesaggagvisions of the Code as a

result of the expiration of the transitional peranttl that there were no objections received
from the respondents, the Commissioner will retieeCode as proposed.
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(B) Amendments relating to “Write-Off Account” Data
The Proposed Amendments (see consultation papdetails)

5.7 In light of the working experience with the deosince its last revision in June
2003, it may be necessary to alleviate operatidifatulties encountered by the financial
services industry in relation to data of accountsctv were written off as a result of
bankruptcy prior to the occurrence of any mateatethult.

5.8 Under the Code, “material default” means aadkfin payment for a period in
excess of 60 days. Under the existing clausenh8re a CRA has collected from a credit
provider any account repayment data relating tiodinidual that reveal a material default,
the CRA may thereafter retain the account repayhatat in its database until the expiry of
5 years from the date of final settlement of theoant in default or the expiry of 5 years
from the date of the individual's discharge frommkiauptcy, whichever is earlier.

5.9 However, for account repayment data that daeneal a material default, under
clause 3.4, the CRA may only retain the same idatabase for a period of 5 years from
the date of creation of such data.

5.10 A practical problem has arisen in addressingevoff accounts in relation to the
operation of the Code. This arises in the situmatuere a customer of a credit provider
becomes bankrupt prior to the time when a matde&hult has actually occurred. As a
general practice, the financial services industitiywrite off accounts immediately where
a loss is inevitable, e.g. upon receipt of a baptay order, so as to meet the industry
standards.

5.11 Based on the statistics published by the @ffiReceiver’s Office, it was observed
that the number of bankruptcy orders reached a pe&k02 and 2003. The statistics
provided by HKAB showed a similar rising trend ofcaunts written off by credit
providers where no material default occurred (s8H@®00 of such accounts in 2002 and
some 130,000 in 2003). HKAB has indicated to t6®P that both information regarding
material defaults and write-off because of banlcigstare data which are necessary for the
industry to consider in deciding whether to grareda facilities. In fact, bankruptcy may
even be more important than material default irt thavidences a much more serious
financial condition. According to the present psians of the Code, early write-off
bankruptcy account data with no material defadt @mly allowed to be retained by the
CRA for 5 years, i.e. a shorter retention periogligable to accounts with no material
default. Thereafter, the credit providers will hetable to have access to this information
which carries no less significance than those attc@payment data that reveal a material
default. The short retention period of these datald defeat the spirit of the credit data
sharing arrangement because in relation to cus®wiaeo have gone bankrupt but who are
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not otherwise in material default, their data wilit be available to a credit provider at an
earlier date than the data in relation to a mdteeéault. As the credit providers’ credit
decisions can only be as good as the informati@ilae to them, the credit providers’
capacity to make a sound financial judgment regardin individual's credit-worthiness
may therefore be impaired.

5.12  To remedy this deficiency, it has been progdsehe PCPD by HKAB that the
Code should be amended so as to allow this typatafto be retained in the CRA database
as if they were account repayment data that reveadterial default.

5.13  Generally speaking, the rationale behind $bae of the Code by the PCPD is to
ensure that there is a proper balance betweenrih&cp rights of individuals in their
consumer credit data and the interest of creditigess and society at large in maintaining
both commercial viability and stability in the comser lending industry. In line with such
general policy, the PCPD is cognizant of the faeit tdefault in the consumer lending
situation can arise through a number of factoevents which are not just date related. In
the present situation, the account is written af¢ do the making of a bankruptcy order
against the account holder. The account holddgesned to be unlikely to fulfill his credit
obligations in full because the bankruptcy ordeulsdcavoid or delay repayment of the
credit obligation to the credit provider. A deftisl considered to have occurred though
there may not be a payment default in excess ofl&® prior to the write-off of the
account.

5.14  On the basis of not going beyond what is thjricecessary for the purpose of
enabling better credit assessment by credit prosidée following amendments were
proposed:-

() add a new clause 3.4A after clause 3.4 underhiémding of “Retention of
account repayment data not revealing default penakcess of 60 days” to
the effect that where any account general dataatehe status of an account
as write-off due to a bankruptcy order being malle ,CRA may retain in its
database the account repayment data at the timeitefoff as if they were
account repayment data that reveal a material Hgfarsuant to clause 3.3;

(i) add a new definition of “terminated accounthiwh means an account closed
for further business after being fully repaid sebj® the agreed terms and
conditions. For the avoidance of doubt, no writieagcount, including cases
of bankruptcy, debt rescheduling or individual \dhlry arrangements should
be classified as a terminated account.

5.15 As aresult of the above substantial amendsnetiter consequential amendments
are required as follows (see 2007 Consultation Bape
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() amend clauses 2.1.3 and 2.2 to make referenegite-off account;

(i) add a new clause 2.1.3A after clause 2.1.3eutige heading of “Notification
upon application for consumer credit” to the efféwt any credit provider
shall take all reasonably practicable steps to ideowto individual credit
applicants information about the retention peribdazount repayment data in
the event of a bankruptcy order;

(i) add “subject to clause 3.4t the beginning of clause 3.4;

(iv) amend the clause 3.8.2.2 so that the cregibntemay contain account data
relating to write-off due to bankruptcy orders ey were material default
data;

(v) amend clauses 3.8.2.2.1, 3.8.2.2.2 and 3.10&cause of the inclusion of a
new definition of “terminated account”.

Views Received from the Consultation

The Proposed Clause 3.4A

5.16  The proposed amendment seeks to ensure trgagii@rite off accounts” due to
making of a bankruptcy order is in line with tha&tagcounts with material default.

5.17 The Hong Kong Credit Report Association sufgzbthe proposal.

5.18 HKMA welcomed the proposed amendments in ggrrrt raised the point that
the proposed amendment seemed to suggest thakeaupty is not a “material default”.
HKMA suggested the definition of “material defauli2 amended to include bankruptcy.

5.19 HKAB shared the same view with HKMA and furtpeinted out that the wording
of proposed clause 3.4A should be consistent \wighekisting clause 3.3.2.

5.20 Consumer Council was of the view that it wabalable as to what extent early
write-off of account data due to bankruptcy coumiigtsr material defaults in a bankrupt’s all
other accounts. The Council believed this callet iquestion whether it would be
appropriate to allow the CRA to retain all the agttorepayment data in its database until 5
years after final settlement of the accounts #isefe were cases of material default. The
Council considered a longer retention period ofitevoff account data” may defeat the
purpose of shortening the discharge period undeBiéinkruptcy Ordinance to allow a
bankrupt start afresh after discharge.
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The New Definition of “Terminated Account” underetProposed Clause 1.26

5.21 HKAB suggested that under the proposed defimibf “terminated account”,
“repayment” should exclude payment by refinancing.

The Proposed Amendment to Clause 2.1.3 and 2.2

5.22 HKAB considered the wordings in both clauseggest a written off balance,
except in the case of bankruptcy, is not a defautld be in conflict with the definition of
“terminated account”. The wording may give the regsion that customers can ask credit
provider to write off the account to avoid the rdgien of their delinquent data on record.

The Proposed Amendments to Clause 3.8.2.2

5.23  To mirror the proposed clause 3.4A, it wappsed that the current clause 3.8.2.2
be amended to allow the credit report to contacoant data relating to write-off due to
bankruptcy orders as if there were material defdath. TransUnion Limited commented
that this amendment would lead to less data bemogvis on credit report for account
written off due to bankruptcy. TransUnion Limitegbmitted that under the current Code,
accounts written off due to a bankruptcy order pemade are treated as terminated
account whether or not with material default bestgppwn. Such accounts would be
classified as account other than a terminated adamder the newly defined “terminated
account”. Under the revised clause 3.8.2.2.2editreport would only show the account
repayment data of such accounts that can be showieocredit report within two years
before date of enquiry. Given that those accowotdd not be updated by members of the
financial services industry, practically no repayingata can be shown if the credit report
is to be provided two years after the date of th#gevoff. According to TransUnion
Limited, the number of accounts with no accountaggpent data being allowed to be
shown in the credit report provided two years aftate off is about 1,000,000. HKMA
also noted the potential effects that could be gindoby these proposed amendments, and
was of the opinion that further limiting the usemfbrmation of write-off accounts due to
bankruptcy is not conducive to prudent lending t®dd providers and this would bring a
negative impact in the maintenance of the stallitthe banking industry.

The Proposed Amendments to Clause 3.10.5.1

5.24  With similar effects as to the proposed amesrdmto clause 3.8.2.2, TransUnion
Limited submitted that the amount of account repayhdata of an account written off due
to a bankruptcy order being made would be furthreitéd in their use of such data for
carrying out credit scoring. TransUnion Limitedptained that certain individuals with
accounts so written off for more than five yeard will be reclassified under the “lower
risk” category and the complete credit profile o€ls individuals would not be reflected,
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and this will then affect the credit decision mdmethe credit providers. According to
TransUnion Limited, its database stored about 3WD,0f such accounts relating to
130,000 individuals. These potential effects wadse noted by HKMA.

Commissioner’s Observations and Conclusions

The Proposed Clause 3.4A

5.25 Regarding the views of HKMA and HKAB as men#d in paragraphs 5.18 and
5.19 above, it is to be emphasized that under the@eCthe term “material default” is
defined as a default in payment for a period inesgf 60 days and it makes no specific
reference to bankruptcy.

5.26 It is the general practice of the financialve®s industry that accounts will be
written off when an individual is adjudged bankrapt the credit provider will not update
the account record as at the time of write-offi@ CRA’s database save the occurrence of
incidents like further repayments being made. lifgaito update creates a possible
situation that actual material default will notdagptured in the CRA’s database as account
repayment data are not further updated upon thengai a bankruptcy order. In fact,
after the making of a bankruptcy order, assetsridigion shall be determined and
supervised by the appointed trustee pursuant toules of the Bankruptcy Ordinance.
Thus, it is merely the aforesaid practice of traustry that leads to the awkward situation.
Revising the definition of ‘material default’ todlude bankruptcy will cause confusion.

5.27 In relation to the Consumer Council’s opiniassstated in paragraph 5.20 above,
the PCPD wishes to reiterate that bankruptcy may de more important than material

default in that it evidences a much more seriooaricial situation and the Council agreed
to this, as stated in its submission. A bankrugtcler would definitely have bearings on

all other outstanding accounts of the bankrupterEthere is no material default in other
accounts, the making of a bankruptcy order againsindividual denotes the fact that

he/she is unable to settle debts in all accouritsts, it is justifiable to retain all the account

repayment data in the CRA database until 5 yedes &ihal settlement as if there were

cases of material default.

5.28 As regards the concern that the proposal wdetdat the purpose of shortening
the discharge period under the Bankruptcy Ordinatiee Council can rest assured that
under the new clause 3.4A, the account repaymeathdeve to be deleted upon the expiry
of 5 years from the date of the individual's disgeafrom bankruptcy. Hence, the effect of
starting afresh after discharge as intended urfeBankruptcy Ordinance will not be

affected.

5.29  Concerning HKAB’s comments on the consistesicyordings as mentioned in
paragraph 5.19 above, the Commissioner will take nbthe same in revising the Code.
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The Proposed Amendments to Clause 1.26

5.30 The Commissioner agrees with HKAB’s commeat tepayment by refinancing
should be excluded under the proposed definitidteahinated account’ and will take this
into account when revising the Code.

The Proposed Amendments to Clauses 2.1.3 and 2.2

5.31 The Commissioner takes note of the conceHKaB regarding the wordings of
the two clauses. However, there are many reasmtsatcount balances are written off
apart from default. Besides, it is at the disoretof credit providers when an account
should be written off. Thus, the proposed amendsnenthe clauses would not cause
confusion as mentioned by HKAB and their suggestdhthus not be adopted.

The Proposed Amendments to Clauses 3.8.2.2 ancb3L10

5.32 The Commissioner considers that a balancddlbeustruck between the need of
CRA to retain and use consumer credit data foricpedviders’ assessment purposes and
the consumers’ personal data privacy right. Then@gssioner agrees with the HKMA'’s
view that the infrastructure for prudent lendingooédit providers is important for the
maintenance of the stability of Hong Kong's bankaygtem.

5.33  The Commissioner understands the concern&K®dAdand TransUnion Limited
on the effect of further limiting the treatmentddta of an account written off due to a
bankruptcy order being made under the categoryanfdccount other than a terminated
account” as a result of the proposed amendmenttatses 3.8.2.2 and 3.10.5.1 of the
Code. However, the Commissioner is of the opittiat the underlying objective for this
batch of amendments is to bring the position ottemioff account in line with material
default account and clauses 3.8.2.2 and 3.10.5d pveposed for achieving this objective.
To ensure the comprehensiveness of credit reparesnbers of the financial services
industry should consider revising their currentctice by doing regular updates after
written off. If this is done, the proposed amendteevill not affect the existing operation
of TransUnion Limited. Regarding the concern cafisUnion Limited and HKMA on
credit scoring, since the existing clause 3.10.5 &dlaeady allowed a CRA to use any
consumer credit data relating to an individual heldits database for carrying out
consumer credit scoring, there would not be reduatif data available for credit scoring if
the proposals were implemented.

5.34 Inany case, the credit report provided byr& @ accordance with the new clause
3.8 will alert the credit providers by showing @tatus of the account as “write-off”. For
the purpose of lending assessment, credit providassrequest the data subject to produce
relevant data about the write-off. This would deathe credit provider to assess the
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potential credit risk equally well.

(C) Miscellaneous Amendments
The Proposed Amendments (see consultation papdetails)

Clause 2.7 Updating of Account Data

5.35 The existing clause 2.7.1 requires a credivigder to periodically update any
account data provided by it to a CRA until the teration of the account. This also applies
to accounts that have been written off. The fimangervices industry however advised
that it was not compatible with normal banking piceto periodically update written off
accounts as if they were still active.

5.36  Clause 2.7.2 requires a credit provider taatgds soon as reasonably practicable
the CRA database upon the occurring of certain mapb events concerning an account
with default data, which involve a change in theoant in default or a scheme of
arrangement. This is an obligation in additiorttie periodic updating requirement in
clause 2.7.1. A reporting period of not exceediglays is stipulated in clause 2.7.1, but
no similar guidance is given in clause 2.7.2 athéotime for the required updating, apart
from “as soon as reasonably practicable”.

5.37 It was therefore proposed to amend clauséo2address the above concerns by
incorporating a 14-day time limit for the updatinghese special circumstances.

Clause 3.2 Retention of Account General Data

5.38 The present wording used in clause 3.2 sugdkat the CRA may retain the
account general data for so long as there remaissdh database any account repayment
data relating to the same account. However, anrdbsituation may arise where the
general data of an account not yet terminated neayeteted by the CRA simply because
there is no activity of this account and henceapayment data. Pursuant to clause 3.4, an
account repayment data may be retained by the @RA period of 5 years from the date
of creation of such data. That means where tlser® irepayment data of an account for
more than 5 years, the account general data afahee account will be deleted although
the account is not actually terminated. This atisyimwill affect the accuracy of the full
credit exposure of a customer.

5.39 In order to address this problem, it was psepgato amend clause 3.2 to allow a
CRA to retain the account general data until thenteation of the account save for
residential mortgage loan data which will only beglied when an account is in “material
default” but will be deleted 5 years after settleinef the default. Had such residential
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mortgage loan account general data been allowedtain until the termination of the
account while there is no account repayment daasimg to the same account, this would
indirectly indicate to the reader of the creditogghat at some point over 5 years ago,
there was a material default in payment for thEdential mortgage loan account and
therefore the account general data were providédetdCRA though repayment data had
been deleted 5 years after the final settlemetite@fmount in default. This was not the
original intent of excluding positive residentiabrtgage loan data in the present sharing
regime and might cause disadvantage to the indaidoncerned.

Schedule 2 item (B) Account Repayment Data

5.40 Clause 3.3 requires a CRA to delete accopalyraent data that reveal a “material
default” upon the expiry of 5 years from the dafefioal settlement of the amount in
material default. Itis necessary for the CRAdcshpplied with the date of final settlement
of the amount in material default for calculationtlee retention period. Hence, it was
proposed to add this type of information under i{@&nof Schedule 2 to be provided by the
credit provider to the CRA.

Typographical Error in Clause 2.6

5.41 A typographical error was found in clause ZIlthe word “subsequently” in the
clause will be replaced by “subsequent”.

Views Received from the Consultation

The Proposed Amendments to Clause 2.7

5.42  While this proposal was supported by Consu@wincil, opposite views from
HKMA, HKAB, the Hong Kong S.A.R. Licensed Money Lagrs Association Ltd., the
Finance Houses Association of Hong Kong Limitedpenmercial bank and TransUnion
Limited were noticed. Their major concern waslomundue burden of the updating work
on the credit providers if the 14-day time limit fgpdating were introduced. This may
have financial implications and bearings on th#ficency, as it is the current practice of
the credit providers to adopt a 31-day updatinglecycAccording to the information
received by the PCPD, in order to cope with thgoppsed amendments to clause 2.7, it
would cost TransUnion Limited about HK$10,000,00® upgrade their technical
infrastructure to meet the suggested 14-day rempaycle and such costs would have to
be shared by the consumer credit industry initi@hd may ultimately be borne by
individual customers. One counter proposal madébge respondents was to specify a
maximum time limit of 31 days in clause 2.7.2 tangrthis in line with the international
practice.
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The Proposed Amendments to Clause 3.2

5.43 Consumer Council observed that many credid cmnsumers in Hong Kong
would not take the initiative to contact the crgaibviders to terminate their credit cards
even if the cards would no longer be used. Unueptoposed clause 3.2, account general
data of a consumer’s credit card account may l@ened by the CRA despite there is no
repayment data available. Consumer Council questiothe value of this piece of
information to the credit providers.

5.44  For the proposed new clause 3.2.2, HKAB camsidl the phrase “or until the
termination of the account, whichever is later” gldoe removed since the repayment data
would always remain longer than the event of teatim.

The Proposed Addition of Item (B) in Schedule 2h® Code

5.45 It was proposed to addate of final settlement of amount in material @t (if
any)’under item (B) in Schedule 2 to the Code so that@RA may use the data to
calculate the retention period of account repayrdatd that reveal a material default after
the amount of such default had been settled. GoesCouncil agreed to this proposal.

Commissioner’s Observations and Conclusions

The Proposed Amendments to Clause 2.7

5.46 Representatives of the financial services strgy HKMA and TransUnion
Limited were opposed to the introduction of a maxmtime limit of 14 days on updating
the CRA database upon the occurrence of certaioritaupt events as set out under clauses
2.7.2.1to0 2.7.2.3. PCPD understands the indsstrghcern that it would be convenient
for them to report repayment through the normatl@§-reporting cycle.

5.47  The obligations under clauses 2.7.1 and Aik2separate, hence two different
periods of time for updating are stipulated. Hue prescribed circumstances stated in
clause 2.7.2, a shorter period of updating thannibwnal cycle of 31 days would be
expected since the credit status of the individualld most likely be adversely affected
when the stated events happen. For an individbalse applications for a new credit is
refused due to a default in the credit report, auld be unfair to delay his application
further if he has to wait for 31 days before helddue able to obtain an updated credit
report. Considering the interests of all partiesaerned, the Commissioner is of the view
that credit providers should generally be obligedipdate the account data as soon as
possible buin the case where a request is made by an individufor updating his
consumer credit datg the credit provider shall update the data proymgtid in any event
not later than 14 days upon receiving the requ&se Commissioner considers that this
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approach should not impose an undue burden onrdlalét providers and at the same time
would not cause prejudice to the consumers aswloeyd be able to request for an early
update of his consumer credit data.

The Proposed Amendments to Clause 3.2

5.48 As to the question raised by Consumer Cowmcthe value to credit providers of
an account which has been inactive for a long pesidime, the Commissioner notes that
an inactive credit account (e.g. a credit card anjamay become active again at the wish
of the consumer. In addition, when making a cradk assessment, credit limit already
approved to an individual is an important elemerti¢ considered by credit providers as it
represents a real credit exposure. Hence, the Gssiumer accepts the justification raised
by the financial services industry and the Codé¢ bélrevised to incorporate the proposed
amendments to clause 3.2.

5.49 As regards HKAB’s suggestion that the phraseuhtil the termination of the
account, whichever is later” be deleted in the psmg revision to clause 3.2, the
Commissioner notes that the inactivity of a creditount will produce no repayment data
even before account termination. The amendmeifttisoclause is to avoid a situation
where the general data of an active account malelsted by the CRA due to no account
activity. As the phrase is necessary to refleetsud situation, the Commissioner will not
adopt this suggestion when revising the Code.

(D) Other Comment Received

5.50 A commercial bank suggested the Wordsﬂﬁ.ﬁé"%g&ﬁr”’ proposed under
clauses 2.10.2, 2.13.1.2 and 2.13.2 of the Chimerston of the Code be changed to[#}..
i ET?E'}Q&EF ...". The Commissioner agrees to this proposed amemnt.
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Profile of Household Interviewees

Demographic Characteristics

Appendix A

This appendix presents the demographic charattsriof the random sample of
803 respondents and the sample of 74 respondertks noin-residential properties
enumerated in the household survey.

2. It may be noted from the table below that glighore than half (51%) of the 803

respondents were male and the balance of 49% weralé. The 803 respondents were
distributed across different age groups, with aco2h% aged below 30 and 38% aged 50
or above. For the 74 respondents, about 64% of thera male and the balance of 36%

female. More than half (64%) of them were in the enge of 30 — 49.

803 respondents 74 respondents
% Had No Had No
mortgage mortgage Total| mortgage mortgage Total
Age
18-24 2.7 13.7 11.7 0.0 3.3 1.4
25-29 11.6 8.1 88 6.8 6.7 6.8
30-39 23.6 15.4 16.9 295 30.0 29.7
40-49 36.0 20.8 23.6 477 13.3 33.8
50-59 19.8 20.6 20.4 11.4 26.7 17.6
60-69 6.3 20.4 17.8 45 16.7 9.5
Refuse to answer 0.0 1.0 0)8 0.0 3.3 14
Gender
Male 53.0 50.8 51.2 70.5 53.3 63.5
Female 47.0 49.2 488 295 46.7 36.5
Educational Attainment
3. For the 803 respondents, about 37% had loveemskary education or below and

39% had upper secondary education or matricula8@ of them had post-secondary
level of education. For the 74 respondents, ornother hand, a much higher proportion

(62%) of them had post-secondary level of education
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803 respondents 74 respondents

% Had No Had No

mortgage mortgage Total| mortgage mortgage Total
Education level
Primary or below 9.1 19.0 172 0.0 0.0 0.0
Lower secondary 20.0 19.7 19.7 9.1 0.0 54
Upper secondary 29.9 31.2 31.0 27.3 30.0 28.4
Form six or form seven 9.0 7.4 77 45 0.0 2.7
Certificate/ Diploma 10.7 6.6 7.4 4.5 13.3 8.1
Associate Degree 1.9 1.8 1.8 0.0 3.3 1.4
Degree course 18.9 12.5 13.7 54.5 50.0 52.7
Refuse to answer 0.6 1.8 155 0.0 3.3 14

Economic Activity

4. For the 803 respondents, about 50% were emghlagd 21% were home-makers.
14% were retirees and 8% were students. For thesfgbndents, on the other hand, the
great majority (92%) of them were employed.

803 respondents 74 respondents

% Had No Had No

mortgage mortgage Total| mortgage mortgage Total
Economic activity status
Employee 63.8 41.7 458 56.8 43.3 51.4
Self-employed 5.2 3.4 3.8 318 36.7 33.8
Employer 1.9 0.4 0.7 9.1 3.3 6.8
Home-maker 175 22.2 213 23 3.3 2.7
Student 14 9.6 8.1 0.0 0.0 0.0
Retired person 5.0 16.6 1414 0.0 13.3 54
Did not work, and looking for a job 2.7 1.8 20 0.0 0.0 0.0
Did not work, but not looking for a job 1.3 2.0 1.9 0.0 0.0 0.0
Refuse to answer 1.3 21 20 0.0 0.0 0.0

5. For the group of 803 respondents who were eyeplo about 26% were

managerial, professional and associate professiodders. 24% were clerical staff and
26% were services workers and shop sales workerghE group of 74 respondents who
were employed, on the other hand, a much highepagrtion of them (53%) were
managerial, professional and associate professvoorders.
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803 respondents 74 respondents

% Had No Had No

mortgage mortgage Total| mortgage mortgage Total
Occupation (For those employeg
self-employed or employer)
Managers & administrators 9.1 7.0 716 23.3 20.0 22.1
Professionals 19.5 10.5 1218 32.6 24.0 294
Associate professionals 5.3 5.1 52 23 0.0 15
Clerks 26.6 23.6 2483 16.3 16.0 16.2
Service workers & shop sales workefs 19.8 278 725 16.3 16.0 16.2
Skilled agricultural & fishery workers 0.9 0.6 70. 0.0 0.0 0.0
Craft & related workers 3.5 6.7 59 0.0 8.0 2.9
Plant & machine operators 9.1 5.4 6.4 2.3 0.0 15
assemblers
Non-skilled labor 3.5 8.0 6.9 0.0 0.0 0.0
Refuse to answer 2.7 5.3 46 7.0 16.0 10.3

6. For the group of 803 respondents who were eysploabout 29% were earning

less than $10,000 a month and a further 26% weargnga$10,000 - $14,999 a month.
About 21% were earning more than $20,000 a momthtHe group of 74 respondents who

were employed, on the other hand, a much highgygotion of them (62%) were earning
more than $20,000 a month.

803 respondents 74 respondents
% Had No Had No
mortgage mortgage Total| mortgage mortgage Total

Personal income per month (For
those employed, selémployed of

employer)

Below $5,000 1.1 4.1 3.3 0.0 0.0 0.0

$5,000 — $9,999 20.2 27.3 254 2.3 4.0 2.9

$10,000 — $14,999 24.4 26.7 26.1 11.6 20.0 14.7
$15,000 — $19,999 16.8 12.0 13.3 11.6 8.0 10.3
$20,000 or above 28.6 17.7 20.6 65.1 56.0 61.8
Refuse to answer 8.9 12.2 11.3 9.3 12.0 10.3

88



Appendix B

Household Interview Questionnaire

Public Consultation:
Proposed Revisions to the “Code of Practice on Comsher Credit Data”
The Sharing of Mortgage Data for Credit Assessment

Questionnaire Number:
Interviewer Number:

Hello, | am an interviewer from Policy 21 Ltd. Wee@ommissioned by the Office of the Privacy Consnoiser

for Personal Data, Hong Kong to conduct a survegoltect views of the public on the proposal. Beaest
assured that all information gathered in this syw# be kept strictly confidential and only aggege statistical
analysis will be published. We would like to irevia family member (18 years of age or above) who ha
sufficient knowledge of this premises to answerfttlewing questions.

First of all, thank you for your cooperation.

[Except those marked “Don’t read out”, please reaitall questions and answers. The interviewer neyead
out “difficult to tell”, “don’t know”, “not applicale”, “no idea/refuse to answer.”]

Background information

Currently, the Code of Practice on Consumer Ciaalit (from here on referred to as “the Code”) afi@varing
amongst credit providers (such as banks), throbhghuse of a central credit database operated lgdit c
reference agency (“CRA”) (currently operated bynEtdnion Limited), of “positive and negative” creddta of
unsecured consumer credit (such as credit cardsatadlment loans) and “negative” credit dataedidential
mortgage loans. “Negative credit data” generalans information on default in payments, while fpes
credit data” means information on loans that ateimadefault, i.e. an individual’s overall credipmosure and
payment pattern.

Now, representatives of the financial service induisave suggested expanding the current credit staring
arrangements by allowing credit providers to:

(a) Disclose to the CRA positive and negative nagtgdata in respect of residential and non-resalent
properties (including retail, commercial and indwast properties, as opposed to the present
arrangement of sharing only negative mortgage fdateesidential properties);

(b) Disclose to the CRA the above data in respebboowers, guarantors, and mortgagors;

(c) Disclose to the CRA pre-existing mortgagesattime of implementation of the proposal (i.e.ipos
data for residential properties and both positivé megative data for non-residential propertiesh wi
or without prior explicit notification to the custers concerned;

(d) (Subject to the customers’ written consent)theedata immediately after the implementation date
credit assessment of applications for both mortdeaes and other credit facilities; and

(e) (Subject to the customers’ written consentge tise data not earlier than 24 months after the
implementation date for review of the customersiagal credit portfolio.
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For positive mortgage data, credit providers wanty contribute to the CRA limited customers’ degquired
for identity verification. Credit providers maylgraccess individuals’ mortgage count.

In relation to contributing and access to the riggahortgage data, it should be restricted to ttomant general
data and default data, including the amount past dumber of days past due and date of settleni@maunt
past due.

Implementation of the proposal involves two step®r step 1, credit providers will contribute tet&RA
mortgage data of their customers, regardless otheh¢hese customers have or have not appliedémsl In
other words, regardless of whether the customellsmiuture apply for loans, their mortgage datdl Wwe
uploaded to the CRA database. For Step 2, witlwtiteen consent of the customers when they applyoans,
credit providers may access related mortgage date@ustomers concerned. Only credit providpecsied

in the Code may have access to the relevant comsaradit data. Such credit providers include (a) a
authorized institution and its subsidiaries witllire meaning of section 2 of the Banking Ordinar{bg,a
licensed money lender under the Money Lenders @nii@ and (c) a person whose business is that atiprg
finance for the acquisition of goods by way of legsr hire-purchase such as finance companies.

Real estate agents, employers, direct marketersotret retailers are prohibited from access to GREA
database. Credit providers are not allowed tossctie database for direct marketing purposes.

In general, the CRA may retain credit data for &gdor credit reporting and scoring purposes. ifgiance, the
account default data may be retained for a pernoib & years after the final settlement of the am@dudefault.

According to the Code, the CRA is required to tagpropriate security measures to protect consuraditclata
from unauthorized access or change.

Part I: The Industry’s Proposal

Q.1 With regard to the industry’s proposal (plesefer to the above background information), do ggtee
that the proposal would lead to the potential bigmbelow?

Strongly | Disagree| Agree Strongly| Difficult No opinion/
disagree agree to say | refuse to answe

(€] ) 3 (4) (©) ©)

a Based on more comprehensive data, the cediD D D D D D

provider will conduct more comprehensive credit
assessment, hence more favourable terms |and
pricing on credit facilities could be provided fo

customer

b Through responsible borrowing and lending, the
long-term stability of the property market would pe D D D D D D
promoted

c More effective credit risk management which imtu D D D D D D

would reduce speculative activities and prompte
sustained and steady growth of the consumer credit
market

Part Il: The PCPD'’s Public Consultation on 6 privacy issues

From data protection perspective, the basic priacpplicable to the collection of personal datgersonal
data required to be collected for the purpose efafghe data should be kept to a minimum.
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In a lending and borrowing relationship, borrowegually have the responsibility and obligation tovide
related information to enable the lender to reaphuaent lending decision. In relation to the psgof use of
the data, such data should be necessary and rexsaxe.

Issue 1:
The proposal for expanding consumer credit databas®ver positive mortgage data (mortgage coumt) i
respect of residential properties, and both pasitimd negative mortgage data in respect of nodaersal
properties for the purposes of assessing new apiplis for credit facilities (including mortgagealts) and
review or renewal of existing credit facilities.

Q.2 For the processing of mortgage loans, Strongly | Disagree| Agree Strongly| Difficult No opinion/
disagree agree to say | refuse to answe
1) (2) 3) (4) (5) 0)
a | do you agree that additional data sharing to caover
positive mortgage data on residential properties |s
(i) necessary D D D D D D
(i) not excessive D D D D D D
b | do you agree that additional data sharing to cover
positive mortgage data on non-residential propeitie
is
(i) necessary D D D D D D
(i) not excessive D D D D D D
(o] do you agree that additional data sharing to caver
negative mortgage data on non-residential propeftie
is
(i) necessary D D D D D D
(i) not excessive D D D D D D
Q.3 For processing of credit faciliies other thaistrongly | Disagree| Agree Strongly| Difficult No opinion/
mortgage loans, disagree agree to say | refuse to answe
(1) (2) 3) (4) (5) (0)
a do you agree that additional data sharing to rcove
positive mortgage data on residential properties |s
(i) necessary D D D D D D
(i) not excessive D D D D D D
b do you agree that additional data sharing to rcove
positive mortgage data on non-residential propeitie
is
(i) necessary D D D D D D
(i) not excessive D D D D D D
c do you agree that additional data sharing to cove
negative mortgage data on non-residential propeftie
is
(i) necessary D D D D D D
(i) not excessive D D D D D D
Issue 2:

According to the industry’s proposal, in relatiorpositive mortgage data, credit providers will witoute to the
CRA the following limited information to identifyne credit applicants:
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(@) Name;

(b) Capacity (i.e. whether as borrower, mortgagayuarantor);

(c) Hong Kong Identity Card number or travel docatmreumber;

(d) Date of birth;

(e) Gender;

() Correspondence address; and

(g) Account number, type of the facility, accoutaitss and closed date.

Q.4 Do you think the contribution of the above lieai information appropriate?

Highly Inappropriate Appropriate Highly appropriate Difficult to say [No opinion/refuse
inappropriate answer
) ) ©) 4 ®) ©)

In relation to positive mortgage data, the industpyoposal suggests that credit providers, wititam consent
from credit applicants, can access the mortgagetand make further inquiry with the applicantsdetails of
the mortgage(s).

Q.5 Do you think such arrangement for data acqagopriate?

Highly Inappropriate Appropriate Highly appropriate Difficult to say [No opinion/refuse {
inappropriate answer
) ) 3) 4) (5) )

In relation to negative mortgage data (relatedetadt in payment in excessive of 60 days), theistigy’s
proposal suggests that credit providers is alloteedontribute and access negative mortgage datkding
account general data and default data (e.g. theuatmmast due and number of days past due; andoflate
settlement of amount past due).

Q.6 Do you think such arrangement for data shaappyopriate?

Highly Inappropriate Appropriate Highly appropriate Difficult to say [No opinion/refuse {
inappropriate answer
1) (2) 3) (4) (5) (0)
Issue 3:

This issue relates to the contribution to the CRA sharing by credit providers of pre-existing rgage data of
applications or mortgage loans obtained beforeirtidementation of the proposal, with or withoutqpri
notification to the customers. According to theustry’s proposal, credit providers may contribute-existing
mortgage data to the CRA covering borrowers, guaramnd mortgagors. Credit providers can onlgasthe
relevant mortgage data upon written consent oifigicants for credit facilities.

Q.7 Do you think it is appropriate to share presgRg mortgage data that have been contributetet €RA,

if customers have been informed of this sharingragement before implementation of the proposal?
Highly Inappropriate Appropriate Highly appropriate Difficult to say [No opinion/refuse {
inappropriate answer
) ) 3) 4) (5) )
[] [] [] [] [] []
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Q.8 a) Do you think it is appropriate to share @xésting mortgage data that have been contribuddtid
CRA, if customers have not been informed of thessly arrangement before implementation of the psa(?

Highly Inappropriate Appropriate Highly appropriate Difficult to say [No opinion/refuse {
inappropriate answer
) ) 3 4) (5) (0)

b) [If the answer to question (a) is either 1, 29150, then please ask the question below]

However, if pre-existing mortgage data cannot betrifmuted to the CRA and shared, the industry canno
achieve its intended effects. As credit assessrmanhot be conducted based on comprehensive credit
information about an individual, it is not possibbeminimize speculation and achieve governmertjeaive

of stabilizing Hong Kong financial system. Takitige above and the merits of the industry’s propotal
consideration, do you agree that pre-existing nagggdata should be contributed to the consumeitcred
database?

Strongly disagree Disagree Agree Strongly agreeg Difficult to sajNo opinion/refuse {
answer
@) @ ®3) 4 ®) )

Q.9 The pre-existing mortgage data was used toeprocustomers’ earlier applications for mortgagedo
Currently, the industry proposes to share suchidgisocessing the same customers’ future new egijpins for
credit facilities or in reviewing/renewing of exrgj credit facilities.

a) Do you think that the two respective uses ofntioetgage data are related?

Related Not related Difficult to say No opinion/fRee to
answer
) 2 ®3) (0)
L] [] [] L]

b) Do you think that the two respective uses ofrtitgtgage data are directly related?

Directly related Not directly related Difficult way Don’t know No opinion/ Refuse o
answer
1) (2 ®3) 4) 0)

Issue 4:

The industry’s proposal is to perngih and after the implementation datevith customers’ written consent,

credit providers to access the additional mortgisga to assess applications for mortgage loans.

Q.10 Do you think such use of the data appropriate?

Highly Inappropriate Appropriate Highly approprigte Difficult to say |No opinion/refuse t
inappropriate answer
@) 2 ®3) 4 ®) (0)

With the customers’ written consent, the creditviders are allowed to access additional mortgagge fda the
assessment of other applications for credit féaedjtor review and renewal of existing credit féieis, including
applications involving loan amounts much smallantimortgage loans (e.g. credit card applications).
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Q.11 Do you think such use of the data appropriate?

Highly Inappropriate Appropriate Highly appropridte Difficult to say |No opinion/refuse t
inappropriate answer
@) 2 ®3) 4 ®) 0)
Issue 5:

Effective from the implementation of the proposaledit providers may use the additional mortgage da
collected by the CRA to assess new applicationsriedit facilities. However, only after the tratienal period

of 24 months, credit providers may use such datavi@w or renew existing mortgage facilities. Hosld be
noted that credit providers, in reviewing existiorgdit facilities, may decide to continue or disibone the
provision of such credit facilities based on updateedit risk on the customers concerned.

Q.12 s this transitional period arrangement appatg?

Highly Inappropriate Appropriate Highly approprigte Difficult to say |No opinion/refuse t
inappropriate answer
) @ ®3) 4 ®) )
[] [] [] [] [] []
Q.13 s this transitional period of 24 months suiéfint?
(1) ] too long, my suggestion is months
(2) [] too short, my suggestion is months

(3) [] sufficient
(4) [ difficult to say
(0) 1 no opinion/ refuse to answer

Issue 6
Q.14 Do you agree that additional privacy safegsiahwbuld be imposed upon the CRA and the credigeos

to commensurate with an enlarged credit databasgr@ater sharing of the mortgage data?
Strongly disagree Disagree Agree Strongly agree Difficult to sayNo opinion/refuse {
answer

1) 6) ®) @ ® ©
L] ] ] L] L] L]

Part Ill: Overall Comments

Q.15 Do you agree that the expanded sharing ofgaget data, through responsible borrowing and besier
management, would reduce speculative activitiesthisdn turn is conducive to the stability of Hokgng's
economic and financial systems?

Strongly disagree Disagree Agree Strongly agree Difficult to sayNo opinion/refuse {
answer

1) 6) ®) @ ® ©
L] ] ] L] L] L]
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Q.16 Overall, striking a balance between publieri@sts and data privacy, do you agree that consaradit
data sharing should be extended to cover:

Strongly| Disagreg Agree | Strongly| Difficult No
disagree agree | tosay |opinion/refusg
to answer
1) (2) 3) 4) (5) (0)
a. | Positive mortgage data on residential properties D D D D D D
b | Retail properties (i) positive mortgage data D D D D D D
(ii) negative mortgage data D D D D D D
¢ | Commercial propertie$i) positive mortgage data D D D D D D
(ii) negative mortgage data D D D D D D
d | Industrial properties (i) positive mortgage data D D D D D D
(i) negative mortgage data D D D D D D
e | Car parks (i) positive mortgage data D D D D D D
(ii) negative mortgage data D D D D D D
Q.17 Do you have any questions regarding this puahnsultation?
Q.18 Other opinion:
Part IV: Demographic Information of the Interviewee
Q.19 Age:
(1)[J18-24 (4] 40-49
(2)[] 25-29 (5] 150-59
(3)[] 30-39 (6] ]60-69 (01 refuse to answer
Q.20 Gender:
(1) ] Male (2)_] Female (filled in by interviewer)
Q.21 Education attainment:
(1) [] No formal education (4) [ Upper secondary (7) [ Post-secondary :
Associate Degree
(2) [ Primary (50 [ Sixth or Seventh form (8) [] Post-secondary : Degree
course
(3) [ Lower secondary (6) [ Post-secondary : (0) [] Refuse to answer
Certificate/ Diploma
Q.22 What is your economic status?
(1) [ Employee (4) [ ]Home-maker (7) [ Does not work, looking for a job
(2) [ Self-employed (5) [] Student (8) [ Does not work, not looking for a job
(3) [ Employer (6) [ Retired person (0) [ Refuse to answer
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Q.23 Occupation: (Answered by those who are emploself-employed or employer.)

Q) [ ] Managers & (5)
administrators

(2) [ ] Professionals (6)

3) [] Associate professionals (7)

(4) [ ] Clerks (8)

[] Service workers & shop sales(9)
workers

[] Skilled agricultural & fishery (0)
workers

[ ] Craft & related workers

[ ] Plant & machine operators &

[ ] Non-skilled labor

[ ] Refuse to answer

assemblers

Q.24 Personal income in Hong Kong dollars (answedrgdthose who are employee, self-employed or
employer)

What was your income for the previous month, froamtgime or full-time jobs? This includes mandatory
provident funds, ad hoc income, housing subsidiesus income, double-monthly payment (please divide
bonus income and double-monthly payment by 12).

Q) [ ] no income (4) [7%$10,000-%14,999 (0) []Refuse to answer

(2) [ ] Below $5,000 (5) []%$15,000 — $19,999

(3) [ ] $5,000 — $9,999 (6) []%20,000 or above

Q.25 Do you currently own any properties? Q.26 Do you currently have any mortgages?
(Can select more than one option) (Can select more than one option)

(1) [] Residential property (1) [] Residential property

(2) [ ] Non-residential property - retail (2) [ ] Non-residential property - retail

3) [] Non-residential property - commercial 3 [] Non-residential property - commercial

4) [ ] Non-residential property - industrial (4) [ ] Non-residential property - industrial

(5) [] Non-residential property - car parks (5) [] Non-residential property - car parks

(6) [ ] None (6) [ ] None

Q.27 Do you currently have any other loans? (Céatsenore than one option)

Q) [ ] Credit card

(2) [] Installment payments

3) [ ] Revolving loan

4) [ ] Installment payments/ Leasing

(5) [ ] Others, please specify:

(6) [ ] None

- This is the end of the questionnaire, thank yarubur opinions. -
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Appendix C

List of Parties Interviewed by Policy 21 Limited
(in alphabetical order)

Academics

1. Dr. Anne CHEUNG S.Y., Associate Professor, Rycaf Law, The University of
Hong Kong

2. Dr. Billy MAK, S. C., Associate Professor, Defmaent of Finance & Decision
Sciences, Hong Kong Baptist University

3. Professor Rolf WEBER, University Distinguishesiting Professor, Faculty of Law,
The University of Hong Kong

Professional Associations

4. Hong Kong Credit Report Association

5. Hong Kong Real Estate Agencies General Associati

6. Internet Security and Privacy Working Groupemet Society Hong Kong

Banking and Finance Industry

7. The Bank of East Asia Limited

8. Promise (Hong Kong) Company Limited

9. Splendor Finance Company Limited

10. Standard Chartered Bank (Hong Kong) Limited
11. TransUnion Limited

12. United Asia Finance Limited
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Appendix D

List of Organizations and Individuals with Written Submissions
(Submissions can be accessed by visiting
http://www.pcpd.org.hk/english/publications/filagésnission_2011 e.pdf)

Banking and Finance Industry

Bank of China (Hong Kong)

The Bank of Communications Company, Limited
China Construction Bank (Asia) Corporation Ligoit
Dah Sing Bank, Limited

The DTC Association

The Finance Houses Association of Hong Kong taohi
Fubon Bank (Hong Kong) Limited

The Hong Kong Association of Banks

The Hong Kong S.A.R. Licensed Money Lenders Asdimn Ltd.
10. Lloyds TSB Bank plc

11. Nanyang Commercial Bank, Ltd.

12. PrimeCredit Limited

13. Public Bank (Hong Kong) Limited

14. Shanghai Commercial Bank Limited

15. Wing Hang Bank, Limited

©CONOGOAWNE

Government Department
16. Office of the Commissioner of Insurance

Quasi-Governmental Organizations & Statutory Bodies
17. Consumer Council

18. Estate Agents Authority

19. Hong Kong Monetary Authority

20. The Hong Kong Mortgage Corporation Limited

21. Mandatory Provident Fund Schemes Authority

22. Urban Renewal Authority

Legislative Councilor / District Councilors

23. Hon. Mr. CHAN Kin Por, Legislative Councilor

24. Mr. Alvin LEE Chi Wing, District Councilor, Shain District (The Voice of Middle
Class)

25. Dr. WONG Kam Chiu, District Councilor, Wong T&in District
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Political Party
26. Democratic Alliance for the Betterment and Pesg of Hong Kong

Professional Organizations and Trade Associations

27. Federation of Hong Kong Industries

28. Hong Kong Bar Association

29. Hong Kong Credit Report Association

30. Hong Kong General Chamber of Commerce

31. Information Systems Audit and Control AssoociatChina Hong Kong Chapter
32. Internet Professional Association

33. The Hong Kong Federation of Insurers

34. The Hong Kong Institute of Surveyors

35. The Law Society of Hong Kong

Other Organizations / Concern Groups

36. Hong Kong Human Rights Monitor

37. Privacy Hong Kong

38. The Real Estate Developers Association of Hooiggy
39. Society of Hong Kong Real Estate Agents Limited
40. TransUnion Limited

Other Members of the Public
41. Ms. Ada CHAN, a member of the Data Protectidficérs’ Club
42. Dr. K. P. CHOW, member of PCPD’s Standing Cotteri on Technological
Developments
43. Mike GRAY
44. J. KAO
45. Tom LAM
46. LUI Man Ying
47. Peter LUNG
48. Mr. NG
49. NGAI Wai Pang
50. WONG Mei Seong
51. Simon WU
52. ffr puk
53. Anonymous member of the public
54. Anonymous member of the public
(submission remains confidential at request byirtdevidual)
55. Anonymous member of the public
(submission remains confidential at request byirtkdévidual)
56. Anonymous member of the public
(submission remains confidential at request byirtdevidual)
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Appendix E

Public Perception on the Proposed Sharing of Mortoge Data

Positive Mortgage Data for Residential Properties

Members of the public interviewed during the adtagion period were supportive.
The majority (72%) of them agreed that, balancindplic interests and data privacy,
consumer credit data sharing should be extendetbv¥er positive mortgage data for
residential properties. The corresponding percentas much lower (58%) for those with
mortgage loans, higher than the percentage (39€thdse who disagreed. The percentage
who agreed was 73% for respondents who had nodemasal properties.

Chart 5:1 Percentage of respondents by whetheeddinat consumer credit data sharing should be
extended to cover positive mortgage data for resialeproperties

Residential Non-residential
100% 100%
73.3%
80% 75.2%;5 004, 80% 72.7% 73.0%

58.29 7

60% - ,// 60% -

38.5%

40% - 20.0%
20.5% 20.3%

4.5% 20% - 4
3.3% 4.3% %
P 0% -

7
T

23.7%
.3%

6.7%
6.8% 6.8%

Disagree Agree No opinion

Disagree Agree No opinion % Had mortgage ~ ® No mortgage i Total

% Had mortgage E No mortgage i Total

Mortgage Data for Retail Properties

2. Members of the public interviewed during thensdtation period were quite
supportive. More than half (68%) of them agreed, thalancing public interests and data
privacy, consumer credit data sharing should bergldd to cover positive mortgage data
for retail properties. The corresponding percentage much lower (53%) for those with
mortgage loans, higher than the percentage (42ethdse who disagreed. The percentage
who agreed was higher at 73% for respondents wbaba-residential properties.

100



Chart 5:2 Percentage of respondents by whetheeddih@t consumer credit data sharing should be
extended to cover positive mortgage data for retaiberties

Residential Non-residential
100% 100% -
("
80% - 71 40/%8.0‘V 80% - 70.%&%é0%
%
60% | 60%
40% | 40% | .
20% 6.5% 20% Ziié)?(,,go.s% 6.7%
- . 0 | %
’ 46%  61% /% 6.8% 6.8%
0% - 7 3 0% - . .
Disagree Agree No opinion Disagree Agree No opinion
7z Had mortgage ~ ® Nomortgage & Total 7% Had mortgage ® No mortgage it Total

3. As regards negative mortgage data, more thdn6%26) of them agreed that,

balancing public interests and data privacy, coresugredit data sharing should be
extended to cover negative mortgage data for rqieoperties. The corresponding
percentage was lower (62%) for those with mortgéggns, much higher than the

percentage (33%) for those who disagreed. The p&rge who agreed was higher at 72%
for respondents who had non-residential properties.

Chart 5:3 Percentage of respondents by whetheeddih@t consumer credit data sharing should be
extended to cover negative mortgage data for retaperties

Residential Non-residential
100% - 100%
71.6%
80% - 70088 506 80% - 208 o
61.6%0y % o
60% - 60% -|
40% - 32.5% 24 0oy 40% -
722.0% 8,7% 13.3%
20% % o 20% 1?;/"17-6”) 9.19610.8%
0% - 0% -
Disagree Agree No opinion Disagree Agree No opinion
% Had mortgage ® No mortgage % Total % Had mortgage ® No mortgage i Total
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Mortgage Data for Commercial Properties

4. Members of the public interviewed during thensdtation period were quite
supportive. More than half (68%) of them agreed, thalancing public interests and data
privacy, consumer credit data sharing should beredd to cover positive mortgage data
for commercial properties. The corresponding pasgewas much lower (54%) for those
with mortgage loans, higher than the percentag&oj4fbr those who disagreed. The
percentage who agreed was 68% for respondents adhadn-residential properties.

Chart 5:4 Percentage of respondents by whetheeddih@t consumer credit data sharing should be
extended to cover positive mortgage data for coroialeproperties

Residential 100% Non-residential
100% - 0
71.3% 70,0%
80% - 68.0% 80% - 65.9%67.6%
60% - 536 60% 7
41.0%,c o,
40% // .U 40% - 27.3%4.3% 10.0%
20% %1 2 & 40 F o 20% - %%0'0 ‘ 6.8% 8.1%
0% ,% _— 0% /R
Disagree Agree No opinion ) Disagree Agree ~ No opinion
%Hadmortgage ~ ®Nomortgage = Total 7% Had mortgage = No mortgage i Total
5. As regards negative mortgage data, more thdn6®26) of them agreed that,

balancing public interests and data privacy, coresupredit data sharing should be
extended to cover negative mortgage data for cowialgrroperties. The corresponding

percentage was lower (62%) for those with mortghggns, much higher than the

percentage (32%) for those who disagreed. The p&rge who agreed was higher at 72%
for respondents who had non-residential properties.

Chart 5:5 Percentage of respondents by whetheeddihat consumer credit data sharing should be
extended to cover negative mortgage data for cogialgroperties

, Residential Non-residential
100%1 70.7% 66.7%
80% 60.1% 100% - ;

(N 62.1% > 75.0% 71 605

S0% 80% )
o - %
NN | 60% /
O A 20.0%
%/0.5% 8,75 40% 1o 200%
20% - / 6.0% 8.2% 20% o7
O% | 77777 0% i
Disagree Agree No opinion Disagree Agree No opinion
7Hadmortgage  mNomortgage = Total %Hadmortgage ~ m Nomortgage Total

13.3%
6.8% 9.5%
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Mortgage Data for Industrial Properties

6. Members of the public interviewed during thensdtation period were quite
supportive. More than half (68%) of them agreed, thalancing public interests and data
privacy, consumer credit data sharing should bereldd to cover positive mortgage data
for industrial properties. The corresponding petage was much lower (53%) for those
with mortgage loans, higher than the percentag&oj4fbr those who disagreed. The
percentage who agreed was 69% for respondents adhadn-residential properties.

Chart 5:6 Percentage of respondents by whetheeddih@t consumer credit data sharing should be
extended to cover positive mortgage data for inchlgiroperties

Residential Non-residential
100% 100%
71.5% 23 300
60% 53.088% 60% 74
41.0% 7/
0, 3
40% - % 24;)8@ 40% | 57 304 23.0%
%21.1& 7 4% | % 6.7% 10.0%
20% 1 /% L 6.0% 7% 20% 1 % 6.8% 8.1%
0% - i S Y 0% % i
Disagree Agree No opinion Disagree Agree No opinion
# Had mortgage ~ H No mortgage @ Total % Had mortgage E No mortgage i Total
7. As regards negative mortgage data, more thdn6®26) of them agreed that,

balancing public interests and data privacy, coresugredit data sharing should be
extended to cover negative mortgage data for im@ligiroperties. The corresponding

percentage was lower (62%) for those with mortgéggns, much higher than the

percentage (31%) for those who disagreed. The p&rge who agreed was higher at 73%
for respondents who had non-residential properties.
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Chart 5:7 Percentage of respondents by whetheeddih@t consumer credit data sharing should be
extended to cover negative mortgage data for indligroperties

Residential Non-residential
100% - o
70.7% 100% - 70.07 g’oocy
04 - 0, 0, .U70
80% 62_1%69.1A) 80% | 75.0%
2
60% - 60% _
0, 0,
40% | 31.3%22.6% 0% 16.7% 13.3%
% / <<<<< 8 ) 18.2%17.6% 0.5%
0% 20% 6.8% 9.5%
0% ? 0% % 7/
Disagree Agree No opinion Disagree Agree No opinion
7% Had mortgage B Nomortgage & Total 7% Had mortgage B No mortgage i Total

Mortgage Data for Car Parks

8. Members of the public interviewed during thensditation period were quite
supportive. More than half (61%) of them agreed, tbalancing public interests and data
privacy, consumer credit data sharing should beredd to cover positive mortgage data
for car parks. The corresponding percentage washnhower (47%) for those with
mortgage loans, more or less the same as the paegee(®6%) for those who disagreed.
The percentage who agreed was higher at 69% fponelents who had non-residential
properties.

Chart 5:8 Percentage of respondents by whetheeddinat consumer credit data sharing should be
extended to cover positive mortgage data for cetpa

; Residential | Non-residential
100% . 100% 66.7%
. 0 0,
80% - 80.7% 80% | 725 %068.9%
60% - 45.6%, 60% - //
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) , 23.3%
% | Y i
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20% 2% 9. 20% % 6.8% 8.1%
0% | ) 0% | v/
Disagree Agree No opinion Disagree Agree  No opinion
7% Had mortgage B No mortgage & Total % Had mortgage H No mortgage i Total
9. As regards negative mortgage data, more thdn6%26) of them agreed that,

balancing public interests and data privacy, coreupredit data sharing should be
extended to cover negative mortgage data for gasp@he corresponding percentage was
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lower (56%) for those with mortgage loans, muchhkigthan the percentage (36%) for
those who disagreed. The percentage who agreediglasr at 73% for respondents who
had non-residential properties.

Chart 5:9 Percentage of respondents by whetheeddih@t consumer credit data sharing should be
extended to cover negative mortgage data for akspa

L00% Residential Non-residential
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0%
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Disagree Agree No opinion
7 Had mortgage ~ ® No mortgage i Total 7z Had mortgage M Nomortgage i Total
Observations
10. The above survey findings show that the puibligeneral is supportive of the

proposed extension of consumer credit data shaoirapver positive mortgage data for
residential properties, as well as positive andatieg mortgage data for retail, commercial
and industrial properties and car parks. This neflgct members of the public believe that
the proposals will result in responsible borroworgthe part of consumers, or in better
credit risk management on the part of credit preksdor both. In general, the public is less
resistant to the sharing of negative mortgage thata the sharing of positive mortgage
data, especially for those who have mortgage loans.
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Appendix F

Extract of Senior Counsel’s Advice on
Sharing of Mortgage Data for Credit Assessment

1. | refer to my instructions dated 26 January 28dd 2 February 2011.

2. My advice was sought in the context of the Rryw&ommissioner for
Personal Data’s public consultation relating toghaposal by the Consumer Credit Forum
(“CCF”) to widen the scope of mortgage data sharing

3. In essence the CCF'’s proposal was to expandtisting mortgage data
sharing arrangement by (i) allowing limited sharwigpositive credit data of mortgage

loans on both residential and non-residential progee granted to consumers, and (i)
extending the existing sharing of negative crediadf residential mortgage loans to cover
non-residential mortgage loans.

4. The proposed sharing of positive mortgage ddtdeavin following manner :

(@) Each credit provider that subscribes to Tramst/himited (“CRA”)
is to contribute to CRA the following personal daia its records
relating to each of the borrowing mortgagors andrgators with
respect to mortgage loans granted to consumers autstanding

indebtedness :

(1) Name;

(2) Capacity (i.e. borrower, mortgagor or guarantor

(3) H.K.L.C. No. or travel document number;

(4) Date of birth;

(5) Gender;

(6) Correspondence address; and

(7)  Account number, type of facility, account stat@and closed

date.

(b) A credit provider will have to seek the custoimevritten consent
before making an enquiry to CRA. Upon receipt mfeaquiry, the
CRA will only provide the mortgage count of the tmmer to the
enquiring credit provider. This is without prejodito the existing
practice whereby the credit provider will be praaddwith a credit
report containing other consumer credit data of thestomer
permitted under the existing Code.

106



5. According to the CCF, the information set oulems 4(a) (1) to (7) above is
necessary to enable the CRA to accurately idettigyindividual involved in a consumer
credit loan so as to enable it to compile the nunoibenortgage loans by reference to his
capacity in which he is involved, i.e. the mortgagent.

kkkikkkkhkhkkkhkhkhkkhkhkkkhkkhkhkkkhkkk*k

17. Thus far the discussion herein in paragrapls 16 above are of general
application to the collection of personal datalsy ¢redit provider and the provision of the
personal data through the credit provider to theAGiRthe context of a mortgage loan
application under the existing circumstances am@dtgre. In my view, the position must
be the same in relation to a new mortgage loanicgijun if the proposed scheme is
implemented. On this scenario, the credit provididrsupply to the CRA the additional
information set out in paragraph 4(a) above (othan possibly the information on the
gender). The purpose of the supply of such ddta ithe purpose of sharing in accordance
with the proposed scheme. The question thus dous to whether the proposed scheme
whereby the credit provider will be supplied witletadditional information on the number
of mortgages that the data subject has both fadeesal and non-residential properties
and also the negative credit data in relation teh b@sidential and non-residential
properties is necessary and not excessive for tinpope of their consideration of the
mortgage or other credit application, reviewingwisting facilities and general reviews of
the data subject’s credit profiles.

18. In order to answer the question posted indkedaragraph, it is necessary to
consider what is the meaning of the words “necgssadequate” and “not excessive” in
the context of Data Protection Principle (“Prineip)l1(1)(b) and (c). In my view, these
words should be given their everyday ordinary megni The word “necessary” in the
context of something being necessary for a pagicpurpose would normally carry the
connotation that the thing is indispensable andhauit which the purpose could not be
achieved. However, in the context of a mortgagéaoilities application, although it is
often said that certain information is necessargould not be taken too literally in the
sense that without that information, the applicatould not be processed at all. In my
view, it is sufficient to satisfy the requirement lzeing necessary if the information
concerned is of such nature that it is generalbgpted that it is information that the credit
provider would consider to be highly relevant anthaut which the credit provider would
find it hard to make an informed decision. Thudolnot agree with the view that since
under the existing scheme where the additionalmétion as proposed by the CCF is not
available, life still goes on without any real esmte that something has gone terribly
wrong, this would expo facto mean that the add#@ionformation proposed could not be
“necessary” for the purpose of the credit providerthe CRA. The data would be
considered as adequate if the decision maker coedarould make an informed decision
based upon those data. In order to say that ttaeada adequate and not excessive, it does
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not mean that the data must be such that theyugrerftuous, although if the data are
superfluous then they must be excessive. In mw,vibe data could be said to be
excessive if and only if without those data a reabte decision maker would also feel
comfortable to make the decision required of him.

19. That being the case, the question of whetinsioaedata are excessive or not
would also depend on the nature of the decisionired of the data collector, and in this
sense an element of proportionality would come For instance for a facility of a very
small amount and the security offered is from aowipof view more than adequate, the
information about the number of previous non-ddfagl mortgage loans to the credit
applicant is probably unnecessary and if availatbeld probably be considered as
excessive. The position may well be slightly difiet in relation to negative credit data of
the individual especially when the value of theusig given does not exceed the amount
of the facility by a very wide margin.

20. On the whole, | am of the view that there islagical distinction between
mortgage of residential and non-residential progerin the context of the supply of
information for the purpose of assessing any appbtao for credit or to review of credit
terms or to review the credit profiles of the ctegiplicants. | am also of the view that to
collect the positive credit data in the form of tember of outstanding non-defaulting
mortgages in respect of both residential and neideatial properties could be said to be
“necessary” for the purpose of assessing the ceggtication, or reviewing the credit
terms or reviewing the credit profiles of the ctexpplicants.

Principle 3(a) & (b)
21. | am asked also to advise on :
(@) The proper interpretation of Principle 3(a)& (nh the context of their
application to the proposal that the credit provias to pass on to

the CRA the information described in paragraph dtmve.

(b) If the implementation of the proposal is likédyinfringe Principal 3(a)
or (b), ......

22. Principle 3 provides :
“Personal data shall not, without the prescribedseat of the data
subject, be used for any purpose other than —

(@) the purpose for which the data were to be aseke time of the
collection of the data; or

(b)  a purpose directly related to the purpose reteto in paragraph
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(a)".

23. When a data subject applies to a credit provide mortgage or credit
facilities, it is likely that he/she would give tioe credit provider the information set out in
paragraph 4(a) (1) to (7) above. On top of thatsle would probably also give to the
credit provider other information about his/heranee, asset and liability. 1 would
consider that it is beyond argument that the pwdos giving such information is to
enable the credit provider to make a decision aghtether to grant the facilities and if so
on what terms. This would be the purpose for whighdata were to be used at the time
when the data were collected by the credit provider

24. If the data subject’s application for mortgdgeility is successful, then the
credit provider would have the further informatibvat the data subject is indebted to the
credit provider for the amount of the outstandingrigiage loan. This together with the
data provided earlier at the time of the applicafar credit would be used for the purpose
of the credit provider's subsequent review of thellities granted. Thus the position is
that when a credit facility is reviewed, the orgimlata would be used for the purpose of
the review and this would be using the data fougpse directly related to the original
purpose of enabling the credit provider to decidetier to grant the facility. From any
point of view since it is a review of the same liaciwvhich was granted earlier, the purpose
of review must be directly related to the purpofthe decision to grant the facility.

25. In my view it is a question of fact in eacheas to what is the purpose for
which the data were to be used at the time of tleation of the data. However, if one
were to generalize on the issue, my view is th#tatime when the data subject supplied
the data to the credit provider, it would not Haiaconclusion to say that the purpose is to
enable the credit provider to supply the same wdretlirectly or indirectly to another
credit provider in the future for the latter to saier whether to grant any credit to the data
subject let alone to review any such credit frometito time after the same is granted.

26. | do not think that it is right to approach tissue by classifying that the
purpose for which the data were used when the seene originally supplied under the
existing regime was to “evidence a past, presethfature creditworthiness profile” of the
data subject. To start with | do not think thag ihformation such as those set out in
paragraph 4(a) (1) to (7) above could probably bel 40 be evidence of any
creditworthiness profile. Secondly even if theatadare to be considered in conjunction
with the information that a certain mortgage fagihad been granted to the data subject,
such combined data could at the most be said tolected by the credit provider for the
purpose of their consideration of the original rgage facility application and the
subsequent review of the credit so granted. Whethe then calls this a purpose “to
evidence a past, present and future creditworthipesfile” is neither here nor there. If it
is to be considered as evidencing a creditwortipesfile, then it is plain that the profile
is collected for the purpose of the credit provisleonsideration of the original mortgage
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application and possibly the subsequent revievinaf fiacility. It is still an impermissible
guantum leap to say that the purpose for the dadlecf the personal data under the
existing regime where it is not expected that thedit provider would pass on such
information to the CRA for further distribution @iher subscribers of the CRA service is
to enable such other subscribers to consider whlgeant credit to the data subject in the
future. | simply do not see how one could jusbijesay that the deliberation of whether to
grant credit to a data subject by one credit pravibuld be said to be directly related to
the deliberation of whether to grant credit by atirely independent credit provider even
though both credit providers are dealing with tlaens data subject and both credit
providers had chosen to subscribe to the samecsgovovided by the same CRA.

27. Nor do | think it helpful to say that there @@ number of purposes for
which the data were to be used at the time of dfleation of the data and the data could be
used for any purposes directly related to anyortke@Mmany original purposes. While as a
matter of logic and literal interpretation of Piple 3(a) & (b) such contention is
undoubtedly right, one has to approach the questitme context of the proposed scheme.
Thus while it could be said that the original collen of the personal data is for the
purpose of stating a fact about the data subjeitt aviview of introducing himself to the
credit provider, this purpose could not be saithéc‘complete” as it is only part of the
overall purpose of enabling the credit providecdosider his application. | just could not
see how one can ignore the over-riding purposethieatata were supplied and collected to
enable the credit provider to consider the appboabefore him. Unless it is the case
where the application is only one of a series gliaptions, it is difficult to see that the data
supplied are also for the purpose of the consiaerabf some future and probably
unforeseen applications. If one can ignore theallvpurpose, then one is close to saying
that the data collected are for the purpose ofrgetd know a fact about the data subject
and so it could be supplied to any one so londhagécipient is going to use it for the
purpose of knowing that same fact about the ddigestu This is plainly absurd.

28. | do not think that the decision of the Admirasive Appeal Tribunal in
Yuen Bik Chun v Privacy Commissioner for Personatdd Administrative Appeal No. 41
of 2006) is helpful to the construction of Prine@d(a) & (b) in the present context. There
the personal data were supplied to a managemergaronior the purpose of investigation
of a complaint about the strong smell of thinnertlie corridor of a building. The
management company decided to make a report sbiime complaint to the police for the
latter to investigate into the complaint and iniaglefe of the express statement of the data
subject not to divulge her personal data to théecpadhould the management company
wish to report the matter to the police, the manssg@ company did supply her personal
data to the police when reporting the matter. Thiunal held that the provision of the
data to the police upon the police’s request wagyube data for a purpose directly related
to the purpose for which the personal data werkecteld by the management company.
The case is quite different from the context of goheme under consideration. The
management company and the police were expecteddstigate into the same complaint.
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Here the data are to be supplied to an entirefemiht credit provider for consideration of
an entirely different credit application.

29. It is clear from the wordings of Principle &thhe personal data collected
may be used for any purpose with the consent ofith& subject even though such use is
not within the wordings of paragraphs (a) & (bhus in relation to personal data collected
since the implementation of the proposed schem®iid be safe and sufficient for the
credit provider to inform the data subject thatgessonal data may be used in the manner
required by the proposed scheme, i.e. apart frenmégative credit data, those of his data
as set out in paragraph 4(a) above (with the plessireption of the gender information)
will be supplied to the CRA who would also suppfe tsame to other credit provider
subscribing to the service of the CRA together Wit information as to the number of
mortgage which had not been fully repaid, and obthe express consent of the data
subject for such use of his data. In generalghsuotice is given in sufficiently prominent
form in the terms for the grant of the credit ahd tata subject has signed to signify his
agreement to those terms, | would consider thaetisethe prescribed consent by the data
subject.

30. In relation to existing data, since | am of vi@v that the use of such data as
proposed by the CCF is not in accordance with Rri@i(a) and (b), it is necessary to
obtain their express consent for the use of sutdfdathe purpose of the scheme. .......

Section 58

31. | am also asked to advise on whether sectioof 38e Ordinance has any
application to the proposed scheme. The poss#hdvance of section 58 is whether the
arrangement in the proposed scheme would be exdrfipta Principles 3 & 6 by virtue of
its being within the provision of section 58(1)(gf the Ordinance. Section 58(1)(g)
applies to personal data held for the purpose sthdirging functions to which this
paragraph applies by virtue of subsection (3). rEfevant parts of section 58(3) provides :

“(3) Paragraphs (f)(ii) and (g) of subsection (pply to any functions
of a financial regulator —

(@) for protecting members of the public againsaficial loss
arising from —
() dishonesty, incompetence, malpractice or setiou
improper conduct by persons —

(A) concerned in the provision of banking,
insurance investment or other financial services; ...

(b)  for maintaining or promoting the general stépilor

111



effective working of any of the systems which pds/any
of the services referred to in paragraph (a)(i))(A)”

The issue is whether it could be said that the ihglaf personal data in the proposed
scheme is for the discharge of the function by financial regulators such as the

Commissioner of Banking or the Monetary Authority the purpose of (a) the protection
of the public against financial loss arising froire tdishonest applicant of credit in

concealing his previous financial exposure; orrff@intaining or promoting the general

stability or effective working of the financial mkat. | do not think that the concealment of
the precious financial exposure by a credit apptica serious enough to give rise to the
concern of protecting members of the public fronaficial loss. However, there may be a
case for arguing that the concealment of finarexglosure by sufficient number of credit

applicants may affect the quality of the lendingl &ne risk undertaken by the financial

institution so as to give rise to the concern effinancial regulator on the stability of the

financial market.

32. On this issue, | think it is necessary to coeisthe question of the supply of
negative credit data and positive credit data s#plt. In the case of negative credit data,
since the data subject is already in default ofdémyment obligation, it would give rise to
some more serious risks of default if he were tgilsen further credit or new credit. If the
risk of default in repayment of loans or creditiliaic is sufficiently wide spread and
prevalent, then it could give rise to the concegntbe Monetary Authority or the
Commissioner of Banking in the discharge of theirdtion for maintaining or promoting
the general stability or effective working of bamdj investment or other financial services.
In the circumstances, there is a case for sayiagtktie provision of such negative credit
data is exempted from Principle 3, Principle 6 aadtion 18(1)(b) of the Ordinance (see
section 58(1)(f)(ii) & (g), section 58(3)(b)).

33. However the position is slightly different imetcase of positive credit data.
By definition the data subject has not defaultethi;ifinancial obligation. The concern
about the risk of default is much less strong.isltess easy to make out a case for
exemption under section 58 of the Ordinance.

34. Ultimately it is a matter of degree as to thebative value of the positive or
negative credit data in the context of the stabdit the provision of banking, investment
and financial services. There is perhaps no atssaluswer to the question. However, |
am of the view that logically some distinction abahd should be drawn between positive
credit data and negative credit data in this cdntex
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Appendix G

List of Respondents who Submitted Written Comments

Statutory/Public Sector Organizations

1. Hong Kong Monetary Authority
2. Consumer Council

Banking and Finance Sector

3. A commercial bank

4. DBS Bank (Hong Kong) Limited

Trade Associations

The Finance Houses Association of Hong Kong taohi
The DTC Association

The Hong Kong Association of Banks
The Hong Kong S.A.R. Licensed Money Lenders Asdmn Ltd.

© N o g

Private Sector Companies
9. TransUnion Limited
Private Organization

10. Hong Kong Credit Report Association
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