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Part 1 - Introduction

1.1 The sharing of consumer credit data is goverbgdthe Code of
Practice on Consumer Credit Data (“the Code”) idsumy the Privacy
Commissioner for Personal Data (“the Commissiongysuant to section
12(1) of the Personal Data (Privacy) Ordinanceg@rdinance”). The Code
was first issued in February 1998 and took effec2® November 1998.

1.2 Under section 12(3) of the Ordinance, the Cassioner has the power
to approve from time to time any revision of theokhor any part of the Code.

The last revisions to the Code were gazetted oM&3 2003 and took effect

on 2 June 2003. The revisions establish a newlatgy regime in respect of

the sharing of “positivé’and “negative” credit data amongst credit prowsder
through the use of a central credit database agbry a credit reference

agency (“CRA").

1.3 The revised version of the Code imposed a twknir month
transitional period during which credit provideren® barred from accessing
positive credit data in the course of renewal aftaxg credit facilities and
even the access for the purposes of reviewingirgisiredit facilities were
only restricted to certain prescribed circumstancHsis transitional period has
expired on 1 June 2005 and this means that therewsfull usage of positive
credit data by credit providers subscribing to @®A. In order to reflect the
expiration of the transitional period and to avaitly confusion, it is proposed
that certain clauses of the Code be deleted aneMoitten.

1.4 In the meantime, since the last revisions nadene 2003, in the light
of practical experience in enforcing the Code, as rappeared that certain
amendments to the Code may be desirable.

1.5 Under section 12(9) of the Ordinance, before ommissioner
approves any revision of a code of practice issayeldim, he shall consult with
such bodies representative of data users and sbehioterested persons as he
thinks fit. Accordingly, this Consultation Papeashbeen prepared in order to
explain the proposed amendments to the Code andatiomale behind such
proposed amendments, with the view to inviting canta thereon.

1.6 The Office of the Privacy Commissioner for @eed Data (“PCPD”)
wishes, either in discussion with others or in anpsequent report, whether
privately or publicly, to be able to attribute commts submitted in response to
the Consultation Paper. Any wish to remain anorysnimn relation to all or
part of a response will be respected, but if ndswuish is indicated, it will be
assumed that the party making the response caarbech

' Positive credit data generally mean an individuaverall credit exposure and repayment pattern.
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1.7 Any personal data provided with a submissidhamly be used for the
purpose of carrying out this public consultationemise, including the
preparation of a final version of the Code and arglanatory document or
commentary in relation to it.

1.8 Any individual providing his personal data tbetPCPD in his

submission will have rights of access and correctiath respect to such
personal data. This can be done by writing toAbministration and Finance
Manager of the Office of the Privacy Commissionar Personal Data at the
below address.

1.9 Submissions in writing may be made in EnglishChinese, on or
before 28' June 2007, to the following address:-

The Office of the Privacy Commissioner for Persdbata
12/F, 248 Queen’s Road East
Wan Chai, HONG KONG

(Fax: (852) 2877 7026, E-mail: enquiry@pcpd.org.hk)



Part 2 — Description of Proposed Amendments and Riainale

2.1 Broadly speaking, the proposed amendments ¢o Gbde can be
divided into the following three categories:-

(a) technical amendments as a result of the exmiraf the transitional period;

(b) amendments relating to the retention of dateliation to write-off accounts
due to a bankruptcy order being made; and

(c) miscellaneous amendments.

Technical amendments as a result of the expiraifahe transitional period

2.2 The proposed amendments under this head tel#te revisions to the
clauses of the Code as a result of the expiratfdhetransitional period on 1
June 2005. Accordingly, in order to avoid anygiole confusion, it is now
proposed to amend clauses 2.9, 2.10, 3.8.2.3 d&ed lated clauses to reflect
the lapse of restriction whereby credit provideesavprevented from accessing
and using those positive consumer credit data doftieg borrowers for the
purposes of assessing the renewal or review ofiegisredit facilities of these
borrowers during the transitional period. Accoghyn it is now proposed to:-

(a) delete the definition of “transitional perioii’ clause 1.26;

(b) delete clause 2.10 relating to the access ¢owat data during transitional
period;

(c) delete clause 3.8.2.3 concerning the restristion providing of credit
report by CRA to a credit provider during the tri&insal period,;

(d) amend the related old clauses 2.9, 2.11, 212, 3.8, 3.13.2.4 to reflect
the expiration of the transitional period.

Amendments relating to “write-off account” data

2.3 Given the working experience with the Code ssiits last revision in

June 2003, it has appeared to the PCPD that it meayecessary to alleviate
certain operational difficulties encountered by domsumer credit industry in
relation to data of accounts which were written adf a result of bankruptcy
prior to the occurrence of any material default.

2.4 Under the Code, “material default” means a ulefa payment for a
period in excess of 60 days. Under the existiagse 3.3, where a CRA has
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collected from a credit provider any account repayimdata relating to an
individual that reveal a material default, the CR#ay thereafter retain the
account repayment data in its database until theyerf 5 years from the date
of final settlement of the amount in default or #iry of 5 years from the
date of the individual’s discharge from bankruptefichever is earlier.

2.5 However, for account repayment data that doreeeal a material
default, under clause 3.4, the CRA may only retensame in its database for
a period of 5 years from the date of creation chsiata.

2.6 A practical problem has arisen in addressingevaff accounts in
relation to the operation of the Code. This ariseshe situation where a
customer of a credit provider becomes bankruptrpiothe time when a
material default has actually occurred. As a ganekisting practice, the
consumer credit industry will write off accountsnmadiately where a loss is
inevitable, e.g. upon receipt of a bankruptcy orderas to meet the industry
standards. This means that the retention periatiistkind of early write-off
bankruptcy account data with no material defaulshsrter than the retention
period applicable to accounts with material default

2.7 Figure 1 shows the statistics on bankruptcy petitions amfrs from
2000 to 2005 and Figurd' Zhows the number of write-off accounts with no
material default revealed in the present CRA daaba

Figure 1 — Statistics on Bankruptcy Petitions and @lers

Year Petitions presented Bankruptcy Orders
made

2000 5487 4606

2001 13186 9151

2002 26922 25328

2003 22092 24922

2004 12489 13593

2005 9933 9810

Figures published on the website of the Offiétakteiver’s Office
Figures provided by the Hong Kong AssociatioBahks
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Figure 2 — Number of write-off accounts with no magrial default (*w/o
accounts”) revealed

Number of Year last reported Year to be deleted by
w/0 accounts the CRA
2000 2000 2005
5000 2001 2006
37000 2002 2007
130000 2003 2008

2.8 Based on the statistics in Figure 1, it is ol that the number of
bankruptcy orders reached their climax in 2002 20@3. From Figure 2, the
same period saw a similar rising trend of accoumtiten off by credit
providers where no material default occurred. MHoag Kong Association of
Banks has indicated to the PCPD that both infoilmnatiegarding material
defaults and write-off because of bankruptciesdata which are necessary for
the industry to consider in deciding whether tongreredit facilities. In fact,
bankruptcy may even be more important than matedefault in that it
evidences a much more serious financial conditidiwcording to the present
provisions of the Code, early write-off bankruptagcount data with no
material default are only allowed to be retained Soyears, i.e., the shorter
retention period applicable to accounts with noanat default. Thereafter,
the credit providers may not be able to have actmedsis information which
carries no less significance than those accourdyrapnt data that reveal a
material default. The invisibility of these datawld defeat the spirit of the
credit data sharing arrangement because in relagionstomers who have been
made bankrupt but who are not otherwise in matdeédult, their data may not
be available to a credit provider seeking a credport. As the credit
providers’ credit decisions can only be as goothasinformation available to
them, the credit providers’ capacity to make a sodinancial judgement
regarding an individual’s credit-worthiness mayréfere be impaired.

2.9 To remedy this deficiency, it has been propasethe PCPD by the
Hong Kong Association of Banks that the Code shdoaddamended so as to
allow the data relating to a write-off account with material default due to the
making of a bankruptcy order against an accountdralo be retained in the
CRA database as if they were account repaymentttatareveal a payment
default in excess of 60 days.

2.10 Generally speaking, the rationale behind ¢kaing of the Code by the
PCPD is to ensure that there is a proper balanwweeba the privacy rights of
individuals in their consumer credit data and tiiterest of credit providers and
society at large in maintaining both commercialbility and stability in the

consumer lending industry. In line with such gahgolicy, therefore, the
PCPD is cognizant of the fact that default in tbesumer lending situation can
arise through a number of factors or event whiehreot just date related. In
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the present situation, the account is written ofie do the making of a
bankruptcy order against the account holder. Toewnt holder is deemed to
be unlikely to pay his credit obligations to thedit provider in full because
the bankruptcy order would avoid or delay repayneéiibie credit obligation to
the credit provider. A default is considered toénaccurred though there may
not be a payment default in excess of 60 days poadhe write-off of the
account.

2.11 We are prepared to revisit the provisionshef€ode as circumstances
may demand, provided that any proposed revisionthéoCode do not go

beyond what is strictly necessary for the purpoteer@abling better credit

assessment.

2.12  Accordingly, it is now proposed to:

(a) add a new clause 3.4A after clause 3.4 undehdading of “Retention of
account repayment data not revealing default panoekcess of 60 days”
to the effect that where any account general deweal the status of an
account as write-off due to a bankruptcy order fpemade, the CRA may
retain in its database the account repayment datedime of write-off as
if they were account repayment data that reveahtenal default pursuant
to clause 3.3.

(b) add a new definition of “terminated account” igfh means an account
closed for further business after being fully reppaubject to the agreed
terms and conditions. For the avoidance of doobtwrite-off account,
including cases of bankruptcy, debt reschedulingndividual voluntary
arrangements should be classified as a terminat=xliat.

2.13 As a result of the above substantial amendmether consequential
amendments are required and they are listed aswigH

(a) amend the old clauses 2.1.3 and 2.2 to makearsfe to write-off account;

(b) add a new clause 2.1.3A after 2.1.3 under daglimg of “Notification upon
application for consumer credit” to the effect thaty credit provider shall
take all reasonably practicable steps to provideindividual credit
applicants information about the retention peribdaount repayment data
in the event of a bankruptcy order;

(c) add“subject to clause 3.4Aat the beginning of clause 3.4;
(d) amend the old clause 3.8.2.2 so that the cregiirt may contain account

data relating to write-off due to bankruptcy ordassif they were material
default data;



(e) amend the old clauses 3.8.2.2.1, 3.8.2.2.2 Zfhf.5.1 because of the
inclusion of a new definition of “terminated accéun

Miscellaneous Amendments

Clause 2.7 - Updating of account data

2.14 The existing clause 2.7.1 requires a credivider to periodically
update the account data provided by it to a CRAl timt termination of the
account. This applies also to accounts that haea lwritten off. The banking
industry however advised that it was not compatiwieéh normal banking
practice to periodically update written off accauas if they were still active.

2.15 There should be no issue of inaccuracy if“ttrete-off” status of an
account is properly reported to the CRA by the itrprbvider, provided that
the CRA database be updated to reflect any repaymiethe written off
amount.

2.16 Clause 2.7.2 requires a credit provider tcatgpa@s soon as reasonably
practicable the CRA database upon the occurringedain important events
concerning an account with default data, which me@ change in the amount
in default or a scheme of arrangement. This islaigation in addition to the
periodic updating requirement in clause 2.7.1. eporting period of not
exceeding 31 days is stipulated in clause 2.7 tlnbwsimilar guidance is given
in clause 2.7.2 as to the time for the requiredatipd, apart from “as soon as
reasonably practicable”.

2.17 It is therefore proposed to amend clause @.address the above
concerns.

Clause 3.2 — Retention of account general data

2.18 The present wording used in clause 3.2 sugdleast CRA may retain

the account general data for so long as there remmasuch database any
account repayment data relating to the same accottawever, an absurd

situation may arise where the general data of aowatt not yet terminated may
be deleted by CRA simply because there is no &gtoi this account and

hence no repayment data. Pursuant to the presamsec 3.4, an account
repayment data may be retained by CRA for a pesfddl years from the date
of creation of such data. That means where treer®irepayment data of an
account for more than 5 years, the account genlatal of the same account
will be deleted although the account is not acyutminated. This absurdity
will affect the accuracy of the full credit exposwof a customer.



2.19 In order to address this problem, it is naappsed to amend the old
clause 3.2 to allow CRA to retain the account galingaita until the termination
of the account save for residential mortgage loata dvhich will only be
supplied when an account is in “material defaultit vill be deleted 5 years
after settlement of the default. Had such residemhortgage loan account
general data been allowed to retain until the teatdon of the account while
there is no account repayment data relating tosdmae account, this would
indirectly indicate to the reader of the creditagphat at some point over 5
years ago, there was a material default in payriwgrihis residential mortgage
loan account and therefore the account generalvdatta provided to the CRA
though the repayment data had been deleted 5 giarghe final settlement of
the amount in default. This was not the origimdént of excluding positive
residential mortgage loan data in the present sparegime and might
disadvantage the individual concerned.

Schedule 2 item (B) — Account repayment data

2.20 Clause 3.3 requires a CRA to delete accopatyraent data that reveal
a “material default” upon the expiry of 5 yearsnfrthe date of final settlement
of the amount in material default. It is therefoecessary for the CRA to be
supplied with the date of final settlement of tmeoant in material default for
calculation of the retention period. Hence, iprsposed to add to item (B) of
Schedule 2 such account data to be provided byt gnexvider to CRA.

Typographical error in clause 2.6

2.21  Atypographical error was found in the oldusia 2.6 and it is proposed
that the word “subsequently” be amended as “sulesdtju

Other Clauses
2.22  Upon the incorporation into the current Codealb or any of the
proposed amendments as described above, the prawist the current Code

may be modified to the extent necessary for maiirigistylistic and regulatory
consistency of the Code as a whole.

10



Part 3 — The Code (With Proposed Amendments Highligted)

The following shows the Code of Practice on Consu@redit Data with
the current proposed amendments highlighted:-

“PERSONAL DATA (PRIVACY) ORDINANCE
CODE OF PRACTICE ON
CONSUMER CREDIT DATA

|  INTERPRETATION

Unless the context otherwise requires, the termegdign the Code have the
following meanings:

1.1  “Account” means any account between a creddvider and an
individual that involves the provision of consuneceedit, and includes
any new account created as the result of any scloéraerangement
involving one or more previous accounts;

1.2  “Account data” means the account data refeiwad Schedule 2. For
account involving the provision of consumer créaidnother person for
whom an individual acts as guarantor, the accoata df such account
is, in addition to being account data relatinghattother person as the
borrower, deemed to be also account data relatirtge individual to
such extent as to reveal the contingent liabilitythee individual as
guarantor;

1.3  “Account general data” means the account géwata referred to in
Schedule 2;

1.4  “Account repayment data” means the accountyrapat data referred
to in Schedule 2;

1.5 “Banking Code” means the Code of Banking Pcadssued jointly by
the Hong Kong Association of Banks and the DTC Agsg®mn and
endorsed by the Hong Kong Monetary Authority, imohg any revision
from time to time in force;

1.6  “Commissioner’” means the Privacy CommissionePfersonal Data;

1.7  “Consumer credit” means any loan, overdrafilitgcor other kind of
credit provided by a credit provider to and for tise of an individual, or
to and for the use of another person for whom daividual acts as
guarantor. For credit involving leasing or hire-ghase, an individual
acquiring motor vehicles, equipment or vesselsnitea by a credit
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1.8

1.9

1.10

1.11

1.12

1.13

1.14

1.15

1.16

1.17

1.18

provider by way of leasing or hire-purchase is de@rno be provided

with credit by the credit provider to the extenttbé value of those

goods, any amount overdue under the lease or hinehpse agreement
is deemed to be an amount in default under theiohal's account with

the credit provider, and all related terms and esgions are to be
construed accordingly;

“Consumer credit data” means any personal datacerning an
individual collected by a credit provider in theucse of or in
connection with the provision of consumer creditany personal data
collected by or generated in the database of a [@R#e course of or in
connection with the providing of consumer credierence service;

“Consumer credit reference service” means #reice of compiling
and/or processing personal data (including conseneelit scoring), for
disseminating such data and any data derived tioenefo a credit
provider for consumer credit purposes and, forgeering any other
functions directly related to consumer credit teant®ns;

“Consumer credit scoring” means the processreddy personal data
relating to an individual held in the database GRA are used, either
separately or in conjunction with other informatiogld in the system,
for the purpose of generating a score (being in&dbion statistically
validated to be predictive of future behaviour loe tegree of risk of
delinquency or default associated with the provismr continued
provision of consumer credit) to be included inradi report on the
individual;

“CRA” means credit reference agency, whichuim means any data
user who carries on a business of providing a aoeseredit reference
service, whether or not that business is the sofgincipal activity of
that data user;

“Creation”, in relation to consumer creditadéeld by a CRA, means
the entering of such data into the database oCRA;

“Credit provider” means any person descrilme8dhedule 1;

“Credit report” provided by a CRA on an indival means a disclosure
made by the CRA, in whatever form, of consumericdata relating to
such individual held in its database;

“DCA” means debt collection agency;

“DPP” means data protection principle;

“Effective date” means 2 June 2003;

“Hire-purchase, leasing or charge account’maeen account involving
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1.19

1.20

1.21

1.22

1.23

1.24

1.25

1.26

the hire-purchase or leasing of, or the creatioa oharge over, motor
vehicles, equipment, vessels or other assets drgluckal estate

property;

“Loan restructuring arrangement” means angisehof arrangement in
relation to debts owed by an individual consequgain a default in the
repayment of those debts;

“Material default” means a default in paymfmta period in excess of
60 days;

“Ordinance” means the Personal Data (Privesdjnance (Cap. 486);

“Reporting period”, in relation to an accountans the period between
the effective date and the date on which accoumatat@ provided by the
credit provider to the CRA for the first time, andereafter, the period
(not exceeding 31 days) between each successhamaesof providing
such data;

“Residential mortgage loan” to an individualt@ individuals means a
loan to such individual or individuals as borrowar,a loan to another
person for whom such individual or individuals ast guarantor, to
finance the purchase of, or to refinance the @agigchase of, any
residential property, including uncompleted unitsl groperties under
the Home Ownership Scheme, Private Sector Particip&cheme and
Tenants Purchase Scheme;

“Scheme of arrangement” means any restrugtuniescheduling or
other modification of terms of whatsoever natureafation to debts
owed by an individual, whether as borrower or asrgator, towards a
single creditor or more than one creditor;

“Suspected abnormal access” means the occeraéraccess on five or
more occasions within a period of 31 days madeheysame credit
provider seeking access to the consumer credit ofata particular
individual held by a CRA, in connection with theviev of existing
consumer credit facilitiegursuant to clause 2.9.1.2 of the Code;

the
of

”

or other word that connotes an account being textethmeans closurs

1%

for any further business between the credit pravaghel the borrower of
the account after being fully repaid subject to #uwgeed terms and
conditions then in force. For avoidance of doulsly amount being
written off in full or in part is not considered sepayment.

Words and expressions importing the masculine geimdide the feminine,
and words and expressions in the singular inclbdeptural, and vice versa.
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THE HANDLING OF CONSUMER CREDIT DATA BY

CREDIT PROVIDERS

Notification to customer by credit provider

Notification upon application for consumer credit

2.1

A credit provider who provides consumer crddifa to a CRA or, in the
event of default, to a DCA, shall, on or beforeleting the personal
data of an individual applicant for consumer creidike all reasonably
practicable steps to provide to such individual atten statement
setting out clearly the following informatitin

211

2.1.2

2.1.3

2.1.3A that, in the event of any amount being wrtoff due to a

that the data may be so supplied to a CRAognd the event of
default to a DCA;

that the individuahas the right to be informed, upon request,
about which items of data are routinely so disapsend his
right to be provided with further information to adsle the
making of a data access and correction requestetoeievant
CRA or DCA, as the case may be;

that, in the event of any default in repaytnenless the amount
in default is fully repaicbr written off (otherwise than due to
bankruptcy orderpefore the expiry of 60 days from the dagte
such default occurredtherwisethe individual shall be liable t
have his accountpaymendata retained by the CRA until th
expiry of 5 years from the date of final settlemehthe amount

in default;and-where-applicalle

214

bankruptcy order being made against the individuhke
individual shall be liable to have his account ggpant data
retained by the CRA, regardless of whether the wawco
repayment data reveal any default in excess ob§8,dintil the
earlier of the expiry of 5 years from the dateinf settlement
of the amount in default or the expiry of 5 yeami the date of
the individual's discharge from bankruptcy as netifto the
CRA by such individual with evidence; and, wherelmable;

(where the consumer credit applied for does involve a
residential mortgage loan) that the individual, mpermination
of the account by full repayment and on conditioat there has
not been, within 5 years immediately before accéoermination,

1

If a credit provider fails to take reasonably gti@able steps to give to the individual
applicant a written statement as described in el@us, this will give rise to a presumption
of contravention of DPP1(3) under section 13(2thefOrdinance.
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any material default on the account, will have tight to
instruct the credit provider to make a requesth® €CRA to
delete from its database any account data relatinghe
terminated accouft

Notification upon default

2.2 Where the credit provider has provided consuwretit to an individual
and the account is subsequently in default, théitgpeovider shall, as a
recommended practice, give to such individual witBd days from the
date of default a written reminder stating thatessl the amount in
default is fully repaidr written off (otherwise than due to a bankruptgy
order) before the expiry of 60 days from the date of thefadlt,
etherwisethe individual shall be liable to have his accodeuta retained
by the CRA until the expiry of 5 years from thealaf final settlement
of the amount in default or 5 years from the ddt¢he individual’s
discharge from bankruptcy as notified to the CRAjckever is earlier.

Notification upon account termination

2.3 Upon the termination of the account by full agment (excluding
payment by refinancing of the debit balance oreiteunt by the credit
provider), the credit provider shall, as a recomdeehpractice, give to
the individual a written reminder of his right (oondition that there has
not been, within 5 years immediately before accdeamntination, any
material default on the account) to instruct treddrprovider to make a
request to the CRA to delete from its databaseaangunt data relating
to the terminated account

Providing of consumer credit data by credit provide to CRA

Scope of data to be provided

2.4  Where a credit provider has collected any cowsucredit data in
relation to an individual, subject to compliancéhnglauses 2.5 and 2.6,
it may thereafter provide to a CRA any of followiitgms of consumer
credit dat&

2.4.1 general particulars of the individual, beingme, sex, address,

2 See clause-152.14for the duty of the credit provider to make sualequest to the CRA |
upon the individual’s instructions.

3 See claus@.152.14for the duty of the credit provider to make suatequest to the CRA|
upon the individual’s instructions.

If, in the absence of any applicable exemptiooreait provider provides to a CRA any

consumer credit data other than those permitte@itinis clause, this will give rise to a
presumption of contravention of DPP3 under secti®f®) of the Ordinance.
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24.2

243

24.4

contact information, date of birth, Hong Kong IdgntCard
Number or travel document number;

credit application data, namely, the fact tha individual has
made an application for consumer credit, the typd the
amount of credit sought;

account data as described in Schedule 2idevhat the credit
provider shall not provide to the CRA:

2.4.3.1 account data of any account which has been
terminated by full repayment (excluding payment by
refinancing of the debit balance on the accourthby
credit provider) prior to the effective date;

2.4.3.2 account repayment data held by it priorthe
effective date of any account which already existed
prior to the effective date and continues to exitsr
that date, unless such account repayment datalrevea
a currently outstanding default, in which case, the
credit provider may provide to the CRA the default
data relating to such default; or

2.4.3.3 account data relating to a residential gaw# loan,
unless such account data reveal a currently
outstanding material default, in which case, tleslitr
provider may provide to the CRA the account general
data together with the default data relating tohsuc
material default;

credit card loss data, being:

2441 notice that the credit provider, as caslies, has
suffered financial loss as the result of an
unauthorized transaction carried out through tree us
of a credit card that has been reported lost, for a
amount in excess of the maximum liability of the
individual before notification to the card issuéttte
loss of the card;

2.4.4.2 the amount of such maximum liability ance th
amount of financial loss suffered by the card issue

2.4.4.3 thereported date of the loss of the cradd, and the
date of such report; and

2.4.4.4  a description of the event (misplacemenivaiet,

theft, robbery, etc.) reported to have given resthe
loss of the credit card and any follow-up action
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including, where applicable, any report to the qsli

subsequent investigation or prosecution and result,

finding of the lost card, etc.

Accuracy of data provided

2.5 Before a credit provider provides any consuonedit data to a CRA, it
shall have taken reasonably practicable steps ¢égkcbuch data for
accuracy. If subsequently the credit provider ages any inaccuracy
in the data which have been provided to the CRAh#ll update such
data held in the database of the CRA as soon asmahly practicabfe

Providing of disputed data

2.6 Whenever a credit provider provides to a CRA@nsumer credit data
disputed by the individual to whom such data reldbés shall be
accompanied by an indication of the existence efdispute. If at any
subsequeht time the dispute has ended, the credit providatl &% |
soon as reasonably practicable update the data helthe CRA
accordingly.

Updating of account data

2.7  Without prejudice to the generality of clauge$ 2.5and 2.6, where a
credit provider has provided any account data@Ra:

2.7.1 the credit provider shall thereafter contirtoeupdate such
account data promptly or, in any event, by the ehaach
reporting period not exceeding 31 days, uhti-termination-of
the accounis terminated or written-gffwhereupon the credi
provider shall promptly update the account datadacate such
terminationor write-off, and |

2.7.2 in addition, the credit provider shall updaas soon as
reasonably practicableit in any event not later than 14 d#lys |
account data held in the database of the CRA up®ondcurring
of any of the following evenfs

> Ifa credit provider fails to have taken reasdpghbacticable steps to check the accuracy of

the data before providing such data to a CRA, drfdils to update the data held in the
database of the CRA after discovering such accuthisywill give rise to a presumption of
contravention of DPP2(1) under section 13(2) of@hdinance.

If a credit provider provides to a CRA any consurredit data disputed by the individual
to whom such data relate without accompanying #te dith an indication of the existence
of such dispute, or if the credit provider, haviagcompanied the data with such an
indication, fails to update the data held by theA@R soon as reasonably practicable after
the dispute has ended, this will give rise to aspngption of contravention of DPP2(1)
under section 13(2) of the Ordinance.

" If a credit provider fails to update any accodata provided to a CRA in accordance with
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2.7.2.1  the repaymemt—write-off in full or in part of any|
amount in default;

2.7.2.2 ascheme of arrangement being enteredvitiiche
individual; er |

2.7.2.3 the final settlement of the amount payghiesuant
to such a scheme of arrangement

2.7.2.4 the write off of any amount whether or nloé
amount has been in default or the subseqyent
repayment in full or in part of the written off aond.

Access by credit provider to consumer credit data &ld by CRA

Access for updating

2.8 A credit provider may at any time, for the pase of providing or
updating consumer credit data on an individualeasérom a CRA such
consumer credit data on the individual as wereiptesly provided by it
to the CRA.

Access through credit report

2.9 Without prejudice to the generality of claus@-2ut-subject-to-claus
ZA0recerdingreccese o coodaladuripe-the bransiionaoer @l

credit provider may, through a credit report pr@ddy a CRA, access
consumer credit data held by the CRA on an indiaitlu
2.9.1 inthe course of:

2.9.1.1  the consideration of any grant of consucnedlit;

2.9.1.2 the review of existing consumer credit [faes
granted; or

2.9.1.3 the renewal of existing consumer creditlifes
granted,

clause 2.7, this will give rise to a presumptiorcoftravention of DPP2(1) under section
13(2) of the Ordinance.

If the credit provider accesses any of the corswredit data held by a CRA in situations
other than those provided for in clause 28 or 2.202.9, this will give rise to a|
presumption of contravention of DPP1(1) and/or DRPLnder section 13(2) of the
Ordinance.

For the consequence of a credit provider accgsbamconsumer credit data held by a CRA
in situations other than those provided for in sa@.9, see Note 8 to clause 2.8 above.
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to the individual as borrower or to another perwrwhom the
individual proposes to act or acts as guarantor; or

2.9.2 for the purpose of the reasonable monitasirthe indebtedness
of the individual while there is currently a defaldy the
individual as borrower or as guarantor,

and for the purpose of clauses 2.9:220.2,2.10.32.104dnd other |
related clauses, the word “review” means consideraby the credit
provider of any of the following matters (and thasatters only) in
relation to the existing credit facilities, namely:

2.9.3 anincrease in the credit amount;

2.9.4 the curtailing of credit (including the caltaton of credit or a
decrease in the credit amount); or

2.9.5 the putting in place or the implementation aofscheme of
arrangement with the individual.
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Confirmation to CRA upon access

2-112.10 On each occasion of accessing any consumer cra@itheld by a
CRA, the credit provider shall confirm to the CRu fts record™>

2.11.2.10.1the circumstances provided for in clause-2.80r2102.9 |
under which the access has been made; and

2.11.2.10.4n the case where the access has been made ioutse of |
the review of existing consumer credit facilitiesder clause
2.9.1.2, the specific matter or matters provided ifoclause
2.9.3, 2.9.4 or 2.9.5 that has been considered spcma review.

No access for direct marketing

2.12.11 For the avoidance of doubt, subject to clausesa22.10a credit |
provider is prohibited from accessing the consuporedit data of an
individual held by a CRA for the purpose of offeyiar advertising the
availability of goods, facilities or services tockuindividual. Any
contravention by the credit provider of such prdaion will give rise to

10 |f the credit provider, on accessing any consuecnedit data held by the CRA, fails to givr.'
to the CRA the confirmation referred to in thisudae2.112.10 or gives a confirmation tha
is not truthful, this will give rise to a presungnii of contravention of DPP1(2) under
section 13(2) of the Ordinance.
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a presumption of contravention of DPP1(2) and/oPBRnder section
13(2) of the Ordinance.

Notification to individual of access to consumer @dit data

Notification of access for considering credit apgdition

2.12.12 Where a credit provider has been provided by a @RA a credit |
report on an individual and has considered suchlitcneeport in
connection with an application for consumer créxgitthat individual,
the credit provider shall, in its notification ttet individual of its
decision on the application, give notice of the that a credit report has
been so considered. The credit provider shalliafeom the individual
how to contact the CRA who provided the credit redor the purpose
of making a data access and correction request tinel©rdinance. |
If a correction request made by the individualubsequently complied
with by the CRA, the credit provider shall, at thequest of the
individual, use a new credit report obtained fréva CRA as a basis for
its reconsideration of the credit applicatigh |

Notification of access for review

2.14.13 Where a credit provider accesses the consumertaath of an|
individual held by a CRA for the purpose of theiesw of existing

consumer credit facilitieaéwhe%her—wrtmn—el;e&tsrde—the—transmenfl
period)
2.14.1.13.%the credit provider shall, before making such asctake |

such steps as may be reasonably practicable pirthenstances
to notify the individual of ** |

2.14.1.2.13.1.1 the fact that his data are being so accessed
upon the review of his existing consumer credit

211

1312 |

+413

If the credit provider fails to notify the inddlial of the fact that a credit report has befn
considered, or fails to inform such individual htavcontact the CRA who provided the
credit report, this will give rise to a presumptimfrcontravention of DPP2(1) under section
13(2) of the Ordinance.

f, despite the request of the individual whosestamer credit data held by the CRA has
been corrected, the credit provider fails to usewa credit report obtained from the CRA as
a basis for its reconsideration of the credit aggtion, this will give rise to a presumption

of contravention of DPP2(1) under section 13(2thefOrdinance.

If the credit provider, in situations other th&io$e mentioned in claugel4-1-2.13.1.30r
234.1.4£.13.1.4 fails to take such steps as may be reasonablgtipable in the
circumstances to give prior notification to theiindual of the matters provided for in
clauses2.14-12.13.1.1and 2-44-1-2.13.1.2 this will give rise to a presumption of
contravention of DPP1(2) under section 13(2) of@hdinance.
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facilities; and

2.14.1.2.13.1.2 the specific matter or matters, as provided
for in clause 2.9.3, 2.9.4 or 2.9.5, to be
considered by the credit provider upon such a
review,

except that no such notification by the credit pdev shall be
necessary:

2.14.1.2.13.1.3 where the review of existing consumer
credit facilities has been initiated by a request
from the individual; or

2.14.1.2.13.1.4 where there is in place, at the time of the
access, a loan restructuring arrangement in
relation to debts owed by the individual to the
credit provider; and

2.14.2.13.2the credit provider shall, upon making such accéss,
create, and thereafter keep for a period of 2 years
internal record of the notification given to the
individual pursuant to clause4-12.13.1 or, where |
applicable, the specific matter as provided farlause
2-34-1.2.13.1.30r 2-34-1-42.13.1.4which made such
a notification unnecessary’.

Request to CRA for deletion of data after accountdrmination

Request on instructions fronmdividual

2-15.14 Where a credit provider has provided to a CRA aogoant data|
relating to an account, if within 5 years after @att termination, the
credit provider receives instructions from the indiial to whom such
account relates (or, if the account relates to niwa@ one individuals,
their joint instructions) to make a request to @RA to delete such
account data from its database, the credit provsthadl, as soon as
reasonably practicable upon the receiving of tharurctions, check
from its own records whether both of the followingnditions are
satisfied, namely:

2.15.1.14.%hat the account has been settled by full paymethte( |

= |If the credit provider, upon accessing the corauenedit data of an individual held by h
CRA for the purpose of the review of existing camsu credit facilities, fails to create, or
thereafter fails to keep for a period of 2 yeahg internal record referred to in clauje
2-24-2.13.2 this will give rise to a presumption of contratien of DPP1(2) under sectio
13(2) of the Ordinance.
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than payment by refinancing of the debit balancéheraccount
by the credit provider); and

2-15.-2.14.2hat there has not been, within 5 years immedidiefgre |
account termination, any material default on theoaot
(whether or not such default period fell entirelithin those 5
years);

and shall, upon verifying that both conditions aatisfied, make the
request to the CRA as soon as reasonably praaicabhlternatively,
upon verifying that one of the said conditionsas satisfied, notify the
individual as soon as reasonably practicable ijectien of the

instructions, and the reason for such rejection |

Providing of consumer credit data by credit provide to DCA

Matters to be satisfied with before providing data

2-162.15 On or before providing any consumer credit data CA for debt
collection against an individual, a credit provigeall ensure that®:

2.16.2.15.1a formal contract has been executed to requirgyritien |
instructions have been issued under such a cortraeiquire,
the DCA to follow such conduct as stipulated by Banking
Code or similar industry codes (if any) in relatiom debt
collection activities; and

2:.16.2.15.2he credit provider is satisfied with the reputatiof such |
DCA, on the basis of previous dealings with the D&Aother
reasonable grounds, that the agency will fully chynvath the
requirement as aforesaid.

Data to be provided

2-172.16 Subject to clausg-162.15 if a credit provider engages a DCLA
for collection against an individual in defaultniiay provide to the
agency only information relating directly to the dividual
consisting of the following™: |

*15 |f the credit provider fails to handle the instiions from the individual for the deletion o’(

the account data in accordance with this claBsE®2.14, this will give rise to a
presumption of contravention of DPP3 under secti®f®) of the Ordinance.
18 |f the credit provider fails to ensure the matteet out in this clause before providing a||1y
consumer credit data to a DCA, this will give rtsea presumption of contravention of
DPP3 under section 13(2) of the Ordinance.

*47 If the credit provider provides to a DCA any comer credit data relating to an individual
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2.17.1.16.Jparticulars to enable identification and locatioh tbe |
individual, including address and contact inforroafi

2172 .16.2he nature of the credit; |

2.17.2.16.2amount to be recovered and details of any goodeciio |
repossession.

Accuracy of data provided

2.12.17 A credit provider shall only provide consumer ctetita to a DCA|
after checking the data for accuracy. If the amoondefault is
subsequently repaid in full or in part, or if angheme of
arrangement is entered into with the individual,ifothe credit
provider discovers any inaccuracy in the data whielve been
provided to and which the credit provider reasopdddlieves are
being retained by the DCA, the credit provider khatify the DCA
as soon as reasonably practicable of such®act |

Data security and system inteqrity safequards by edit
provider

Engagement of CRA

2.19.18 In deciding on the engagement of a CRA for the provision |of
consumer crediteference service, and in considering, from timene,
the continued engagement of such CRA, a creditigeo\shall treat as
an important criterion the demonstration by the GiRAs compliance
with the requirements of the Ordinance and of tleeleC including
compliance with the recommended good practicedain in clauses
3.14 to 3.17 below, regarding the security of comsucredit datd™. |

Measures to take in preparation for subscription¢onsumer credit reference
service

2.2(2.19 On or before a credit provider’s subscription te tonsumer credi

other than those permitted under this clatid@2.16 this will give rise to a presumption of
contravention of DPP3 under section 13(2) of thdimce.
*18 If the credit provider fails to check the accyrat the data before providing such data td a
DCA, or if it fails to notify the DCA of any inaccacy of the data that it has provided to the
DCA after discovering such inaccuracy, this willvgirise to a presumption of
contravention of DPP2(1) under section 13(2) of@hdinance.
*12 If the credit provider, in deciding on the engagat of the CRA and in considering, frorh
time to time, the continued engagement of such GRiks, to treat as an important criterion
the demonstration by the CRA of its compliance with requirements of the Ordinance
and of the Code regarding the security of consuenedit data, this will give rise to a
presumption of contravention of DPP4 under secti®f®) of the Ordinance.
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reference service of a CRA, the credit providerldlake appropriate
measures, including the following, to safeguardirsgjaany improper
access to or mishandling of consumer credit’data

220-2.19.1develop written guidelines and disciplinary proam;u|
specifying the controls and procedures to be faidwy its staff
in relation to the access to and the use of a CB#abase;

2.20.2.19.%stablish controls, including but not limited tospaord |
controls, to ensure that only authorized staffal@eved access
to a CRAs database;

2.20.2.19.%nter into a formal written agreement with the OR#ose |
consumer credit reference service is being subsdidr, which
shall specify :

2:20-3-2.19.3.1 the duty of both parties to comply with tHe
Code in providing and in utilizing the consumerdite
reference service;

2.20.3.2.19.3.2 the conditions under which the credit
provider may access consumer credit data helddy th
CRA;

220-3-2.19.3.3 the controls and procedures to be applied
when the credit provider seeks access to the CRAs
database.

Measures to take in daily operations

2.212.20 A credit provider shall take appropriate measuiesluding the |
following, to safeguard against any improper act¢ess mishandling
of consumer credit data in its daily operatiofis |

2.21.1.20.%the credit provider shall maintain a system wheréby|
senior management is provided with regular repatmrding
instances of access to a CRAs database made dtengeriod
since the last report, to facilitate overall moniig and to
enable the detection of anomalous trends in acifessy;

#20 |f a credit provider, in preparation for substiop to a consumer credit reference servitte,
fails to take any of the measures required undmrsg2.202.19to safeguard against an
improper access to or mishandling of consumer tdada held by it, this will give rise to a
presumption of contravention of DPP4 under secti®f®) of the Ordinance.

#2L |f a credit provider, in its daily operations,|$aio take any of the measures required um‘jer
clause2.212.20to safeguard against any improper access to dramiling of consumer
credit data held by it, this will give rise to aepumption of contravention of DPP4 under
section 13(2) of the Ordinance.
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2:21.2.20.4n case any anomalous trends in access have bewtifiet], |
or upon receiving from a CRA a report of suspe@kdormal
accespursuant to clause 3.13.1, the credit provider sisadoon
as reasonably practicable conduct an internal trgagn to
ascertain whether such anomalous trends in accesspected
abnormal access (as the case may be) has beesstiiieaf:

2.21.2.2.20.2.1 improper access or other mishandling |of
data by any person (including but not limited sosttaff),
in contravention of the requirements of the Ordaeaor
of the Code; or

221.2.2.20.2.2 any defect in its system of handling
consumer credit data which may have enabled or
facilitated such improper access or mishandling;

221.-2.20.3f as the result of the investigation, the crediovpder |
discovers any improper access, mishandling or tedsc
aforesaid, the credit provider shall, as soon asaeably
practicable, take appropriate action to prevent fmgher
improper access or mishandling or to rectify thiedg as the
case may be (including but not limited to discipliy action
against its staff, or reporting any case of suggkect
contravention of the Ordinance or other laws to the
Commissioner or other relevant authorities, ascs®e may
be);

22142 .20.4he credit provider shall maintain a log of: |

2.21.4.2.20.4.1 _all instances of anomalous trends in access
identified by it, and all reports of suspected aima
access made to it by a CRA;

2.21.4.2.20.4.2 the actions taken by it as a result of the
above including a description of the investigation
undertaken, the result and any action taken
consequent thereon;

2.21.4.2.20.4.3 attempts made by it to access account data
held by a CRA for the purpose of the review of
existing consumer credit facilities, including the
specific matter or matters provided for in clause 2,
2.9.4 or 2.9.5 that has been considered upon such a
review;

and shall keep such log for not less than two ydars
examination by the Commissioner if and when reajjire

2.21.52.20.%he credit provider shall review on a regular arehjient |
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basis its password controls which help to ensuet tinly
authorized staff are allowed access to a CRA'sldes=.

27



Il THE HANDLING OF CONSUMER CREDIT DATA BY
CREDIT REFERENCE AGENCIES

Collection of consumer credit data by CRA

Scope of data to be collected

3.1

A CRA may, for the consumer credit referencgise which it provides,
collect the following items of personal dat& |

3.1.1

3.1.2

3.1.3

3.14

3.1.5

3.1.6

3.1.7

3.1.8

general particulars of an individual as feto name, sex,
address, contact information, date of birth, Horané Identity
Card Number or travel document number;

consumer credit data as permitted to be geaviby a credit
provider to the CRA under clause 2.4, including ithentity of
the credit provider and the date of the providihguch data;

public record and related data, being datdfiaial records that
are publicly available relating to any action foe recovery of a
debt or judgements for monies owed entered agdimst
individual, and any declaration or discharge of Ksaptcy

appearing on official records or as notified to ®RA by the

individual pursuant to clause 3.3.2;

watch list data, being a list of credit pd®nis who wish to be
notified and provided information to assist in debliection if
an individual in default has reappeared in theesyst

file activity data, being record of a crealibvider accessing an
individual’s personal data held by the CRA under tbnsumer
credit reference service provided,;

credit score data, being the score that teesulresulted from
applying consumer credit scoring to an individual;

notification by the Transport Department urdause 3.10.2;
any other type of personal data as describefchedule 3

subject to the conditions therein mentioned, as fraay time to
time be amended by the Commissioner.

2322

If a CRA, for the consumer credit reference sarvihich it provides, collects personal dafta
other than those permitted under clause 3.1, thils give rise to a presumption of
contravention of DPP1(1) under section 13(2) of@hdinance.
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Retention of consumer credit data by CRA

Retention of account general data

3.2 Wherea CRA has coIIected from a credlt pravm‘w accoungeneral

the CRA may thereafter retaln tl&;ameaeeeun%—gene#al—dam its
database foso-longasthere remain—in-—such-database-any-dacgoun
repayment datarelating-the-same-accouthie following period&™.-

3.2.1 in relation to account general data of regidemortgage loan,
for so long as there remain in such database aoguat
repayment data relating to the same account; or

3.2.2 in relation to account general data of dieotaccounts, for sq
long as there remain in such database any accepayment
data relating to the same account or until the itgaitron of the
account, whichever is later.

Retention of account repayment data revealing ddfaqeriod in excess of 60
days

3.3 Where a CRA has collected from a credit praviday account
repayment data relating to an individual that réwematerial default,
the CRA may thereafter retain the account repaynuata in its
database until the earlier’ct" |

3.3.1 the expiry of 5 years from the date of fisaitlement of the
amount in defaultieludingor final settlement of the amountfs
payable pursuant to a scheme of arrangement wetleridit
provider); or

3.3.2  the expiry of 5 years from the date of ttthvidual’s discharge
from bankruptcy, as notified to the CRA by suchivwalal
and evidenced by the relevant certificate of disphassued
by the Court of First Instance or by a written netfrom the
Official Receiver stating that the Official Receaivieas no
objection to a certificate of discharge being issue the
individual,

irrespective of any write-off by the credit providef the amount in

*23 |f a CRATetains in its database any account ggiata beyond the period permitted under
this clause 3.2, subject to clause 3.7, this viiégise to a presumption of contravention of
DPP2(2) under section 13(2) of the Ordinance.

#24 |f a CRA retains in its database any accountyeemt data described in this clause 3|.3
beyond the period permitted for the retention afhsdata under this clause, subject to
clause 3.7, this will give rise to a presumptiorcoftravention of DPP2(2) under section
13(2) of the Ordinance.
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default in full or in part at any timefter such default occurrgif such |
be the case).

Retention of account repayment data not revealirgfallt period in excess of
60 days

3.4  Subject to Clause 3.4A, whe¥éherea CRA has collected from a credjt
provider any account repayment data that do notalea material
default, the CRA may thereatfter, in respect of eadividual item of
data collected, retain the same in its databaszferiod of 5 years from
the date of creation of such data, provided th#tefaccount is in the
meantime terminated, then subject to clause 3#H&, CRA may
continue to retain the account repayment datasinlatabase until the
expiry of 5 years after account terminafion

3.4A Where the account general data relating to an icidal reveal a status
of write-off due to a bankruptcy order being madaiast the individual,
the CRA may retain in its database the accountyrapat data at theg
time of write-off until the earlier of:

3.4A.1 the expiry of 5 years from the date of fisaltlement of the
outstanding amount at the time of write-off (or dfin
settlement of the amount payable pursuant to anse hof
arrangement made through the Official Receiver \ih#n
credit provider); or

3.4A.2 the expiry of 5 years from the date of thdividual's
discharge from bankruptcy, as notified to the CRiAsbch
individual and evidenced by the relevant certifcaf
discharge issued by the Court of First Instancéyrma
written notice from the Official Receiver statinigat the
Official Receiver _has no objection to a certificabé
discharge being issued to the individual.

Deletion of data after account termination pursuata individual’s request

3.5 Notwithstanding clause 3.4, if a CRA has cdédcany account data
from a credit provider and within 5 years after taemination of the
account the CRA receives from the credit providerequest under
clause2152.14 for the deletion of the account data from its Ha&e, |
the CRA shall:

3.5.1 verify from its database as soon as reasgmahbktticable that
there has not been, within 5 years immediately leeémcount

#*2 |f a CRA retains in its database any accountyeemt data described in this clause 3|.4
beyond the period permitted for the retention afhsdata under this clause, subject to
clause 3.7, this will give rise to a presumptiorcoftravention of DPP2(2) under section
13(2) of the Ordinance.
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termination, any materialefault (whether or not such default
period fell entirely within those 5 years); and

3.5.2 having thus verified from its database, d@eles soon as
reasonably practicable from its database any at¢cdata
relating to such terminated accotifft

provided that if the CRA discovers from its databaisat there has
apparently been a material default within 5 yearmediately before
account termination, the CRA shall then clarify timatter with the
credit provider as soon as reasonably practicdlble.CRA shall, in the
meantime, be under no obligation to delete thewtodata until it shall
have clarified the matter with the credit providet |

Retention of other consumer credit data

3.6

Where a CRA has collected any consumer cratht ather than account
data, it may thereafter retain such data in italoge for the following
period$*®: |

3.6.1 public record and related data under cl@u$e3, except data
relating to a declaration or discharge of bankrypttee period of
7 years from the date of the event shown in thieiaffrecord;

3.6.2 public record and related data under clause 3elating to a
declaration or discharge of bankruptcy: the pewbd years
from the relevant declaration of bankruptcy;

3.6.3 credit application data under clause 2.4@:period of 5 years
from the date of the reporting of the application;

3.6.4 credit card loss data under clause 2.4.4pénod of 5 years
from the date of report of the loss of the creditd;

2726
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If the CRA, having received instructions from tredit provider, fails to verify from its|
database as soon as reasonably practicable theg kzes not been, within 5 years
immediately before account termination, any mateigdault on the account, or, having so
verified, fails to delete the account data as ssoreasonably practicable from its database,
this will give rise to a presumption of contraventiof DPP2(1) and/or DPP2(2) under
section 13(2) of the Ordinance.

If the CRA, having discovered from its databdsa there has apparently been a matefial
default on the account within 5 years immediatedfobe account termination, fails to
clarify the matter with the credit provider as s@mreasonably practicable, this will give
rise to a presumption of contravention of DPP2¢idar section 13(2) of the Ordinance.

If a CRA retains in its database any consumeditiata described in this clause 3|6
beyond the period permitted for the retention afhsdata under this clause, subject to
clause 3.7, this will give rise to a presumptiorcoftravention of DPP2(2) under section
13(2) of the Ordinance.
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3.6.5 file activity data under clause 3.1.5: thequeof 5 years from
the date of creation of such data;

3.6.6 credit score data under clause 3.1.6: umtileand of the next
business day following the date of creation of stata;

3.6.7 general particulars of an individual: fol@sg as there are other
consumer credit data related to the individual amed in the
database of the CRA.

Retention of exempted data

3.7

For the avoidance of doubt, notwithstanding amgvision to the

contrary in the Code, in a situation where exenmptrom DPP3 under
section 62 of the Ordinance applies to certain wores credit data held
by the CRA (including, for example, such data usetb be used by the
CRA for the development of a consumer credit sgpnodel intended

to be of general application), the data may comtitmbe retained by the
CRA for so long as such exemption applies.

Use of consumer credit data by CRA

Providing of credit report

3.8

In response to the seeking of access by atquemlrider to consumer
credit data relating to an individual pursuant lause 2.9e+2-19 a |
CRA may provide to the credit provider a creditagmn the individual.

The credit report may contain any of the consumeditdata relating to
the individual permitted to be collected and retdirby the CRA,

subject to the following constraints which applyp@rticular categories
of consumer credit dat&”; |

3.8.1 credit application data under clause 2.4&qit card loss data
under clause 2.4.4 and file activity data undeus#a3.1.5:
confined to such data created for not more thaea2sy and

3.8.2 account data under clause 2.4.3 and the afimeg deriving
directly from such account data:

3.8.2.1  the credit report shall not reveal the fiiterof the
credit provider who provided such account data
the account number, unless the credit report Iseto
provided to that same credit provider;

3629

If, in the absence of any applicable exemptiolCRA uses any consumer credit dafa

otherwise than in a way permitted under clause @.8.10, this will give rise to a
presumption of contravention of DPP3 under secti®f®) of the Ordinance.
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3.8.2.2  the credit report shall not contain:

3.8.2.2.1 in relation toan—activea terminated|
account, any account repayment data
created more than 2 years beforedhe&e

of providing the credit repatcount

termination dateor

3.8.2.2.2 in relation tan account other thaa |
terminated account, any account
repayment data created more than 2 years
before theacecount—terminatiordate of
providing the credit repart

unless there has been any material default
write-off due to a bankruptcy order being mage
against the individuawithin 5 years before the
providing of the credit report, in which case, the
credit report may contain, in addition to the astdou
repayment data described in clause 3.8.2.2.1 or
3.8.2.2.2 (as the case may be), also the defatdt da
relating to such material default or material défau
and/or the outstanding balance at the time of sjch
write-off; and

3.8.2.4.8.2.3 without prejudice to the generality qf

clauses 3.8.1, 3.8.2.13.8.2.2 and 3-8:233.8.2.2
above and for the avoidance of doubt, in the cése o
the individual being a guarantor to the repayméat o
consumer credit provided to another person, the
credit report of such individual may contain, in
addition to the consumer credit data relating ® th
individual as borrower, also the account genertd da
and the remaining available credit or outstanding
balance of the guaranteed credit facility relating
that other person.

Disclosure of disputed data

3.9 If any consumer credit data provided by a ¢nedtivider to a CRA are
accompanied by an indication of the existenced$pute over the data,
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then, in subsequently disclosing such data in ditcreport, the CRA
shall also reveal in the credit report the existenicthe dispute™’. |

Other uses of consumer credit data

3.10 In addition to disclosure in a credit repantguant to clause 3.8, a CRA
may, in providing a consumer credit reference setviuse any
consumer credit data relating to an individual hielids databasé’: |

3.10.1 to provide notice and information to a credovider on a watch
list, when new data of the individual in defaulvbappeared in
the system, to assist in debt collection action;

3.10.2 to provide notice to a relevant credit pdevi and to the
Transport Department where an individual who haived
credit in relation to a motor vehicle has been shbject of
advice from the Department that it has receivecgplication
from the individual for a duplicate vehicle regadton
document;

3.10.3 to provide a report to insurers in relationnsurance cover for
property related to a consumer credit transaction;

3.10.4 for reasonable internal management purposesh as the
defence of claims and the monitoring of the qualayd
efficiency of its service; or

3.10.5 to carry out consumer credit scoring, predidhat the CRA
shall not, in carrying out such scoring, take iatcount:

3.10.5.1 in relation to areetive—account other than a
terminated accouni@any account data created moyre
than 5 years before the carrying out of the scoiing

3.10.5.2 in relation to a terminated account, atgpant data
created more than 5 vyears before account
termination.

#30 |f a CRA, in disclosing in a credit report anynsamer credit data known to be subject tcb a
dispute, fails to reveal in the credit report tReseence of such dispute, this will give rise to
a presumption of contravention of DPP2(1) undetieed 3(2) of the Ordinance.

#3l For the consequence of a CRA using any consunegiitaata in its database otherwige
than in a way permitted under clause 3.10, see B to clause 3.8 above.
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Data security and system inteqgrity safequards by CR

Measures to take in preparation for providing conser credit reference
service

3.11

On or before providing consumer credit refeeegervice to a credit
provider, a CRA shall take appropriate measuresjuding the

following, to safeguard against any improper actess mishandling
of consumer credit data held byi: |

3.11.1 enter into a formal written agreement whi ¢redit provider as
subscriber for such service, which shall specify:

3.11.1.1 the duty of both parties to comply witk tBode in
providing and in utilizing the consumer credit
reference service;

3.11.1.2 the conditions under which the credit ptev may
access consumer credit data held by the CRA;

3.11.1.3 the controls and procedures to be appilesh such
credit provider seeks access to the CRAs database;

3.11.2 establish controls to ensure that only tat@hich a subscriber
is entitled are released,;

3.11.3 train staff in relation to the Ordinance ahd Code and, in
particular, good security practice;

3.11.4 develop written guidelines, and disciplinary contractual
procedures in relation to the proper use of acaaorities by
staff, external contractors or subscribers;

3.11.5 ensure that adequate protection exists tormze, as far as
possible, the risk of unauthorized entry into ttetabdase or
interception of communications made to and fromdabase.

Measures to take in daily operations

3.12 A CRAsshall take appropriate measures indatly @perations, including

the following, to safeguard against any impropercess to or
mishandling of consumer credit data held Byt |

%22 |f a CRA, in preparation for providing a consuroezdit reference service, fails to take afy
of the measures required under clause 3.11 tosafe@gainst any improper access to or
mishandling of the consumer credit data held bthig will give rise to a presumption of
contravention of DPP4 under section 13(2) of thdimce.

#33 Jf a CRA, in its daily operations, fails to takey of the measures required under clalse
3.12 or 3.13 to safeguard against any impropersacteor mishandling of the consumer
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3.12.1 review on a regular and frequent basis d@ssword controls
which help to ensure that only authorized staff allewed
access to its database;

3.12.2 monitor and review on a regular and freqbesis usage of the
database, with a view to detecting and investigadimy unusual
or irregular patterns of access or use;

3.12.3 ensure that practices in relation to thettei and disposal of
data are secure, especially where records or d@diseso be
disposed of off-site or by external contractors;

3.12.4 maintain a log of all incidents involvingpeoven or suspected
breach of security, which includes an indicatiortteé records
affected, an explanation of the circumstances atidrataken.

Log of access etc. by credit provider

3.13 Without prejudice to the generality of claudd2 above, a CRA
shalf**: |

3.13.1 in the case of there being any suspectedratah access by a
credit provider, report such suspected abnormatsscas soon
as reasonably practicable to the senior manageohéme credit
provider and to the Commissioner;

3.13.2 maintain a log of all instances of acceststdatabase by credit
providers, which log shall include:

3.13.2.1 the identity of the credit provider segkaitcess;
3.13.2.2 the date and time of access;

3.13.2.3 the identity of the individual whose datare so
accessed;

3.13.2.4 the circumstances provided for in clauSe-29 or
2-202.9 under which the access has been made| (as
confirmed by the credit provider pursuant to clause
2.11.12.10.0; |

3.13.2.5 in the case where the access has been imdhe

credit data held by it, this will give rise to aepumption of contravention of DPP4 under
section 13(2) of the Ordinance.

#84 For the consequence of a CRA failing to take @inhe measures described in this clause
3.13, see Not84-33to clause 3.12.
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course of the review of existing consumer credit
facilities under clause 2.9.1.2, the specific nratte
matters provided for in clause 2.9.3, 2.9.4 or®(8s
confirmed by the credit provider pursuant to clause
2.11.22.10.9; and |

3.13.2.6 instances of reporting by the CRA of suotgmk
abnormal access to the senior management of & credi
provider and to the Commissioner,

and shall keep such a log for not less than 2 ydars

examination by its compliance auditor and/or by the
Commissioner, as the case may be.

Compliance audit of CRA

Compliance audit

3.14  As a recommended practice, a CRA shall congdgaging, at its
expense, an independent compliance auditor as enagfroved (or, at
the election of the Commissioner, to be nominatéy) the
Commissioner, to conduct regular compliance audlitshe way in
which the CRA provides the consumer credit refezeservice,
including the security of consumer credit data Hetfdhe CRA in its
database, and the adequacy and efficiency of tlzsunes taken by it
to comply with the requirements of the Ordinance tre Code.

The first compliance audit

3.15 The first of such compliance audits shall laeried out within 6
months from the effective date, with a view to mgvithe compliance
auditor submit its audit report to the Commissionfer his
consideration within 3 months from the commencemehtthe
compliance audit. In addition to the matters nwmd in clause 3.14,
the first compliance audit shall address, in palag the adequacy of
the data handling system of the CRA in accordaritietive provisions
of the Code.

Commissioner’s approval of report

3.16 If the Commissioner does not approve the ¢ostpliance audit report
provided to him, he may, by written notice to thRAC direct the CRA
to take such steps as may be considered necessayduring better
compliance with the requirement of the Code antiier Ordinance,
thereafter to arrange for a further compliance tatedbe carried out,
and for such further audit report to be submittethe Commissioner
for his reconsideration within such period as tlmem@issioner may
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specify.
Regular audits after Commissioner’s approval

3.17 Upon the receipt of a notice from the Comroissi under clause 3.16,
the CRA shall duly comply with the Commissionerisedtions, and
clause 3.16 shall continue to apply to the CRAIuh&# Commissioner
gives his approval to a compliance audit reportnstted. From the
date of such approval onwards, the CRA shall castito arrange for
compliance audits to be conducted at intervaleroéeding 12 months
and, in each instance, for audit reports to be igea to the
Commissioner for his consideration and/or commeuitisin 3 months
from the commencement of the compliance audit.

Data Access and Correction Request to CRA

Compliance with data access request

3.18 As arecommended practice, a CRA shall sesdsfmond promptly to a
data access request in respect of personal datébipeéd brought by an
individual who advises that he has been refuseditcley a credit
provider to whom a credit report on him has be@vipled by the CRA.
Where such an access request is made at the office CRA, the copy
of the data held shall, if practicable, be providedhwith to the
individual, or else be dispatched by mail to thdividual not later than
3 working days from the date of the request. |

Verification with credit provider

3.19 Upon receiving a request for correction of stomer credit data
provided by a credit provider, the CRA shall prolppbnsult the credit
provider. If the CRA does not receive from thedargrovider any
written confirmation or correction of the disputedta within 40 days
from the correction request, the relevant datd sipain expiry of the 40
days be deleted or otherwise amended as reqd&sted

Verification of public record data

3.20 Upon receiving a request for correction ofstoner credit data being
public record data, the CRA shall wherever prablieaverify the
accuracy of such data by checking the relevantipubtords. If no
such verification is obtained within 40 days frommetdate of the
correction request, the public record data shatinupxpiry of the 40

%% If a CRA fails to respond to a data correctionuest in accordance with clauses 3.19 or
3.20, this will give rise to a presumption of cavention of section 23 under section 13(2)
of the Ordinance.
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days be deleted or otherwise amended as requesteght where the
individual alleges any inaccuracy in the data whehot apparent on
the face of the public records, it shall in thatecde incumbent on the
individual to provide proof of such inaccuracy. |

¥ For the consequence of a CRA failing to resporaidata correction request in accordance
with this clause, see No88-35to clause 3.19.
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IV GENERAL

No effect on duty of confidentiality

4.1

For the avoidance of doubt, nothing in Pattslll of the Code affects
the application of the law of confidentiality inlagon to consumer
credit data. In particular, in a situation whareder the general law, a
credit provider or a CRA owes a duty of confidelittygo an individual
in respect of the consumer credit data relatingutch individual, none
of the provisions in Parts | to Il of the Code Kteave, or purport to
have, the effect of abrogating, limiting or othesevimodifying such
duty under the general law.
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(1)

(2)

)
(4)

SCHEDULE 1

Credit providers

an authorized institution within the meaningsettion 2 of the Banking
Ordinance (Cap. 155)

a subsidiary of an authorized institution witkihe meaning of section 2 of
the Banking Ordinance (Cap. 155) (the term “sulsidishall have the
same meaning as in section 2 of the Companies @vd@ Cap. 32)

a money lender licensed under the Money Len@ed&ance (Cap. 163)
a person whose business (whether or not treoperarries on any other

business) is that of providing finance for the asijion of goods by way
of leasing or hire-purchase
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(A)

(B)

SCHEDULE 2

Account data as described in clause 2.4.3

Account general data, being:

» identity of the credit provider;
* account number;
» capacity of the individual (whether as borroweasrguarantor);
* account opened date;
* account closed date;
» type of the facility and currency denominated;
» approved credit limit or loan amount (as appropdiat
* repayment period or terms (if any);
* account status (active, closed, write-off, etc.);
» facility maturity date (if any);
» details of any scheme of arrangement, including:
- the date of the arrangement, the number and fregueh
installments, the installment amount, etc.; and
* in the case of a hire-purchase, leasing or chargeuat, including:
— account expiry date, type of security, investigatidate,
installment amount, etc;
— particulars for the identification of the motor vehs,
equipment, vessels or the asset secured by th@eshand
notification of termination of the charge.

Account repayment data, being:

* amount last due;
» amount of repayment made during the last repopérgpd,;
* remaining available credit or outstanding balance;
» default data being:
— amount past due (if any) and number of days past du
— date of settlement of amount past due (if any)
— date of final settlement of amount in material déffaf any).
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SCHEDULE 3

Types of personal data a credit reference agency maollect
under clause 3.1.8 and the conditions (if any) subgt to which
such collection may take place
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APPENDIX |
Personal Data (Privacy) Ordinance
Schedule 1
DATA PROTECTION PRINCIPLES
1. Principle 1 - purpose and manner of collectibpeysonal data

(1) Personal data shall not be collected unless-

(a) the data are collected for a lawful purposedly related to a function or
activity of the data user who is to use the data;

(b) subject to paragraph (c), the collection ofda&a is necessary for or directly
related to that purpose; and

(c) the data are adequate but not excessive ol that purpose.

(2) Personal data shall be collected by means wdrieh
(a) lawful; and
(b) fair in the circumstances of the case.

(3) Where the person from whom personal data aegeoto be collected is the
data subject, all practicable steps shall be té@msure that-

(a) he is explicitly or implicitly informed, on dxefore collecting the data, of-
(i) whether it is obligatory or voluntary for hiro supply the data; and

(i) where it is obligatory for him to supply thata, the consequences for him if
he fails to supply the data; and

(b) he is explicitly informed-

(i) on or before collecting the data, of-

(A) the purpose (in general or specific terms)vitsich the data are to be used,
and

(B) the classes of persons to whom the data masaheferred; and

(i) on or before first use of the data for the pase for which they were
collected, of-

(A) his rights to request access to and to reghestorrection of the data, and
(B) the name and address of the individual to wlammy such request may be
made,

unless to comply with the provisions of this sulieecwould be likely to
prejudice the purpose for which the data were ctdld and that purpose is
specified in Part VIII of this Ordinance as a pwsgan relation to which
personal data are exempt from the provisions & gedtection principle 6.
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2. Principle 2 - accuracy and duration of retentbpersonal data

(2) All practicable steps shall be taken to ensiiag-

(a) personal data are accurate having regard tguangose (including any
directly related purpose) for which the personaadae or are to be used;

(b) where there are reasonable grounds for beljethiat personal data are
inaccurate having regard to the purpose (includimgdirectly related purpose)
for which the data are or are to be used-

(i) the data are not used for that purpose unledsiatil those grounds cease to
be applicable to the data, whether by the rectibceof the data or otherwise; or
(ii) the data are erased,;

(c) where it is practicable in all the circumstasoéthe case to know that-

(i) personal data disclosed on or after the appdirtay to a third party are
materially inaccurate having regard to the purpfseluding any directly
related purpose) for which the data are or arestaded by the third party; and
(if) that data were inaccurate at the time of sticlelosure, that the third party-
(A) is informed that the data are inaccurate; and

(B) is provided with such particulars as will ereihe third party to rectify the
data having regard to that purpose.

(2) Personal data shall not be kept longer thaecessary for the fulfillment of
the purpose (including any directly related purpdsewhich the data are or are
to be used.

3. Principle 3 - use of personal data

Personal data shall not, without the prescribedseonnof the data subject, be
used for any purpose other than-

(a) the purpose for which the data were to be as#tk time of the collection of
the data; or

(b) a purpose directly related to the purpose refeto in paragraph (a).

4. Principle 4 - security of personal data
All practicable steps shall be taken to ensure plasonal data (including data
in a form in which access to or processing of thiads not practicable) held by

a data user are protected against unauthorizeccatemtal access, processing,
erasure or other use having particular regard to-
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(a) the kind of data and the harm that could ragaly of those things should

occur,;

(b) the physical location where the data are stored

(c) any security measures incorporated (whetherabpmated means or

otherwise) into any equipment in which the datashoeed;

(d) any measures taken for ensuring the integriiylence and competence of
persons having access to the data, and

(e) any measures taken for ensuring the securentriasion of the data.

5. Principle 5 - information to be generally avai&a

All practicable steps shall be taken to ensuredhagrson can-

(a) ascertain a data user's policies and pradticedation to personal data;

(b) be informed of the kind of personal data hetclulata user;

(c) be informed of the main purposes for which peat data held by a data user
are or are to be used.

6. Principle 6 - access to personal data

A data subject shall be entitled to-
(a) ascertain whether a data user holds persomaladavhich he is the data
subject;
(b) request access to personal data-
(i) within a reasonable time;
(ii) at a fee, if any, that is not excessive,
(ii) in a reasonable manner; and
(iv) in a form that is intelligible;
(c) be given reasons if a request referred to ragraph (b) is refused,;
(d) object to a refusal referred to in paragraph (c
(e) request the correction of personal data;
(f) be given reasons if a request referred to nagaaph (e) is refused; and
(9) object to a refusal referred to in paragraph (f ”
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