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Tai Po Mega Mall Incident

Section 48(2) of the Personal Data (Privacy) Ordinance, Chapter 486, Laws of Hong
Kong (the Ordinance) provides that “the Privacy Commissioner for Personal Data,
Hong Kong may, after completing an investigation and if he is of the opinion that it is
in the public interest to do so, publish a report -

(@)

(b)

setting out -

0] the result of the investigation;

(i) any recommendations arising from the investigation that the
Commissioner thinks fit to make relating to the promotion of compliance
with the provisions of this Ordinance, in particular the data protection
principles, by the class of data users to which the relevant data user
belongs; and

(i) such other comments arising from the investigation as he thinks fit to

make; and

in such manner as he thinks fit.”

This investigation report is hereby published in discharge of the powers under section
48(2) of the Ordinance.

Ada CHUNG Lai-ling
Privacy Commissioner for Personal Data, Hong Kong
22 December 2020
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Investigation Report

(published under Section 48(2) of the Personal Data (Privacy) Ordinance, Chapter
486, Laws of Hong Kong)

Tai Po Mega Mall Incident

Executive Summary

Background

On 26 December 2019, there was a mass gathering at Tai Po Mega Mall and anti-riot
police officers arrived at the scene to disperse the crowds that were disrupting public
order. A reporter of the Stand News (the Reporter) covering events at the scene was
stopped, questioned and demanded to produce his Hong Kong Identity (ID) card by a
police officer (the Police Officer) while he was reporting news onsite at Tai Po Mega
Mall. During the process, the Police Officer displayed the Reporter’s ID card in front
of the Reporter’s camera, resulting in the disclosure of the personal data on the
Reporter’s ID card to the public who were watching the news live stream online (Tai
Po Mega Mall Incident). Subsequently, the Privacy Commissioner for Personal Data,
Hong Kong (the Commissioner) commenced an investigation into the Incident pursuant
to the powers conferred by sections 38(a)(i) and 38(b)(ii) of the Personal Data (Privacy)
Ordinance (Cap. 486) (the Ordinance).

Views, Findings and Contravention

The Police Officer contravened DPP 3(1)

The Commissioner considers that when the Police Officer was holding the Reporter’s
ID card, he controlled the use of the personal data (including disclosure of the data) on
the ID card. Therefore, the Police Officer was, at the material time, the data user of the



personal data on the Reporter’s ID card, and was required to comply with the Data
Protection Principles of Schedule 1 to the Ordinance and the Code of Practice on the
Identity Card Number and Other Personal ldentifiers (the Code) issued by the
Commissioner when he handled the Reporter’s ID card.

By displaying the personal data on the Reporter’s ID card in front of the Reporter’s
camera, the Police Officer’s disclosure of the personal data of the Reporter was not
consistent with or directly related to the purpose of conducting the stop-and-search
procedure to verify the Reporter’s identity in the circumstances of the case. In the
absence of the prescribed consent of the Reporter, and given that the exemption under
section 58 of the Ordinance is not applicable, such use of the personal data on the
Reporter’s ID card by the Police Officer was in contravention of Data Protection
Principle (DPP) 3(1) of Schedule 1 to the Ordinance regarding the use of personal data.
This is irrespective of whether or not the Police Officer intended to let the Reporter
confirm that the ID card belonged to him.

Recommendations

The Commissioner would like to make the following recommendations through this
report:

(1)  Thisreport serves as a reminder for frontline police officers to respect and protect
the personal data of the persons under search, including the personal data on ID
cards;

(i)  The Commissioner noted that Chapter 76-06 of the Force Procedures Manual of
the Hong Kong Police Force (the Police) neither covers DPP 3 (a data user
should only use and disclose personal data for the original purpose of collection)
nor DPP 4 (a data user should take all reasonably practicable steps to ensure the
personal data held by the data user is protected against unauthorised or accidental
access or use). The Commissioner recommends the Police to consider revising
the Force Procedures Manual to include DPP 3 and DPP 4, thereby ensuring that
police officers are aware of and will comply with the relevant requirements;

(iii) The Police is recommended to conduct risk assessments on the actual
circumstances of frontline police officers who carry out stop-and-search duties,
S0 as to devise clear policies and guidelines to protect the personal data privacy
of the persons under search; and



(iv) The Commissioner encourages the Police to continue to strengthen its training
and establish a culture of respect for personal data privacy, with a view to further
enhancing the professional image and service quality of the Police.



l. Introduction

Background

1. On 26 December 2019, a reporter of the Stand News (the Reporter) was
demanded to produce his Hong Kong ldentity (ID) card by a police officer
(the Police Officer) while he was reporting news onsite at Tai Po Mega Mall.
During the process, the Police Officer displayed the Reporter’s ID card in
front of the Reporter’s camera, resulting in the disclosure of the personal data
on the Reporter’s ID card to the public who were watching the news live
stream online (Tai Po Mega Mall Incident). On 6 January 2020, the Reporter
lodged a complaint with the Commissioner against the Police Officer for
displaying his ID card in front of his camera.

2. The Commissioner pursuant to sections 38(a)(i) and 38(b)(ii) of the
Ordinance (see paragraph 6 below) commenced an investigation in relation
to the Tai Po Mega Mall Incident.

3. The focus of the Commissioner’s investigation is on the Police Officer’s act
of displaying the Reporter’s ID card. The procedures of the Police Officer
demanding the Reporter to produce his ID card, the conflict happened before
the Police Officer obtained the Reporter’s ID card, and other behaviours of
the Police Officer on the day of the incident are outside of the scope of this
investigation. This investigation aims to ascertain the facts of the Tai Po
Mega Mall Incident, including how the Tai Po Mega Mall Incident happened,
acts of the Reporter and the Police Officer at the material time, how the Police
Officer displayed the Reporter’s ID card in front of the camera, how personal
data on the ID card was disclosed to the public, and why the Police Officer
displayed the ID card in front of the camera in the course of checking.

4, The comments made in this investigation report is confined to the application
of the Ordinance in the incident, and whether the acts related to personal data
are in compliance with the requirements under the Ordinance. The
investigation in this report does not cover issues on the exercise of police
power, which are not within the jurisdiction of the Ordinance.



Il. Statutory Powers
Powers of Investigations of the Commissioner

5. The powers of the Commissioner are conferred by the Ordinance. According
to section 8(1) of the Ordinance, the Commissioner shall monitor and
supervise compliance with the provisions of the Ordinance, and promote
awareness and understanding of, and compliance with, the provisions of the
Ordinance.

6. Section 38 of the Ordinance authorises the Commissioner to conduct
investigations under the following circumstances:

Q) Where the Commissioner receives a complaint from the affected data
subject or his representative, the Commissioner shall, in accordance
with section 38(a)(i) and subject to section 39, carry out an
investigation in relation to the relevant data user to ascertain whether
the act or practice specified in the complaint is a contravention of a
requirement under the Ordinance; or

(i)  Where the Commissioner has reasonable grounds to believe that an
act or practice relates to personal data has been done or is being done
by a data user, which may be a contravention of a requirement under
the Ordinance, the Commissioner may, in accordance with section
38(b)(ii), carry out an investigation in relation to the relevant data user
to ascertain whether the act or practice is a contravention of a
requirement under the Ordinance.

7. After initiating an investigation, the Commissioner may, in accordance with
section 43(1)(a) of the Ordinance, for the purposes of the investigation be
furnished with any information, document or thing, from such persons, and
make such inquiries, as she thinks fit.

8. Section 50B of the Ordinance stipulates the legal consequences of obstructing
the Commissioner in exercising the aforementioned powers. According to
this provision, a person commits an offence and is liable on conviction to a
fine and to imprisonment if the person:



Q) without lawful excuse, obstructs, hinders or resists the Commissioner
or an officer in performing the functions or exercising the powers
under Part 7 of the Ordinance;

(i) without lawful excuse, fails to comply with any lawful requirement
of the Commissioner or an officer under Part 7; or

(iii)  in the course of the performance or exercise by the Commissioner or
an officer of functions or powers under Part 7, makes to the
Commissioner or the officer a statement which the person knows to
be false or does not believe to be true, or otherwise knowingly
misleads the Commissioner or the officer.

Section 48(2) of the Ordinance stipulates that the Commissioner may, after
completing an investigation and if she is of the opinion that it is in the public
Interest to do so, publish a report setting out the result of the investigation,
and any recommendations or other comments arising from the investigation
as she thinks fit to make.



I1l. Source of Information

Live stream footage

10.

In the afternoon of 26 December 2019, the Stand News broadcasted the Tai
Po Mega Mall Incident live via social media. Later that day, the Stand News
removed the relevant live stream footage from their social media page and
replaced it by a modified version where the image of the Reporter’s ID card
was blurred. As at the date of this report, that footage can still be viewed on
the social media page of the Stand News?.

Information provided by the Hong Kong Police Force

11.

The Hong Kong Police Force (the Police) cooperated with the PCPD in the
investigation to provide information relevant to the case and explain the
course of events, and stated that the PCPD could make reference to the
relevant live stream footage. Besides, the Police Officer also provided
information to the PCPD.

Complaint lodged by the Reporter

12.

The Reporter also lodged a complaint with the PCPD after the Commissioner
had commenced the self-initiated investigation. The Reporter submitted a
complaint form to the PCPD describing the course of events. The PCPD
officer met with the Reporter. The Reporter stated that the facts related to the
case were shown in the live stream footage, and he had nothing to add.

1 https://www.facebook.com/standnewshk/videos/2832612790095276/



Public information from related organisations

13.

The Commissioner noted the following information:

0] Information from the press conference conducted by the Police on 27
December 2019;

(i) The joint statement issued by the Hong Kong Journalists Association
and the Hong Kong Press Photographers Association on the relevant
incident; and

(iii)  Press releases and news issued by the Government on the website of
the Information Services Department. (news.gov.hk)

Undisputed facts

14.

15.

The Commissioner noted in the public statement made by the Police after the
Tai Po Mega Mall Incident that, the Police did not deny that the Police Officer
had stopped and searched the Reporter to check his ID card. The Police also
did not question about the authenticity of the live stream footage of the
Incident published by the Stand News on social media.

Both the Police and the Reporter stated that, regarding the circumstances of
case, the PCPD could refer to the relevant live stream footage. The
Commissioner considers that there is no factual dispute between the two
parties over the course of events. In this regard, the Commissioner considers
that it is reasonable to consolidate the facts of the case based on the contents
of the relevant live stream footage.



1VV. Facts and Circumstances Relevant to the Incident

16. At about 2 pm on 26 December 2019, the Stand News live-streamed the
gathering of crowds in the Tai Po Mega Mall through the social media
Facebook. It could be seen in the live stream footage that when reporting
news onsite, the Reporter clashed with the anti-riot police officers on duty in
the Tai Po Mega Mall. Among the police officers, there was a masked police
officer dressed in black (i.e. the Police Officer) and he demanded the Reporter
to furnish his identification document. During the process of checking the
Reporter’s ID card, the Police Officer held the ID card in front of the camera
for about 40 seconds. The Reporter’s Chinese and English names, photo, ID
card number, and date of birth on the ID card could be seen in the live stream
footage.

17.  The Stand News later removed the live stream footage from their Facebook
page, and replaced the footage by a modified version. According to the Stand
News, apart from blurring the information on the Reporter’s ID card, there
was no deletion or edit to the footage?. The footage lasts for about 1 hour and
includes the live narration by the Reporter.

1248 9

STANDNEWS

(Source: screen captured from the modified version)

2 The Stand News stated on its Facebook page: “The Stand News removed the relevant live stream footage from
Facebook and re-uploaded this modified version. No cuts and edits were made except for blurring 1D card
information. However, the Stand News would like to apologise for not being able to retain the readers’ comments
under the original live stream post.”



Facts and particulars of the Incident

18.

19.

20.

Shortly after the live-streaming started, the Reporter covered the scene in the
Tai Po Mega Mall, and it showed the crowds in the Mall and some shops
were closed successively amid the slogans chanted by the crowds. Later,
some people entered individual shop to cause disturbance and the situation
became chaotic.

Anti-riot police officers appeared in the middle of the footage, they were
dispersing the crowds that were disrupting public order at the scene. Some
people in the crowds were emotional and provocative to the police officers.
Subsequently, the Reporter pointed the camera towards a masked police
officer dressed in black holding a baton. The Reporter said, “You see these
police officers have no warrant cards. You can’t tell who they are. No
identification at all.” Several police officers then shouted at the Reporter,
“You’re obstructing police’s work!” The Reporter refuted that it was the
police officers who had approached him first. Some police officers
demanded to conduct a stop and search on the Reporter and requested him to
present his ID card, while some police officers warned the Reporter to leave
the scene. The Reporter queried why should he, as a news reporter, have to
leave the scene.

Before presenting his ID card, the Reporter had an intense argument with the
police officers at the scene. Below are their conversations (the footage
involving the display of the Reporter’s ID card lasts for about 40 seconds and
the conversations are originally in Cantonese. At the material time, apart
from the Police Officer who was responsible for checking the Reporter’s ID
card, there were other police officers nearby):

Conversations

Another police
officer A :

Just going to verify your identity, give me your ID card, OK.
Understand?

The Reporter :

Are you also from the NT North Crime Headquarters?

Another police
officer B :

Yes!

10




The Reporter :

What, just say your team. Are you afraid?

Another police
officer B :

Why would | be afraid?

The Reporter :

Did I not believe that you are from the Crime NT North

Headquarters? It was just a question, why are you so agitated?

Be calm. The press card is legitimate.

Another police
officer B :

It’s you who are not calm. It is you who are provoking.

The Reporter :

| am provoking? You asked me questions. | am provoking?

Another police
officer C :

Don’t argue anymore.

Another police
officer D :

You may watch your camera.

The Reporter :

It’s for recording, not for watching.

Another police
officer B :

Remember to record!

The Reporter :

What...to record? Say clearly!

Another police
officer E :

To record!

The Reporter :

To record. You said to record? | intended to stop recording.
You asked me to record, | will record. Don’t point anymore.

Another police
officer C :

If you don’t cooperate, I’ll arrest you. Last warning.

The Reporter :

How am I uncooperative? | did what you said. How am |
uncooperative?

The Police
Officer :

Are you a reporter?

(the footage showed that the police officer showed the
reporter’s card to the camera)
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The Reporter :

I’m a reporter. Don’t show it before the camera. Everyone
will know me.

The Police
Officer :

I don’t know you.

Another police
officer F :

OK, this isn’t the first day I know you.

The Reporter :

OK, you ask your colleagues to calm down.

Another police
officer F :

You calm down, and my colleagues will calm down.

The Reporter :

Are you sure?

Another police
officer F :

Yes, sure. OK?

The Reporter :

I’m silent now. I hope your colleagues will be silent.

Another police
officer C :

You spoke more than us. You said you will cooperate, then
cooperate!

The Reporter :

I let you speak more and then | speak. You speak, keep
speaking.

The Police
Officer :

Mr XXX3

(the video showed that the police officer started showing the
reporter’s ID card to the camera)

The Reporter :

Hey, you are displaying my ID card! You violated the
Personal Data Ordinance. Do you know the law? Personal
data privacy.

Another police
officer F :

Mr, Mr.

The Reporter :

Did he violate the privacy ordinance?

Another police
officer F :

It is your camera that recorded it.

3 The Police Officer read out the Reporter’s Chinese full name. The name was omitted from this report.
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The Reporter :

You displayed it in front of my camera. You did it on purpose.
You did it on purpose. You did it on purpose.

The Reporter :

Does your FMLC* assist us?

Another police
officer F :

| have explained very clearly. | am also a member of FMLC.
| already explained to you. You chose to turn on the camera.

The Reporter :

Your colleague displayed it to my side. Do you think that the
court will accept this?

Some police
officers :

Don’t speak anymore.
You are recording.

You turned it on. You turned it on.

The Reporter :

You are filming my ID card. You are filming my ID card.
You are filming me.

The Police
Officer :

The camera is yours. Mine hasn’t recorded.

The Reporter :

You tell the judge in court! You tell the judge! You tell the
judge! You tell the judge!

Another police
officer G :

Thank you.

The Reporter :

The ID card is being held by him, sir.

Another police
officer F :

Be calm, OK.

The Reporter :

You ask your colleagues to comply with the law, OK? He
violated the Personal Data (Privacy) Ordinance!

Another police
officer F :

If you think it is a problem, you ask him yourself.

The camera is yours. It’s you who turned on the camera, now
you complain that you are being recorded.

Yes, the explanation is very clear.

4 Force Media Liaison Cadre

13




The Reporter :

It is you who showed the ID card.

The Police
Officer :

The camera is yours. It is you who turned on the camera. You
said you are being recorded.

The Reporter :

He showed my ID card in front of my camera.

Another police
officer F :

OK, go. OK, go. OK, go. OK, go.

Another police
officer F :

| repeat, it is you who chose to record.

The Police’s Explanation of the Tai Po Mega Mall Incident

21.

22.

23.

In response to the PCPD’s enquiries, the Police stated that it learnt from the
Internet that someone had called for protests involving potential violent acts
at the shopping arcades in Tai Po district on 26 December 2019 (i.e. the day
of the Tai Po Mega Mall Incident), and therefore the Police sent police
officers on guard at the Tai Po Mega Mall to prevent protesters from
committing illegal acts. At about 2:30 pm on that day, around 60 rioters
gathered outside a restaurant inside the Mall and requested for entry but was
refused by the staff. The rioters then entered the restaurant through the side
entrance and caused disturbance recklessly. Then, the police started to arrest
some persons in the Mall. As there were a large number of reporters and self-
claimed reporters wearing yellow vests on the site obstructing police
operations, the police officers asked the reporters to step back and stop
charging the cordon lines.

According to the Police, the Reporter appeared agitated, refused to step back,
obstructed the police’s operation, and made provocative remarks to the police
officers many times, so the police officers warned him that he might have
committed the offence of “obstructing a police officer in the execution of
duty”. The police officers considered that it was necessary to stop and search
the Reporter in order to ascertain his identity. The stop-and-search event
happened at around 2:33 to 2:40 pm.

The Police also pointed out that from the live-streaming footage, when police
officers indicated that they needed to stop and search the Reporter, the

14




24.

25.

26.

217.

Reporter agreed to produce his identification document by saying, “I’ll
cooperate”, “stop-and-search then”, “let me put down the equipment first”.
During the stop-and-search, when the Police Officer got the Reporter’s press
card and ID card, he showed the two cards to the Reporter, so that the
Reporter could confirm that he was the card owner. The Reporter had not
objected to the display of the cards to him. The Reporter was the only person
who owned and controlled the camera throughout the process. He was the
person who chose to disclose his personal data through the live-streaming at
the scene. If he disagrees to disclose his ID card in the footage, he should
have had stopped his act of live-streaming.

The Reporter had once expressed that he intended to stop live-streaming, but
he later decided to continue the live-streaming. The Police considered that
the acts of the Reporter at the material time suggested that he was aware of
and implicitly consented to the live-streaming of the whole stop-and-search
process through his camera. Moreover, the Police stated that while the
footage containing the Reporter’s ID card image was still publicly available
on the Internet through the Stand News’ social media page, the footage should
have been deleted from the social media if the Reporter did not consent to the
disclosure of his ID card image.

The Police confirmed that half an hour after the stop-and-search, the Police
Officer recorded the details on his police notebook. The Police provided the
PCPD with the relevant records in the notebook, which included the process
of the stop-and-search, the name, date of birth, ID card number and press card
number of the Reporter.

The Police stated that the Reporter’s information recorded in the police
notebook was the only record of “personal data” “in a form in which access
to or processing of the data is practicable” as stipulated under section 2 of the
Ordinance. As regards the live stream footage, the Police considered that the
Police Officer was not the owner of the footage and could not control and
process it. Therefore, the Police Officer was not the data user of the footage.

In the course of the investigation, the PCPD had requested the Police to
explain the purpose of the Police Officer in displaying the Reporter’s ID card
in front of the camera, and whether it was necessary to display the Reporter’s
ID card in front of the camera for the purpose of conducting stop-and-search.
The Police stated that during the stop-and-search, the Police Officer showed
the press card and ID card to the Reporter, so that the Reporter could confirm

15



that he was the owner of the cards. Although the Police agree that the Police
Officer’s act in displaying the Reporter’s ID card might be inappropriate, the
Reporter, as the data user of the live-streaming footage, had chosen to
disclose his own personal data through the live-streaming at the scene.

The Police “Rebuked” the Police Officer

28.

29.

30.

On 22 January 2020, when attending the Tsuen Wan District Council
Meeting, the Commissioner of Police stated that the police officers involved

in the incidents of displaying reporters’ ID cards in front of cameras had been
“rebuked™.

On 2 March 2020, after visiting the quarantine centre at Chun Yeung Estate,
the Commissioner of Police told the press that among 21 cases relating to
accusation of improper conduct of police officers, there were cases where
“colleagues had displayed others’ ID cards in front of cameras”. The
Commissioner of Police stated that all the police officers involved in these
21 cases had been “rebuked’s.

On 26 March 2020, in a media interview, the Commissioner of Police said,
“Some colleagues were too engaged in their work, they might have displayed
others’ ID cards in front of cameras. Regarding such wrongdoings or
inappropriate acts, we have to immediately tell our colleagues that they are

wrong and have to stop them first”’.

Working Guidelines Provided to Frontline Officers by the Police

31.

According to the Police, police officers carry out numerous stop-and-search
duties daily. Chapter 76 “Personal Data (Privacy) Ordinance and Code on
Access to Information” of the Force Procedures Manual, provides police
officers with working guidelines on collection of personal data. The Police
provided the text of Chapter 76-06 of the Force Procedures Manual to the
PCPD, which mentioned “personal data shall be collected in a lawful and

S https://www.youtube.com/watch?v=TYeuvn7Htfg
€ https://www.youtube.com/watch?v=0M9cXePrNy4&t=1172s

" Interview of the Commissioner of Police by Hong Kong Open TV
(https://www.youtube.com/watch?v=Q0L_yvKeMWw)
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32.

fair manner for a legitimate purpose directly related to a police function. The
data subject will be informed of the purpose of collection and the extent of
such collection should be adequate but not excessive”.

The Police considered the Tai Po Mega Mall Incident as an isolated case, and
the relevant footages might cause the public misconception that the Police
Officer had intentionally displayed an individual’s ID card outwards.
According to the Police, the Police Officer had been rebuked and reminded
to be careful when handling personal data.

17



V. Legal Issues and Regulatory Framework

Personal Data

33. “Personal data”, as defined in section 2(1) of the Ordinance, means “any data

(a) relating directly or indirectly to a living individual;

(b) from which itis practicable for the identity of the individual to be directly
or indirectly ascertained; and

(c) inaform in which access to or processing of the data is practicable.”

Data Subject

34. “Data subject”, in relation to personal data, means the individual who is the
subject of the data, as defined in section 2(1) of the Ordinance.

Data User

35.  The Ordinance, including the DPP, aims to regulate the acts and practices of
a data user being, as defined in section 2(1) of the Ordinance, “a person who,
either alone or jointly or in common with other persons, controls the
collection, holding, processing or use of the data”.

Data Use

36. DPP 3 of Schedule 1 to the Ordinance (Data Use) provides as follows:

“(1) Personal data shall not, without the prescribed consent of the data
subject, be used for a new purpose.

(4) Inthis section——
new purpose (#74#%), in relation to the use of personal data, means
any purpose other than—

18



(@) the purpose for which the data was to be used at the time of the
collection of the data; or
(b) apurpose directly related to the purpose referred to in

paragraph (a).”

37. “Use”, in relation to personal data, includes disclose or transfer the data, as
defined in section 2(1) of the Ordinance.

38. According to section 2(3) of the Ordinance, “prescribed consent” stated
above:

“(a) means the express consent of the person given voluntarily;

(b) does not include any consent which has been withdrawn by notice in
writing served on the person to whom the consent has been given (but
without prejudice to so much of that act that has been done pursuant
to the consent at any time before the notice is so served).”

Related exemption provision

39. Section 58 of the Ordinance provides:

“(1) Personal data held for the purposes of—
(a) the prevention or detection of crime;
(b) the apprehension, prosecution or detention of offenders;
(d) the prevention, preclusion or remedying (including punishment)
of unlawful or seriously improper conduct, or dishonesty or
malpractice, by persons;

(2) Personal data is exempt from the provisions of data protection
principle 3 in any case in which—

(@) the use of the data is for any of the purposes referred to in
subsection (1) (and whether or not the data is held for any of
those purposes); and

(b) the application of those provisions in relation to such use would
be likely to prejudice any of the matters referred to in that
subsection,

and in any proceedings against any person for a contravention of any
of those provisions it shall be a defence to show that he had reasonable
grounds for believing that failure to so use the data would have been
likely to prejudice any of those matters. ”

19



The Code

40.

41.

In 2016, the Commissioner issued the first revision of the Code pursuant to
section 12 of the Ordinance to provide guidance in relation to collection, use
and processing of ID card numbers. A breach of the Code is not of itself a
contravention of a requirement under the Ordinance, but will give rise to a
presumption against the data user in any legal proceedings under section 13
of the Ordinance.

Under paragraph 2.6 of the Code (See Appendix A), subject to any applicable
exemption from DPP 3 in Schedule 1 to the Ordinance, a data user who has
collected the ID card number of an individual should not use it for any
purpose except the purposes stated in the paragraph.

The Police’s Power to Stop, Detain and Search

42.

The Court of Appeal of the High Court made the following interpretation in
respect of the “Power to stop, detain and search” under section 54 of the
Police Force Ordinance (Cap. 232) (See Appendix C) in an appeal case
(Wong Tze Yam v Commissioner of Police [2011] 1 HKLRD 161) (See
Appendix B) (extract from the authorised law reports):

0] Sections 54(1) and 54(2) of the Police Force Ordinance clearly
provide that under certain specific conditions, a police officer has
the power to stop any person and demand that he produces proof of
his identity. It is obvious that the restriction imposed by section 54
of the Police Force Ordinance has reasonable connection with and is
proportionate to the objective of crime prevention and detection
(quoting R v Sin Yau Ming [1992] 1 HKCLR 127). Privacy right is
not an absolute right and it can be subject to lawful restriction.

(i) Stopping and searching a member of the public and recording his
name, date of birth and other data of his ID card on the police
notebook do not contravene Article 39 of the Basic Law or section
14 of Hong Kong Bill of Rights Ordinance because the restriction is

20



(iii)

(iv)

reasonable and proportionate. The practices also comply with the
requirements of the Ordinance.

It is lawful for a police officer to record the personal data of the
person being searched on police notebook. This is a lawful extension
of the power to stop conferred by section 54 of the Police Force
Ordinance. Recording such data in police notebook will only cause
trivial intrusion to the plaintiff’s private life and is proportionate to
the objective of crime prevention and detection.

Lastly, the police officer’s act of stopping the plaintiff and recording
his ID card data was “according to the law”.
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V1. Views, Findings and Contravention

Information on the ID Card constituted Personal Data

43.

44,

Pursuant to section 2 of the Ordinance (see paragraph 33 above), “personal
data” means data from which it is practicable for the identity of an individual
to be directly or indirectly ascertained, and “personal data” should be in a
form which can be accessed to or processed.

The Reporter’s ID card contained the Reporter’s Chinese and English name,
Chinese commercial code, date of birth, ID number, date of issuance, and his
photo®. The Reporter could be identified from the information on the ID card
and the ID card by itself could be accessed to or processed. Hence, the
information on the Reporter’s ID card constituted “personal data” as
stipulated under section 2 of the Ordinance.

The Police Officer is the Data User

45.

46.

47.

Police officers are authorised to demand the person under search to produce
proof of his identity for inspection (the legal provisions authorising police
officers to inspect identity documents are set out in Appendix C).

The Police stated that the Reporter’s information recorded by the Police
Officer in the police notebook was the only record of “personal data” “in a
form in which access to or processing of the data is practicable” as stipulated
under section 2 of the Ordinance. As regards the live stream footage, the
Police considered that the Police Officer was not the owner of the footage
and could not control and process it, and thus the Police Officer was not the
data user of the footage (see paragraph 26 above).

The Commissioner agrees that the Police Officer was not the owner of the
footage and could not control and process it. However, the Commissioner
considers that, apart from the footage and the Reporter’s information
recorded in the police notebook which were “personal data” as they could be
accessed to or processed, the Reporter’s ID card by itself could also be

8 Contents of Forms of Identity Card, Schedule 1 of the Registration of Persons Regulations
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48.

accessed to or processed, and therefore the information contained on the ID
card constituted “personal data” of the Reporter.

The Commissioner considers that when the Police Officer was holding the
Reporter’s ID card, he controlled the use of the personal data (including
disclosure of the data) on the ID card. Therefore the Police Officer was, at
the material time, the data user of the personal data on the Reporter’s ID card,
and was required to comply with the Data Protection Principles under
Schedule 1 of the Ordinance and the Code issued by the Commissioner when
he handled the Reporter’s ID card. Hence, upon receiving the Reporter’s ID
card, the Police Officer had to use and process the personal data on the
Reporter’s ID card in accordance with the relevant requirements under the
Ordinance even before he recorded such information. This is notwithstanding
whether the Reporter was video recording or live streaming the activities at
the scene.

The Police Officer Contravened DPP 3(1)

49.

The Police pointed out that the Police Officer demanded the Reporter to show
his ID card in order to verify his identity. According to DPP 3(1), the Police
Officer was only entitled to use the Reporter’s ID card for the purpose of
identity verification, unless he had obtained the prescribed consent (i.e.
express and voluntary consent) of the Reporter or invoked the exemption
provisions under the Ordinance whereby he could use the personal data on
the Reporter’s ID card for a new purpose.

(i) The purpose of displaying the data on the ID card in front of the camera by the

50.

Police Officer is a new purpose

The Commissioner noticed that in the live stream footage, the Reporter
repeatedly expressed that he did not consent to the Police Officer displaying
his ID card in front of the camera. Pursuant to DPP 3(1), if the Police Officer
had not obtained the Reporter’s prescribed consent, he could not use the
personal data on the Reporter’s ID card for a new purpose. “Use” in this
context includes disclosure of the personal data. Therefore, the
Commissioner has to consider whether the Police Officer’s purpose of
displaying the Reporter’s ID card in front of the camera was consistent with
the purpose of demanding the Reporter to produce his ID card. If not, then
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o1.

52,

53.

54,

the Commissioner has to further consider whether the Police Officer had
obtained the Reporter’s “prescribed consent” to display his ID card in front
of the camera.

According to the Police, the purpose of demanding the Reporter to produce
his ID card was to verify his identity. In accordance with DPP 3(1), the Police
Officer was only entitled to use the Reporter’s ID card for identity
verification. To achieve this purpose, the Police Officer could simply take the
ID card and verify the relevant information by facing the ID card towards
himself.

The Police had explained that the purpose of displaying the ID card outwards
was to let the Reporter to confirm whether the ID card belonged to him. The
Commissioner considers that even if the Police Officer suspected that the ID
card belonged to someone else, the Police Officer could read out the name on
the ID card to ask for the Reporter’s confirmation, and it was not necessary
for the Police Officer to display the ID card in front of the camera.

The Police also pointed out that it was the Reporter who did not stop his
recording during the stop-and-search, resulting in the accidental leakage of
the personal data on the Reporter’s ID card to the public who were watching
the news live stream (see paragraph 23 above).

The Commissioner understands that the situation at the scene was chaotic.
However, according to the relevant footage, the Reporter was carrying video
recording equipment and the Police Officer had displayed the Reporter’s ID
card in front of the camera for as long as about 40 seconds. Based on the
objective evidence, the Police Officer’s purpose of displaying the Reporter’s
ID card in front of the camera was a new purpose unrelated to the purpose of
identity verification, and the personal data on the ID card was not accidentally
leaked to the public.

(i1) The Police Officer had not obtained the Reporter’s “prescribed consent”

55.

Under Section 2(3) of the Ordinance, prescribed consent means express and
voluntary consent. The prescribed consent should be sufficiently clear and
specific to cover the relevant disclosure. “Acquiescence” or “implicit
consent” cannot be “prescribed consent”.
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56.

57,

58.

According to the relevant footage, the Reporter had objected to the Police
Officer displaying his ID card in front of the camera at the material time. The
Police stated that if the Reporter disagreed to disclose his ID card in the
footage, he should have had stopped his recording; or deleted the online
footage showing his ID card.

The Commissioner considers the fact that the Reporter did not stop recording
cannot amount to a “prescribed consent” given by the Reporter to the Police
Officer to use his personal data for a new purpose unrelated to the purpose of
identity verification, namely, displaying the Reporter’s ID card in front of the
camera.

To summarise, the Commissioner considers that the Police Officer used the
personal data on the Reporter’s ID card for a new purpose unrelated to the
stop-and-search and identity verification, namely, displaying the data on the
ID card in front of the camera without obtaining the Reporter’s prescribed
consent.

(i) The exemption provisions in section 58 of the Ordinance do not apply

59.

60.

The Commissioner considers that in the event that the Police Officer had
reasonable grounds to suspect the Reporter had committed a crime, section
58 of Part 8 of the Ordinance could apply to exempt the Police Officer from
the provisions of DPP 3 under specified circumstances. The prerequisites for
invoking these exemption provisions are: (i) the new purpose of disclosing
the personal data is for the prevention or detection of crime, or the
apprehension, prosecution or detention of offenders; and (ii) the failure to
disclose the personal data would be likely to prejudice the aforesaid purpose
of prevention or detection of crime, etc. Apparently, the exemption
provisions can be used as a statutory defence; and the exemption is provided
to protect public interest.

As to how data users may “establish” the basis of their reasonable grounds,
the Commissioner points out that the Honourable Mr Justice Poon, the then
Deputy Judge of the Court of First Instance of the High Court, ruled in the
case of Cinepoly Records Co Ltd v Hong Kong Broadband Network Ltd
[2006] 1 HKLRD 255 that anyone who attempts to invoke the exemption
provision of section 58 could not only make bare allegations, but must be
supported by cogent evidence to establish that the prerequisites for invoking
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the exemption provision have been met®. Therefore, important consideration
should be given to whether personal data is disclosed, the degree of disclosure
in the end, and whether such disclosure is really necessary for achieving the
relevant purposes in relation to law enforcement?©,

61. In the present case, the Police explained that the Reporter’s personal data was
recorded by the Police Officer as the latter considered that the Reporter might
have committed the offence of “obstructing a police officer in the execution
of duty”. Hence, the Police Officer had to stop and search the Reporter to
verify his identity and recorded the Reporter’s personal data for the purpose
of prevention and detection of crime. However, the Police Officer could have
achieved the said purpose by taking the ID card and verifying the relevant
information by facing the ID card towards himself. The Commissioner is
unable to find sufficient and strong evidence to support the argument that if
the Police Officer did not display the Reporter’s ID card in front of the
camera, it would likely prejudice the purpose of prevention or detection of
crime. The Commissioner considers that displaying the Reporter’s ID card
by the Police Officer in front of the camera is neither proportionate nor
directly related to the purpose of prevention or detection of crime. Therefore,
the exemption provisions in section 58 of the Ordinance do not apply.

Conclusion

62. In conclusion, when the Police Officer was holding the Reporter’s ID card,
he controlled the use of the personal data (including disclosure of the data)
on the ID card. Therefore, the Police Officer was, at the material time, the
data user of the personal data on the Reporter’s ID card. By displaying the
personal data on the Reporter’s ID card in front of the Reporter’s camera, the
Police Officer’s disclosure of the personal data of the Reporter was not
consistent with or directly related to the purpose of conducting the stop-and-
search procedure to verify the Reporter’s identity in the circumstances of the
case. Inthe absence of the prescribed consent of the Reporter, and given that
the exemption under section 58 of the Ordinance is not applicable, such use
of the personal data on the Reporter’s ID card by the Police Officer was in
contravention of DPP 3(1) of Schedule 1 to the Ordinance regarding the use
of personal data. This is irrespective of whether or not the Police Officer
intended to let the Reporter confirm that the 1D card belonged to him.

9 See paragraph 37, 38, 39 and 42.
10 QOriental Press Group Ltd v Inmediahk.net Ltd [2012] 2 HKLRD 1004 (CFI), paragraph 84.
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Recommendations

63.

64.

Section 48(2) of the Ordinance stipulates that the Commissioner may, after
completing an investigation and if she is of the opinion that it is in the public
interest to do so, publish a report setting out the result of the investigation,
and any recommendations or other comments arising from the investigation
as she thinks fit to make.

The Commissioner would like to make the following recommendations in
this report:

(i)

(i)

(iii)

(iv)

This report serves as a reminder for frontline police officers to respect
and protect the personal data of the persons under search, including
the personal data on ID cards;

The Commissioner noted that Chapter 76-06 of the Force Procedures
Manual of the Police neither covers DPP 3 (a data user should only
use and disclose personal data for the original purpose of collection)
nor DPP 4 (a data user should take all reasonably practicable steps to
ensure the personal data held by the data user is protected against
unauthorised or accidental access or use). The Commissioner
recommends the Police to consider revising the Force Procedures
Manual to include DPP 3 and DPP 4, thereby ensuring that police
officers are aware of and will comply with the relevant requirements;

The Police is recommended to conduct risk assessments on the actual
circumstances of frontline police officers who carry out stop-and-
search duties, so as to devise clear policies and guidelines to protect
the personal data privacy of the persons under search; and

The Commissioner encourages the Police to continue to strengthen its
training and establish a culture of respect for personal data privacy,

with a view to further enhancing the professional image and service
quality of the Police.

—The End —
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Appendix A

BRBAEHLEBEERE

Privacy Commissioner
for Personal Data, Hong Kong

Personal Data (Privacy) Ordinance

CODE OF PRACTICE ON

THE IDENTITY CARD NUMBER
AND OTHER

PERSONAL IDENTIFIERS

April 2016 (First Revision)




I1. THE HKID CARD NUMBER

The following paragraphs seek to give practical effect to the Personal Data
Collection Limitation Principle (Data Protection Principle 1):

2.1

2.2

2.3

Unless authorised by law, no data user may compulsorily require an individual to furnish his
HKID Card number.

Without prejudice to the generality of paragraphs 2.1 and 2.3, before a data user seeks to
collect from an individual his HKID Card number, the data user should consider whether there
may be any less privacy-intrusive alternatives to the collection of such number, and should
wherever practicable give the individual the option to choose any such alternative in lieu of
providing his HKID Card number. Such alternatives may include but are not limited to the
following:

2.2.1 the identification of the individual by another personal identifier of his choice;

Note: A common example would be the furnishing of the individual’s passport
number.

222 the furnishing of security by the individual to safeguard against potential loss by the
data user;

Note: A common example would be the furnishing of a deposit for bicycle hire.
or
223 the identification of the individual by someone known to the data user.

Note: A common example would be the identification of a visitor to a building by
the tenant in the building whom he visits.

A data user should not collect the HKID Card number of an individual except in the following
situations:

2.3.1 pursuant to a statutory provision which confers on the data user the power or
imposes on the data user the obligation to require the furnishing of or to collect the
HKID Card number;

Note 1: For an example of a statutory power to require the furnishing of HKID Card
number, section 5 of the Registration of Persons Ordinance (Cap. 177)
confers on a public officer the power to require any registered person in all
dealings with the Government to furnish his HKID Card number and, so far
as he is able, the HKID Card number of any other person whose particulars
he is required by law to furnish.

Note 2: For an example of a statutory obligation to collect a HKID Card number,
section 17K of the Immigration Ordinance (Cap. 115) provides:



“(1) Every employer shall keep at the place of employment of each of his
employees a record of:-

(a) the full name of the employee as shown in his identity card or other
document by virtue of which he is lawfully employable; and

(b) the type of document held by the employee by virtue of which he is
lawfully employable, and the number of that document.”

2.3.2 where the use of the HKID Card number by the data user is necessary:

2.3.2.1 for any of the purposes mentioned in section 57(1) of the Ordinance
(safeguarding security, defence or international relations in respect of
Hong Kong);

2.3.2.2  for any of the purposes mentioned in section 58(1) of the Ordinance
(the prevention or detection of crime, the apprehension, prosecution or
detention of offenders, the assessment or collection of any tax or duty,
etc.); or

2.3.2.3 for the exercise of a judicial or quasi-judicial function by the data user;

Note: An example of the exercise of a quasi-judicial function would be the
Administrative Appeals Board hearing an appeal brought to it by
an individual under the Administrative Appeals Board Ordinance
(Cap. 442).

233 to enable the present or future correct identification of, or correct attribution of
personal data to, the holder of the HKID Card, where such correct identification or
attribution is or will be necessary:
2.3.3.1 for the advancement of the interest of the holder;

Note: For example, a doctor may require a patient’s HKID Card number
to ensure that his past medical records are correctly attributed to
him to enable better treatment.

2.3.3.2 for the prevention of detriment to any person other than the data user;

Note: The HKID Card number provided by a patient in the previous
example may also prevent medication being given wrongly to that
or some other patient as a result of misidentification.

or

2.3.3.3  to safeguard against damage or loss on the part of the data user which is
more than trivial in the circumstances;

Note: For example, a driver in a motor accident may collect the HKID
Card number of the other party to facilitate a future claim.




2.3.4 without prejudice to the generality of paragraph 2.3.3, for the following purposes:

2.3.4.1 tobe inserted in a document executed or to be executed by the holder of
the HKID Card, which document is intended to establish or to evidence
any legal or equitable right or interest or any legal liability on the part of
any person, other than any right, interest or liability of a transient nature
or which is trivial in the circumstances;

Note: A common example would be the execution by an individual of a
contract or an assignment of real property.

An individual who signs up in a signature campaign should not
be asked to put down his HKID Card number, as the campaign or
any signed document is not intended to establish any right, interest
or liability on the part of the signatories. Moreover, a signature
campaign does not require any identification of a signatory, and as
such, any demand for the signatory’s HKID Card in the campaign
may not be justified under this paragraph.

2.3.4.2  as the means for the future identification of the holder of the HKID Card
where such holder is allowed access to premises or use of equipment
which the holder is not otherwise entitled to, in circumstances where the
monitoring of the activities of the holder after gaining such access or use
is not practicable;

Note: A common example would be the entering of HKID Card numbers
of visitors in a log book located at the entrance of a government,
commercial or residential building, subject to other alternatives
for visitors to identify themselves as given in paragraphs 2.2.1 and
2.2.3 above.

or
2.3.4.3 asa condition for giving the holder of the HKID Card custody or control
of property belonging to another person, not being property of no value
or of a value which is trivial in the circumstances.
Note: A common example would be car-rental. A counter-example would
be the renting of a beach umbrella, the value of which would

obviously be too trivial to justify the collection of the HKID Card
number of the customer.

The following paragraph seeks to give practical effect to the Personal Data
Accuracy Principle (Data Protection Principle 2(1)):

2.4 A data user should not collect from an individual his HKID Card number except by:

2.4.1 means of the physical production of the HKID Card in person by the individual;




2.4.2

or

2.4.3

accepting the number as shown on a copy of the HKID Card which the individual
chooses to provide rather than present his HKID Card in person;

Note: A data user is, however, not obliged to accept a HKID Card number so
provided by an individual. Furthermore, where a data user has a general
policy of accepting copies of HKID Cards provided by individuals pursuant to
this paragraph, the requirements of paragraph 3.7 should be complied with.

first accepting the number as furnished, and later checking its accuracy and
authenticity by means of the physical production of the HKID Card in person by the
holder, or if that is not reasonably practicable, by means of a copy of the HKID Card
provided by the holder, before the number is used for any purpose.

Note: For example, in the case of an application for a vacancy in the civil service, the
HKID Card number of an applicant as shown on the application form should
not be used for integrity checking until it has been verified by examination
against the HKID Card produced by the applicant on a subsequent occasion.

The following paragraph seeks to give practical effect to section 26 of the
Ordinance and to the Personal Data Duration of Retention Principle (Data
Protection Principle 2(2)):

2.5

Without prejudice to the general requirements of the Ordinance:

2.5.1

2.5.2

where paragraph 2.3.4.2 applies, the data user should take all reasonably practicable
steps to erase the record of a HKID Card number upon the holder of the HKID Card
leaving the premises or ceasing to have the use of the equipment concerned (as the
case may be), or within a reasonable time thereafter; and

where paragraph 2.3.4.3 applies, the data user should take all reasonably practicable
steps to erase the record of a HKID Card number upon the holder of the HKID Card
ceasing to have custody or control of the property concerned, or within a reasonable
time thereafter.

The following paragraph seeks to give practical effect to the Personal Data Use
Limitation Principle (Data Protection Principle 3):

2.6

Subject to any applicable exemption from Data Protection Principle 3 in the Ordinance, a

data user who has collected the HKID Card number of an individual should not use it for any
purpose except:

2.6.1

for the purpose for which it was collected pursuant to paragraph 2.3;

Note: Where a data user has collected a HKID Card number for more than one
purpose pursuant to paragraph 2.3, it may use the number for any of those
purposes. For example, an employer who has collected the HKID Card




number of an employee may use such number to show its compliance with
the relevant statutory requirement. It may also use such number for providing
medical insurance to the employee in advancement of his interest.

2.6.2 in carrying out a “matching procedure” permitted under section 30 of the Ordinance;

2.6.3 for linking, retrieving or otherwise processing records held by it relating to the
individual;

2.6.4 for linking, retrieving or otherwise processing records relating to the individual held

by it and another data user where the personal data comprised in those records has
been collected by the respective data users for one particular purpose shared by
both;

Note: For example, employees” HKID Card numbers may be used for the linking of
their records held by different data users under the Mandatory Provident Fund
system. However, customers’ records held by two banks which comprise of
personal data collected by each one of them for the purpose of marketing its
own services should not be linked via HKID Card numbers contained in such
records.

2.6.5 for a purpose required or permitted by any other code of practice from time to time
in force under section 12 of the Ordinance; or

2.6.6 for a purpose to which the holder of the HKID Card has given his prescribed consent.

Note: Under section 2(3) of the Ordinance, “prescribed consent” means express
consent given voluntarily which has not been withdrawn by notice in writing.

The following paragraphs seek to give practical effect to the Personal Data
Security Safeguard Principle (Data Protection Principle 4):

2.7 Unless otherwise required or permitted by law, a data user should take all reasonably
practicable steps to ensure that a HKID Card number and the name of the holder are not:

2.7.1 displayed together publicly;

! Paragraphs 2.7.1 and 2.8 of the Code concern the display of a HKID Card number by a data user intentionally. In the first edition
of the Code issued in 1997, paragraph 2.7.1 and 2.8 sought to give practical effect to the Personal Data Security Safeguard
Principle (Data Protection Principle 4). In 1999, the Administrative Appeals Board in the case AAB No. 5/1999 decided that as
a matter of construction, Data Protection Principle 4 is applicable to the “storage (i.e. location); security measures in accessing
(both in terms of the equipment and personnel) and transmission” of personal data and the activities, such as “access, process
and erasure” which Data Protection Principle 4 seeks to avoid, must be “unauthorised and accidental” in nature. According to
the decision of the Administrative Appeals Board, Data Protection Principle 4 is therefore not applicable in the circumstances
in paragraphs 2.7.1 and 2.8 of the Code. In this revised edition, paragraphs 2.7.1 and 2.8 were amended accordingly to seek to

give practical effect to the Personal Data Use Limitation Principle (Data Protection Principle 3).



2.8

Note: For example, HKID Card numbers should not be displayed with the names
of the holders in newspaper notices, unless required or permitted by law. On
the other hand, the public display of HKID Card numbers for the purpose
of identification, without the names or other identifying particulars of the
individuals concerned, would not be affected by this paragraph.

or

2.7.2 made visible or otherwise accessible together to any person, other than a person
who needs to carry out activities related to the permitted uses of the HKID Card
number.

Note: For example, a visitor’s log book kept at the entrance counter of a building
containing the names and HKID Card numbers of visitors should be kept
under secure conditions at all times to prevent access by any persons other
than the building management in the discharge of its duties.

A data user should not issue to an individual any card (not being a HKID Card or driving
licence) bearing in a legible form the HKID Card number of that individual, including such
number in its original or an altered form from which it is reasonably practicable to deduce the
HKID Card number.

Note: For example, no staff card should be issued to an employee which bears on its face the
staff number of the employee, being actually his HKID Card number in an altered form.
To enable identification of the employee in legible form by an outsider, the presence of
a photograph of that employee on the card which also bears a staff number (not related
to his HKID Card number) will be sufficient. This paragraph does not affect the issuance
of cards which have the HKID Card numbers of the holders printed on them in bar code
or other forms that are not directly legible.




I11. COPY OF A HKID CARD

The following paragraphs seek to give practical effect to the Personal Data
Collection Limitation Principle (Data Protection Principle 1):

3.1 Unless authorised by law, no data user may compulsorily require an individual to furnish a
copy of his HKID Card.

3.2 A data user should not collect a copy of a HKID Card except:
3.2.1 where the use of the copy by the data user is necessary:
3.2.1.1  for any of the purposes mentioned in section 57(1) of the Ordinance

3.2.1.2

or

(safeguarding security, defence or international relations in respect of
Hong Kong); or

for any of the purposes mentioned in section 58(1) of the Ordinance
(the prevention or detection of crime, the apprehension, prosecution or
detention of offenders, the assessment or collection of any tax or duty,
etc.);

Note: The above-mentioned purposes include the prevention, preclusion
or remedying (including punishment) of unlawful or seriously
improper conduct, or dishonesty or malpractice, by persons
(section 58(1)(d) of the Ordinance refers). This paragraph would
therefore include the collection from an individual of a copy of
his HKID Card for the prevention or detection of any collusion
between the individual and the staff member of the data user
handling his case, in a transaction which offers a substantial
opportunity for corruption to arise, for example, the processing
of an application for public housing. It would also include the
collection from an individual of a copy of his HKID Card for the
prevention or detection of impersonation by such individual using
a forged, lost or stolen HKID Card, in a transaction where such risk
is not remote, for example, in the case of a solicitors’ firm acting for
an individual in the sale and purchase of real property.

3.2.2 where the collection of the HKID Card number of the individual by the data user is
permissible under Part Il of this Code, and the copy of the HKID Card is collected
furthermore by the data user:

3.2.2.1

in order to provide proof of compliance with any statutory requirement
on the part of the data user;

Note: For example, an employer may collect a copy of the HKID Card of
an employee as proof of compliance on the part of the employer
of section 17/ of the Immigration Ordinance (Cap. 115), which



requires the employer to inspect the HKID Card of a prospective
employee before employing him.

3.2.2.2  in order to comply with a requirement to collect such copy as contained
in any codes, rules, regulations or guidelines applicable to the data user
issued by a regulatory or professional body, which requirement has been
endorsed in writing by the Commissioner as being in accordance with
Data Protection Principle 1 of the Ordinance;

Note: For example, banks are permitted under this paragraph to collect
copies of the HKID Card of their customers in compliance with
the relevant requirement contained in the Money Laundering
Guidelines issued by the Hong Kong Monetary Authority, which
requirement has been endorsed in writing by the Commissioner.?

3.2.2.3 asthe means to collect or check the HKID Card number of the individual,
who has been given the alternative of physical production of his HKID
Card in lieu of collection of such copy by the data user but has chosen
not to do so;

Note: For example, in applying for a driving licence, an applicant may
choose to apply either in person, where he can produce his
HKID Card for the Transport Department to check the HKID Card
number, or by post where he has to enclose a copy of his HKID
Card for the same purpose.

Although a data subject’s HKID Card number is predominantly
collected by a data user through mail or fax of a copy of the HKID
Card sent by the data subject, an option should still be given, if
appropriate, to the data subject to provide his HKID Card number
by producing his HKID Card in person. In the case of a service
provider without any retail outlets, a data subject who may choose
to present his HKID Card in person, instead of providing a copy of
his HKID Card to the service provider, may be allowed to attend
the office of the service provider to present his HKID Card.

3.2.2.4 to enable the issuance of an officially recognised travel document; or
3.2.2.5 for the exercise of a judicial or quasi-judicial function by the data user.

3.3 For the avoidance of doubt, nothing in paragraph 3.2.2 permits a data user to collect a copy of
the HKID Card of an individual:

2 The Office of the Privacy Commissioner for Personal Data has not been asked to give written endorsement of the current Money
Laundering Guidelines, probably because Schedule 2 to the Anti-Money Laundering and Counter-Terrorist Financing (Financial
Institutions) Ordinance (Cap. 615) now specifies that a financial institution shall identify and verify a customer’s identity on the
basis of documents provided by a governmental body. Be that as it may, the Commissioner will assess the collection of HKID
Card numbers on a case-by-case basis.




3.4

3.3.1 merely to safeguard against any clerical error in recording the name or HKID Card
number of the individual;

Note: For example, while the HKID Card number of an individual may be recorded
upon his admission to a building, his HKID Card copy should not be taken.

or

3.3.2 merely in anticipation of a prospective relationship between the data user and the
individual.

Note: For example, while it may be justifiable for an employer to obtain the HKID
Card number of a job applicant, say for checking it against those of previous
unsuccessful applicants, no HKID Card copy should be collected until the
individual is successtully recruited.

Notwithstanding paragraph 3.2, the Immigration Department may collect a copy of the HKID
Card for a purpose directly related to its operations where this is necessary to carry out the
purpose concerned.

The following paragraphs seek to give practical effect to the Personal Data
Accuracy Principle (Data Protection Principle 2(1)):

3.5

3.6

3.7

Where a data user collects a copy of a HKID Card from the holder in person, the data user
should always check it against the HKID Card produced by the holder.

Note: For example, a solicitor’s clerk collecting a HKID Card copy from a new client should
always check it against the original HKID Card produced by the client.

Where a data user has a general policy of accepting copies of HKID Cards collected from the
holders in person by a third party, the data user should take all reasonably practicable steps to
ensure that such copies have been checked against the HKID Cards produced by the holders
upon collection by the third party.

Note: For example, in the case of the hire-purchase of a car, the finance company which
accepts from the car dealer the HKID Card copy of a buyer should require that the car
dealer has checked the original HKID Card of the buyer before collecting the copy.

A data user who has a general policy of accepting copies of HKID Cards provided by individuals
as the means to collecting or checking the HKID Card numbers should:

3.7.1 provide adequate training to any member of its staff responsible for collecting such
copies to reasonably enable him to detect any irregularity which may appear on the

face of a copy of a HKID Card;

3.7.2 set up a system of control whereby no copy so provided is accepted unless it has
been carefully examined and no irregularity is found upon such examination; and

3.7.3 ensure that for any copy so accepted and subsequently retained, there is some



indication on record that it has been collected without being checked against the
original HKID Card.

The following paragraph seeks to give practical effect to the Personal Data Use
Limitation Principle (Data Protection Principle 3):

3.8

Subject to any applicable exemption from Data Protection Principle 3 provided by the
Ordinance, a data user who has collected a copy of the HKID Card of an individual should

not:

3.8.1 use the HKID Card number contained in the copy for any purpose except for a
purpose which is permissible under paragraph 2.3 of this Code; or

3.8.2 use the copy or any item of personal data contained in such copy other than the

name and HKID Card number for any purpose, except for the purpose for which it
was collected pursuant to paragraph 3.2 or 3.4 or for a purpose to which the holder
of the HKID Card has given his prescribed consent.

Note: For example, where a securities dealer has collected a copy of the HKID Card
of a client in compliance with the relevant regulations of the stock exchange,
information shown on the copy of the HKID Card, such as sex, date of birth
etc. should not be used for direct marketing purposes. The meaning of the
term “prescribed consent” is given in the note to paragraph 2.6.6.

The following paragraphs seek to give practical effect to the Personal Data
Security Safeguard Principle (Data Protection Principle 4):

3.9

3.10

Save where it is required or permitted by law to do the contrary and subject to paragraph 3.10,
a data user should not keep a copy of a HKID Card in paper form unless it is marked clearly
and permanently on such copy, across the entire image of the HKID Card, the word “copy”, or
“BlZ<” in Chinese, or other words in English or Chinese to the same effect. Where the copy is
collected by the data user in the presence of the holder of the HKID Card, such marking should
be made at the time of collection in the presence of the holder.

Note: A corollary of this is that an individual who in person provides a copy of his HKID Card
to a data user has the right to (and in fact should) insist on the marking of the copy
being done before him.

Paragraph 3.9 does not apply to a copy of a HKID Card:

3.10.1  existing in a form other than paper form or pending conversion into such a form
within a reasonable period;

Note: Common examples of different forms in which copies of HKID Cards are kept
are imaged and microfilmed forms.

or




3.11

3.12

3.10.2  collected by a data user before the date on which paragraph 3.9 commences
operation® until such copy is used by the data user after such date

A data user who collects a copy of a HKID Card should ensure that such copy is treated by
all staff members concerned as a confidential document, and is kept under reasonably secure
conditions with access restricted to individuals who need to carry out activities related to
permitted uses of the copy.

Without prejudice to the generality of paragraph 3.11, a data user should not transmit a copy
or image of a HKID Card, nor invite the transmission to itself of such copy or image, unless it
has taken all reasonably practicable steps to ensure that no individual will have access to the
image or copy so transmitted except the intended individual recipient or someone acting on
the instructions of such intended recipient. Such steps should include:

3.12.1  in the case of fax or Internet transmission through a public network:

3.12.1.1 wherever practicable, the employment of technological safeguards to
ensure secure transmission of the data and to prevent unauthorised access
to the data transmitted;

Note: Some examples of such technological sateguards include access
control, encryption, and techniques such as converting physical
fax machines to fax-to-email systems, and applying security patches
and the latest anti-virus signature to systems etc.

and

3.12.1.2 the employment of other safeguard of a non-technological nature, such as
the using of a dedicated fax machine for such transmission and advance
notification of an incoming fax;
or

3.12.2  in the case of sending a copy of a HKID Card by mail, making sure that the copy is
contained in a sealed envelope and the image of the HKID Card is not visible from
the outside.

319 June 1998
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Appendix C

Legal provisions authorising police officers to inspect identity documents

Regulation 11 of the Registration of Persons Regulations! stipulates that: -

(1) The Chief Executive in Council may, by order published in the Gazette,
require that every person, or every person of such class or such description
as may be specified in the order, shall carry his identity card when in such
area or place, on such occasion, for such purpose or in such circumstance as
may be specified in the order.

(2)  During the currency of an order made under subregulation (1) any person or
member of a class of persons authorized for the purpose by the
Commissioner of Police, any police officer or member of the Immigration
Service, in uniform or on production of his authority if required, may require
any person to whom the order relates to produce his identity card on demand
for inspection.

Article 49 of the Public Order Ordinance? stipulates that: -

(1)  Where a police officer reasonably believes that it is necessary for the purpose
of preventing, detecting or investigating any offence for which the sentence
is fixed by law or for which a person may (on a first conviction for that
offence) be sentenced to imprisonment, the officer may require any person
to produce proof of his identity for inspection, and any person who fails to
comply with any such requirement commits an offence and is liable on
summary conviction to a fine at level 3 and to imprisonment for 6 months.

Article 54 of the Police Force Ordinance?® stipulates that:-

(1) If apolice officer finds any person in any street or other public place, or on
board any vessel, or in any conveyance, at any hour of the day or night, who
acts in a suspicious manner, it shall be lawful for the police officer—

(a) to stop the person for the purpose of demanding that he produce proof
of his identity for inspection by the police officer; ...

1 https://www.elegislation.gov.hk/hk/cap177A!len@2015-02-09T00:00:00?xpid=ID 1438402800961 003&INDEX CS=N
2 https://www.elegislation.gov.hk/hk/cap245'en@2019-12-12T00:00:00?xpid=ID 1438402886215 001&INDEX CS=N
3 https://www.elegislation.gov.hk/hk/cap232!en@2018-04-26T00:00:00?xpid=I1D 1438402865405 001&INDEX CS=N



https://www.elegislation.gov.hk/hk/cap177A!en@2015-02-09T00:00:00?xpid=ID_1438402800961_003&INDEX_CS=N
https://www.elegislation.gov.hk/hk/cap245!en@2019-12-12T00:00:00?xpid=ID_1438402886215_001&INDEX_CS=N
https://www.elegislation.gov.hk/hk/cap232!en@2018-04-26T00:00:00?xpid=ID_1438402865405_001&INDEX_CS=N

(2)

If a police officer finds any person in any street or other public place, or on
board any vessel, or in any conveyance, at any hour of the day or night, whom
he reasonably suspects of having committed or of being about to commit or
of intending to commit any offence, it shall be lawful for the police officer—

(a) to stop the person for the purpose of demanding that he produce proof
of his identity for inspection by the police officer; ...
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