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Introduction to the Concept of
Privacy and the PD(P)O
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What is “Privacy”?

66
the right to be let alone, or freedom from interference

or intrusion *°

Privacy is a fundamental right, essential to autonomy
and the protection of human dignity, serving as the
foundation upon which many other human rights are
built.”
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https://www.privacyinternational.org/explainer/56/what-privacy

Privacy covers...
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Presenter Notes
Presentation Notes
Privacy is an all-embracing concept, which covers:
Privacy of personal information: a person's exercise of control over the information about him held by others and its use;
Privacy of the person (bodily privacy): concerns with the integrity of the individual's body involving issues such as body searches, compulsory provision of samples of body fluids and body tissue, and biometric measurement;
Privacy of personal behavior: relates to the observation of what individuals do, and includes issues such as surveillance and ‘media intrusion';
Privacy of personal communication: freedom of communication using various media without being monitored or intercepted by third parties.



HK: Personal Data (Privacy) Ordinance (PDPO)
(came into effect in 1996)

One of the earliest comprehensive data protection laws in Asia

PD(P)O

1995 EU Adopt all

Data OECD
Protection Principles

Directive except

Accountability
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Presenter Notes
Presentation Notes
The PDPO: 
    Effective 20 December 1996
The first comprehensive data protection law in Asia
Referenced to OECD Privacy Guidelines and EU Data Protection Directive of 1995
Enforced by an independent statutory regulatory body – the Privacy Commissioner for Personal Data
Adopt all OECD Principles except Accountability
Covers both the public (Government) and private sector




Personal Data (Privacy) Ordinance
(came into effect in 1996)

Expected effect
: : Human Rights
Business Perspective 5
Perspective
¢ To facilitate business ® Protect individuals’ personal
environment data privacy

® To maintain Hong Kong as a
financial and trading hub
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Personal Data (Privacy) Ordinance, Cap 486
(came into effect in 1996)

Established an independent authority, Privacy Commissioner for
Personal Data

. J

( )
Covers both public (government) and private sectors

. J

4 )

The Data Protection Principles outline how data users should
collect, handle and use personal data

Complemented by other provisions imposing further compliance
requirements
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Characteristics of the PD(P)O

Technology

Principle based neutral

Not prohibitive, Compatible with
nor straightjacket innovations

FEBAERLEREELE
Office of the Privacy Commissioner
for Personal Data, Hong Kong




What is “Personal Data”?

“Personal Data” should satisfy three conditions:
1) relating directly or indirectly to a living individual;

2) from which it 1s practicable for the identity of the individual to
be directly or indirectly ascertained; and

3) 1n a form in which “access to” or “processing of” the data is
practicable.
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The PD(P)O Governs All Data Users

* A “data user” 1s a person who either alone or jointly or
in common with other persons, controls the collection,
holding, processing or use of the data.
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Six Data Protection Principles
(DPPs)
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* The six data protection principles
(DPPs) form the base of the PD(P)O.

* Data users must comply with the six
DPPs 1n the collection, holding,
accuracy, retention period, security,
privacy policy and access to and
correction of personal data.
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“Collection” of Personal Data — Case Sharing

Eastweek Publisher Limited & Another v
Privacy Commissioner for Personal Data (CACV 331/1999)
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Presenter Notes
Presentation Notes
A magazine took pictures of the complainant while she was walking in the street, and published her picture with unflattering comments on her style of dress
The Privacy Commissioner decided that the magazine contravened the Ordinance (DPP1(2))
Court of First Instance dismissed the  case
The magazine appealed to the Court of Appeal
The Judge Ribeiro JA said: “It is, in my view, of the essence of the required act of personal data collection that the data user must thereby be compiling information about an identified person or about a person whom the data user intends or seeks to identify
If no collection of personal data, the data protection principles would not be engaged at all




complaint
lodged
with the
PCPD in
1997

The Eastweek case

The
complainant was
photographed
by a magazine
without her
knowledge or
consent

The photograph
published in the
magazine
accompanied by
unflattering and
critical comments
on her dressing

style
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Presenter Notes
Presentation Notes
Eastweek case is a landmark case of the PDPO
The case is of cardinal importance as it defines the meaning of “collect” as it applies to personal data and clarifies under what circumstances the PDPO comes into play
The Eastweek case arose from a complaint lodged with the PCPD back in September 1997
The complainant, while walking on the street one day, was photographed by a magazine photographer without her knowledge or consent. The photograph was subsequently published in the magazine accompanied by unflattering and critical comments on her dressing style
The matter caused embarrassment and inconvenience to the complainant amongst her clients and colleagues.  



The Eastweek case

Conditions for
“collection” of
personal data

BREABRLBREENE
Office of the Privacy Commissioner
for Personal Data, Hong Kong



Presenter Notes
Presentation Notes
The PCPD decided that the publisher of the magazine contravened DPP 1(2)(b) i.e. fair collection of personal data
The publisher took the PCPD’s decision to the Court of First Instance for judicial review, but the application was dismissed
The publisher then appealed to the Court of Appeal. In March 2000, by 2-1 majority, the Court of Appeal reversed the decision of the Court of First Instance, and quashed the PCPD’s findings
Conditions for collection of personal data:
      - the collecting party must be thereby compiling information about an individual
      - the individual must be one whom the collector of information has identified or intends or seeks to identify
      - the identity of the individual must be an important item of information to the collecting party
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Principle 1 — Purpose and manner of collection

* shall be collected for purposes related to the functions or
activities of the data user

 the means of collection must be lawful and fair
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Presenter Notes
Presentation Notes
DPP 1 relates to the purpose and manner of the collection of personal data.   

The purpose of collection of personal data must be related to a function or activity of the organization. You told me earlier that your bank would collect customers’ personal data, why do  you collect customers’ personal data?  For sale?  Of course not, right? Banks collect customers’ data for the purpose of providing relevant services.

(2) The Ordinance also stipulates that the data collected are adequate but not excessive in relation to that purpose. I would like to share with you a case regarding collection of identifications document number, i.e. ID card numbers, from a non-account holder. 

Case (1)  The complaint
The complainant went to a bank to change his HK$500 note into five HK$100 notes.  Since he did not hold an account with the bank, the counter officer recorded the complainant’s name and HKIC number according to the bank’s policy.

The bank explained that such collection is based on Anti-Money Laundering and Counter-Terrorist Financing (Financial Institutions) Ordinance . A bank  may collect the identification document number of a non-account holder when carrying out for him any occasional transaction in order to fulfill the customer due diligence and record-keeping obligations under the AMLO. 

Outcome
The Commissioner took the view that there was no prima facie evidence to suggest that the money changing (for an amount less than HK$120,000(one hundred and twenty thousand)) involved money laundering or terrorist financing activities, hence there was insufficient ground to justify collection of the complainant’s name and HKID Card Number in the circumstances.  The bank subsequently ceased such practice.

There is no question that a bank may collect the identification document number of its account holder.  The situation would be different in the case of a non-account holder who may require the service of a bank in carrying out for him an “occasional transaction” such as money changing, issuing a cashier order or wire transfer.  In such a case, the bank may only collect the identification document number of a non-account holder where the transaction amount exceeds the prescribed limits (i.e. one hundred and twenty thousand).





Example of unfair collection — blind advertisement

Company Assistant
- Form 5 or above

- Knowledge of company secretarial duties

Please send resume to PO Box 100

j7

*Submission of personal data by job applicants
*No identity of the employer provided
*No notification of purpose of use of the data

Job applicants are denied of data access rights

Company Assistant V

- Form 5 or above

- Knowledge of company secretarial duties

Interested parties please contact our
Human Resource Officer,
Miss Angel Chan on 2808-2808

N

*No submission of personal data by job applicants
*Contact person provided from whom applicants:
- may seek to identify the employer

- may seek information about purpose statement

FREARRLEBESLE
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Presenter Notes
Presentation Notes
Let’s do an exercise.  When a company wants to fill the vacancy, they need to place a job advertisement. Here are two advertisement which we call blind advertisement. Blind advertisement means the employer does not disclose its identity in the ad. Let take a look at these two advertisement. Which one do you think that would constitute unfair collection? 
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Principle 1 — Purpose and manner of collection

* shall be collected for purposes related to the functions or
activities of the data user

 the means of collection must be lawful and fair

* the data collected should be adequate but not excessive
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Presenter Notes
Presentation Notes
DPP 1 relates to the purpose and manner of the collection of personal data.   

The purpose of collection of personal data must be related to a function or activity of the organization. You told me earlier that your bank would collect customers’ personal data, why do  you collect customers’ personal data?  For sale?  Of course not, right? Banks collect customers’ data for the purpose of providing relevant services.

(2) The Ordinance also stipulates that the data collected are adequate but not excessive in relation to that purpose. I would like to share with you a case regarding collection of identifications document number, i.e. ID card numbers, from a non-account holder. 

Case (1)  The complaint
The complainant went to a bank to change his HK$500 note into five HK$100 notes.  Since he did not hold an account with the bank, the counter officer recorded the complainant’s name and HKIC number according to the bank’s policy.

The bank explained that such collection is based on Anti-Money Laundering and Counter-Terrorist Financing (Financial Institutions) Ordinance . A bank  may collect the identification document number of a non-account holder when carrying out for him any occasional transaction in order to fulfill the customer due diligence and record-keeping obligations under the AMLO. 

Outcome
The Commissioner took the view that there was no prima facie evidence to suggest that the money changing (for an amount less than HK$120,000(one hundred and twenty thousand)) involved money laundering or terrorist financing activities, hence there was insufficient ground to justify collection of the complainant’s name and HKID Card Number in the circumstances.  The bank subsequently ceased such practice.

There is no question that a bank may collect the identification document number of its account holder.  The situation would be different in the case of a non-account holder who may require the service of a bank in carrying out for him an “occasional transaction” such as money changing, issuing a cashier order or wire transfer.  In such a case, the bank may only collect the identification document number of a non-account holder where the transaction amount exceeds the prescribed limits (i.e. one hundred and twenty thousand).





Principle 1 — Purpose and manner of collection

Advice to Data Subjects

* Provide necessary but not excessive personal data to
organisations for the prescribed purpose

PCPD
®
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Principle 1 — Purpose and manner of collection

inform the data subject of the following immediately or in advance:

n
Yerso“““ Stateme“t

a) the purposes of data collection; Colectio®

b) the classes of persons to whom the data may be transferred;
c) whether it is obligatory or voluntary for the data subject to supply the data;

d) where it is obligatory for the data subject to supply the data, the
consequences for him if he fails to supply the data; and

e) the name or job title and address to which access and correction requests of
personal data may be made.
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Example of PICS

The Alpha Corporation
Personal Information Collection Statement pertaining to Recruitment

The personal data collected in this application form will be used by the Alpha
Corporation to assess your suitability to assume the job duties of the position for which
you have applied and to determine preliminary remuneration, bonus payment, andd
benefits package to be discussed with you subject to selection for the position.

Personal data marked with (*) on the application form are regarded as mandatory for
selection purposes. Failure to provide these data may influence the processing and/
outcome of your application.

It is our policy to retain the personal data of unsuccessful applicants for future
recruitment purposes for a period of two years. When there are vacancies in our
subsidiary or associate companies during that period, we may transfer your application™
to them for consideration of employment.

Under the Personal Data (Privacy) Ordinance, you have a right to request access to, and
to request correction of, your personal data in relation to your application. If you wish to<
exercise these rights, please complete our "Personal Data Access Form" and forward it
to our Data Protection Officer in the Human Resources.

s

Purpose
Statement

N\

J

/ Obligatory

or optional
to provide
data

J

N

Classes of
tra nsferees

~

J

1

Access & )
correction

J

rlght



Principle 1 — Purpose and manner of collection

Personal Information Collection Statement (PICS)

* Should ensure that a PICS is effectively communicated to the data
subjects. Considerations include the layout and language used in the
PICS

* Should define the purpose of use and class of data transferees with a
reasonable degree of certainty

BRBARMLRBESLE

Office of the Privacy Commissioner
for Personal Data, Hong Kong




Principle 1 — Purpose and manner of collection

Advice to Data Subjects
e Read the Personal Information Collection Statement

thoroughly before providing personal data for any individuals
or organisations
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Principle 1 — Purpose and manner of collection

Advice to Data Subjects

* When providing personal data to organisation for commercial
promotion to obtain free service or gifts, data subjects should
consider whether there are risks if they provide personal data to the
organisation concerned

* Data subjects should also consider if the provision of personal data
1s proportionate to the value of the free service or gifts

Q
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Principle 2 — Accuracy and duration of retention

* Data users shall take practicable steps to ensure the accuracy of personal
data held by them

* All practicable steps must be taken to ensure that personal data is not kept
longer than is necessary for the fulfillment of the purpose

« If a data user engages a data processor to process personal data on the data
user’s behalf, the data user must adopt contractual or other means to
prevent any personal data transferred to the data processor from being kept
longer than 1s necessary for processing of the data

BRBARMLRBESLE

Office of the Privacy Commissioner
for Personal Data, Hong Kong




Principle 3 — Use of personal data

* Personal data shall not, without the prescribed consent of the data
subject, be used for a new purpose

*New purpose means any purpose other than the purposes for which they were
collected or directly related purposes

* Allow a “relevant person” to give prescribed consent for the data
subject under specified conditions

5
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Principle 4 — Security of personal data

All practicable steps shall be taken to ensure that personal data are protected

against unauthorized or accidental access, processing, erasure, loss and use

Security in the storage, processing and transmission of data.

If a data user engages a data processor to process personal data on the data user’s
behalf, the data user must adopt contractual or other means to prevent
unauthorized or accidental access, processing, erasure, loss or use of the data
transferred to the data processor for processing

BRBARMLRBESLE

Office of the Privacy Commissioner
for Personal Data, Hong Kong




Data Breach Handling — Action

Collecting Information Immediately

Immediate gathering of essential information for assessing
the impact on data subjects including:

* When and where did the breach take place?

* How was the breach detected and by whom?

* What was the cause of the breach?

* What kind and extent of personal data was involved?
* How many data subjects were affected?

FREARRALREANE

Office of the Privacy Commissioner
for Personal Data, Hong Kong




Data Breach Handling — Action

Interested parties may include:

* The law enforcement agencies

* The relevant regulators (e.g. Privacy
Commissioner for Personal Data,
Hong Kong (the “Commissioner”))

* The Internet companies

* IT experts

FREARRALREANE

Office of the Privacy Commissioner
for Personal Data, Hong Kong




Data Breach Handling — Action

Assessing the Harm

Assessing the potential harm caused
by a data breach, for examples:

* Threat to personal safety

« Identity theft

* Financial loss

* Humiliation or loss of dignity, damage
to reputation or relationship

* Loss of business and
employment opportunities

FEEARHILBESNE

Office of the Privacy Commissioner
for Personal Data, Hong Kong




Data Breach Handling — Action
-

7 Considering the Giving
— of Notification

When real risk of harm is reasonably
foreseeable in a data breach, the data
user should consider:

* Notifying the affected data subjects
and the relevant parties

* The consequences for failing to
give notification

FEEARHILBESNE

Office of the Privacy Commissioner
for Personal Data, Hong Kong




What is a data breach notification?

* A formal notification given by the data user to the data subjects affected
and the relevant parties and regulators in a data breach.

* It 1s not a statutory requirement on data users to inform the PCPD about a
data breach incident concerning the personal data held by them, but data
users are advised to do so as a recommended practice for proper handling
of such incident.

BRBARMLRBESLE

Office of the Privacy Commissioner
for Personal Data, Hong Kong




What is a data breach notification?

 If a data user decides to report a data breach to the
Commissioner, the data user may complete a Data Breach
Notification Form and submit the completed form to us online,
by fax, in person or by post.
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https://www.pcpd.org.hk/english/enforcement/data breach notification/dbn.html

To: Privacy Commissioner for Personal Data, Hong Kong F

Data Breach Notification Form

Noti

MNotificatson of a data breach to the Privacy Commissioner for Persanal Data, Hong Kang {the “Commissioner™) by
the data wser fsee Nate 1) is not a legal requirement.  In deciding whether or not o give this notification 1o the
Commisssaner, you should consider the “Ciuidance on Data Breach Handling and the Giving of Breach Natifications™
issued by the Commssioner. In most cases, i is advisshle o give ntifications 1o the data subject(s) fsee Note 2)
affected by the breach.

FARTICULARS OF THE PERSON GIVING THIS NOTIFICATION (Le. the data user)

Name:

Address:

Telephone number: Fax number:
Email address:

Where the person giving this nofification is an srganization, please provide the following information:
Cantact person

Name (*Mr./Ms.Mass):

Relatiorship with the Reporting Organi fe.g. jab tille)
Telephone number: Fax mumber:
Email address:

* Flese dleliete a5 apprapriste)

DETAILS ABOUT THE DATA BREACH fsee Nove 3):

ACTIONS TAKEN / WILL BE TAKEN TO CONTAIN THE BREACH (see Note 4)
Please set out details of any actiens | measures taken or will be taken to mitignte and minimize the breach

RISK OF HARM fsee Note 5)
Is there a real risk of harm to sy individunl? (Plese tick ane of the following boxes) || Yes || No

Please explain bebow why there is / there is no real risk of sisch harm

ASSISTANCE AND ADVICE OFFERED TO INDIVIDUALS
Describe

i) what has been done to inform the individualis) affected by the breach: and (i) if their safety,
well-being or property is at risk as a result of the breach, what has been done or can be done to axsist them in
avaiding | mitignting that risk ar its consequences

NOTIFICATION TO OTHER BODIES / REGULATORS / LAW ENFORCEMENT AGENCIES
Pl provide details if such notil ion has been given

ERALBEENE

e Privacy Commissioner
| Data, Hong Kong



https://www.pcpd.org.hk/english/enforcement/data_breach_notification/dbn.html

Principle 5 — Information to be generally available

Data users have to provide

(a) policies and practices in relation to personal data;

(b) the kind of personal data held;

Privacy

Policy

(c) the main purposes for which personal data are used.
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Principle 5: Advice to Wi-fi Service Provider

* Privacy Policy Statement of Wi-f1 service should not be made in
unreasonably small fonts

* Wi-fi service provider should ensure that the Privacy Policy is
effectively communicated to Wi-fi users. Considerations include the
font size, layout and language used in the Privacy Policy
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Principle 6 — Access to personal data

* A data subject shall be entitled to
(a) request access to his/her personal data;
(b) request correction of his/her personal data

 Data user may charge a fee for complying with the data
access request
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PERSONAL DATA (PEIVACY) ORDINANCE
DATA ACCESS REQUEST FORM

Important Notice to Eegoestor

1.

Pleaze read this Form and the foomotes carefolly before conpleting this Form  Where this
Form comtains a sumamary of the relsvant requirements under the Personal Dam (Povacy)
COmidimance (“the PDPO). the summary is provided for reference parpose only.  For a complets
amd defimitive satement of the Law, please refer w the POIPO irself

Thizs Form is specified by the Povacy Commisstonsr for Personal Data (the Comamdssiomer™)
mmnder sectom §7(1) of the POPO with efect from 1 October 20012, The data user mary refuss to
comply with your data access request {“your regoest™) it i= pot made in this Form {see secion
20(3=) of the PDPO).

Pleaze complete thiz Form in Chimese or Englizh The data user poay refize to conply with vour
request i your request is not made in sither lanmuape (ee section 2003 )a) af the PDPO).

To make a data access reqosst, you moast sither be the dam subject or a “relevant person’™ as
defined m section 2 or 174 of the PN (please refer to Part T of this Form).

You are not entitled to access dat which is not personal data or persenal daca pot belongings 1o
you [s=e section 1B(1) of the PDPN). The data wser is only required to provide youn with a copy
of youm personal data rather than a copy of the document coptaining ywour persoral data  In
most shuations, the data user may elect o provide a copy of the dooment concermed. I the
persomal data wou request is recorded in an audio foom, the dat nser poay provide a transcripe of
that part of the audso record which contains your personal data.

It iz mportant that vou spedfy m this Fonn clearly amd i detail the persomal data that you
request.  The data nser may refoze w comply with your reqoest if you have not sopplisd bim
wirth such informarion as he may reasonably require to locate the requested data (see saction
20300 of the PDPO).  H wvou supply amy false or miskading information m this Form for the
purpose of havimg the data nzer comply with your request, yvou may commit an offence (see
seciion 18(7) of the PDIPOY).

D mot semad this Form to the Commissioner  The completed Form should be sent directhy to the
daia nser to whom you make your request.

The data mser may requre you to provide identity proof such as your Hoog Hongs Idenirty Card
and may charge a fee for complyins with yoor reqoest (zee sections 20{1(a) and 2802 of the
PDBRCN.

The data nser may refuse to comply with your request in the cdiroomstances specified in section
20 of the FDPO.

Important Notice to Data TUser

1

Wou ars requited by section 18(1) of the PP to comply with a data access request withim 40
darys after receiving the same.  To comply with a data access request means: (@) if yoo hold the
requested data, to inform the requestor in writing that vou hold the data and supply a copy of the
daa: or (b)) if you do not hold the requested data, to inform the requestor in writing thar vou do
nit hold the data {except that the Hons Fons Police may inform the requestor orally if the
request is whether it holds any record of criminal comicton of an individoal) & mere
notification given to the requestor to collect the requeseed dam or a note sent to the requestor for
payment of a fee is msufficient In conplying with the requoesz, you sheuld emit or otheradisa
not disclose the names or other identifying partculars of indivaduals other than the data subject.

If you are umable to comply with the data access request within the 40-day period. vou pmst
infiorm the requestor by notice in writing that you are so unabls and the reasons. and conaply with
the request to the exient, if amy, thai vou are able wo within the same 40-day period, amd
thereafter conply or fully comply, as the case may be, with the request as soon as practcable (see
secton 19(2) of the PTIBC).

If you have a lawful reason for refissing to commly with the regoest pursuant to section 20 of the
PDPO, you nmst give the requestor written notification of your refirsal and wvour supportns
reasons within the same 40-day period (2= secton 21(1) of the PTIPCY).

It &5 an ofence not to comply with a data access reguest in accosdamce with the requirements
under the PDPO.  Apy data user conwicted of suwch an offence iz Hable to a fine at level 3

(currenthy set at HEC$10,000) {see saction 644(1) of the BDBO),

Wou may charge a fee for complying with a data access request, ant section ZB(3) of the PDPO
provides that “no fee inpesed for complyms with a data access request shall be excessive”™. The
FDPO does not define the meaming of “excessive” with regard to imposing a data access request
foe  Acconiing fo the principle laid down in the decision of Adminismasive Appeal No. 372009,
& data wser 15 only allowed to charse the requoestor for the costs which are “directhy related to and
necessary for” conplying with a dam access request.

Wi shall refinse to comply with a data access request —
i(a) if wou are not supplisd with such informarion as you may rexsonably require —
(i3] in arder to satisfy vou as o the identity of the requestor;
(H) where the requoesior porports to be a relevant person, in erder to satisfy you —
(A) a5 to the idemtity of the mdividual in relafion to whom the requestor
purparts to be such a persoen; and
(B) thar the requestar is such a person in relation w thar indnvidual;

b))  subject to section 20(1) of the PTPD, if you cannot conply with the request without
disclosing personal data of which any other indivdidoal is the data subject unless you are
satisfied thar the other individual has consemted to the disclomme of the dam to the
TEUESTOr; OF




Principles of the PD(P)O
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Use of Personal Data in Direct Marketing

Direct Marketing means sending promotional information of goods or services,
addressed to specific persons by name by mail, fax, email or phone

Under the existing Ordinance, data user must notify a data subject of his opt-
out right when using his personal data in direct marketing for the first time

Upon receiving an opt-out request, the data user must cease using the data

BRBARMLRBESLE

Office of the Privacy Commissioner
for Personal Data, Hong Kong




Regulatory Regime of Direct Marketing

Intends to use
personal data or
provide personal
data to another
person for use in
direct marketing

Data
Subject

Consent

Provision of
Personal Data

Provide data subjects with “prescribed
information” and response channel through
which the data subject may elect to give consent
Notification should be easily understandable

=  Should be given explicitly and voluntarily
= “consent” includes an indication of “no

objection”

FEEARHILBESNE

Office of the Privacy Commissioner

for Personal Data, Hong Kong




Regulatory Regime of Direct Marketing

Use of Personal Data in Direct Marketing Provide Personal Data to another person for Use in Direct
Marketing

1. The data user intends to use the personal data of the data 1. The data user intends to provide the personal data of the data
subject for direct marketing; subject to another person for use by that person in direct
marketing;

2. The data user may not so use the data unless the data user 2.  The data user may not so provide the data unless it has received
has received the data subject’s consent to the intended use; the data subject’s written consent to the intended provision;

3. The kinds of personal data to be used; 3.  The provision of the data is for gain (if it is to be so provided);

4.  The classes of marketing subjects in relation to which the 4.  The kinds of personal data to be provided;
data is to be used;

5. The response channel 5. The classes of persons to which the data is to be provided;

6. The classes of marketing subjects in relation to which the data
is to be used; and

7. The response channel

FREARRLEBESLE

Office of the Privacy Commissioner
for Personal Data, Hong Kong




“Consent” includes an “indication of no objection”
'ﬂ&ﬁHEaHﬂEEEHH5EﬂEﬂﬁ%5EF-------------‘

We intend to use your name, telephone number and address for direct marketing credit card
and insurance products/services but we cannot so use your personal data without your consent.

Please sign at the end of this statement to indicate your ?:Freement to such use. Should you find

such use of your personal data not acceptable, please indicate your objection before signing by

ticking the box below.

0 The customer named objects to the proposed use of his/her personal data in direct
marketing.

Signature of the customer
Name: xxx

Date: yyyy/mm/dd

Return the signed form but did not check the box indicating objection
= consent

FEEARHILBESNE

Office of the Privacy Commissioner
for Personal Data, Hong Kong
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Regulatory Regime of Direct Marketing
Higher Penalties for Non-Compliance

Maximum Fine (HKS) Maximum
Imprisonment

Non-Compliance 500,000 3 years

Non-Compliance if the personal 1,000,000 5 years
data 1s provided to third party for

its use in direct marketing in

exchange for gain

@ B EREARNLBSANE
& Office of the Privacy Commissioner
for Personal Data, Hong Kong
oz WO EE .
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Guidance to help data user

"New Guidance on Direct
Marketing"(Jan 2013 edition),
explaining the requirements under
the new regime and providing
practical guidance to data users.

Professional Workshop, to
familiarise organisations with the
new provisions and compliance
measures.

Office of PCPD
Gedance Note:
3839600

>
P

WA TR YA
Office of the Privacy Commissioner
for Personal Data, Hong Keng
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Guidance on Direct Marketing

PART 1: Introduction

Purpose of guidance

1.1 Direct marketing is 2 common business
practice in Hong Kong. it often invoives
collection and use of personal data by an
organization for direct marketing itself and
in some cases, the provision of such data
by the organization to another person for
e in, dieect maketing. In the process,
compliance with the requirements under
the Personal Data (Privacy) Ordinance (the
“Ordinance”) is essential. This document
is issued by the Privacy Commissioner
for Personal Data (the “Commissioner”)
1o provide practical guidance on data
users’ compliance with the new regulatory
requirements for direct marketing under
the new Part VIA of the Ordinance'. it
helps data users to fully understand their
obligations as well 35 to promote good
practice. Data users should also make
reference to other laws, regulations,
guidelines and codes of practice that are
relevant for direct marketing purposes
insofar as they are not inconsistent with
the requirements under the Ordinance

This Guidance shall take effect on the
same date as the date of commencement
of Part VIA of the Ordinance (the
“commencement dale”). It will supersede
and replace the Commissioner’s
“Guidance on the Collection and Use of
Personal Data in Direct Marketing” issued
in November 2012. For the avoidance of

doubt, until Part VIA of the Ordinance
takes effect, the Commissioner’s
*Guidance on the Collection and Use
of Personal Data in Direct Marketing”
remains fully valid.

What is “direct marketing”?

1.3 The Ordinance does not regulate all types
of direct marketing activities. It defines

(a) the offering, or advertising of the
availability, of goods, facilities of services;
or

(b) the solicitation of donations or

contributions for charitable, cultural,
philanthropic, recreational, political or
other purposes,

through direct marketing means’.

“Direct marketing means” is further defined to
mean:

(a) sending information or goods, addressed
to specific persons by name, by mail,
fax, electronic mail or other means of
communication; or

(b} making telephone calls to specific persons.

14

Hence, “direct marketing” under the
Ordinance does not include unsolicited

siness electronic messages and person.
to-person calls being made to phone
numbers randomly generated:

The new Pant VIA under the
sftect on 3 cate 1 be announced by the Covemnmers.

* Socson 35AM)

e 10 che Ursoicied Eecronic Messages Oraranc (Cap
v oy

Communications Au

Gutanos on Dt Marating

Orcinance was inroduced by e Personal Data (Privacy) (Amendment Orinance 2012. & will Gt

593, Laws of Hang Kang) snforced by e OMca of e

1 Jaruary 2013
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Offences & Compensation
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Examples of Criminal Offences under PDPO

* not an offence

pntravention of DPY - enforcement notice directing the data user to remedy
the contravention

Non-compliance with an ommits an offence
enforcement notice penalty of a fine at $50,000 and imprisonment for 2 years

penalty of a fine at $100,000 and imprisonment for 2
years

in case of a continuing offence, a daily fine of $2,000

Repeated non-compliance
with enforcement notice

Same infringement of the penalty of a fine at $50,000 and imprisonment for 2
second time U

FRELAARLEEENE
Office of the Privacy Commissioner
for Personal Data, Hong Kong




Compensation

Section 66B : Privacy Commissioner can grant assistance

to data subject in respect of these legal proceedings

Iy

FEEARHILBESNE
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Factors to be considered in vetting an application

v whether there is sufficient evidence to show that there is a contravention of a
requirement under the Ordinance by a data user

v whether the applicant can provide sufficient evidence to show that he/she has
suffered damage by reason of a contravention of a requirement under the
Ordinance (the applicant has to provide evidence to support his/her application)

v whether the case raises grave privacy concern and data protection implications
v’ whether it is unreasonable to expect the applicant to deal with the case unaided

N & = B
r o Hele EREARHLBEALE
& Office of the Privacy Commissioner
a = @ EE for Personal Data, Hong Kong




How to provide proof of damage?
* 1njury to feelings? (e.g. certificate of attendance, sick leave
certificate )
 financial loss? (e.g. receipts for the expenses incurred)

* damage to reputation? (e.g. information posted on the
internet)

& To prove that the damages suffered were caused by the contravention
Q —J of the requirement of the Ordinance

BRBARMLRBESLE

Office of the Privacy Commissioner
for Personal Data, Hong Kong




Code of Practice

* Identity Card Number and other Personal Identifiers
* Human Resource Management

e Consumer Credit Data

I B
r ? HeoHQ

&
)

FEEARHILBESNE

Office of the Privacy Commissioner
for Personal Data, Hong Kong
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Guidelines and leaflets
* Privacy Management Programme: A Best Practice Guide
(Revised in August 2018)
* New Guidance on Direct Marketing
* Monitoring and Personal Data Privacy at Work
* Guidance on Collection and Use of Biometric Data
* Guidance on CCTV Surveillance Practices

* Guidance on Data Breach Handling and the Giving of Breach Notification

R Bl

?.@.0
&

m BT ©
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Guidelines and leaflets

* Guidance on the Use of Portable Storage Devices

 (Guidance for Data User on the Collection and Use of Personal Data
through the Internet

* Guidance on Personal Data Erasure and Anonymisation

* Proper Handling of Data Access Request and Charging of Data Access
Request Fee by Data Users

5
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Guidelines and leaflets

Booklet: European Union General Data Protection Regulation 2016 (Effective
25 May 2018) (March 2018)

Information Leaflet: An Overview of the Major Provisions of the Personal
Data (Privacy) (Amendment) Ordinance 2012

Information Leaflet: Offence for disclosing personal data obtained without

consent from the data user

Information Leaflet: Outsourcing the Processing of Personal Data to Data
Processors

@ B EREARNLBSANE
& Office of the Privacy Commissioner
for Personal Data, Hong Kong
oz WO EE .
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Protect, Respect Personal Data Prtvacy

About PCPD | Data Privacy Law | News & Events | Enforcement Reports | Frequently Asked Questions | C &E | Dexxing Offences NEW! |

Complaints | Education & Training | Resources Centre | Contact Us Court Judgment

0 A pbi=tons P HotSearch [B Advan| Mmi|_1is1[aﬁveAppeals Boards ., p
o Decisions
Foniow [ £ 10| R gma> =m+~ A

Data Breach Notification

e What's New More
Puili for Sals ¥ Submissions on Privacy Issues
PCPD Issues Guida Fusications fr saie d e dent of Celebrations
Model Contractual Clauses tor Cross-border ey Consultatons
Transfers of Personal Data
PCPD organised a i n “R ded Model Contractual

Clauses for Cross-border Transfers of Personal Data™

Reaching OQut to the C ity — Assi Privaey C
a‘ttenﬂedMeehnngtheSonﬂlernDlsmﬂthtCnmeCommmee

PCPD Made an Arrest For a Suspected Doxxing Offence

PCPD Publishes Two Investigation Reports and a New Edition of
Guidance Note for the Property Management Sector

DAB’s Seminar — Privacy Commissioner briefed members of the
Democratic Alliance for the Bellermerrtandl’mgressofﬂong](nng
on the Personal Data (Privacy) (. d: 1 and
related enforecement actions

Reaching out to Governance Professionals - PCPD Delivered a
Presentation at the HKCGI's “23rd Annual Corporate and
Regulatory Update”

Privacy Commissioner Publishes an Article on “Guidance on
Recommended Model Contractual Clauses for Cross-border
Transfer of Personal Data” at Hong Kong Lawyer

Privacy Commissioner Contributes to the Guidance Issued by The
Hong Kong Chartered Governance Institute Regarding Personal
Data Retention in the Due Diligence Process

Privacy Commissioner Publishes an Article on the “Guidance on the
Ethical Development and Use of Artificial Intelligence” in the Global
Privacy bly May zoz22 Newsl

FEEARHILBESNE

Office of the Privacy Commissioner
for Personal Data, Hong Kong
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Data Protection Officers’ Club & ‘

(Membership Application)

By becoming a DPOC member, you will: .
https://www.pcpd.org.hk/mi

* advance your knowledge and practice of data privacy sc/dpoc/files/AppForm_192
compliance through experience sharing and training; 0_NewMembers.pdf

* enjoy 20% discount on the registration fee for PCPD’s
Professional Workshops;

* receive updates on the latest development in data privacy via
regular e-newsletter

As a DPOC member, your organisation’s name will be published
on DPOC membership list at PCPD’s website, demonstrating
your commitment on personal data protection to your existing
and potential customers as well as your stakeholders.

Membership fee: HK$350 per year

Enquiries: dpoc@pcpd.org.hk
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Contact Us

O Hotline 2827 2827
———— O Fax 2877 7026
oL Elolinke o =~ [1 Website www.pcpd.org.hk

PCPD Issues Guidance on Recommended
Model Contractual Clauses for Cross-border n,.,,d,,,,' it '.,,,,‘ Dm;?g‘.‘,’;’,;;‘}:,,“,,‘,‘,,"' '“,’ e

R ———ET N I O 1 F:)) communications@pcpd.org.hk

PR T Reaching Out to the Community — Assistant Privacy Commissioner
E attended Meoting of the Southern District Fight Crime Committes

A e O Address Room 1303, 13/F

N ey the

e onthe P, .mmlmnmnmmm e s s et

e , Dah Sing Financial Centre

t the HKCGI's “z3rd Annual C. nrpm e and

Regulatory Update”

T 248 Queen's Road East

Privacy Commissioner Contributes to the Guidance Issued by The
Hong Kong Chartered Governance Institute Regarding Personal
Data Retention in the Due Diligence Process

e o e Wanchai, Hong Kong

Privacy Assembly May 2

This PowerPoint is licensed under a Creative Commons Attribution 4.0 International (CC BY 4.0) licence. In essence, you
are free to share and adapt this PowerPoint, as long as you attribute the work to the Office of the Privacy Commissioner for
Personal Data, Hong Kong. For details, please visit creativecommons.org/licenses/by/4.0.
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