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PART 1: Introduction

t a k e s  e f f e c t ,  t h e  C o m m i s s i o n e r ’ s 
“Guidance on the Collection and Use 
of Personal Data in Direct Marketing” 
remains fully valid.

What is “direct marketing”?

1.3	 The Ordinance does not regulate all types 
of direct marketing activities. It defines 
“direct marketing” as:

(a)	 the  o f f e r ing ,  o r  adve r t i s i ng  o f  the 
availability, of goods, facilities or services; 
or

(b)	 t h e  s o l i c i t a t i o n  o f  d o n a t i o n s  o r 
contributions for charitable, cultural, 
philanthropic, recreational, political or 
other purposes,

through direct marketing means2.

“Direct marketing means” is further defined to 
mean:

(a)	 sending information or goods, addressed 
to specific persons by name, by mail, 
fax, electronic mail or other means of 
communication; or

(b)	 making telephone calls to specific persons.

1.4	 Hence, “direct marketing” under the 
Ordinance does not include unsolicited 
business electronic messages sent to 
te lephones ,  f ax machines o r  emai l 
addresses without addressing to specific 
persons by name and person-to-person 
calls being made to phone numbers 
randomly generated3.

1	 The new Part VI A under the Ordinance was introduced by the Personal Data (Privacy) (Amendment) Ordinance 2012. It will 
take effect on 1 April 2013.

2	 Section 35A(1)

3	 Please refer to the Unsolicited Electronic Messages Ordinance (Cap. 593, Laws of Hong Kong) enforced by the Office of the 
Communications Authority.
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Purpose of guidance

1.1	 Direct marketing is a common business 
practice in Hong Kong. It often involves 
collection and use of personal data by an 
organization for direct marketing itself and 
in some cases, the provision of such data 
by the organization to another person for 
use in direct marketing. In the process, 
compliance with the requirements under 
the Personal Data (Privacy) Ordinance (the 
“Ordinance”) is essential. This document 
is issued by the Privacy Commissioner 
for Personal Data (the “Commissioner”) 
to provide practical guidance on data 
users’ compliance with the new regulatory 
requirements for direct marketing under 
the new Part VI A of the Ordinance1. It 
helps data users to fully understand their 
obligations as well as to promote good 
practice. Data users should also make 
reference to other laws, regulations, 
guidelines and codes of practice that are 
relevant for direct marketing purposes 
insofar as they are not inconsistent with 
the requirements under the Ordinance.

1.2	 This Guidance shall take effect on the 
same date as the date of commencement 
o f  Par t  VI A of the Ordinance ( the 
“commencement date”). It will supersede 
a n d  r e p l a c e  t h e  C o m m i s s i o n e r ’ s 
“Guidance on the Collection and Use of 
Personal Data in Direct Marketing” issued 
in November 2012. For the avoidance of 
doubt, until Part VI A of the Ordinance 
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Examples:

✓	A marketing SMS sent to the mobile 
phone number of a named individual is 
considered a form of direct marketing.

✓	A telecommunications service provider 
approaching its existing customers by 
telephone to offer upgrade services is 
direct marketing.

✗	 D i rec t  ma i l  sen t  to  an address  o r 
the “occupant” of an address is not 
considered direct marketing as it is not 
addressed to specific persons by name.

✗	 A salesperson knocking on the door 
of a potential customer to promote 
his products is not considered direct 
marketing.

✗	 A  c u s t o m e r  s e r v i c e  m a n a g e r ’ s 
int roduct ion of goods/services to a 
customer face-to-face is not considered 
direct marketing (but the subsequent 
use of the customer’s personal data for 
sending him promotional materials is 
considered direct marketing).

✗	 A marketing call to the unidentified 
owner of a particular telephone number is 
not direct marketing.

Direct marketing to a corporation’s owner or staff

1.5	 Generally speaking, an individual’s office 
telephone number or off ice address, 
when combined with his name, would 
amount to his personal data from which 
his identity can be ascertained directly 
or indirect ly .  I t  i s  common for the 
holder of a certain post or job title (e.g. 
purchasing manager) in a corporation 
to be approached by a direct marketer 
at his office telephone or address for 
selling products or services targeted at the 
corporation (e.g. photocopying machines 
or photocopying services) or targeted at 
him personally. In these circumstances, 
whether the Commissioner will enforce 
the  p rov i s ions  in  Pa r t  VI A o f  the 
Ordinance depends on:–

(a)	 the c i rcumstances under which the 
personal data is collected, for example, 
whether the personal data concerned 
is collected in the individual’s official 
capacity;

(b)	 the nature of the products or services, 
that is, whether they are for the use of the 
corporation or personal use; and

(c)	 (where the products or services can 
cater for either use of the corporation 
or personal use) whether the marketing 
effort is targeted at the corporation or the 
individual.

1.6	 In clear-cut cases where the personal 
data is collected from individuals in their 
official capacities and the product or 
service is clearly meant for the exclusive 
use of the corporation, the Commissioner 
would generally take the view that it 
would not be appropriate to enforce the 
provisions in Part VI A of the Ordinance. 
In other cases, the provisions in Part VI A 
should be complied with.

Examples:
 

✓	 In an office furniture exhibition, an 
exhibitor collected business cards from 
the procurement staff of a corporation 
and sent brochures to them by using the 
names and addresses on the business 
cards to market office furniture. Part VI A 
would not apply.

✗	 This exhibitor is not allowed to use the 
same personal data to market beauty 
products to the procurement staff without 
complying with the requirements under 
Part VI A.

✗	 A bank collected a customer’s office 
telephone number and address as contact 
information in his application for a 
savings account. The bank cannot use the 
office telephone number and address to 
contact him to market tax loan without 
complying with the requirements under 
Part VI A.

Overarching principles

1.7	 When handling personal data in the 
course of carrying out direct marketing 
activities, it is good practice for data users 
to observe the following principles:

(a)	 Respect data subject’s r ight of sel f -
determination of his/her own data
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(b)	 Be accountable, open and transparent in the 
handling of personal data including clearly 
identifying to the data subject the data user 
whom the direct marketer represents

(c)	 Give individuals an informed choice of 
deciding whether or not to allow the use 
of their personal data in direct marketing

(d)	 P r e s e n t  i n f o r m a t i o n  r e g a r d i n g  t h e 
collection, use or provision of personal data 
in a manner that is easily understandable 
and, if in written form, easily readable

(e)	 Honour and update the data subject’s request 
for ceasing the use of his/her personal data 
in a professional and timely manner

(f)	 Be inclusive to cater for the special 
needs of minorities, for example, adopt a 
universal design for webpages following 
the W3C principles4 and thus provide 
information in large prints for the aged 
and those with impaired vision

Definitions

1.8	 First and foremost, it is important to 
unders tand the meaning o f  ce r ta in 
key terms used under Part VI A of the 
Ordinance. The definitions are found in 
section 35A.

Consent

1.9	 The word “consent” is widely used in Part 
VI A to denote a data subject’s agreement 
to the use or provision of his/her personal 
data for use in direct marketing. Specifically, 
it is provided that a data user must not use 
or provide personal data to another person 
for use in direct marketing unless it has 
obtained the data subject’s consent5. Consent 
is defined broadly to cover “an indication 
of no objection to the use or provision”6. To 
qualify as an indication of no objection, the 
data subject concerned must have explicitly 
indicated that he/she did not object to the 
use and/or provision of his/her personal 
data to another for use in direct marketing. 
Hence, consent cannot be inferred from the 
data subject’s non-response. In other words, 
silence does not constitute consent.

1.10	The circumstances under which a data 
user collects a data subject’s personal data 
and obtains his consent will be relevant in 
determining whether or not the consent is 
validly given.

Examples of valid consent:

✓	An oral reply: “Okay, please send me 
the promotional offer/information to my 
address at XYZ”

✓	An oral reply: “I am interested to know 
more about the product but I am busy, 
please call my home number at 1234-
5678 in the evening”

✓	Not checking the tick box indicating 
objection to receive direct marketing 
materials but signed and returned to the 
data user an agreement to the effect that 
the data user’s notification regarding 
collection, use and provision of personal 
data has been read and understood*

✓	Ticking the box “I do not object to the use 
of my personal data for direct marketing 
of XXX” in an application form

*	 Whether it is a valid indication of consent or not is still subject 
to the manner in which the information in the agreement is 
presented, (e.g. whether the tick box is conspicuous and easily 
readable, the location of the signature, etc.).

Examples of invalid consent:

✗	 A customer hanged up immediately upon 
knowing that the caller is calling for 
direct marketing purpose.

✗	 The data subject replied “I am busy, 
please call back later”.

✗	 The data subject replied “I will think about it”.
✗	 No response is received from the data 

subject to a direct marketing solicitation 
by mail or electronic means.

✗	 An  i nve s tmen t  company  i n f o rmed 
its customers in writing of the use or 
provision of their personal data for use 
in direct marketing and stated that any 
objection has to be made by sending 
back the objection slip attached. A non-
response from the customers does not 
amount to valid consent.

✗	 A telemarketer ending a call upon queries 
from the data subject about the source of 
personal data used by the telemarketer.

4	 Please refer to World Wide Web Consortium (http://www.w3.org) for details.
5	 Section 35E and section 35K
6	 Section 35A(1)
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Marketing subject

1.11	The term “marketing subject” is defined 
to mean (a) any goods, facility or service 
offered, or the availability of which is 
advertised; or (b) any purpose for which 
donations or contributions are solicited7.

1.12	Data users are required to inform the 
data subjects of the classes of marketing 
subjects in relation to which the data 
users are going to carry out d i rect 
marketing. In specifying the classes of 
marketing subjects, the description should 
be specific, making reference to the 
distinctive features of the goods, facilities 
or services so that it is practicable for 
the customers to ascertain the goods, 
facilities or services to be marketed with a 
reasonable degree of certainty.

Examples of acceptable and unacceptable 
descriptions of the classes of marketing 
subjects:

✓	P r o m o t i o n a l  o f f e r s  i n  r e l a t i o n  t o 
telecommunications network services 
operated by ABC Company

✓	Beauty Products offered by ABC Company
✗	 “All goods and services offered by ABC 

Group Company” (a holding company of 
subsidiary companies with a diversified 
business portfolio) would be too vague 
without naming the classes of goods, 
facilities or services

✗	 “Goods and services provided by ABC 
Company ,  r e l a t ed  pa r t i e s ,  agen t s , 
contractors and suppliers” would be too 
broad

✗	 “Retail services and products provided by 
ABC Company” would be too broad for 
customers to comprehend the classes of 
goods, facilities or services

Permitted class of marketing subjects

1.13	“Permitted class of marketing subjects” 
means a class of marketing subjects in 
relation to which a data subject has 
provided his/her consent to the data user 
for the use or provision to another person 
for use of his/her personal data in direct 
marketing8.

Example of class of marketing subjects:

If a data subject has given consent to allow 
a data user to use his/her personal data for 
direct marketing of (a) cosmetic products 
and (b) te lecommunicat ions network 
services, then (a) and (b) would be the 
permitted class of marketing subjects for 
this particular data subject.

Permitted class of persons

1.14	“Permitted class of persons” means the 
class of persons in relation to whom a data 
subject has provided his/her consent to 
the data user to provide his/her personal 
data for use in direct marketing9.

Example of permitted class of persons:

If a data subject has given consent to AAA 
Company to provide his/her personal data 
to: (a) financial services companies and 
(b) telecommunications network service 
providers for use in direct marketing, then 
the permitted class of persons of the data 
subject’s personal data for use in direct 
marketing would be any company whose 
nature of business is financial services or 
telecommunications network services.

7	 Section 35A(1)

8	 “Permitted class of marketing subjects” is defined under section 35A(1) as “in relation to a consent by a data subject to an 
intended use or provision of personal data, means a class of marketing subjects– (a) that is specified in the information provided 
to the data subject under section 35C(2)(b)(ii) or 35J(2)(b)(iv); and (b) in relation to which the consent is given”.

9	 “Permitted class of persons” is defined under section 35A(1) as “in relation to a consent by a data subject to an intended 
provision of personal data, means a class of persons– (a) that is specified in the information provided to the data subject under 
section 35J(2)(b)(iii); and (b) in relation to which the consent is given”.
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Permitted kind of personal data

1.15	“Permitted kind of personal data” means 
the specific type of personal data (e.g. 
address, telephone number) in relation 
to which a data subject has given his/
her consent to the data user for use or 
provision to another person for use in 
direct marketing10.

Example of permitted kind of personal data:

If a data subject has given consent to 
use or provide his/her (a) contact details 
(e.g. phone number or address) and (b) 
age group to ABC company for direct 
marketing purpose, then (a) and (b) would 
be the permitted kinds of personal data in 
relation to the consent by the data subject 
to an intended use or provision of his/her 
personal data for use in direct marketing.

Response channel

1.16	“Response channel” is the means of 
communication provided by a data user 
for a data subject to indicate his/her 
consent to the intended use or provision 
for use of his/her personal data11. A 
response channel can be:

•	 A telephone hotline*
•	 A facsimile number
•	 A designated email account
•	 An online facility to allow data subject 

to subscribe or unsubscribe
•	 A specific address to collect written 

response from the data subject
•	 A designated person to handle request 

from the data subject through the above 
or other means*

*	 Where telephone communication is involved, it is advisable 
for data users to record the communication. Data users 
should also remind data subjects that the telephone 
communication between them would be recorded before 
the recording.

1.17	Where the consent to be sought from a 
data subject is for the provision of his/her 
personal data to another person for use 
in direct marketing, a data user can only 
elect a response channel which enables 
the data subject’s consent to be made in 
writing. This arrangement is necessary for 
complying with Division 3 of Part VI A of 
the Ordinance which specifically requires 
that such consent has to be communicated 
in writing12.

10	 “Permitted kind of personal data” is defined under section 35A(1) as “in relation to a consent by a data subject to an intended 
use or provision of personal data, means a kind of personal data– (a) that is specified in the information provided to the data 
subject under section 35C(2)(b)(i) or 35J(2)(b)(ii);and (b) in relation to which the consent is given.”

11	 “Response channel” is defined under section 35A(1) as “a channel provided by a data user to a data subject under section 
35C(2)(c) or 35J(2)(c).”

12	 Section 35J(2)(c)
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PART 2: Collection of Personal Data for Direct Marketing

Example:

It is not necessary for a bank to collect 
the “education level” and “marital status” 
of an applicant for opening a savings 
account. Though the information may 
assist the bank in better understanding the 
background of this customer and selecting 
appropriate services or products to be 
promoted to him, the data is only intended 
for business promotion purpose and need 
not be collected in the first place. The bank 
thus has to inform the customer that the 
provision of such data is entirely voluntary. 

Collection by means that are fair and lawful

2.3	 DPP 1(2) requires that personal data shall 
be collected by means which are lawful 
and fair in the circumstances of the case.

2.4	 A data user should not use deceptive or 
misleading means to collect personal data 
for direct marketing.

Example of deceptive or misleading means:

If the actual purpose of making a cold 
call is to obtain the party’s personal data 
for direct marketing purpose, this should 
be explicitly made known to the called 
party prior to the actual collection of the 
personal data.

Similarly, in promoting the product/service 
of Company A, Company A should not hold 
out to be Company B to the called party so 
as to mislead the latter to believe that it is 
Company B (with whom the called party 
has an established customer relationship) 
which is making the direct marketing 
approach and, based on such false reliance, 
he discloses his personal data in the course 
of the transaction.

Further, the offering of free gifts on the street 
by a person to attract passers-by to complete 
a survey questionnaire and to provide their 
personal data in the process when the true 
purpose is to collect and amass personal 
data for sale in bulk to direct marketing 
companies is considered an unfair means of 
collection of personal data.

Personal data not to be excessively collected

2.1	 Da t a  P ro t ec t i on  P r i nc ip l e  ( “DPP ” ) 
1(1) in Schedule 1 to the Ordinance 
provides that only necessary, adequate 
but not excessive personal data is to 
be collected by a data user for a lawful 
purpose directly related to its function 
or activity.

2.2	 A data user does not normally collect a 
customer’s personal data solely for direct 
marketing purpose. There is usually a 
specific or main purpose or reason for 
collecting the personal data (e.g. for 
provis ion of mobi le phone network 
services by a telecommunications operator 
or provision of financial services by a 
bank). While the data user may collect 
personal data which is necessary for 
fulfillment of that specific purpose, it may 
only collect additional personal data from 
the customer for direct marketing purpose 
(e.g. customer profiling and segmentation) 
if the customer elects to supply the data 
on a voluntary basis.

Tips:

Basically, the name and contact information 
of a customer should suffice for the purpose 
of direct marketing. Data users should inform 
their customers that the supply of any other 
personal data to allow the data user to carry 
out specific purposes, e.g. customer profiling 
and segmentation, is entirely voluntary.

e.g. Hong Kong Identity Card Number is 
not normally required for direct marketing 
purposes.
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2.5	 Irrespective of whether or not the direct 
marketing activities of the data user are 
directly related to the original purpose of 
collection of the customer’s personal data 
for a primary function of the data user 
which the customer seeks, the customer is 
free to decide whether to give additional 
personal data for the purpose of direct 
marketing. In the circumstances, the data 
user should make known to the customer 
that it is optional for him to supply the 
additional data.

2.6	 A customer’s consent to provide the 
personal data may be obtained in such 
circumstances that raise a reasonable doubt 
on the genuineness of the consent and 
whether it was voluntarily given.

Example of a “bundled consent” situation:

When a data user collects personal data 
from customers through a service application 
form which is designed in such a way that 
renders it impracticable for its customers 
to refuse the use of their personal data for 
direct marketing purposes unrelated to the 
services the customers seek (i.e. under a 
“bundled consent” situation), such collection 
of personal data may be deemed an unfair 
collection of personal data.

Data subject to be informed of the purpose of 
use and classes of transferees

2.7	 DPP 1(3) requires a data user to take all 
reasonably practicable steps to inform the 
data subject on or before the collection of 
his personal data whether it is voluntary 
or obligatory for him to supply the data, 
the purpose of use of the data and the 
classes of persons to whom the data may 
be transferred (i.e. transferee). Where a 
data user intends to use the personal data 
in direct marketing, the requirements 
under Part VI A of the Ordinance apply as 
to the specific information to be given to 
the data subjects (see paragraphs 3.1 to 
3.6 for further details).

2.8	 Although there is no requirement under 
DPP 1(3) and Part VI A of the Ordinance 
that requires the in format ion to be 
provided to the customers in writing 
where the data user intends to use the 
personal data in direct marketing, it is 
prudent for data users to provide the 
information by way of a written notice 
which is generally referred to as “Personal 
I n f o rma t i on  Co l l e c t i on  S t a t emen t ” 
(“PICS”).

PICS and Privacy Policy Statement (“PPS”)

2.9	 PICS and PPS are common tools for data 
users to communicate their purpose(s) 
of collection of personal data, the kinds 
of data collected, the possible classes 
of transferees of the data as well as the 
policies and practices in relation to 
personal data. They serve as evidence 
to demonstrate that practical steps have 
been taken by a data user to provide the 
information to the data subjects.

2.10	To ensure that a PICS is effective, it is 
necessary for data users to take into 
consideration the following factors:

(a)	 Whether the layout and presentation of 
the PICS (including the font size, spacing, 
underlining, use of headings, highlights 
and contrasts) has been designed so that 
the PICS is easily readable to customers 
with normal eyesight.

(b)	 Whether the PICS is presented in a 
conspicuous manner (e.g. the PICS is 
a stand-alone section and its contents 
are not buried among the terms and 
conditions for the provision of the data 
user’s services).

(c)	 Whether the language used in the PICS 
is easily understandable (e.g. the choice 
of simple rather than difficult words and 
the avoidance of use of legal terms or 
convoluted phrases).

(d)	 Whether further assistance from the data 
user such as help desk or enquiry service 
is available to enable the customer to 
understand the contents of the PICS.
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2.11	D a t a  u s e r s  s h o u l d  c o m m u n i c a t e 
their message effectively in clear and 
simple language and in a form easily 
understandable, readable and accessible 
by reference to the actual circumstances 
under which the personal data is collected 
such as the characteristics of the targeted 
customers (in terms of age, education 
level, etc.).

2.12	Data users should not define the purpose 
of use and class of transferees of the 
personal data in such liberal and vague 
terms that it would not be practicable for 
customers to ascertain with a reasonable 
degree of certainty how their personal 
data could be used and who could have 
the use of the data.

2.13	If a data user intends to use or provide 
personal data for use in direct marketing, 
it must inform the data subjects that it 
intends to so use or provide the data 
and that the data may not be so used 
or provided unless it receives the data 
subject’s consent (in the case of provision 
of personal data, the consent must be in 
writing) to the intended use or provision13. 
More elaboration on the information to 
be provided to the data subject will be 
discussed below and under Part 3.

Tips for defining purpose of use and class 
of transferees:

✗	 Avoid using loose terms, for example, 
“such other purposes as the Company 
may from time to time prescribe” to 
cover direct marketing as a purpose of 
collection.

✓	An effective way is to define the class of 
transferees by its distinctive features, such as 
“financial services companies”, “investment 
service providers”, “telecommunications 
services providers”, etc.

✗	 Avoid using vague terms such as, “all 
business partners”, “selected companies 
which will provide information of services 
in which customers may be interested” or 
“such other agents as the company may 
from time to time appoint”.

Obtain consent on application forms

2.14	Data users are reminded NOT to design a 
service application form in such a way that 
renders it impracticable for its customers 
to refuse the use of their personal data for 
direct marketing purposes. For example, it 
is common for a service application form to 
incorporate both the terms and conditions 
of provision of the data user’s services as 
well as statements relating to the use of the 
data collected for marketing products or 
services, or the provision of the personal 
data to a third party. If the customer is only 
provided with one space to sign on the 
form, he has to choose between (a) giving 
up the application for the service or (b) 
giving his “bundled consent” agreeing to 
the terms and conditions for the provision 
of the service he originally seeks as well as 
the use of his personal data as prescribed 
by the data user when in fact he finds 
such prescribed use objectionable. This is 
undesirable.

2.15	In such circumstances, the data user is 
advised to design its service application 
form in a manner that provides for the 
customer’s agreement to the terms and 
conditions for the provision of the service 
to be separated from the customers’ 
consent to the use of his personal data 
for direct marketing. Recommended ways 
to achieve this end include providing a 
separate signature or tick box to indicate 
the customer’s agreement or no objection 
to the prescribed use of his personal data.

13	 Sections 35C(2) and 35J(2).
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General or selective consent14

2.16	A data subject’s consent for the use or 
provision of his/her personal data for use 
in direct marketing may be given either 
generally or selectively15. By selective 
consent, the data subject may choose to 
restrict his/her consent to (a) only certain 
kinds of personal data held by the data 
user; (b) only certain classes of the full 
range of marketing subjects offered by the 
data user; and/or (c) only certain classes 
of persons to which the data user intends 
to provide for use in direct marketing. To 
facilitate the data subjects’ exercise of 
their choice, it is recommended that data 
users inform the data subjects of this right 
of choice (i) when soliciting the personal 
data in question; and (ii) in the response 
channel through which the data subject 
may elect to give his/her consent.

2.17	In some circumstances, a data user may 
seek a general consent from the data 
subjects to cover all specified kinds 
of personal data, classes of marketing 
subjects and classes of persons to which 
the data is to be provided. If no such 
consent is given by the data subject, a 
data user is not allowed to use any kind 
of personal data of the data subject to 
market any class of products or services 
or provide any personal data of the data 
subject to any class of persons for use in 
direct marketing.

Tips:

1.	Do not ask customers to provide bundled-
consent. Service-providers should obtain 
customers’ consent for the use and/or 
provision of their personal data to others 
for use in direct marketing separately 
from the agreement and acceptance to the 
use of their personal data in connection 
with the services offered to them

2.	Allow customers to indicate separately 
whether they agree to (i) the use, and (ii) 
the provision of their personal data to 
others

3.	Provide information to customers in 
one  s e l f - con t a i ned  documen t  and 
avoid making cross-reference to other 
documents or other sources of information 
as far as practicable

4.	Provide a check-box for customers to 
indicate agreement or no objection to 
the use of personal data for promotion of 
products and services

5.	Inform customers that they may give 
selective consent to (a) the kinds of 
personal data; (b) the classes of marketing 
subjects; and (c) the classes of data 
transferees

6.	H i g h l i g h t  c h e c k - b o x e s  t o  a t t r a c t 
customers’ attention and use simple, 
easi ly unders tandable and readable 
language

Use of the personal data

2.18	Data users are required under DPP3 not to 
use personal data for a new purpose unless 
the prescribed consent is obtained from 
the data subject. A new purpose means a 
purpose other than the purpose for which 
the data was to be used at the time of the 
collection or a directly related purpose. 
Under section 2(3), prescribed consent 
means express consent given voluntarily 
which has not been withdrawn in writing.

2.19	In accordance with DPP3, if a data user 
intends to use or provide personal data for 
use in direct marketing, it has to seek the 
prescribed consent from the data subject 
if such data was originally collected not 
for direct marketing purpose. Despite 
section 2(3), a data user is taken to have 
obtained the prescribed consent of the 
data subject if it has not contravened any 
of the relevant provisions regarding (i) the 
taking of specified actions before using or 
providing personal data for use in direct 
marketing; (ii) not using or providing 
personal data for use in direct marketing 
without the data subject’s consent; and (iii) 
ceasing the use or provision of personal 
data for use in direct marketing upon 
obtaining an opt-out request from the data 
subject16. These requirements [(i), (ii), and 
(iii)] are explained in Parts 3 and 4.

14	 The definition of consent includes an “indication of no objection”.

15	 Sections 35E(1)(a) and 35K(1)(a)

16	 Sections 35H and 35M
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PART 3: Use of Personal Data in Direct Marketing

17	 Section 35C(3)

18	 The definition of “consent” includes “an indication of no objection” (see section 35A(1)).

What to be included?

3.4	 The fo l lowing in format ion mus t  be 
included in the notice to the data subject:

(a)	 The data user intends to use the personal 
data of the data subject for direct marketing;

(b)	 The data user may not so use the data 
unless the data user has received the data 
subject’s consent to the intended use;

(c)	 The kinds of personal data to be used;
(d)	 The classes of marketing subjects in relation 

to which the data is to be used; and
(e)	 The response channel through which the 

data subject may, without charge by the 
data user, communicate the data subject’s 
consent to the intended use.

Example of notification to customers of the 
use of their personal data in direct marketing 
and obtaining their consent selectively:

1.	We intend to use your personal data for 
direct marketing;

2.	We may not so use your personal data 
unless we have received your consent;

3.	We shall use the following personal data 
for marketing our services mentioned in 
paragraph 4:–
□	 your name
□	 your residential address
□	 your mobile phone number
□	 your residential phone number
□	 your email address
Please tick the box provided to indicate 
your consent* for each item.

4.	Your personal data will be used for 
marketing our services as follows:–
□	 mobile phone
□	 internet network
Please tick the box provided to indicate 
your consent* for each item.

Signature of the customer
Name: xxx
Date: yyyy/mm/dd

*	 An alternative to this “opt-in” approach to indicate consent 
is to request the customer to tick the box to indicate 
his objection. The latter “opt-out” approach is equally 
acceptable.

New requirements to be followed before using 
personal data in direct marketing

3.1	 A data user who intends to use a data 
subject’s personal data in direct marketing 
must take specified actions which are 
elaborated below. The obligation on the 
data user applies irrespective of whether 
the personal data is collected from the 
data subject by the data user17. Hence, 
even if a data user has collected the 
personal data of a data subject from a 
third party, it is still required to take 
the specified actions and obtain the 
necessary consent18 from the data subject 
before using the personal data for direct 
marketing.

Inform the data subject of data user’s intention 
to use the personal data in direct marketing 
and provide the data subject wi th the 
prescribed information

When to inform?

3.2	 As a responsible approach, it is always 
advisable for the data user to inform the 
data subject as early as possible the data 
user’s intention to use the data subject’s 
pe r sona l  da ta  fo r  d i rec t  marke t ing 
purpose. Where possible, this should be 
done on or before the personal data of the 
data subject is collected.

Example of notification:

When a customer opens a savings account 
with a bank, the customer should be 
informed of the bank’s intention to use his 
personal data for marketing its different 
types of banking services and be given a 
choice of whether to allow such usage at 
the time his personal data is collected.

3.3	 General and loose description of the 
purpose of use such as “such other 
purposes as the company may from time 
to time prescribe” will not be acceptable.
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How to inform?

3.5	 There is no specific requirement under 
the Ordinance prescribing how the data 
subject is to be informed. However, it is 
a requirement that the above information 
should be presented in a manner that is 
easily understandable and if in written 
form, easily readable19. In this regard, a 
reasonable man’s test should be adopted 
when deciding what is “easily readable and 
easily understandable”. Vague and loose 
terms (e.g. “marketing goods and/or services 
by us, our agent, our subsidiaries, or our 
partners”, “providing carefully selected 
offers, promotions and benefits by us, our 
subsidiaries, affiliates and/or our partners”, 
“such type of services and products as the 
company may from time to time think fit”) 
will fall short of meeting the requirement.

Not to use personal data in direct marketing 
without the data subject’s consent

3.6	 Even though a data user has taken steps 
to inform or notify the data subject as 
described above, the data user should 
not use personal data in direct marketing 
unless the data subject’s consent to the 
intended use was received. A data subject 
may communicate his/her consent either 
through the response channel provided 
by the data user or other means20. For the 

meaning of consent, please refer to the 
discussion under the heading “Definition” 
in Part 1 above.

3.7	 For a data user’s use of personal data 
in direct marketing, consent from the 
data subjects may be obtained either in 
writing or orally. Where an oral consent 
is obtained from a data subject, a written 
confirmation must be sent to the data 
subject not later than 14 days after the 
oral consent is obtained21. The written 
confirmation has to be sent to the last 
known correspondence address of the data 
subject which includes a physical address, 
an email address and a telephone number 
for SMS. The following information22 
shou ld be inc luded in  the  wr i t t en 
confirmation to the data subjects and 
presented in an easily readable manner:

(a)	 The date of receipt of the consent;
(b)	 The permitted kind of personal data; and
(c)	 The permitted class of marketing subjects.

3.8	 The use of the personal data in direct 
marketing must be consistent with the 
data subject’s consent23, that is, (a) the 
personal data to be used falls within the 
permitted kind of personal data; and (b) 
the marketing subject in relation to which 
the data is used falls within the permitted 
class of marketing subjects24.

19	 Section 35C(4)
20	 Section 35E(3)
21	 Section 35E(1)(b)
22	 Section 35E(1)(b)
23	 Section 35E(1)(c)
24	 Section 35E(2)

Example of indicating no objection generally:

We intend to use your name, telephone number and address for direct marketing credit card 
and insurance products/services but we cannot so use your personal data without your consent.

Please sign at the end of this statement to indicate your agreement to such use. Should you find 
such use of your personal data not acceptable, please indicate your objection before signing by 
ticking the box below.
□	 The customer named objects to the proposed use of his/her personal data in direct 

marketing.

Signature of the customer
Name: xxx
Date: yyyy/mm/dd
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3.9	 It is recommended that the data user 
also states in the written confirmation its 
contact information to facilitate the data 
subject to dispute the confirmation. It 
would be prudent for the data user to wait 
for a while (say for example, 14 days) for 
the data subject to dispute as necessary 
the written confirmation before (barring 
such disputes) using the personal data in 
direct marketing.

Tips:

Data users have NOT obtained a valid 
consent in the following situation:
✗	 If a data subject refuses to provide his 

contact information and as a result the 
written confirmation cannot be sent

✗	 When the written confirmation to the data 
subject’s last known address (be it sent via 
mail or email) was returned undelivered

3.10	It is good practice for the data user to 
confirm, at the time of obtaining the data 
subject’s oral consent, the data subject’s 
contact means (e.g. telephone number 
to send SMS; correspondence or email 
address to send text message) to which the 
written confirmation is to be sent. Also, it 
would be in the interest of the data user 
to keep a record of the consent of the data 
subject (whether in written form or audio 
recording) and a record of the written 
confirmation sent. This would, in the case 
of a dispute, help to support that a written 
confirmation has effectively been sent to 
the data subject.

Good Practice for Recording Oral Consent:

1.	Before recording, inform the data subject 
that the call may be recorded and make 
a reasonable effort to ensure that the 
individual is advised of the purposes for 
which the information will be used;

2.	Recording may only take place with the 
data subject’s consent;

3.	The recording should be made available 
to the data subject upon request;

4.	Ensure compliance with other provisions 
of the Ordinance relating to, for example, 
retention, security, access and erasure of data. 

Notify data subject of his/her right to request 
the data user to cease to use the data in direct 
marketing when using his/her personal data 
for the first time

3.11	The data user must, when using the data 
subject’s personal data for the first time in 
direct marketing, notify the data subject 
of his/her right to request the data user to 
cease to so use the data, without charge 
to the data subject. This obligation applies 
irrespective of whether the personal data 
is obtained directly from a data subject or 
from other sources.25

3.12	If the direct marketing approach is made 
by email, it is recommended that the data 
user highlights this opt-out right of the 
data subject in the email and provides 
the data subject with an electronic link to 
the address of the data user for the data 
subject to exercise such right. To allay 
the data subject’s worry of responding 
to a fraudulent website, the marketer 
is advised not to collect personal data 
other than his/her email address (for 
proper identification purpose) in the opt-
out process. If the marketing approach 
is made by mail or fax, a “tick” box and 
return address may be provided in the 
marketing communication to facilitate 
the customer to exercise his opt-out right. 
If the marketing approach is made by 
telephone, the marketer should inform the 
data subject of his right by making clear 
to the called party that “if you do not wish 
to receive further marketing calls from us, 
let us know and we will not call again” 
(or words to the same effect). In case that 
the marketing message is sent via SMS, 
a telephone hotline may be provided to 
receive opt-out requests or the customer 
may be alerted to return a SMS to the 
telephone number through which the SMS 
was sent.

25	 Section 35F
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Ceasing to use personal data in direct 
marketing when so requested by a data subject

3.13	A data subject may at any time require a 
data user to cease to use his/her personal 
data in direct marketing26, irrespective of 
whether the data is obtained directly from 
the data subject or not and whether an 
earlier consent has been given by the data 
subject to the data user or a third person 
for such use27. A data user must, without 
charge to the data subject, cease to use 
the personal data concerned upon receipt 
of such notification28.

3.14	T h e r e  i s  n o  r e s t r i c t i o n  u n d e r  t h e 
Ordinance as to the manner in which the 
data subject shall exercise his/her opt-
out right. A data subject is entitled to 
communicate his/her opt-out requirement 
to the data user either orally or in writing.

3.15	If a customer chooses to opt-out orally 
in, for example, a telemarketing call, the 
marketer must follow up to comply with 
the requirement. If the marketer is an 
agent making the marketing approach on 
behalf of the data user, the marketer must 
communicate the opt-out request to the 
data user and the data user is expected to 
make contractual arrangements with the 
marketing agent to ensure that it receives 
the opt-out not i f icat ion. For fur ther 
explanation on the exercise of customer’s 
o p t - o u t  r i g h t ,  p l e a s e  r e f e r  t o  t h e 
“Exercising Your Right of Consent to and 
Opt-out from Direct Marketing Activities 
unde r  t he  Pe r sona l  Da ta  ( P r i vacy ) 
Ordinance” issued by the Commissioner.

How to comply with the data subject’s opt-out 
request effectively?

3.16	In order to comply with the data subject’s 
opt-out requirement effectively, data users 
have to maintain a list of all customers 
who have indicated that they do not wish 
to receive further marketing approaches 
(the “Opt-Out List”). Data users have to 
adopt a systematic approach to comply 
with the data subjects’ requests for ceasing 
such use of their personal data. The Opt-
Out List should be updated regularly.

3.17	Where the list is maintained via an online 
computer network, individual marketing 
staff connected to the network have to 
input new opt-out requests as and when 
they are received. If the list is distributed 
other than by a computer network, it 
is recommended that marketing staff 
members are notified of the updates at a 
frequency of no less than once per week.

3.18	Where the data user conducts its business 
through branch offices, each branch 
office has to maintain its own Opt-Out 
List of customers who have informed the 
branch office that they do not wish to 
receive further direct marketing approach. 
The head office has to coordinate the 
updating of a consolidated Opt-Out List 
by collecting the opt-out information 
supplied by all branch offices concerned 
and informing them on a continuous basis 
the updated position.

3.19	A da t a  u se r  shou ld  have  s t and ing 
procedures for its staff to follow in regard 
to accessing and updating the Opt-Out 
List and complying with the data subjects’ 
opt-out requirements.

26	 Section 35G(1)

27	 Section 35G(2)

28	 Section 35G(3)
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Retention of opt-out list and record of consent

3.20	A data user must take all practicable steps 
to erase the personal data it held which is 
no longer required for the original purpose 
(including any directly related purpose) 
for which the data was col lected 29. 
Hence, a data user is required to make 
an assessment of the necessity of deleting 
all or some of the personal data of those 
customers who have indicated their opt-
out requirements, and erase unnecessary 
personal data accordingly. For details 
of the guidance on data erasure, please 
refer to the “Guidance on Personal Data 
Erasure and Anonymisation” issued by the 
Commissioner.

Good Practice:

✓	Delete all personal data that is not 
required to implement the data user’s 
direct marketing strategy.

✓	Not to retain any personal data longer 
than is necessary for use in direct 
marketing. For example, after a marketing 
campaign is completed, a data user has 
to require its marketing agent to erase 
or return the personal data used in the 
campaign.

✓	Review the personal data held regularly 
to see if it is still necessary to retain 
the same and perform data erasure as 
required at regular intervals.

Offence and Defence

3.21	The data user’s failure to comply with the 
requirements above may constitute an 
offence under the Ordinance and it will 
be liable on conviction to a fine and to 
imprisonment. For details, please refer to 
the table in the Schedule.

3.22	In any proceedings for an offence referred 
to in the said table, it is a defence for the 
data user charged to prove that the data 
user has taken all reasonable precautions 
and exercised all due diligence to avoid 
the commission of an offence.

Exceptions

Social and health care services

3.23	This part does not apply in relation to the 
offering, or advertising of the availability 
of: –

(a)	 social services run, subvented or subsidized 
by the Social Welfare Department;

(b)	 health care services provided by the 
Hospital Authority or Department of 
Health; or

(c)	 any other social or health care services 
which, if not provided, would be likely 
to cause serious harm to the physical or 
mental health of –
(i)	 the individual to whom the services 

are intended to be provided; or
(ii)	 any other individual.

Pre-existing data

3.24	The requirements for a data user to notify 
the data subject of his intention to use the 
latter’s personal data in direct marketing 
and to obtain the data subject’s consent or 
indication of no objection to the intended 
use under the new regulatory regime take 
effect on a prospective basis. They do not 
apply to the personal data (in relation to 
its use in marketing a class of marketing 
subjects) which the data user has control 
over its use before the entry into force of 
the new provisions30 if:–

(a)	 the data subject had been explicitly 
informed by the data user, in a manner 
which is easily understandable and (if 
informed in writing) easily readable, of the 
intended use or use of the data subject’s 
personal data in direct marketing in 
relation to the class of marketing subjects;

(b)	 the data user had so used any of the data;
(c)	 the data subject had not required the data 

user to cease to use any of the data; and
(d)	 the data user had not in relation to 

such use contravened any provision of 
the Ordinance as in force at the time 
of the use.

29	 Section 26 and DPP 2(2)

30	 Section 35D(1)
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3.25	F o r  t h e  a v o i d a n c e  o f  d o u b t ,  t h i s 
grandfathering arrangement does not apply 
to the use of the personal data of the data 
subject in relation to a different class of 
marketing subjects.

3.26	Also, this grandfathering arrangement applies 
only to the use of personal data by the data 
user for its own direct marketing (including 
the use of the data by its agent for marketing 
the data user’s products or services).

Example:

If a bank had obtained a customer’s mobile 
phone number, residential address and 
residential telephone number as well as his 
email address before the commencement 
date, and explicitly and clearly notified 
i ts customer that such personal data 
would be used for marketing banking and 
insurance services, and the bank has so 
used the mobile phone number before the 
commencement date, and such use has 
not met with the customer’s indication of 
opt-out, then not only would the mobile 
phone number be exempted but the use 
of the other personal data already held by 
the bank prior to the commencement date, 
viz. residential address, email address and 
residential telephone number would also 
be exempted from the notification and 
consent requirement.

3.27	The grandfathering arrangement also 
applies to updates of personal data held 
by a data user before the commencement 
date. I t does not apply to new data 
acquired after the commencement date 
through (i) updating the data subject’s 
personal profile, and (ii) new business 
deals with the data subject.

Example:

If a data user held a data subject’s residential 
address before the commencement date 
and the data subject moved after the 
commencement date, the data user may use 
the new residential address for continued 
marketing of the services it used to market 
to the data subject without the need to 
notify the data subject afresh and obtain his 
consent. 

Data collected from a third person

3.28	Data users should be reminded that the duty 
to inform the data subject of its intention 
to use the data subject’s personal data in 
direct marketing is absolute and irrespective 
of whether the personal data is collected 
from data subjects directly or not. It is not 
uncommon that a data user may obtain 
personal data from a partner, an associate or 
a subsidiary company in a cross-marketing 
scheme. If the data user is planning to use 
the data received from a third party for direct 
marketing, the data user is still required to 
inform the data subject of the intention to 
use the data for direct marketing unless the 
third party has already taken such action 
and confirmed to the data user that the data 
subject had consented to the use or provision 
for use of his/her personal data in direct 
marketing and that the products or services 
that the data user intends to market fall 
within the class of marketing subject that the 
data subject had consented to31. In a nutshell, 
the data user must be notified in writing 
by the third party from whom the data was 
transferred (transferor) the following:–

(a)	 the transferor has given written notice 
to the data subject and obtained his/
her written consent to the provision of 
personal data;

(b)	 the use of the personal data is consistent 
with the consent obtained from the data 
subject.

As for the transferor, the requirements in Part 4 
of this guidance apply.

Burden of proof

3.29	Data users are reminded that the burden 
of proof lies with the data user to establish 
that the specified actions to inform the 
data subject of its intention to use his/
her personal data for direct marketing 
need not be taken due to the application 
of the grandfathering arrangement or a 
third party has already taken the specified 
actions32. It is therefore important for the 
data user to keep proper documentary 
evidence in this regard.

31	 Section 35D(2)

32	 Section 35C(7)
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Principal and agent

3.30	A data user may sometimes outsource 
the direct marketing to an agent. In such 
circumstance, either the principal or 
the agent will have to take the specified 
actions and obtain the data subject’s 
con sen t  a s  men t i oned  above .  The 
principal and agent should spell out in 
clear terms in their contracts with whom 
the responsibility lies in giving information 
and obtaining consent.

3.31	Data users should be mindful that they 
wil l remain l iable for i ts agent’s or 
contractor’s breach of the requirements 
under the Ordinance33. In addition, a data 
user is required to adopt contractual or 
other means to prevent any personal data 
transferred to the agent (i) from being kept 
longer than is necessary for processing 
of the data and (ii) from unauthorized or 
accidental access, processing, erasure, 
loss or use34. It is therefore prudent to 
select a reputable agent or contractor that 
can effectively monitor the performance 
of its frontline staff to ensure that the 
direct marketing activities comply with 
the requirements under the Ordinance. 
Due consideration should be given to 
incorporating the following standard 
terms:

(a)	 that the agent or contractor is prohibited 
from using the personal data for purposes 
other than the agreed direct marketing 
activities;

(b)	 that a reasonable period be specified 
within which the agent or contractor has 
to return the personal data to the data 
user, including copies or reproductions 
thereof after the direct marketing activities 
have been completed. Alternatively, 
the customers’ personal data shall be 
safely erased and destroyed. It would be 
prudent to obtain where appropriate, a 
professional third party’s verification on 
the safe erasure and destruction of data;

(c)	 where further transfer of personal data (e.g. 
sub-contracting) is not permitted, this should 
be explicitly made known in the contract;

(d)	 that proper logs of direct marketing calls 
should be kept so that compliance checks 
can be conducted by the data user;

(e)	 that appropriate security measures be 
put in place to protect the personal data 
from unauthorized or accidental access, 
processing, erasure, loss or use;

(f)	 where the mailing or call list is prepared 
or compiled by the agent or contractor, 
the agent or contractor is required to 
check with the data user the latest opt-out 
list before making any direct marketing 
approaches; and

(g)	 that the agent or contractor shall comply 
with the Ordinance and all applicable 
guidelines and codes of practice issued 
by the Commissioner and other relevant 
regulatory or professional bodies.

3.32	For more details regarding the outsourcing 
of processing of personal data, please refer 
to the Information Leaflet on “Outsourcing 
the Processing of Personal Data to Data 
Processors” issued by the Commissioner.

33	 Section 65(2). It is to be noted that section 65 shall not be applicable for the purpose of any criminal proceedings.

34	 DPP 2(3) and DPP 4(2)
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PART 4: For Data Users Providing Personal Data to another person for Use in 
Direct Marketing

long as no gain to the data transferor in 
money or other property is involved.

Examples of gains:

1.	Agreeing with the transferee that the 
t rans feror wi l l  be rewarded wi th a 
commission for any direct marketing 
approach made by the transferee through 
the use of the data subject’s personal 
data, irrespective of whether the direct 
marketing approach leads to a successful 
business transaction.

2.	Sha r ing and tempora ry  t r ans fe r  o f 
personal  da ta wi th a t rans fe ree in 
exchange for fees or commission.

3.	Transfer of personal data to another business 
entity to explore a business opportunity or 
to pursue a business cooperation.

What to be included in the notice?

4.4	 The fo l lowing in format ion mus t  be 
included in the written notice to the data 
subject41:

(a)	 The data user intends to provide the 
personal data of the data subject to 
another person for use by that person in 
direct marketing;

(b)	 The data user may not so provide the data 
unless it has received the data subject’s 
written consent to the intended provision;

(c)	 The provision of the data is for gain (if it 
is to be so provided);

(d)	 The kinds of personal data to be provided;
(e)	 The classes of persons to which the data is 

to be provided;
(f)	 The classes of marketing subjects in relation 

to which the data is to be used; and

35	 Section 35J(1)

36	 Section 35J(3)

37	 Section 35J(2). The definition of consent includes an “indication of no objection”.

38	 Section 35J(2)(b)(i)

39	 Under section 3 of the Interpretation and General Clauses Ordinance, Cap 1, Laws of Hong Kong, “property” includes
(a)	 money, goods, choses in action and land; and
(b)	obligations, easements and every description of estate, interest and profit, present or future, vested or contingent, arising out 

of or incident to property as defined in paragraph (a).

40	 Section 35A(2)

41	 Section 35J(2)

New requirements to be followed before 
providing personal data to another person for 
use in direct marketing
4.1	 A data user who intends to provide a 

data subject’s personal data (transferor) 
to another person (transferee) for use in 
direct marketing must inform the data 
subject of the data user’s intention to 
so provide the data and take specified 
actions which are elaborated below35. 
This obligation on the data user applies 
irrespective of whether the personal data 
is directly collected from the data subject 
by the data user36.

Inform the data subject in writing of the data 
user’s intention to provide the data subject’s 
personal data to another person for use by that 
person in direct marketing and provide the 
data subject with the prescribed information

4.2	 A data transferor is required to provide 
the data subject with the prescribed 
information in writing and obtain his/
her written consent37. Verbal consent 
is not sufficient. If the personal data is 
transferred for gain, data subjects must 
also be explicitly informed in writing that 
the data is to be so provided38.

For gain

4.3	 “For  ga in” means the p rov i s ion o f 
personal data in return for money or 
other property39, irrespective of whether 
the return is contingent on any condition 
or the data transferor retains any control 
over the use of the data40. Promotions to 
provide gains or benefits to data subjects 
would not fall under the definition, as 
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(g)	 The response channel through which the 
data subject may, without charge by the 
data user, communicate the data subject’s 
consent to the intended provision in writing.

4.5	 The above information must be presented 
in a manner that is easily understandable 
and readable42. Please refer to Part 3 
regarding how this should be done.

Not to provide personal data for use in direct 
marketing without the data subject’s written 
consent

4.6	 A data user should not provide personal 
data to another person for use by that 
person in direct marketing unless the 
da ta sub jec t ’ s  wri t ten consent  has 
been received43. A data subject may 
communicate to a data user the consent 
to so provide the personal data to others 
e i the r  th rough a  re sponse channe l 
provided by the data user or other written 
means44.

4.7	 Before providing personal data to another 
person for use in direct marketing, a data 
user must ensure that45:

(a)	 It has received the data subject’s written 
consent to the intended provision of 
personal data;

(b)	 If the data is provided for gain, the 
intention to so provide was specified 
in the information provided to the data 
subject; and

(c)	 The provision is consistent with the data 
subject’s consent, that is to say, the 
personal data to be provided falls within 
the permitted kind of personal data, the 
person to whom the data is provided falls 
within the permitted class of persons, 
and the marketing subject falls within the 
permitted class of marketing subjects.

Ceasing to provide personal data for use in 
direct marketing when so requested by a data 
subject

4.8	 A data subject may at any time require 
a data user (i) to cease to provide his/her 
personal data to any other person for use 
by that other person in direct marketing 
and (ii) to notify any person to whom the 
data has been so provided to cease to use 
the data in direct marketing46, irrespective 
of whether an earlier consent has been 
given by the data subject to the provision 
of the personal data47. A data user must, 
without charge to the data subject, 
comply with such requirement by taking 
the following actions48:–

(a)	 To cease to provide the data subject’s 
personal data to any other person for use 
in direct marketing; and

(b)	 To notify in writing any person to whom 
the data has been so provided to cease to 
use the data in direct marketing.

4.9	 A  p e r s o n  w h o  r e c e i v e s  a  w r i t t e n 
notification from a data user to cease 
to use a data subject’s personal data 
for direct marketing MUST cease to 
use the data in accordance with the 
notification49.

Transfer to partners/associates

4.10	It is a misconception that a data user may 
freely transfer personal data to its parent 
company and its subsidiary or associated 
companies. A data user should not provide 
personal data to another person for use 
by that person in direct marketing unless 
the data subject’s written consent is 
obtained, irrespective of whether any gain 
is involved on the part of the data user.

42	 Section 35J(4)

43	 Section 35K(1)(a)

44	 Section 35K(3)

45	 Section 35K(1) and (2)

46	 Section 35L(1)

47	 Section 35L(2)

48	 Section 35L(3)

49	 Section 35L(5)
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Examples:

1.	A customer applied for a credit card 
from a bank and consented to the use 
by the bank of his/her personal data for 
marketing its banking-related products 
and services. A new consent has to be 
obtained if the bank later intends to 
transfer the customer’s personal data to 
the bank’s associate company (operating 
an insurance business) for the latter’s 
direct marketing of its insurance products.

2.	A customer provided his personal data to 
a data user for joining its customer loyalty 
scheme in order to enjoy discounts and 
other benefits for purchases made at 
the data user’s grocery stores. For the 
transfer of the personal data to other 
companies which belong to the same 
holding company for direct marketing 
purposes, the customer’s written consent 
is required.

4.11	Similarly, for the provision of customers’ 
personal data to business partners under 
a cross-marketing scheme, the relevant 
customers’ (data subjects’) written consent 
is also required.

Transfer of data in cross-marketing activities

4.12	Where cross-marketing is conducted under 
the names of both the data user (as the 
transferor) and its partner company (as the 
transferee) for marketing of products or 
services of either or both of the two parties, 
and the customer has requested the partner 
company to cease to use his data, then the 
partner company should, unless otherwise 
specified by the customer, also inform the 
transferor company about the request made 
by the customer. Both the partner company 
and the transferor company must make 
no further marketing approaches to the 
customer using his personal data concerned 
in the cross-marketing scheme. Where 
cross-marketing is conducted under the sole 
name of the partner company for marketing 
of the partner company’s products or 
services and the customer has indicated his 
opt-out request to the partner company, 
the partner company must make no further 
marketing approaches to the customer.

4.13	The guidance in Part 3 on how to comply 
with the data subject’s opt-out request, 
retention of the Opt-Out List and the 
record of consent of use of personal data 
in direct marketing is equally applicable 
to the data transferor and transferee here. 
Timely exchange of the Opt-Out lists 
between the two parties is required.

4.14	W h e n  c o n d u c t i n g  c r o s s - m a r k e t i n g 
activit ies, the transferor and partner 
companies (transferee) are reminded to 
take the following steps:–

(a)	 Before transferring the personal data, the 
transferor company is advised to assess the 
adequacy of the personal data protection 
offered by the partner company. There 
shou ld be c lea r  wr i t t en ag reement 
between the transferor company and the 
partner company governing the handling 
of customers’ personal data transferred 
for the purpose of cross-marketing. In 
particular, the transferor should ensure 
that the customers’ personal data will only 
be used for marketing the permitted class 
of marketing subjects consented to by the 
data subjects.

(b)	 W h e n  c o n d u c t i n g  c r o s s - m a r k e t i n g 
activities,

(i)	 unless the customer’s consent has been 
obtained, the data to be transferred 
should be confined to contact data 
(e.g. name, address and telephone 
number), which facilitates the partner 
company to approach the customer;

(ii)	 the transfer or disclosure of the 
customer’s sensitive data such as 
credit card number and/or Hong 
Kong Identity Card number to the 
partner company should be avoided; 
and

(iii)	 o n c e  t h e  c u s t o m e r  a g r e e s  t o 
purchase its products or services, the 
partner company may seek further 
data directly from the customer in 
order to conclude the transaction. 
Alternatively, the customer’s consent 
may be obtained beforehand for the 
transferor company’s disclosure to 
the partner company of such data.
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Tips:

1.	The data user may choose to avoid the 
transfer of customers’ personal data to 
its partner companies by sending to its 
customers by mail or email information 
leaflets providing descriptions of the 
products/services in the cross-marketing 
scheme and the details of the partners 
(including their contact means). The data 
user should ensure that the products/
services fall within the permitted class of 
marketing subjects.

2.	If a transfer of personal data cannot be 
avoided, the data user must give prior 
written notice to the customers of its 
intention to provide their personal data to 
its partners under the scheme and that the 
provision of data can only be done with 
their written consent. The customers must 
also be informed of the kinds of their 
personal data intended to be provided to 
the partners. A response means such as 
a “tick” box should be provided for the 
customers to indicate their consent or 
otherwise. A written consent or indication 
of no objection has to be obtained by 
the data user before the transfer of the 
personal data to its partners.

Good Practice:

It is recommended that the transferor 
company undertakes compliance audits 
or reviews regularly to ensure that the 
customers’ personal data transferred is only 
used for the purpose of carrying out the 
agreed cross-marketing activities and the 
transferee company has taken appropriate 
data protection measures in compliance 
with the Ordinance.

Transaction to effect merger or business 
amalgamation

4.15	The question may arise as to whether the 
requirements under this Part applies to the 
situation where personal data is provided 
to another person due to a merger or 
business amalgamation involving a sale 

of business or shares. The short answer is 
that the requirements under this Part do 
not apply if the personal data provided 
is not for use in direct marketing50. 
Otherwise, consent has to be obtained 
from the data subject. Data users should 
be mindful that if the provision is for use 
in direct marketing under the guise of a 
merger or acquisition, they are still liable 
under the Ordinance.

Offence and Defence

4.16	Failure to comply with the requirements 
above may constitute an offence under the 
Ordinance. For details, please refer to the 
table in the Schedule.

4.17	In any proceedings for an offence referred 
to in the said table, it is a defence for the 
data user charged to prove that the data 
user has taken all reasonable precautions 
and exercised all due diligence to avoid 
the commission of an offence.

Exceptions

4.18	As in Part 3, the exception in relation 
to social and healthcare services (more 
particularly described under paragraph 
3.23 in Part 3) appl ies to this Par t 
provided that the provision of personal 
data by a data user to another person for 
use in direct marketing is NOT for gain.

4.19	For the avoidance of any doubt, the 
grandfathering arrangement of pre-existing 
personal data held by data users before 
the commencement date does not apply to 
the provision of personal data to another 
person for use in direct marketing.

4.20	It should also be noted that this Part 
does not apply if a data user provides the 
personal data of data subjects to its agent 
for use in direct marketing on the data user’s 
behalf51. However, the data user is still 
required to comply with the requirements 
in Part 3. A data user and its agent should 
make it explicit in their contract the 
fulfillment of the statutory obligations.

50	 See also section 63B(3) whereby the exemption from DPP3 for transfer of personal data for due diligence exercise will not apply 
if the primary purpose of the proposed business transaction is the transfer, disclosure or provision for gain of the personal data.

51	 Section 35I(2)
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PART 5: Other Practical Guidance relating to Direct Marketing

5.5	 A da ta use r  may impose a fee fo r 
complying with a DAR which should not 
be excessive56. The data user has to clearly 
inform the requestor what fee, if any, will 
be charged as soon as possible and to all 
intents and purposes not later than 40 
days after receiving the DAR. A data user 
is entitled to refuse to comply with a DAR 
unless and until the fee imposed has been 
paid57.

5.6	 For details on how to comply with DARs, 
please read the Commissioner’s guidance: 
“Proper Handling of Data Access Request 
and Charging of Data Access Request Fee 
by Data Users”.

Source of personal data

5.7	 Although data users are not obligated under 
the Ordinance to inform data subjects of 
the source of the personal data held by 
them, it is a good practice for data users to 
so inform the data subjects upon request. 
Such practice helps data subjects to exercise 
their opt-out rights against direct marketing 
approaches more effectively by tackling 
the problem at its root instead of rejecting 
individual direct marketing approaches 
as they arise. It will not only enhance the 
direct marketer’s professional image but also 
gain trust from the data subjects.

52	 Section 18

53	 Part V of the Ordinance

54	 Section 20

55	 Section 19(1)

56	 Section 28(3)

57	 Section 28(5)

Complying with data access requests

5.1	 A Data Access Request (“DAR”) refers to a 
written request in the Chinese or English 
language made by an individual to request 
the data user to inform him or her whether 
the data user holds personal data of which 
the individual is the data subject; and if 
the data user holds such data, to supply 
him with a copy of such data52.

5.2	 The Ordinance contains detailed provisions 
and procedural requirements regarding 
how a data subject may make, and how a 
data user complies with, a DAR53.

5.3	 In relation to direct marketing, the data user 
should be mindful that the data subject’s 
written consent to the use or provision of 
his/her personal data is subject to DAR and 
the audio recording of any verbal consent 
(if any) may also be accessible by the 
data subject upon request if the recording 
contains his or her personal data.

5.4	 Except where there are valid grounds 
for refusal54, a data user is required to 
supply a copy of the requested data to the 
requestor within 40 calendar (not working) 
days after receiving a DAR55.
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Public registers

5.8	 Data users may collect an individual’s 
personal data from a source other than 
the individual himself , for example, 
public registers. Most public registers 
have specified the purposes for which 
the personal data is held or may be used. 
In some cases there are express and 
specific prohibitions against the use of 
the personal data for direct marketing. 
Data users should note that the use of the 
personal data kept in such public registers 
is governed by the terms and conditions 
prescribed by the operators of the registers 
or the relevant ordinances establishing 
such registers.

5.9	 It is not uncommon that the operators 
of public registers require an applicant 
seeking information in the registers to 
spell out the reason for the application 
and the use of the information before 
releasing the same. Any data user who 
makes a misleading representation to the 
operators in his application runs the risk of 
contravening the requirements under DPP 
1(2) of the Ordinance regarding collection 
of personal data by fair means.

5.10	Also, data users using indiscreetly personal 
data retrieved from public registers for direct 
marketing run the risk of contravening the 
new requirements under the Ordinance as 
explained in Part 3 above. It is important for 
them to follow the notification and consent 
requirements before using such personal 
data in direct marketing even if such use is 
not explicitly prohibited by the operators of 
the public registers.

5.11	Furthermore, data users should note that 
many public registers are set up under 
specific governing ordinances and there 
may be specific offences under these 
ordinances to penalize misuse of the 
information contained in the registers.

Example:

The use of voters’ personal data kept in a 
register of electors for any purpose other than 
a purpose related to the election is an offence 
under the Electoral Affairs Commission 
Regulation which attracts a fine at Level 2 
and imprisonment for six months.

End note

5.12	This guidance is compiled to serve as 
useful reference for data users to review 
their current practice in the collection, 
holding and use of personal data for 
direct marketing and to ensure their 
operations are in compliance with the 
requirements under the Ordinance. It may 
be revised and/or updated in light of the 
Commissioner’s regulatory experience.

Office of the Privacy Commissioner for Personal Data,
Hong Kong
Tel: (852) 2827 2827
Fax: (852) 2877 7026
Address:	12/F, 248 Queen’s Road East, Wanchai,

Hong Kong
Website: www.pcpd.org.hk
Email: enquiry@pcpd.org.hk

Copyrights
Reproduction of all or any parts of this guidance is permitted 
on condition that it is for non-profit making purposes and an 
acknowledgement of this work is duly made in reproduction.

Disclaimer
The information provided in this guidance is for general 
reference only. It does not provide an exhaustive guide to 
the application of the Personal Data (Privacy) Ordinance (the 
Ordinance). For a complete and definitive statement of law, 
direct reference should be made to the Ordinance itself. The 
Commissioner makes no express or implied warranties of 
accuracy or fitness for a particular purpose or use with respect 
to the above information. The above suggestions will not affect 
the functions and powers conferred upon the Commissioner 
under the Ordinance.

©	Office of the Privacy Commissioner for Personal Data, Hong Kong
	 First published in January 2013
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Schedule

Table: Offence for non-compliance with Part VI A of the Ordinance

Offence Relevant 
section

Maximum 
Fine (HK$)

Maximum
Imprisonment

Subject to section 35D, a data user who uses a data 
subject’s personal data in direct marketing but fails to 
take any of the following actions:–
(1)	 inform the data subject:–

(a)	 the data user intends to so use the personal 
data;

(b)	 the data user may not so use the data unless 
with the data subject’s consent;

(c)	 the kinds of personal data to be used;
(d)	 the classes of marketing subjects which the 

data is to be used;
(2)	 provide the data subject with a response channel 

through which the data subject may, without charge, 
communicate his consent to the intended use.

35C(5) $500,000 3 years

A data user who uses a data subject’s personal data in 
direct marketing without observing any of the following:–
(1)	 having received the data subject’s consent to the 

intended use;
(2)	 having sent a written confirmation to the data 

subject within 14 days from receiving the consent if 
given orally, confirming:–
(a)	 the date of receipt of the consent;
(b)	 the permitted kind of personal data; and
(c)	 the permitted class of marketing subjects.

(3)	 the use of the personal data is consistent with the 
data subject’s consent.

35E(4) $500,000 3 years

A data user who, when using a data subject’s personal 
data in direct marketing for the first time, fails to inform 
the data subject that the data user must, without charge, 
cease to use the data in direct marketing if the data 
subject so requires.

35F(3) $500,000 3 years

A data user who fails to comply with the request to cease 
to use personal data in direct marketing made by a data 
subject without charge.

35G(4) $500,000 3 years
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Offence Relevant 
section

Maximum 
Fine (HK$)

Maximum
Imprisonment

A data user who fails to take any of the following actions 
before providing personal data to another person for use 
in direct marketing:–
(1)	 inform the data subject in writing:–

(a)	 the data user intends to so provide the 
personal data;

(b)	 the data user may not so provide the data 
unless with the data subject’s written consent;

(2)	 provide the data subject with written information in 
relation to:–
(a)	 where the data is to be provided for gain, that 

the data is to be so provided;
(b)	 the kinds of personal data to be provided;
(c)	 the classes of persons to which the data is to 

be provided;
(d)	 the classes of marketing subjects which the 

data is to be used;
(3)	 provide the data subject with a response channel 

through which the data subject may, without charge, 
communicate his consent to the intended use.

35J(5)

$1,000,000
(for gain)

$500,000
(not for gain)

5 years
(for gain)

3 years
(not for gain)

A data user who provides the data subject’s personal data 
to another person for use in direct marketing without 
observing any of the following:–
(1)	 having received the data subject’s written consent 

to the intended provision of personal data;
(2)	 if the data is provided for gain, having specified 

in the information provided to the data subject the 
intention to so provide;

(3)	 the provision of the data is consistent with the data 
subject’s consent.

35K(4)

$1,000,000
(for gain)

$500,000
(not for gain)

5 years
(for gain)

3 years
(not for gain)

A data user who fails to comply with a data subject’s 
request to:–
(1)	 cease to provide the data subject’s personal data for 

use in direct marketing; or
(2)	 notify any data transferee in writing to cease to use 

the data in direct marketing.

35L(6)

$1,000,000
(for gain)

$500,000
(in any other 

case)

5 years
(for gain)

3 years
(in any other 

case)

A data transferee who fails to comply with a data user’s 
written notification to cease to use a data subject’s 
personal data in direct marketing

35L(7) $500,000 3 years

 


