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Introduction

The Privacy Commissioner for Personal Data has announced his intention to issue a Code of Practice on Workplace Surveillance later in 2001.  To assist in this, he has commissioned Pacific Privacy – an Australian based privacy consultancy fielding an international team of experts, to prepare a resource paper.

The draft paper will not be available until after the conference, but the author will orally present the latest thoughts in the conference session.  As background, this paper contains both the Commissioner’s ‘starting position’ and the consultants initial perspective.

Present Position of the Privacy Commissioner on Matters Pertaining to Workplace Surveillance

The Privacy Commissioner is of the view that the substantive issues which follow are indicative of the values that the PCO would wish to embody in the letter and spirit of the Code of Practice on Workplace Surveillance. In some instances they amount to an application of the Data Protection Principles contained in Schedule 1 of the Ordinance (please refer to Annex 2). The coverage of these substantive issues should be regarded as illustrative, rather than definitive.  There are also some views on specific issues.

General Substantive Issues

The PCO discourages the practice of continuous or habitual surveillance of employees in the workplace.

The PCO wish to prescribe an approach by employers to workplace surveillance that would operate on an autogenerated sampling basis, such that the practice would be seen to be fair, impartial and occasional. 

The PCO contend that the Code of Practice on Workplace Surveillance needs to accommodate the fact that data captured by surveillance systems may not exclusively relate to employees of the organisation. For example, a client’s data may be captured by the surveillance system on a visit to the employer’s premises.

The PCO discourages the collection by employers of employees’ data that is of a personal or intimate nature through any means of workplace surveillance. This implies that the Code of Practice must address the issues arising from content auditing as distinct from logging or baseline auditing.

The PCO disapproves of the use of surveillance in the workplace for the purpose of “fishing.” Fishing means the use of surveillance equipment to listen, view, or record what may turn up by chance, where the employer’s intention is, or may be, to target employees behaviour.

Generally speaking the PCO disapproves of the practice of covert surveillance. Covert surveillance by employers, of employees, may only be permissible, if at all, under such conditions as may be explicitly stated in the Code of Practice. The consultants are requested to offer a legally tenable definition of activities that constitute covert surveillance in the workplace.

Employers should be required to notify all parties, including non-employees that may visit the employers premises, that they may be subject to workplace surveillance, and to inform all parties of the surveillance systems employed in the workplace, or to be employed in the workplace.

Employers should be required to expressly state the data to be captured by surveillance systems, the format in which that data shall be recorded, if any, and the purpose(s) for which the data are collected.

Once the purpose(s) for which data are to be collected by employers are made known to employees the employer may not use surveillance systems, or any data they capture, for any purposes other than the stated purpose(s).

Irrespective of the deployment of surveillance equipment for legitimate purposes in the workplace, the employer should uphold the essential rights of all employees to privacy and dignity. All employees should be secure in the knowledge that the employer has made available specified areas, facilities, and periods during the official working day, in which employees are not subject to any form of surveillance.

In deploying workplace surveillance systems employers should  seek to strike a balance between the purposes of surveillance and the protection of employee privacy and dignity. To that end employers should always resort to the use of the least privacy-intrusive means of surveillance. 

In the installation and use of surveillance equipment, and in the storage of data generated by surveillance systems in the workplace, the employer should ensure that surveillance practices uphold the principle of proportionality. 

An employer’s workplace surveillance practices should bear the hallmarks of transparency, consent and informed choice.

Workplace surveillance practices should be documented as a policy statement. The drafting of that policy statement should be subject to consultation and/or collective agreement between employers and employees, or their representatives.

The employer’s workplace surveillance policy should make explicit reference to the collection, use, storage, processing, access to and correction of, security, and retention of personal data captured by surveillance systems. 

The employer should notify all staff of their workplace surveillance policy and ensure that it is made readily accessible to employees e.g. contained in an Employee Handbook or made available in electronic format.

All new staff recruited by an employer should be notified and provided with a copy of the employer’s workplace surveillance policy prior to being given a formal offer of employment.   

Proposed changes and updates to any aspect governing the employers policy towards the use of surveillance in the workplace should be subject to consultation, and the outcome of that consultation clearly notified to all employees in advance of any changes being put into effect.

The PCO encourage employers to appoint a designated person(s) to be responsible for matters arising from surveillance in the workplace. Employers, in consultation with employees, or their representatives, should create a fair and impartial grievance resolution system to operate in conjunction with workplace surveillance systems. The parties to the grievance resolution system should abide by the deliberations of that mechanism.

Workplace surveillance records, in whatever format, should be subject to rigorous security measures and authorised access on a need-to-know and need-to-use basis. Access to workplace surveillance records should be by trained personnel of demonstrated integrity, prudence and character. Random compliance checks should be made by the employer on those personnel authorised to access workplace surveillance records to ensure that they fully comply with the prescribed security protocols.

Specific Issues
The PCO recognise that employers may wish to log the destination of out-going E-mail messages facilitated through employees access to, and use of, equipment and facilities provided by the employer. However, the accessing of the contents of employees E-mail messages by an employer will be subject to specified conditions, that must be made known to employees, and that will be contained in the provisions of the Code of Practice. At this point the PCO have not come to a position on the matter of whether the Code of Practice should contain provisions regarding in-coming E-mail messages, as the employer cannot exercise control over in-bound E-mail traffic. The consultants are requested to offer their views on this matter.

Similarly, the PCO recognise that the employer may wish to log the destination of out-going telephone calls facilitated through employees access to, and use of, equipment and facilities provided by the employer. However, the recording of the content of telephone conversations will be subject to specified conditions, that must be made known to employees, and that will be contained in the provisions of the Code of Practice. At this point the PCO have not come to a position on the matter of whether the Code of Practice should contain a provision regarding in-coming telephone calls, as the employer cannot exercise control over in-bound telephone traffic. The consultants are requested to offer their views on this matter.

Covert listening and recording of the content of an employee’s telephone conversation by an employer may only be permissible, if at all, under such conditions as may be explicitly stated in the Code of Practice.

Web browsing is recognised as a legitimate aspect of many employees work e.g. research and information gathering. However, the employer should consult with employees and take into consideration their views on the matter of web browsing that is not directly relevant to the work of the employee or his/her employer. This would include employees web browsing during work breaks for personal interest, leisure and recreational purposes.

Where CCTV equipment is used for surveillance purposes the employer should inform employees of the detailed capability of the system e.g. downloading real time CCTV camera images on a laptop at a remote location. The employer should inform employees of any technological interface that links images and/or sound recorded by CCTV cameras with other equipment e.g. a digital imaging database. The purpose(s) of collecting data by CCTV, or by interfacing CCTV with other equipment, should be expressly stated by the employer and the data collected by such equipment networks used only for those purposes.

The employer should expressly state whether images and/or sound recordings captured by CCTV equipment are retained as a permanent record or converted, through the use of other equipment, to another form of permanent record e.g. digital database. Where the employer retains a permanent record employees should be informed of this. The employer should have a written policy, made available to employees, on the retention and erasure of such records.

Consultant’s initial perspective

Pacific Privacy’s initial thoughts, as presented in its proposal for the assignment, are as follows: 

Scope

The PCO has expressly restricted the scope of the proposed Code of Practice to five commonly used forms of workplace surveillance:

· Closed circuit television (CCTV)

· Tracking of web-browsing

· Tracking of E-mails

· Tracking of telephone calls

· Location monitoring

The terms of reference therefore expressly exclude some other major areas of workplace privacy such as drug testing or psychological profiling.

Definitions

Further work will be required on satisfactory definitions and terms for the forms of surveillance to be included.  For instance, CCTV is a somewhat dated label and may not accurately cover all forms of modern digital video recording and analysis. Also, “tracking” as used in three of the labels might be read as covering primarily monitoring of traffic (ie: what calls made/received, emails sent/received or sites visited), without necessarily extending to detailed recording and analysis of content.

It would be premature to offer precise definitions in this proposal, since these will depend on exploring both the Commissioner’s understanding of the forms of surveillance, definitions and scope in other jurisdictions, and particular concerns within Hong Kong.

However for the purposes of the investigation, we propose the following starting positions: 

Video surveillance: All forms of visual images (still and moving pictures, including infra red and other ranges of the electromagnetic spectrum), whether recorded or only real time monitoring.  Not including assisted or unassisted direct (line of sight) visual surveillance by supervisors or security personnel.

Web-browsing: All forms of monitoring the behaviour of employees who are using computer based ‘browsers’ to access the World-Wide Web (whether directly or through cached pages previously downloaded to a non-public fileserver), using equipment made available to them by the employer.

E-Mail: All forms of monitoring employees’ use of e-mail sent and received on equipment made available to them by the employer.

Telephone: All forms of monitoring calls made or received by employees on telephone equipment made available by the employer, whether involving voice, fax, or data (including SMS).

Location monitoring: All forms of monitoring of employees’ whereabouts and movements, both in and outside the workplace, in the course of their work.
Critique of PCO provisional positions

The existing positions of the Privacy Commissioner for Personal Data on these issues, as set out in the RFP, indicates a high level of understanding and a thoughtful approach to the application of the data protection principles to workplace surveillance.

However, it is desirable to review these positions in light of:

· international experience; 

· a more detailed analysis of  the legal context (such as the relationship to telecommunications interception and eavesdropping laws)

· the views of relevant stakeholders in Hong Kong including employers and organized labour.

Some aspects of the provisional position also need further work to reconcile apparently inconsistent approaches – such as the preference for ‘random’ sampling at the same time as disapproval of ‘fishing’ expeditions.  It should be possible to reconcile these positions through the use of thresholds or triggers; multiple ‘layers’ of monitoring, and clear and transparent rules.

The PCO’s provisional position recognizes that covert surveillance, while departing from the norm of transparent practices, will sometimes be necessary, subject to appropriate thresholds and safeguards.  It should only rarely be necessary to conceal even the possibility of covert surveillance and its broad parameters – indeed this degree of transparency will have an important deterrent effect.  Legislation has recently been introduced into the US Congress to prohibit entirely secret monitoring of employees’ communications and computer use.

Review of Legal Issues

The legal context will provide a ‘bottom line’ of acceptable practices, while a review of international experience and Hong Kong consultations will help to identify a consensus on what practices are considered acceptable, and safeguards necessary, within the discretion allowed by the Data Protection Principles in the Personal Data (Privacy) Ordinance.  This is necessary because many of the Principles are expressed in terms of “all practicable steps”, while DPP 1 requires “fair [collection] in the circumstances”.  These are ultimately capable of only subjective interpretation, but in the interests of equity and consistency, the Code of Practice will need to offer guidance by reference to established norms and precedents. 

Approach

The consultant’s approach to the assignment will include:

“Desk” research into regulation of workplace surveillance in comparable jurisdictions. Only a few jurisdictions currently have specific laws relating to workplace privacy
, but there are a growing number of codes of practice or guidelines. Of particular interest is a draft Code of Practice issued by the UK Data Protection Commissioner for comment in October 2000
. There has also been some interest in the topic in international fora – notably the ILO, which issued a Code of Practice in 1997
. In Australia, guidelines on e-mail monitoring have been issued by the federal Privacy Commissioner
 and by Electronic Frontiers Australia
, reflecting different views of the balance between employees’ and employers’ rights.  There is also a wider range of guidelines and codes on email and Internet monitoring more generally, from which aspects relevant to the workplace can be drawn
. 

A useful introduction and index to published materials can be found on Roger Clarke’s web site
, and another summary in the Electronic Privacy Information Centre’s recent Survey of Privacy Laws and Developments
.

Legal analysis of the legislative framework, with particular reference to privacy, employment and ‘surveillance’ law, and an emphasis on the law in Hong Kong, including the Personal Data (Privacy) Ordinance. The existing published work of the HK Law Reform Commission’s sub-committee on Privacy will be relevant
.  Case law in other jurisdictions has to date sent mixed messages about the rights of employers and of employees, and this will be a major focus of the analysis.

Consultation with stakeholders in Hong Kong, as represented by such bodies as employers’ associations and trades unions.  This activity will also review the available research evidence of the attitudes of the Hong Kong public, including the successive reports of the Social Sciences Research Centre on the PCO’s Annual Opinion Survey.

The review will also take into account the brief references to workplace surveillance contained in the Privacy Commissioner’s Code of Practice on Human Resource Management issued in September 2000
.
� Notice of Electronic Monitoring Act (S.2898 and H.R.4908) introduced 20 July 2000.


� For example, the NSW Workplace Video Surveillance Act 1998. 


� Employment Code of Practice: Use of personal data in employer/employee relationships – see � HYPERLINK "http://www.dataprotection.gov.uk/" ��http://www.dataprotection.gov.uk/� 


� Protection of Workers’ Personal Data – available from � HYPERLINK "http://www.ilo.org/public/english/support/publ/booksoh.htm" ��http://www.ilo.org/public/english/support/publ/booksoh.htm� 


� see � HYPERLINK "http://www.privacy.gov.au" ��http://www.privacy.gov.au� 


� see � HYPERLINK "http://www.efa.org.au" ��http://www.efa.org.au� 


� For example, see Electronic Mailing and Data Protection, Commission Nationale de l’Informatique et des Libertes (CNIL), October 1999; and Memoranda on Web-site policies, US Office of Management and Budget, 1999 and 2000


� See � HYPERLINK "http://www.anu.edu.au/people/Roger.Clarke/DV/Workplace.html" ��http://www.anu.edu.au/people/Roger.Clarke/DV/Workplace.html� 


� EPIC in conjunction with Privacy International, pp 45-55 -see � HYPERLINK "http://www.epic.org" ��http://www.epic.org� 


� See Report on Regulating the Interception of Communications, December 1996, and Consultation Paper on Civil Liability for Invasion of Privacy, August 1999.


� Specifically the sections on Internet Usage – s.1.4.6, and on Performance Appraisal – s.3.4.
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