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INTRODUCTION
I am pleased to join you today as you begin Privacy Week in Hong Kong.  As a city that has always had an important role in the history of commerce, it seems only appropriate that we meet here to consider the important issue of privacy in the context of e-commerce.  The Internet provides a platform for more of us to connect with each other.  Consequently, how we protect data of consumers and businesses has become a business imperative for our New Economy.

Recently, I have spent much time traveling around the globe - - from Singapore to Sydney, Berlin, Budapest, London and now Hong Kong.  I have met with and talked to trade organizations, consumers, government officials, entrepreneurs and high tech people about the future of the New Economy, including the role of privacy and data protection.  What has impressed me the most from these meetings is that people around the world remain very excited about the promise of Internet and what it can bring to consumers as well as businesses eager to compete in the New Global Electronic Economy.

While there is certainly some concern about the effects of the recent “Dot.com” shake-out in the Unite States, there is, at the same time, a recognition that new opportunities continue to exist.  I would suggest that it is precisely that spirit of optimism, innovation and competition that should be nurtured, because it will continue to form the leading edge of economic growth in the New Economy.  Moreover, the extent to which we are all able to take advantage of these opportunities will depend in large measure on the extent to which industry and government pursue the hallmarks of fair information practices - - privacy and data protection - - because these issues are central to building confidence and value.

THE FEDERAL TRADE COMMISSION

For those of you who are not familiar with United States Federal Trade Commission, perhaps I should begin by telling you something about us.  The FTC an independent government law enforcement agency with a mission that forms two sides of the same coin.  We are a competition agency charged with ensuring that there is open competition in the marketplace. We are also the federal government’s principal consumer protection agency.  With this mission, the FTC serves an important function in our free market economic system.  To help fulfil our mandate, we have about 1000 attorneys and economists on staff.  We also have five Commissioners who are each appointed to seven year terms by the President.

THE NATURE OF THE INTERNET
In discussing the issues of privacy and data protection in the New Economy, I believe it is important for us all to first recognize what the Internet is and how it facilitates the New Economy.  In the past, those in the Internet industry have acted as though the coming of the Internet and E-commerce was bigger than the discovery of fire.  

With the “Dot.com” shakeout of the last year, however, we are presented with a somewhat different and more realistic picture.  Rather than constituting one of the elements of life, the Internet should instead be viewed as a vehicle for transforming relationships.  Whether business to business, consumer to consumer or business to consumer.

Because the Internet is an open network that provides easy and cheap access to information, it has the potential to make users smarter, but necessarily wiser.  For example, it is easy to lose sight of the fact that not all the information available through the Internet is correct or accurate.  Moreover, better access to more information certainly does not ensure proper use.  But, the openness of the Internet does facilitate a certain closeness between users.  One that is based upon familiarity, and which is not limited by any geographic restrictions.  As such, it draws people to people, businesses to consumers and businesses to other businesses.  

In other words, the Internet transforms relationships.  You do not have to transact business with the shopkeeper down the block or in the same city or the same country.  Instead, the Internet transforms the constrained buyer into one that can make more choices based upon better information wherever he or she may be, simply through the click of a mouse.  Thus, the open quality of the Internet creates opportunities for buyers and sellers alike.  We must keep in mind, however, that these opportunities can sometimes come at the cost of our privacy.

THE IMPORTANCE OF PRIVACY AND DATA PROTECTION
Privacy and data protection are key elements that are necessary for realizing the opportunities presented by the New Economy because they are proxies for consumer trust and confidence. As we have seen over the past three or so years, online consumers do want a personalized relationship.  For instance, consumers want to be able to go to the Amazon.com website and receive book or music recommendations based upon prior purchases.  Many consumers also want a frequently used retail website to retain their credit card information and perhaps mailing address, so the online purchase transaction is quicker.

At the same time, it is now clear that consumers do not like the idea of their personal information - - be it what books they have purchased or even looked at, or what sites they visit - - being sold to third parties without the consumers’ permission.  We have seen numerous studies that confirm these concerns.  Also, we have seen the very strong and very negative reaction of consumers to such things as “cookies” and “web bugs” that follow the consumer around the web without their knowledge.

These considerations are not limited to the Business-to-Consumer (“B2C”) context.  Today, there is a recognition that data is a valuable commodity.  In addition to its accountability to consumers, industry also has a business imperative to protect the data it collects and uses.  Indeed, at the heart of any effective e-business strategy is the ability to protect the confidential information of your business partners.  Accordingly, protecting data integrity is also critical for Buiness-to-Business (“B2B”) strategies as well as B2C business strategies. 

This means that the emergence, development and growth of future commerce will turn in large part on how businesses gather, maintain and use the information they obtain from, and about, their consumers.  The level of trust that businesses engender in their consumers and business partners will determine the level of success they experience.  This bond is how e-business will include consumers in their “value proposition.”



THE ROLE OF THE GOVERNMENT

In looking at the government’s role in the New Economy of the Internet we need to keep 

in mind that the issue is not whether, but how certain fundamental principles apply to this area.  In other words, the answer to the question of whether we take a more open approach to the interaction of government, industry and consumers, is “yes.”  Yes, because these issues have significant public policy implications that will set the course for how we view innovation and modernizing relationships between buyers and sellers as well as business to business.  The challenge for government is to recognize these features and to understand that its choices - - e.g., intervention, facilitation, signaling to the marketplace - - can carry significant consequences.

There are several of these fundamental principles.  First, is balance and circumspection.  The government must recognize that markets, high tech and the Internet are all very fast moving.  Therefore change in these areas typically outpaces government’s analysis of public policy issues.  The second principal is scepticism.  In the New Economy it is important to fight the urge to believe that any one group has all the answers to all the questions.  So, if industry claims to know all the answers to online privacy, or government to open access of broadband or if consumer groups claim to possess all the answers to the thorny issues of cross-border jurisdiction, we should not take that at face-value.

Additionally, the best responses are interactive.  That is, they bring a range of shareholders together to consider a range of policy issues and potential responses in recognition that government may not be the only, or even the best, vehicle to provide a solution.  The government must also look to create opportunities.  This includes “incentivizing” innovation and establishing a marketplace that values positive B2C relationships as well as open and vigorous competition.

Finally, the government should educate consumers and business about their role in shaping an organic environment for the New Economy.  This principle calls for embracing new ideas and being flexible enough to change over time in response to innovation.


One example of how we have applied these principles, is online privacy.  There, industry tried to tell us that self-regulation was sufficient without more.  At the same time, consumer groups tended to paint an Orwellian picture with online businesses completely exploiting consumers. Instead of assuming one of these groups has all the answers, we feel the reality is some where in between.  The FTC encouraged self-regulation but eventually concluded that some form of legislation, incorporating the “Fair Information Principles” of notice, choice, access and security, was needed.  Even so, this decision is not an abandonment of self-regulation; rather, we proposed a legislative backdrop to fill the holes in the “Swiss Cheese.”

The B2B Marketplace model provides another example of our application of the principles. As a new idea, the government could have approached it with a knee-jerk reaction that anything allowing competitors to communicate and work together to streamline and lower costs was necessarily anti-competitive.  Instead, at the FTC we took a more balanced and cautious approach by focusing on what would be most effective in satisfying consumer concerns and beginning to build a culture for consumer responsiveness.  


As a first step we hosted a workshop with over 500 attendees.  This allowed us to understand what these marketplaces were, how they worked and their potential for good as well as evil. It also enabled us to express our concerns about anti-competitive behavior and offered a mutual education process that benefitted consumers and allowed businesses to avoid legal pitfalls.

CONCLUSION
As you face the challenges of e-business in the New Economy, I hope that you will use the medium itself to create an open market environment that brings great benefits to your citizens by creating a market based on the interaction of government, industry and consumers.  As for us, we hope to continue serving as a public resource to consumers, businesses and governments in America and to our colleagues throughout the world.
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