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Abstract

Based on several surveys, about one out of every four companies monitors the computer, internet, or email use of its employees. There are over thirty different products available today that will let employers see what their employees are doing on their computers and on the internet.

But what do these numbers mean? What does employer monitoring of employee email, internet, and computer usage actually look like? What sorts of things can an employer see employees do at their computers, and what sorts of computer activities are currently invisible to workplace monitoring? These admittedly sketchy notes attempt to show, as concretely as possible given a minimum of technical terminology, what "employee monitoring" of internet and computer usage looks like at a technical level.

Introduction

A recent survey by the office of Privacy Commissioner for Personal Data (Hong Kong) found that 27% of responding organizations monitor employee computer use, 23% monitor web browsing, and 21% monitor employee email.
 The American Management Association says that, in 1999, 27% of US firms stored and reviewed employee email messages, and that 15% monitored employee computer use.
 Not to be outdone, the Society for Human Resource Management says that a whopping 74% of surveyed HR professionals think their organizations monitor employee internet use.
 It seems most reasonable to say that perhaps as many as one-quarter of employers monitor the computer and internet use of their employees.

There are numerous reasons, both good and bad, for employers to monitor the personal-computer (PC) and internet activities (including email and web surfing) of employees. Two of the driving forces behind this monitoring are simply the decreased cost and increased ease-of-use of workplace-surveillance software. Amusingly, some of these products were originally intended for parents and schools to monitor the online activities of children ("nannyware"), or for spouses to monitor each other ("adulteryware"). 

Employers can monitor the PC and internet activities of employees either by intercepting data in "real time" (which also allows prohibited activities to be blocked or filtered) or by inspecting stored data, after the fact. 

Employers can install interception devices on the PC used by the employee, and/or on the network. Where the employer plants this "bug" or "wiretap" (as it were) determines the sort of information that the employer can gather. 

Software installed on an employee's PC, such as WinWhatWhere Investigator or Webroot WinGuardian, can capture the keystrokes (even deleted ones) that an employee types; it can also "see" what the user does in programs, such as Microsoft Word, that are located on the PC.  In contrast, products installed on the network, such as eSniff or SurfControl, are best for monitoring employee email and web surfing – and are certainly more suitable if the employer wants to monitor the activities of a large group of users at the same time.  Some programs (such as Trisys Insight) take a hybrid approach, installing a small "agent" program on the PC that communicates with the main program, installed on the network.

An employer primarily interested in monitoring employee productivity, for example, might prefer a very different type of surveillance device from an employer whose main concern is, say, preventing (or at least detecting) sexual harassment in the workplace. Detecting trade-secret leakage may require different technology from preventing visits to web sites that specialize in pornography or gambling.

Another way to monitor employees is to examine stored data. This might include perusal of log files maintained by the employer's proxy server, or it might be as simple as the human resources (HR) department using a web search engine to see if they can find out anything about the personal web postings of employees or prospective employees.

Employee surveillance software can employ different "triggers" when determining whether to raise an alert. Some products scan all emails for certain keywords, much as the US FBI's Carnivore was reported to do.
  Others check all attempted web accesses against a list of unapproved sites. Some vendors claim that their products use "artificial intelligence" or “neural networks” to spot problems (i.e., “given this piece of email I don’t like, figure out all the other emails I won’t like, and block them”). Some products simply log all employee activities in excruciating detail, and leave it to a human (or perhaps another program) to figure out which items, if any, are cause for concern.

Some of these products, in addition to monitoring (that is, recording entries in a log file), proactively block or filter, for example refusing to establish a connection with a pornographic web site, or refusing to allow the sending of an email with a viral attachment. Issues of censorship and free speech (or rather, freedom to receive speech) have been raised regarding these products, for example when installed at public libraries or public schools in the US.

The privacy concern, however, involves the monitoring rather than the blocking/filtering aspect of these products, which can, over time, assemble a comprehensive profile of an employee’s web surfing, email, applications, and so on, all associated with the employee’s identity (such as a workstation ID assigned by the employer).

At the same time, monitoring employee PC and internet activity – and thus possibly intruding on employee privacy -- can actually provide benefits, including privacy benefits, to some groups besides the employer. For example, employee monitoring may be required to enforce restrictions on access to customer personal data. It may also be necessary to reduce a sexually or racially "hostile environment" (arguably a privacy issue)
 in the workplace. Thus, privacy may be bought at the price of privacy. 

While employers presumably install workplace surveillance to reduce risk, liability, and costs, this surveillance introduces new risks, liabilities, and costs. Installing an email-monitoring system which tries to filter out objectionable email could, for example, leave the employer that much more responsible for any objectionable email that the system fails to prevent, or may simply serve as a new storage mechanism for “smoking gun” documents to be discovered later during litigation. And, of course, it may open the employer up to employee complaints of intrusion. 

WHY MONITOR EMPLOYEES? 

There are numerous reasons why employers might monitor the computer and internet activities of employees, but all these reasons should address the following two questions:

· What risks are we trying to prevent or detect or manage here?

· What policy is this monitoring intended to enforce?

The following is a list, in no particular order, of some of the concerns that have been related to employee monitoring:

· Productivity (e.g., measuring raw keystrokes/minutes; preventing access to time-wasting web sites: games, porn, personal finance, sports, music)

· Bandwidth (Conserving network resources by reducing access to non-productive sites; a somewhat different issue from monitoring employee productivity)

· Cost center (for billing based on client codes, or to assess timesheets)

· Intellectual property (enforcing software licenses for a specified number of “seats”; reducing company liability for software piracy by employees)

· Trade secrets (detecting copying of employer’s trade secrets in emails, to floppy or zip disks)

· Security (detecting viruses in emails or email attachments; preventing employees from unintentionally downloading trojan-horse programs)

· Insubordination (employees venting their “bad attitude” in chat rooms, etc.)

· Job seeking (Employees visiting Monster.com, etc., or using Microsoft Word to work on my_resume.doc)

· Cyber-moonlighting (working a second job while at work; working on a personal web site at work)

· Customer relations (Similar to “This call may be monitored for quality assurance”)

· Audit control on data usage (buying consumer privacy at the expense of employee privacy; enforcing and monitoring “need to know,” “need to use,”  and “don’t copy” access controls)

·  “Hostile environment” (e.g., detection of sexual and racial harassment in emails)

· “Going Postal” (Preventing violence in the workplace; see for example the recent Edgewater Technology shooting in Boston)

· Protecting the company’s public face (Watching out for Usenet postings by employees; even if these postings contain a “this is just my opinion, not my employer’s” disclaimer, the posting may still be treated as though it were an official statement on company letterhead)

· “Smoking guns” (Attempting to deal in advance with the creation of documents that will later be discovered in litigation, e.g. the Microsoft antitrust case; centralization of document retention and destruction policies)

· Disaster recovery (Log files created by employee-monitoring products may double as a form of backup, or a kind of electronic “paper trail” for rollback)

· Regulating appropriate time and duration for non-company activities (Some companies do allow personal computer and internet use as a “fringe benefit,” during lunch hour, or after hours)

· Telecommuters (Monitoring offsite employees)

· Supervising the supervisors (e.g., HR responsibility to prevent supervisors from berating or abusing employees)

· As an alternative to “management by walking around” (the belief that reading emails is a good substitute for walking the halls and seeing how things are going)

Many of these reasons may not be clearly articulated at the time when employee-monitoring products are purchased and installed. It is possible that employee monitoring is sometimes put in place with only the vaguest sense of what it will “do” for the employer.

PC AND INTERNET MONITORING: DRIVING FORCES

Indeed, employee-monitoring software may sometimes be installed, less with a clear purpose of enforcing specific policies and managing specific risks, and more because the software is “there”: readily available, at an apparent low cost (all figures below are in US dollars):

· Trisys Insight: $85 per monitored computer, for 50-99 users.

· WinWhatWhere Investigator: $34 per “seat” for 100-149 licenses.

· Adavi SilentWatch: $35 per “seat.”

· WebSense: $5,000 for 1,000 users.

· SurfWatch@Work: $995 for 50 users.

· SmartFilter for Microsoft Proxy Server: $3,250 for 1,000 users

· LittleBrother Pro: $495 for 10 users.

· CyberPatrol for Microsoft Proxy Server: $1,395 for 100 users

In other words, the initial cost of purchasing employee-monitoring software is probably less than $US 100 per user, and in large organizations may be as little as $US 5 per user. (Of course, the actual total cost of ownership is likely much greater, when you consider that someone must not only install and maintain the software but must, most importantly, be ready to respond appropriately to the personnel issues raised by the output that employee-monitoring software produces.)

This apparent low cost is probably driving the adoption of employee monitoring in the same way that the low cost of cameras has fostered increased use of visual surveillance. 

In a sense, we’re dealing here with the technical possibility of “Carnivore on the Desktop”: ubiquitous, fine-granularity surveillance in the hands of every employer. On the other hand, it is crucial to recall the survey figures given earlier: right now probably no more than 25 percent of employers are monitoring their employees in this way. 

As noted earlier, some of the “spy on your employees” products started off life as “cybernanny” products for the home/school market. With the difficulty of maintaining B2C (business-to-consumer) internet products, many of these companies looked around to see what else they could do with their cybernanny products, and realized that other businesses (B2B) might be a better market. Thus, the transition from B2C to B2B is another driving force in employee monitoring.

Companies are gradually realizing that the whole idea of a “personal computer” creates workplace problems. Especially with essential resources increasingly located on the internet rather than on the PC, there is perhaps a trend to treat the PC more as a centrally-administered terminal than as a “personal computer.” IT departments may see employee monitoring as a way to regain some control over the desktop. If so, there is a danger that technical considerations may end up being allowed to drive policy.

CLIENT-BASED VS. SERVER-BASED INTERCEPTION

All available employee-monitoring products are essentially programs that report on (and in some cases constrain) how you use other programs. Having installed an employee-monitoring program, an employer can — depending on the type of program — see how much time employees (individually and/or in aggregate) spend playing Solitaire, or what web sites they visit, or even read email messages that they typed but then deleted and didn't send. The employer may also be able to prevent employees from visiting certain web sites, or from sending or receiving certain emails.

One way to understand these products is to consider where they are installed. There are basically two types: server-based monitors, designed to be installed on the employer's network; and client-based monitors, designed to be installed right on the personal computer (PC) used by the employee.

First, we'll look at the network (server), then at the PC (client).  To see the difference, let's imagine a typical employee, whiling away the time playing Solitaire.  Wes Cherry, the Microsoft programmer who wrote the Solitaire game included with Windows, has noted that he has single-handedly "wasted more corporate time than any other developer" (though employers might recall that many employees first learned to use a mouse by playing Solitaire). The question is, Can the corporation tell (short of looking over his or her shoulder) whether an employee is playing Solitaire?

To hear the vendors' claims, the answer is yes, they can see everything. Naturally, privacy advocates, whose chilling reports in turn sometimes help reinforce vendor hype, rely upon these Orwellian claims.

NETWORK-BASED (SERVER) PRODUCTS

eSniff, who make workplace-surveillance hardware, claim: "If an employee goes outside of your eboundaries, eSniff provides an exact copy of everything that was on their screens; sites visited, chat room activity, email — everything." 

Now, eSniff provides network-based surveillance. That is, like a wiretap, it listens in "real time" to everything that employees do on the network. According to the company, "The eSniff device uses patent pending linguistic and mathematical techniques to analyze the content and context of all TCP/IP traffic. All traffic is analyzed; Web, e-mail, chat, ftp, telnet, print jobs, absolutely all traffic that crosses the wire." 

Another example of network-based monitoring is SurfControl's amusingly-named LittleBrother
 (oddly, there doesn't yet seem to be a program called BigSister).

These server-based products produce reports that would show if an employee was playing a web-based version of Solitaire.  But not the Solitaire (nor FreeCell or MineSweeper) that come bundled with Windows, because these games run entirely on the PC, without making a network connection. When a network-based surveillance product like eSniff claims they can monitor "everything," they mean everything on the network.

This approach is good for detecting (and, with some products, perhaps even preventing) employees from visiting pornographic sites, from whiling away the day at web-based gaming sites like Pogo.com, from taking on a second job as a “day trader” (though recent events on Wall St. may do more to curb this activity), from venting a bad attitude about the company at a site whose unprintable name is F***edCompany.com, or from sexually harassing their coworkers via email.

PC-BASED (CLIENT) PRODUCTS

But it can't catch them viewing porn that they've already downloaded to their computer, nor can it see how much time they waste playing games off a CD ROM (unless the game "phones home" over the network), nor could it see them copy company secrets to a floppy disk, or polish their resume in Word. These are all activities that happen on a PC, without accessing the network.

To see those sorts of things, employers need something more akin to a camera, located right on the PC used by the employee, rather than a listening device (so to speak) like eSniff that sits on the network.

A good example of such a client-based product is WinWhatWhere Investigator.
 This product records the names of programs you run, the titles of the windows that are open on your computer, and — most significantly — the keystrokes that you type, including ones that you subsequently delete.

For example, while WinWhatWhere Investigator was running on my PC, I wrote an email to a friend that contained the text, "I think I have herpes" (this text comes from a recent advertisement for SafeWeb, an anonymizing product which promises to protect employees from monitoring by “anyone – including your boss”
). I then deleted the line, and typed, "I'm fine." Then I decided not to send the message, after all.

WinWhatWhere's report showed the following: "I think i have herpes.  I'm fine." In other words, my ephemeral thoughts have now been permanently recorded (this “fixing” may raise some interesting intellectual property issues). The report also showed: "Message has not been sent."  It also showed the nickname (but not the actual email address) of the aborted email's intended recipient.

I've also seen WinWhatWhere record personal information (such as passwords) that I've entered onto "secure" web pages, encrypted with https, such as the customer information page at Amazon.com. Even if the employee uses the SafeWeb anonymizing service, WinWhatWhere can still capture keystrokes and window titles (which often describe web sites visited). On the other hand, WinWhatWhere does not appear to detect the typing of a passphrase in the Windows version of PGP (Pretty Good Privacy) encryption software.

Because the surveillance occurs right on "your" PC — actually, it's not literally surveillance at this point, just logging of your activities to a file or database, for later perusal — rather than on a central server, it is obvious that more of your activities can be monitored than from a network-based program.  And it can be done whether you are connected to a network or not. 

You can configure these programs to hide their presence from most users, though the vendors generally recommend that employers make the monitors' presence known (though not in a way that allows the monitor to be easily disabled).

But since the program runs on a PC used by an employee, how is the employer going to see the report that WinWhatWhere so compulsively keeps? An employer (or an HR or IT person assigned this task) could walk up to the PC itself, press a special key sequence, and view the report. Or it can be configured to save its log files to a network file server. Or, the program can be configured to periodically "stealth email" the report to a designated address. 

In contrast to the server-based monitors, this obviously isn't monitoring in "real time," nor is this level of detail conducive to large-scale surveillance of many users at the same time from a single location (think of Montgomery Burns looking at his multiple monitors on the cartoon, "The Simpsons").

Another client-based monitor is Webroot WinGuardian.
 In addition to capturing keystrokes and logging programs run and web sites visited, WinGuardian can capture “screenshots” (i.e. graphic images of the entire computer screen) at specified intervals (down to once per minute), and then email them out for remote viewing. The screenshots can then be “played back” on another computer to see what the employee was doing, literally every minute of the day.

This begins to sound like what is known as a RAT (Remote Admin Trojan), similar to Symantec’s pcAnywhere, or the notorious hacker tool Back Orifice. These “trojan horse” programs typically include both keystroke logging and screenshot capture, and so could conceivably be used for employee monitoring.

HYBRID (CLIENT/SERVER) PRODUCTS

Some workplace surveillance products, like Trisys Insight
, are hybrids.  This involves a small "agent" program on the PC used by the employee, which sends messages to a server program. This company even offers an “outsourced” service, whereby Trisys itself will monitor your employees' activities for you. Trisys doesn't monitor specifics like keystrokes or the text of email messages.  Instead, it concentrates on measuring the amount of time spent at web sites or using specific applications.

Another hybrid program is Wards Creek GameWarden
.  According to the company, "Its client/server technology allows for monitoring and enforcing company policies on playing local games such as Solitaire and Minesweeper or multi-player network games like Doom, Descent or X-Wing/Tie Fighter."

CONCLUSION

The phrases "employee monitoring" and "workplace surveillance" evoke Orwellian images of Big Brother sitting at a central computer console, watching everything his employees do at their computers — every keystroke or mouse click, every email message, every web page — and responding to "inappropriate" usage the moment it happens. 

Truly, as noted above, relatively inexpensive software now makes these capabilities cheap and potentially ubiquitous. 

However, it's important to appreciate the differences among workplace surveillance programs. There is generally a trade-off between real-time monitoring (the employer can watch what the employees do, as they do it), on the one hand, and the ability to take a perfect picture of employee activities, on the other. Right now, ubiquitous, fine-grained employee monitoring is technically feasible but not a widespread practice.
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