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DEFINITION

"personal data" (個人資料 ) means any data—

(a) relating directly or indirectly to a living individual;

(b) from which it is practicable for the identity of the individual to be directly or indirectly ascertained; and

(c)
in a form in which access to or processing of the data is practicable”.

“RELATING DIRECTLY OR INDIRECTLY TO”

The PCO tends to interpret this requirement widely, in that there is considered to be no need for the data in question to be about a sensitive matter regarding the individual, or for the relationship to the individual to be important in any sense.

However, where a complaint is brought to the PCO concerning data which “relate” to the individual in question in none but a trivial sense, the Commissioner may be inclined to use his discretion to refuse to investigate the complaint on the relevant grounds provided under the PD(P)O.  This is considered useful for the preventing of any abuse of the PD(P)O by complainants.

“FROM WHICH IT IS PRACTICABLE FOR THE IDENTITY OF THE INDIVIDUAL TO BE DIRECTLY OR INDIRECTLY ASCERTAINED”

The term “practicable”, wherever it appears in the PD(P)O, is defined under section 2(1) as meaning “reasonably practicable”.

Importantly, paragraph (b) does not say “practicable …” for whom.  This question is relevant because, in the case of the disclosure if data about an individual, the practicability for a party who thus acquire the data to ascertain the identity of the individual may depend on whether that party has control over or access to any other information which, added to the data in question, will help to make the ascertaining of the identity of the individual practicable. 

In this connection, where data are disclosed to a specific party, the PCO is prepared to have regard not only to the disclosed data in isolation, but also to any other information which such party may control or have access to.  For example, if the Police should disclose to the Immigration Department data about certain individuals referenced by their HKID no. only, the fact that the Immigration Department will have the means to ascertain the identity of the individuals from the disclosed data will certain, in the eyes of the PCO, render this disclosure of personal data by the Police.

Considerations may be different, however, where data are not disclosed to a specific party, but made available to third parties generally.  In this case, it is usually impossible to give individual consideration, in respect of each party who may thus acquire the data, to the question of whether such party may happen to have control over or access to other information which may help to make the ascertaining of the identity of the individual practicable particularly for that party. In this situation, the PCO has sometimes been prepared to take an overall point of view, disregarding possible exceptional situations.

For example, in the case of a newspaper advertisement publishing lottery results by reference to the HKID nos. of the winners (without their names), one cannot rule out the theoretical possibility that, should the advertisement happen to be read by a family member or close friend of the winner (whose HKID no. is known to such family member or friend), the latter would know who the winner is.  However, this considered to be a somewhat exceptional situation.  On the whole, the PCO has been prepared to accept the publication of lottery results in this way as not amounting to disclosure of personal data, on the basis that generally speaking, it is considered not reasonably practicable for newspaper readers to ascertain the identity of a person through his HKID no. as published.

FULL NAME VS PART OF THE NAME

Similarly, in the situation of disclosure by the Police to the media of 2 Chinese characters in the 3-character name of an individual arrested for suspected crime, this has been considered by the PCO as not amounting to disclosure of the personal data.  The basis of the PCO’s view, again, is that it is generally speaking considered not reasonably practicable for an individual’s identity to be ascertained through only part of his Chinese name.  (In this connection, the fact that interesting reporters may use such part of the name disclosed as a lead to trace the identity of the individual through their own investigation is considered to be not strictly relevant.)

It is instructive, then, to contrast the above with the view taken by the PCO, in various situations where data about an individual are disclosed together with his full name.  Here, the PCO readily regards the situation as involving the disclosure of personal data.

The tricky point, of course, is that certain names may in fact be so common that they are shared presumably by at least hundreds of individuals in Hong Kong.  One may therefore argue that the disclosure of such a name even in full does not in actual fact enable the identification (in the sense of unique identification) of the individual.  On the contrary, one may also argue that some names may be so unusual, that the disclosing even part of such name may, in actual fact, enable those who know the individual to identify him.  In fact, the more well-known the individual, the greater is the risk of such identification.

Even if the above arguments may have some truth in them, to the PCO this is outweighed by more important pragmatic consideration.  In particular, if in applying the test under paragraph (b) of the definition of the “personal data” to the disclosure of names one had to take into account the degree to which the individual concerned is considered to be well-known or his name considered to be rare, this would render the test unworkable.  Similarly unacceptable would be the inconsistency and unfairness that could result from such an approach.

Indeed, the PCO recognizes that for the test under paragraph (b) to be applied to persons’ names in a consistent way, a line needs to be drawn somewhere.  Moreover, wherever such line is to be drawn, some degree of arbitrariness is inevitable.  Given the confines of the PD(P)O, the PCO tends to consider the current approach of finding disclosure of personal data in the disclosing of the full name but not only part of the name of an individual as the most preferable in terms of consistency, overall workability and general public interest.

FORM

Regarding paragraph (c) in the definition of “personal data”, there has been some interesting discussion in the judgement of the case of Tso Yuen Shui v. Adminirtrative Appeals Board (HCAL 1050/2000) as to what is meant by “in a form in which access to or processing of the data is practicable”.  From that discussion, it seems that the practicability of access to or processing of data must relate to the form in which the data in question exist, but not to other extraneous factors (for example, the lack of manpower to carry out a thorough search to access the data).

THE “EASTWEEK” CASE AND THE MEANING OF “COLLECT” 

The Hong Kong Court of Appeal decision of Eastweek Publisher Limited v. The Privacy Commissioner for Personal Data (CACV 331/1999) is one of cardinal importance in that: first, it defines the meaning of the term “collect”, as applied to personal data; secondly, it also contain important judicial dicta which provide clarification on the limits of the PD(P)O.

The meaning of the term “collect” is made clear in the following statement from the judgment of Ribeiro J.A. in the Eastweek case (p.10, P to R), which statement was repeated almost word for word in the judgment of Godfrey VP (p.29, I to K):

"It is … of the essence of an act of personal data collection that the data user must thereby be compiling information about an identified person or about a person whom the data user intends to or seeks to identify."

The above statement, hence, gives at least 2 requirements for any act of personal data collection:

· the collecting party must be thereby compiling information about an individual (hereinafter referred to as “Requirement A”); and

· the individual must be one whom the collector of information has identified or intends to or seeks to identify (“Requirement B”).
Furthermore, the following statement from Ribeiro JA's judgment (p. 14, P to T) seems to put a gloss on Requirement B:

"In my view, many of the other provisions of the Ordinance and in the data protection principles can only operate sensibly on the premise that the data collected relates to a subject whose identity is known or sought to be known by the data user as an important item of information." (emphasis added)

Elsewhere in Ribeiro JA's judgment, he used the facts of the case and those of other imagined scenarios to illustrate his point.  Accordingly, under the facts of the case, he mentioned the irrelevance of the identity of a person photographed to the Appellant which published the photograph in its magazine, and the Appellant’s indifference to such identity (p. 11 C to D).  In another example, he mentioned the lack of concern on the part of market surveyors on the identity of respondents (p.12 S,T).  In yet another example, he mentioned the lack of interest on the part of photographers and newspaper publishers on the identity of individuals photographed (p.14 M,N), etc.  All of these were mentioned as factors negativing any collection of personal data.

From the above, it seems that one may refine Requirement B by adding the following Requirement:

· the identity of the individual must be an important item of information to the collecting party (“Requirement C”).

Hence, for collection of personal data to arise, the mere physical acquisition of such data not sufficient.  An additional mental element is required.

Per Ribeiro JA's judgment (p.17, D & E):

"This entitlement (to make a data access request under DPP6) can only make sense if the data user has compiled the data collected in relation to each identified data subject."  (emphasis added)

In many cases, it seems that Requirements B and C will follow simply as a corollary to Requirement A.  This is because when one is compiling information about certain subjects, it is usually important to the compiler that information regarding one subject is not to be confused with that regarding other subjects.  Hence, at least in this limited sense, the "identification" of each subject is important to the compiler.

In addition, the PCO tends to see another important aspect to Requirement A, in that there must be compilation of information about an individual. 

The significance of this requirement is clearly illustrated by the example in which, in compiling the minutes of a company meeting on a particular subject-matter, there is compilation of information about that subject-matter only, but no compilation of information about any employee who spoke in that meeting, unless the subject-matter of the meeting happens to be him.  If there is no compilation of information about the employee, then Requirement A is not satisfied.  Hence, according to the Eastweek case, the minutes of meeting of a company do not generally constitute the personal data of an employee even though his words are recorded in those minutes.  

LIMITS OF THE PD(P)O

Per Ribeiro JA’s judgment (p.14 E to H), after referring to various scenarios of the taking of press photographs:

“…in none of those cases, is the publisher or editor in question seeking to collect personal data in relation to any of the persons shown in the photographs and, in my view, the taking of such pictures and their use in such articles would not engage the data protection principles …”  (emphasis added).

Why?  Per Ribeiro JA (p.18 S to p.19 R):

“Personal data protection and not a general right to privacy

Mr Griffiths stressed the limited protection to privacy afforded by the Ordinance.  As its long title states, it is “an Ordinance to protect the privacy of individuals in relation to personal data, and to provide for matters incidental thereto or connected therewith.”  It is therefore not intended to establish general privacy rights against all possible forms of intrusion into an individual’s private sphere or, as an American judge succinctly put it in an early text-book, a general “right ‘to be let alone’” (Judge Cooley in Cooley on Torts, 2d ed., p29, cited in Warren & Brandeis, “The Right to Privacy” (1890) 4 Harv LR 193).

The distinction between other interests in privacy and the protection of personal data is well-recognized.  Thus, the Law Reform Commission of Hong Kong, whose Report on Reform of the Law Relating to the Protection of Personal Data provided the basis for the Ordinance as enacted, cited (at§5) four privacy “interests” identified by the Australian Law Reform Commission as follows:-

“(a)
the interest of the person in controlling the information held by others about him, or ‘information privacy’ (or ‘informational self-determination’) as it is referred to in Europe;

(b)
the interest in controlling entry to the ‘personal place’ or ‘territorial privacy’;

(c)
the interest in freedom from interference with one’s person or ‘personal privacy’;

(d)
the interest in freedom from surveillance and from interception of one’s communications, or ‘communications and surveillance privacy.’”
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