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ABSTRACT

Consumer concerns in relation to electronic commerce and data privacy must be recognised and addressed in the face of growing use of online services.  Issues on privacy are reflected through a recent Consumers International survey covering websites in different countries.  This session briefly discusses the results of the study, and a related Hong Kong project, and examines how consumer rights can be addressed through voluntary measures such as trust mark programs.

Introduction

It is accepted wisdom today that E-commerce is revolutionising the manner in which we engage in commerce domestically and across international borders.  Research studies abound as to the potential areas for growth, and the rate at which this phenomena will change not only traditional retail shopping, but a host of other entertainment and information dissemination activities.

According to the Office of the Telecommunications Authority, Internet Service Providers in Hong Kong reported 683,000 accounts between them by March 1999.  Moreover, in a recent Paper released by the Hong Kong Telecommunications Research
 John Ure offered an approach to modeling the build-up to a critical mass of 'frequent purchasers' using E-commerce, in which he suggested that for Hong Kong, that point may be reached early in 2003.  

As a consumer advocate I think consumer confidence will determine the degree to which the medium becomes successful. The reason is that there is an inevitability about the extent to which the on-line world is shaping the lives of consumers in the developed world.  Through the sheer momentum of applications by Government and business, and the convergence of the Internet with other activities such as the provision of entertainment, consumers in the near future will need easy access to an Internet connection just as they now need easy access to a basic telephone service.

In the face of this inevitability, consumers will at the very least need the same level of protection in the virtual market as they have enjoyed in the real marketplace through national consumer protection, and privacy laws.   Rights which for a long time, we have been fighting for and in many circumstances have achieved.  

Moreover, the challenge is not just to mirror the protection currently available, but to face the new challenges that will arise as E-traders adapt the technology to serve their own interests, without necessarily recognising those of consumers.  

A good example is the news reports that circulated late last year when Amazon.com was forced to apologise, issue refunds and deny allegations that the different prices they charged to consumers were based on customer data it collected on shoppers as they visited their site.  This was a reference to the fact that software tools allow online retailers to compile sophisticated dossiers on visitors to their sites, and through using billing information and purchasing history, learn customer preferences and target individual shoppers with customised screen offerings.

Consumer rights

It is a fundamental right that consumers are given appropriate information and assurances on which they can base a decision as to whether they wish to proceed with an online transaction, or to view information on a site.  

Privacy is a social good, and the following measures should be observed:  

· Data collection should be limited to information that is necessary and reasonable for a transaction.

· Consumers must be told what information is being collected and why; and how it will be used.

· There should be a named individual within the company responsible for data protection, and consumers should be informed of this.

· Consumers must have the right to refuse further communication from the company or associated companies and must be clearly told how to exercise that right.

· Consumers must have the right to review and correct any information held about them.

· Passing of data to third parties should not be allowed unless absolutely necessary, and with the consumer's consent.  Presumption of consent is not acceptable.

· Consumers must be able to hold companies liable for privacy violations.

Consumers International Privacy Project

It was with concerns on the sort of practices that have been emerging with regard to privacy that the Hong Kong Consumer Council recently participated in a data protection and privacy project organised by Consumers International (CI).
.  The objective of the project was to find out how much information is collected from consumers when using the Internet, whether for browsing, personal research or shopping, and to establish how websites take steps to protect the privacy of this information.

An international project team comprising researchers from 14 consumer organisations
 around the world, carried out the site assessments.  A total of 300 US-based sites and 300 EU-based sites for each of the Retail, Financial and Health categories were created by Internet listings firm Dun and Bradstreet.    

The main findings of the study revealed that existing measures put in place by various governments to protect people's privacy is not adequate.  The study clearly shows that many EU and US Internet sites aimed at consumers fall woefully short of international standards on data protection
.  In particular, it found that over two third of sites collected some sort of personal information and almost all sites asked for details that made it easy to identify and contact the person.  

Furthermore, the vast majority of sites gave users no choice about being on the site's own mailing list or having their name passed on to affiliates or third parties.  Of interest is that despite tight EU legislation, sites based within the EU are no better at telling users how they use their data than sites based in the US where it does not have comprehensive legal protection in the consumer privacy area.     

International Study Findings, and Hong Kong's performance

Adopting the same study methodology as the CI study, the Council took the initiative to conduct its own assessment by comparing Hong Kong-based sites' performance with that of the EU and US results.  The Office of the Privacy Commissioner for personal data (PCO) in Hong Kong also took part in the Hong Kong site assessments. 

What personal information was collected?
Over 80% of Hong Kong sites collected personal information.  This was much higher than that of the US and EU counterparts (just two third of the sites assessed collected personal information), and could be because most Hong Kong sites visited enabled the purchase products on line, and data collection was an integral part of the application process. 

Hong Kong sites placed more cookies

For Financial and Retail sites, over 85 % of Hong Kong sites placed more than 1 cookie.  Just over two third of the US and EU sites placed more than 1 cookie.  A vast majority of Hong Kong sites placed two or three cookies, and one Hong Kong Health site placed up to fifty.

What information did the site collect and was it compulsory or optional?

The most common kind of information collected as a compulsory input was 'Name' (81%), 'Email' (70%), 'Telephone Number' (49%) and 'Address' (46%).  Comparatively, Hong Kong sites required users to submit compulsory inputs more frequently than that of EU and US counterparts, in particular on personal identification.  Of note was that 24% of Hong Kong sites collected information on a consumer's 'Gender' ; information which was seemingly not required in most transactions.  Hong Kong sites also collected 'Hong Kong Identification Card Number' (4%) and 'Date of Birth' (9%). 

At what stage was the information collected?

Only two of the Hong Kong sites visited, asked users for information before allowing the users to visit the site.  One of them was a financial site which asked for 'Name' and 'Email' details.  The other was a Retail site which asked users for details such as 'City', 'Country', 'Email', 'Phone Number' and 'Date of Birth'.        

It was most common to collect information after the user browsed the site, but before making a purchase or requesting specific information.  This finding was similar to that of the EU and US counterparts. 

Did the sites have a privacy policy?

Of Hong Kong sites that collected personal information from users, 84% of them contained a privacy policy of some sort.  This score is higher than that of the US and EU (58%).   

Although having some sort of statement about what a site does with information is probably better than having nothing at all, the study also looked to see the content of privacy policy, such as whether sites told consumers 'What is done with the information?'.  It was found that less than 40% of the Hong Kong sites told consumers full details of their privacy policies, though this finding is similar to those of US and EU.   

Did the site alert users to its privacy policy at the point where the information was collected?

Although scoring a little bit better than the EU and US sites, less than half of Hong Kong sites provided icons to alert users to their privacy policy.  

How easy was it to find the privacy policy?  

In the study, a privacy policy was defined as 'prominent and easy to find' if the privacy policy was clearly sign posted from the home page (either on the same or next screen), in addition to being clearly marked at any point where data was collected from the user.  

It was found that Hong Kong sites (77%) were generally better than EU and US counterparts (63%). 

Did the site give the user the option of opting-out of their own mailing list or having details passed on to others?

Only 21% of Hong Kong sites gave an opting-out choice of their own mailing list; 3% gave a choice about affiliates'
 mailing lists and 3% gave a choice about third party
 mailing lists.  These results are similar to that of the EU and US.  

Was the site a member of a certification programme
?

Over 95% of the sites visited did not belong to any certification scheme, with only three sites in Hong Kong citing a trust mark reference. 

This brings me to what sort of remedies there are available to consumers that will given them a high degree of confidence, in relation to not only privacy, but the range of other concerns they have with using the Internet. 

Trust Mark Schemes

There has been increasing development in the number of trust mark schemes that attempt to give accredited merchants the credibility that consumers are looking for and that address consumer rights.  I'm sure that many of them, such as the online Better Business Bureau and Webtrust are known to many of you.

It is in the interests of the persons promoting these schemes that they will have as their over riding concern the means to address the sort of consumer problems that will arise in the course of online trading. 

The OECD recently issued guidelines for online trading that spell out the need to address basic concerns that consumers have.  They are that traders clearly indicate:

· the terms of payment, including a description of the procedure to be followed;

· the liability of the supplier for fraudulent use of consumers' personal data provided by them online;

· terms of delivery including the time period of delivery;

· guarantees, warranties or other provisions relating to after-sales service;

· any cooling-off period;

· conditions related to return, exchange, cancellation, or refund policy; and last but not least; 

· a clear statement of the trader's privacy policy.

Online redress mechanisms

Given that many if not most transactions will be across international borders, consumers can increasingly be expected to have as a major consideration, whether they have a reliable and simple online redress mechanism available to them.  Moreover, as competition gets stronger between Internet merchants, it can be expected that one of the differentiating aspects that consumers will pay heed to is whether a merchant subscribes to a reputable online redress scheme.

By online redress, I mean an online form of alternative dispute resolution (“ADR”) where the entire ADR service is available via electronic means, such that neither party need leave their home in order to take advantage of the service.  

ADR covers a wide variety of dispute resolution techniques, ranging from assisted negotiation to binding arbitration.  For ADR to work, it must involve a neutral third party, similar to the way laws administered by the court systems operate to resolve a dispute.

Key elements of effective online dispute resolution mechanisms

What I would like to briefly discuss are the key elements of effective online ADR services for consumers in cross-border disputes.  Consumers International is currently in the process of producing a report on online dispute resolution for consumers, in which it examines aspects of various ADR systems.  Some of the following issues will be dealt with in much more detail in the report.  

Independence/Impartiality: ADR is neither credible nor effective unless it is conducted by individuals who are truly independent and impartial with respect to the disputing parties.  

Transparency:  An essential criteria is that information on all aspects of the service be readily available to potential users of the service.  Such transparency is also needed so that outside researchers, as well as potential users, can assess the independence and effectiveness of the service on an ongoing basis.  Publication of past rulings is important in this respect.

Availability: The ADR service should be as widely available as possible, such that any consumer in a cross-border dispute with an online merchant can take advantage of its services.  Services which require the co-operation of the other party are inherently limited; in this respect they are not a substitute for court action.  

Visibility: The ADR service, to be useful, should be well-publicised, such that interested consumers and businesses can become aware of it when the need for ADR arises.  The website of the ADR service should be easily found via Internet search engines, and should be publicised by the businesses that use it. 

Affordability: The service should, optimally, be free to the consumer.  Any consumer charge, or a “loser pays” rule will deter consumers from using the service.  If there is a user fee charged to the consumer, it should be low relative to the amount in dispute, and should be refundable to the consumer in the event that the consumer prevails in whole or in part.

Speed/Timeliness: In order to provide an effective alternative to courts, ADR systems should be made available to disputants in a timely fashion, and should resolve disputes quickly.

Competence of ADR Officers: Those conducting the dispute resolution must have sufficient skills and training to fulfil the function in a satisfactory manner.  While formal legal training is not required, they should be familiar with basic legal concepts.

Accessibility/Ease of use: The ADR service should be easily accessible, non-intimidating, and convenient to use.  For example, providing guidance in filling in and filing submissions. Where the service is offered in different languages (and the more languages offered, the more accessible it will be to consumers generally), all information on aspects of the service should be available in that language.

Security: The ADR service should take measures to ensure that any confidential communications in the context of ADR are appropriately secure from unauthorised access, and to authenticate the identity of the parties in the process of online communications.

Enforceability: In the case of trustmark programs which offer, or require participation in ADR programs, it would be expected that failure by a business member to comply with an ADR decision should be grounds for expulsion and/or denial of future services, where appropriate.  

Due Process: As with all adversarial processes, online ADR services should provide both parties with a reasonable opportunity to make their case, and to hear and respond to the opposing party’s arguments. The average consumer should not need legal representation in order to use the process effectively, but should not be precluded from being represented.

Legality/Liberty: Notwithstanding the difficulties associated with taking legal action, participation in ADR should be a truly voluntary option for consumers and should not impinge in any way on their right to legal redress if dissatisfied with the results of ADR.  Importantly, consumers’ use of ADR services should not in any way limit their right to lodge complaints or share information with government agencies.  Nor should it prevent law enforcement authorities, code enforcers, or other consumer protection bodies from bringing law enforcement actions or from using the consumer’s complaint in legal actions or other efforts to stop unfair or deceptive business practices.

Insurance schemes/fidelity funds

It can be expected that all good trust mark schemes will pay attention to how consumer complaints are handled and will ensure that proper procedures are established to allow for complaints to be properly assessed.  However, providing a channel for complaints, as a means of establishing credibility for a scheme is not necessarily the optimal solution for consumers.

The worst case scenario for a merchant, where a decision goes against it, simply means that it will lose accreditation if it does not fulfil its obligations to the consumer.  While those legitimate traders who value the accreditation will no doubt honour any obligations required under a scheme, it will not be of much benefit to consumers when traders simply accept the loss of accreditation and move on.

It might be the case that the company displaying a particular trust mark logo is not financially viable.  Many trust marks do not attempt to monitor financial viability of their members.  In these circumstances an insurance policy, or fidelity fund that offers consumers a guarantee of monetary redress where the merchant is at fault, would be an ideal solution.  Of course, the implementation of such schemes may be costly, and will limit the scope of membership of the scheme.  

Nevertheless, it would be strong selling point for any members of the scheme, in marketing their products in competition with others who do not offer a similar safeguard.

Monitoring the effectiveness of schemes

There is a paradox in setting up a trust mark scheme.  For trust mark schemes to be successful, they need to attract more members.  And the more relaxed the rules, the more attractive it is for a business to join the scheme.  

On the other hand, the more relaxed the rules are, the less that consumers will be attracted to use the scheme, and the less there will be goodwill that will attract businesses to 'sign up'.

Unless there is a clear realisation that a scheme makes the consumer a beneficiary in a scheme, in addition to the merchant, the scheme will lose consumer confidence.  This is particularly as 'horror stories' emerge about certain merchants, and publicity is given to assessments and ratings of trust mark schemes, that will no doubt be carried out by consumer organisations, or other independent bodies.  

It is essential for businesses to ensure that their product is keeping abreast of changes in market expectations and with patterns of consumption.  In the same way, trust mark participants would be expected to ensure that the scheme they subscribe to is maintained at optimal levels, and has consumer acceptance.

One good way to check compliance is through what Consumers International calls "mystery shopping".  In late 1998, early 1999, Consumers International carried out a mystery shopping survey of web sites, regardless of whether the sites were displaying a trust mark.  Consumer organisations in 11 countries participated in the mystery shopping exercise, where researchers ordered a total of 151 items from sites based in 17 different countries
.  

The study uncovered a number of unsatisfactory aspects to the online shopping experience, such as delivery problems and insufficient disclosure of information including crucial contract terms.  Similar shopping surveys, carried out by an accreditation body, without a trust mark holder's knowledge, would be expected to form part of a proper auditing procedure for a trust mark scheme.  Consumers International for its part will continue with its 'mystery shopping' projects.

Another form of on line scrutiny is that conducted through the global co-operative network known as the International Marketing Supervision Network (IMSN) a group of consumer protection agencies from around the world; of which the Hong Kong Consumer Council is a part.  IMSN has conducted a number of Internet sweep days in 1997, 1998 and 1999, to identify dubious web sites, and collect information on the extent to which consumer rights were not being observed.  In some cases information on clearly illegal sites were passed on to enforcement agencies; including the police.

Such independent assessments will be crucial in tilting the balance between those trust mark schemes that are open to consumer interest and those that are not. Eventually those schemes with terms that do not adequately deal with consumer interests will lose consumers to other traders who use competing trust mark schemes, that provide a better consumer service.  

In fact, the process of competition between different trust mark providers can be expected to raise the standard of safeguards to a level that other means, such as appealing to ethics, might not bring.  

International standards

Eventually, looking to the future, an international standard for trust marks will be useful as a benchmark upon which good schemes can be based and will evolve - in the same way that there is competition between different products that are based on accepted international standards.

While satisfactory codes of practice already exist in many jurisdictions, international standards for such codes that could be used as a benchmark for industry-sponsored trustmark schemes is desirable.  The ISO is intending to produce such a standard.  It goes without saying that any such standard development activity must involve balanced participation of consumer and business representatives.

Conclusion

Ultimately, for electronic commerce to fulfil its global promise, there will have to be consistent global rules.  It would be beneficial to the development of electronic commerce if one single forum emerges at some future date to ensure a harmonised approach in addressing not only the core issues confronting consumers, but those issues facing government and business.

� John Ure 'Modelling Critical Mass for E-Commerce' University of Hong Kong Telecommunications Research Project, February 2001, <www.trp.hku.hk>


� 	Consumers International is a federation of 263 consumer organisations in 119 countries/territories as of Autumn 2000.  





� A detailed report by CI was released on 25 January 2001 and copy of the report can be obtained from the CI website at � HYPERLINK "http://www.consint.org" ��http://www.consumersinternational.org/news/pressreleases/privacy250101.html�.





� The project team included participants from consumer organisations in Australia, Belgium, Denmark, France, Holland, Hong Kong, Japan, Norway, Poland, Sweden, United Kingdom, and United States.


� International standards on data protection refer to the Organisation for Economic Cooperation and Development Privacy Guidelines and the European Data Protection Directive (95/46/EC). 


� A cookie is a small file that is placed on a user's hard drive by a website.  It contains a unique number generated by the site to enable the site operator to identify and track consumers.  


� Affiliates refer to associated or attached as a member or a branch to the main company.


� Third parties refer to completely different companies that do not have any links to the company whose site user is surfing.


� Certification programmes are a stamp of approval or label given to Internet sites which indicate that the companies operate within a certain set of approved standards.


� See http://www.consumersinternational.org/
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