PRIVACY AND DATA

Protection in Indonesia

I. Introduction

Advances in sophisticated technology with the capacity to collect, analyse and distribute information from individuals have brought about a need for legal protection. Futhermore, new developments in medical research, health care, and telecommunications, and more advanced systems of transportation and financial transactions, have dramatically increased the flow of personal information. Computers integrated into high-speed networks with more advanced processing systems allow for the creation of comprehensive dossiers of personal data without the need for a central computer.

Surveys suggest that current concerns regarding invasion of privacy will become even more apparent in the future. This almost universal fear of invasion of privacy has prompted several countries to introduce special laws to protect the privacy of their citizens. Human rights groups are concerned that too much of this technology has been exported to developing countries that, unlike advanced countries, lack the capacity to or are unconcerned about protection of privacy. Evidently this impedes trade in technology.

The power, capacity and speed of information technology is increasing rapidly, thus presenting greater opportunities for invasion of privacy.

Several major developments have a significant impact on privacy:

1. Globalisation

Which has erased geographical borders with regard to the flow of data. Development of the Internet is one popular example of growth in global technology.

2. Convergence

Which has eradicated technological constraints regarding existing systems and developing systems. Modern information systems are developing in line with growth in other systems and allow for the sharing and processing of data formats from different systems.

1. Multimedia

There has been a wide expansion in the range of formats for broadcasting and presenting data and images, allowing for the easy translation of information from one format to another.

II. Definition of Privacy

Of all human rights, privacy is perhaps the most difficult to define and explain. Privacy can be defined as a fundamental (albeit not absolute) human right. Article 12 of the UDHR states this explicitly as follows:

No one should be subjected to arbitrary interference with his privacy, family, home or correspondence, not to attach on his honour or reputation. Everyone has the right to the protection of the law such interference or attack.

At a regional level this right has been executed. For example Article 8 of the Convention for the Protection of Human Rights and Fundamental Freedoms 1950, states that:

1. Every one has the right to respect for his private and family life, his home and his correspondence

2. There shall be no interference by a public authority with the exercise of his rights except as in accordance with the law and is necessary in a democratic society in the interest of national security, public safety or the economic well being of the country, for the prevention of disorder or crime, for the protection of health of morals, or for the protection of the rights and freedoms of others.

Under Indonesian law, Article 14 of Act No. 39 of 1999 concerning human rights states that:

1. Everyone has the right to communicate and obtain the information they need to develop themselves as individuals and to develop their social environment.

2. Everyone has the right to seek, obtain, own, store, process, and impart information using all available facilities.

Furthermore, Article 21 of Act No. 39/1999 states that:

Everyone has the right to integrity of the individual, both spiritual and physical, and as such shall not be made the object of any research.

For political interests, the Indonesian police service counties to maintain extensive files on citizens who have not been accused, or suspected, of committing a crime. Anyone who requests the services of the police must be asked for his or her biographical information. However, Act No. 8 of 1981 prohibits publication of the content of investigation reports.

III. Protection of Privacy 

Article 47 of Act No. 8/1981 gives the police permission to open private mail sent via post and telecommunications offices, with a special permit of the chief justice of the district court. Article 49 of the same Act states that the investigator is required, on oath of office, to keep the contents of such a letter strictly confidential.

Every person must be able to freely request confidential medical assistance. A person must be able to report openly all complaints, both physical and spiritual, confident that this right is executed in the interests of his or his or her treatment. He or she need not be concerned that anything he or she says will be revealed to another person. In this regard, Article 2 of Act No. 6 of 1963 requires that all medical workers keep the medical records of their patients confidential, except upon permission of the chief justice of the district court for the purposes of criminal investigation.

All this indicates that in Indonesia privacy is, to a certain extent, protected by law, but that this protection spread over a several pieces of legislation such as the Code of Criminal Procedure and law on post and telecommunications and others. Meanwhile in many other Asian countries, protection of privacy under a single consolidates piece of legislation.

Several international human rights covenants make specific reference to privacy as a right. The International Covenant on Civil and Political Rights, article 14 of UN Convention on Migrant Workers, and article 16 of the UN Convention on Protection of the Rights of the Child all use the same wording.

The need to execute the right to privacy grew in the 1960s and 1970s due to advances in information technology. The capacity for logical reasoning offered by sophisticated computer systems demands that there be protection regarding the collection and processing of personal information. Many countries have laws pertaining to this. For example, data protection was enforced for the first time in Germany (1970), and this was followed by the establishment of national laws in Sweden (1973), the USA (1974), Germany (1977) and France (1978). Growth in technology today is so rapid it promotes the elimination of international borders.

The right to obtain information is facilitated by the Internet, which can be easily and very rapidly accessed by any one. Of course this will be most advantageous to growth in business on a national (local) and international scale. Likewise, sophisticated computer equipment allow for easy and practical storage of important business documents. So far, document have been stored using conventional means, as required under prevailing law (Article 6 of Legal Code), which requires that official documents be stored for between 10 and 30 years.

This sophisticated equipment also means that medical and hospital documents can be stored economically. This means that the personal documents of a hospital patient will not be destroyed after a period of 1 year, which in the past has caused problems for investigators of criminal case wishing to access to a person’s medical records to use as evidence in court. In Indonesia, documents continue to be stored in paper form, which is why paper documents are required as legal evidence. Law in Indonesia does not yet recognise a document in the form of diskette or a photograph negative as legal evidence. Advances in technology for business application, very effectively, allow for paperless transactions. So all this has a significant impact on the way people in general live their lives. However, this impact has given rise to both benefits and costs.

This situation promoted the government to introduce laws to control the impact of technological advances on people’s lifestyles, to protect the people from any undue adverse effects, in light of these technological advances, there are several questions that need to be addressed:

1. To what extent technology, in particular the Internet, affects the way people live and what are the subsequent advantages and disadvantages.

2. To what extent technology benefits from technological advances with regard to conducting its business activities, among others from being able to manage the documents it is required to store, effectively and efficiently.

Today, cyberspace or what is know as the Internet world, has spread extensively among both children and the business sphere. This growth has impacted on various aspects of life, including communications and the global business community. The use of this technology, particularly in business, continues to raise doubts regarding the aspects of security and legal certainty. Also, with regard to the culture of proof, we still tend to require authentic proof or each and every transaction. This culture is also one factor influencing government policy decision making as to whether it is now time or not yet time to introduce laws regulating cyberspace or the cyberworld. This doubt stems from the fundamental questions:

a. Can digital data be recognised as authentic evidence or legal proof in court?

b. How to prove that activities on the Internet have violated intellectual property right?

c. Do judges take into account technological advances if a conflict concerning the Internet is brought before the courts, bearing in mind that this issue requires special expertise?

These questions valid given that the cyberworld or the Internet is a new phenomenon in Indonesia, and like it or not all aspects of this phenomenon must be addressed with regard to both the risks or uncertainties and the opportunities it presents.

At present there are no specific regulations concerning the cyberspace in Indonesia. Other countries have regulations concerning cyberspace, such as the Digital Millennium Copyright Law 1998 in the USA and the Digital Signature Act of 1997 in Malaysia. The fact that Indonesia has no cyberspace regulations dose not mean that we are insensitive to developments in information technology, but is more a result of the fact that regulations concerning cyberspace require detailed and in-depth study, so that they are truly on par with changes in people’s lifestyle.

In drawing up cyberspace regulations in Indonesia, several factors need to be addressed, including trade infrastructure and tariffs, data security, protection of intellectual property rights, and so on. The advantages and disadvantages that will ensue if we regulate cyberspace are:

A. Advantages:

1. Source of unlimited information, including:

a. educational websites

b. newsgroups

c. discussion groups

2. Relatively low tariff

3. Support trade through:

a. virtual mails

b. wide marketing

c. widespread online transactions

d. online services

e. stock monitoring

B. Disadvantages

1. Could lead to misinformation because the information is defamatory or cannot be verified

2. No censor, making it easy to distribute pornographic material or sensitive information

3. Used for criminal purposes

4. Difficult to track and monitor

5. Wastes productive time (change during work hours)

6. Confidentiality of transaction if not guaranteed

7. Violation of privacy

To get a clearer idea of the advantages and disadvantages of cyberspace, a more detailed explanation follows:

a. regarding e-commerce, the parties making the transaction are multinational companies and consumers that do not necessarily trade in regular goods and services, but also in new products with no physical form, such as information or format/film. In this regard there is debate as to when the transaction takes place: whether the transaction is considered to occur where the sender is located, where the goods are consumes, or where the server is located

b. Data security

This is the main concern for businesses regarding the Internet because it is directly related to confidentiality, integrity and availability of data. This factor is also concerned with the security system, which in the Internet world is known as a firewall. Therefore, the data security system must at least have a public key infrastructure or digital certificate to ensure that personal data, for example financial data, cannot easily be publishes or misused by unauthorised parties.

c. Regulation of cyberspace should guarantee the intellectual property right of an individual or group of individuals, given that almost all activities in cyberspace are directly related to intellectual property rights, in particular with regard to programmes, text, and graphics, the property right for which needs to be protected.

IV. Practical needs

Establishment of Act No. 8 of 1997 concerning corporate documents, is not only based on political law, but also understates growing practical needs, which include:

1. The length of time a document is required to be stored (10 years), as set forth in article 6 of the Trade Code, is considered to put a heavy economic and administrative burden on a company.

2. In line with comparative studies in several countries carried out by Bank Indonesia, the required time that archives or documents have to be stored in general ranges between 5 and 29 years, and averages 10 years. In the Netherlands, the source of the Trade Code, in 1949 the length of time documents have to be stored was changes to 10 years.

3. Advances in knowledge and technology:

a. Have allowed for paperless transactions

b. Have allowed for the storage of documents or data on microfilm, microfiche, and CD-ROM. These media are far more efficient than storing documents in paper form, particularly in terms of the amount of space needed to store documents and the cost of maintenance.

4. Need for strong legal status so that the printed version of data stored on microfilm or other media is admissible as evidence.

5. Simplify procedure for destroying documents, which in practice is very time-consuming because it involves the authority of other institutions (in line with provisions set forth in Act No. 7 of 1971 and Government Regulation No. 34 of 1979).

V. Conclusion

The recent rapid growth in technology has not only proved very useful to our lives but has also had negative impacts.  These positive and negative impacts have greatly affected the way people live their lives.  This is clearly from the intensive use of electronic goods, computers in particular, in every day life.  Computers allow us, among others, to communicate easily with other people even though they may be far away, in another country, or even another continent.  Information on a myriad of subjects can be easily at relatively low cost through the Internet.

Besides benefiting the public at large, advances in technology also benefit businesses by allowing for storage of documents or conducting of transactions using electronic media. The use of electronic media can reduce the high costs of processing documents, which in line with provisions set forth in law, must be stored for a period of 5 to 10 years.

These advantages aside, advances in technology, computer technology in particular, also have negative impacts. Children and adults alike spend hours in front of computers chatting aimlessly, accessing pornographic images. This shift in lifestyle is cause for great concern if control is not forthcoming. Control is necessary because this electronic media is also often used as a tool for presenting, defamatory or mis-information or for criminal purposes. Under these circumstances, to ensure businesses legal certainty, to provide protection of intellectual property rights, the government was prompted to draw up regulations governing the use of sophisticated technology as initiates with the complementation of Act No. 8 of 1997 concerning this matter.
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