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On one level jurisdictional and ownership issues are inextricably linked in the field of e-commerce.  Without competing rights of ownership over the same or similar technologies, ideas or brands across different jurisdictions, e-commerce would be much more straightforward (at least from a legal standpoint).  The Internet provides a marketplace across borders (which to many is part of its attraction, particularly in the long term).  But even in the many circumstances when e-vendors are concentrating on their domestic market they can still be troubled by foreign courts finding that they have breached their local laws and overseas rights holders complaining that their own products and marks have been infringed by the technical availability of the site in their jurisdiction.

In this paper, I shall look into some of the issues arising from the use and abuse of brands and content on the Internet, with reference where appropriate to cross-border questions.

The drivers for e-commerce

In the old economy, suppliers would start their venture by creating a product (or very occasionally (virgin being an obvious example, perhaps the exception that proves the rule) creating a brand), and then going on to market it.  In the new economy, an entrepreneur will often start with the delivery concept, or 'value proposition' and will then think of a product.  So, you might want to start an on-line auction, a vertical portal, virtual trade fair or ASP service.  A particular industry focus may be assumed from the outset, but often the elements of the service are left to be fleshed out later.

On-line vendors are therefore focusing on: (1) achieving first mover advantage and grabbing market share (2) intellectual property rights (establishing value in the brand and preserving that value so that the brand can be sold or licensed as desired) and (3) avoiding brand dilution, for example through framing, deep linking and metatag abuse.

Copyright

Copyright protection fully applies to the Internet.  There is no registration requirement to obtain copyright and protection is not lost by publication in the 'public domain', whether on the Internet or otherwise.  Those responsible for websites therefore need to make sure that they do not post any content which either they have not produced themselves or licensed from the copyright holder.  International copyright protection is afforded to all authors of literary and artistic works and this includes a right not to be copied and rights of attribution.  There is a very low threshold of originality required for a copyright work; there is no requirement for content to be in any way artistic or learned to quality, merely that original effort has been expended,  The World Wide Web consists of a bundle of connected copyright works such as: text; graphics and photographs; sound recordings, film and animation; software code (HTML, Java etc) and even website itself (including its 'look and feel').  Copyright also covers interactive on demand services such as e-commerce, video on demand and MP3.

Hyperlinking and framing

Hyperlinking per se is not a breach of copyright as the process does not involve any copying, but rather a redirection of the searching browser to the linked site.  However, this is not to say that deep linking or framing does not create legal difficulties.  In Shetland Times Limited -v- Wills, one of the earliest UK Internet law cases, as Internet newspaper created links to headlines in the website of a rival newspaper (and copied the headlines into the text of its own site).  This had the effect of bypassing the plaintiff's mast-head and advertising content whilst effectively reproducing the plaintiff's articles in the defendant's website.  The Court found that it was arguable that the defendant was liable for passing off the plaintiff's newspaper content as its own.  It was also found that copyright can potentially subsist in newspaper headlines.

In Hard Rock Café -v- Morton a US Court held, in relation to framing, that "framing is far more than a 'technical connection between two independent sources of material'" and that on the facts of that case the two sites were "combined together into a single visual presentation … [where] because the … [linked] material appears as a window within the original linking page, it is not clear to the computer user that she or he has left the [linking] website.  The domain name appearing at the top of the computer screen, which includes the location of the user in the World Wide Web, continues to indicate the domain name of [the linking site], not that of [the linked site]… Framing is a flexible device, and in other cases the distinction between the two sources of material appearing on the screen might be clear to the computer user.  Such was not the case here".

In such circumstances, those engaging in framing must take care to avoid passing off the framed site as their own, or inadvertently conducting business in unintended jurisdictions (such as the geographical location of the linked site).

ISPs

Internet services providers can also become bound up in the ownership or defamation disputes of their subscribers.  They will be best advised to distance themselves from the likelihood of being dragged into such disputes by:

· ensuring they have the right to remove apparently infringing or defamatory material upon receipt of a complaint, without having to establish infringement;

· actiing quickly on any complaint; and

· not imposing on themselves a requirement to monitor or edit the content, which could turn them into a 'publisher' - with attendant liabilities.

Importantly, whilst other jurisdictions (notably the US with its Digital Millennium Copyright Act and the EU with its intended e-commerce directive) have taken steps to absolve service providers of liability for content passing through their servers, where they had no actual knowledge of impropriety, Hong Kong has no equivalent legislation.

Jurisdictional issues

In the old economy there was often much more focus to the target markets then in the new economy, where it is usually possible to transact on-line anywhere in the world, whilst broadcasting from a single serve site.

Issues arise in two main areas:

· first, are those heavily regulated markets (such as financial services and gambling) where national courts and regulatory authorities may take exception to the technical availability of foreign on-line offerings because they transgress local requirements;

· second, are trade disputes between competitors holding similar or identical brands, which spill across physical jurisdictional boundaries owing to the universal nature of the Net.

In the first instance, there is no substitute for conducting legal due diligence perhaps not only across jurisdictions which are targetted for sales, but other jurisdictions as well.  Different authorities and different industries demand different levels of effort to be taken by on-line suppliers to shield nationals of their jurisdiction from unlicensed foreign content.

In relation to the second issue, some examples may be informative.

Promotional material containing a supplier's registered trade mark may infringe a third party's mark in another country.  This is because identical or confusingly similar marks can quite properly be registered by entirely separate entities in different jurisdictions.  Trade marks are territorial; but cyberspace knows no boundaries.  The courts do not appear to have worked out an entirely convincing and predictable way of dealing with this issue.

In Blue Note Café -v- King the plaintiff, the owner of the well Blue Note Café in N.Y.C. took action, in his local New York courts against the operator of a much smaller more low key establishment with the same name in Missouri, owing to the accessibility of the Missouri café's website in New York State.  This was nothwithstanding that the Missouri site specifically disclaimed any oassociation with the New York café.

The question arose whether a legal wrong could have been committed in New York.  The Court held that the creation of the website (and even a hyperlink to the New York site) were actions performed by persons physically present in Missouri and not in N.Y.C.  Nothing the defendant had done was purposefully directed to New York State and the case was dismissed.

However, the same court in New York decided a similar case very differently.  American Network, Inc. -v- Access American/ Connect Atlanta concerned two ISPs each holding conflicting trade marks.  The New York ISP complained about the accessibility of the Atlanta ISP's website in New York.  This time the New York court decided it did have jurisdiction, notwithstanding that only 0.08% of the defendant's subscribers were in New York and the defendant earned only $150pcm of its monthly revenue of $195,000 from New York.  It was held that there were 'tangible manifestations' that the defendant was 'trying to reach a New York market'.

Most recently Yahoo has come unstuck over its web-auction activities.  On the application of a French league against racism, the US based wbe-auction site was ordered to stop sales of Nazi memorabilia being made available on the Internet in France (which is contrary to French law).  Yahoo felt compelled  to accede to the demands of the French judge, which took down Yahoo's Nazi-related websales worldwide, perhaps because Yahoo has a French subsidiary company against which the French court could have enforced any judgement.
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