Our Ref: PCPD(0)26/155/25
PD(P)AC Paper No. 09/11

Minutes of the 32nd Meeting
of the Personal Data (Privacy) Advisory Committee
held at 13/F, 248 Queen’s Road East, Wan Chai, Horkpng
12:00 pm on 29 April 2011

Present

Mr. Allan CHIANG, Privacy Commissioner (Chairman)

Mr. Arthur HO, Deputy Secretary for Constitutiorgadd Mainland Affairs (Member)
Ms. Virginia CHOI (Member)

Ms. Shirley HA (Member)

Mr. SIU Sai-wo (Member)

Mr. Edwin TAM (Member)

Dr. Dennis YIP (Member)

In Attendance

Mr. Peter KOO, Partner, Enterprise Risk Serviceslplite Touche Tohmatsu (only
present for agenda item 10)

Ms. Philomena LEUNG, Principal Assistant Secretdoy Constitutional and
Mainland Affairs

Ms. Brenda KWOK, Acting Deputy Privacy Commissioner

Mr. David YIP, Chief Corporate Services Managercigeary)

Absent with apologies
Mr. Bunny CHAN (Member)
Mr. Anthony CHOW (Member)

()  Approval of the minutes of the last meeting (Pper no. 01/11)

1.1 The draft minutes of the last meeting, with rbers’ comments
incorporated, were issued as Paper no. 01/11. Memmbaised no
further comment at the meeting. The draft minutese confirmed.



(1)

Matters arising

2.1

2.2

2.3

2.4

2.5

Regarding paragraph 5.3 of the minutes on datigm of detailed

long-term plans for PCPD, the Chairman updated negsnithat the
Government had provided additional recurrent subeerto PCPD for

creation of 4 additional posts in the 2011-2012oueses allocation
exercise. However the situation remained that 8%e posts of the
PCPD staff was not directly approved by the Goveminand had to be
supported by operational savings and reserve. ight of this funding

uncertainty, compilation of detailed long-term pamwith yearly

estimates of expenditure and revenue would contimbbe withheld.

Regarding item VI of the minutes on the shawhgnortgage data for
credit assessment, the Chairman said the ConsultReport had been
issued on 21 March 2011. The Chairman explainechémbers his
determinations in respect of the six privacy isshaghlighted in the

report, a summary of which was tabled at the mgetinfThe Code of
Practice on Consumer Credit (the “Code”) was ralise 1 April 2011

to permit the sharing of both positive and negativertgage data for
both residential as well as non-residential propsrt

A member observed that a customer with multiptetgages received a
consent form from each lending bank, and enquiredtier it would
suffice for the customer to complete only one fornMs Kwok said
that to her knowledge it would only be necessaryafoindividual to fill
in one consent form to allow all the lending bandsdisclose his/her
mortgage counts to TransUnion for sharing by credividers.

A member said that the banks’ latest practitaeducing the loan
amount for customers who refused to give consentdisclose
pre-existing mortgage data could generate contsgver It was
suggested that PCPD'’s role in this regard shoulaq®ained to the
community. Another member said that it would betaighe banks to
consider the details of implementation, and tha ®#CPD should
confine its role to matters relating to protectajrpersonal data privacy.

The Chairman thanked members for their advi¢ée added that he had
attended public forums, media interviews and spgpkingagements to
explain his determinations and role in regulatifge tsharing of
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2.6

consumer credit data. Moreover, to help the gémeralic understand
how credit providers and the credit reference agehandle their
consumer credit data under the revised Code, tiRDPtad published a
fact sheet “Understanding the Code of Practice omsGmer Credit
Data” — Frequently Asked Questions on the Sharinlylortgage Data
for Credit Assessment Purpose”.

Regarding item VII of the minutes, the Chairmaformed members
that their views had been incorporated into theisezll Complaint
Handling Policy which had taken effect from 11 Redyy 2011 through
gazetting.

(I To update on the Review of Personal Data (Puacy) Ordinance (Paper

no. 02/11)

3.1

3.2

Mr. Arthur Ho said that the Government had eskihe “Report on
Further Public Discussions on Review of the Pers@@a (Privacy)

Ordinance”, and introduced the major proposalsh@ teport. Ms.
Philomena LEUNG gave a Powerpoint presentation. regponse to a
member’s question on the referral of cases to thied for criminal

investigation, the Chairman explained that contndea of any

requirement under PDPO was an offence but contteneof a data
protection principle in itself was not.

A member said that consideration should bergiverestrict the transfer
of customers’ personal data to companies in theeshaiding group.
He said that a subsidiary could hardly resist timection of its parent
company to transfer the data. = Another member #atl under the
PDPO Review, data users should clearly inform tita dubject whether
the data were used or transferred for direct menggiurpose and allow
the data subject to refuse such use or transfes KMok said that
under the existing provisions of the PDPO, a corgzard its subsidiary
were two separate legal entities and therefore dejmarate data users.
Hence, unless the customer had expressly beenedotliat the data
collected by the subsidiary would be transferredrtased by the parent
company for direct marketing purpose, any disclesawy the subsidiary
company of customers’ personal data to the pammmpany without the
consent of the customers would infringe Data Ptaedrinciple 3.



3.3 The Chairman said that he was glad that theiAidtration reaffirmed it

3.4

3.5

3.6

would pursue the majority of the proposals previpusade by PCPD to
provide greater protection to personal data privaog enhance the
effectiveness of the operations of the PCPD. Hanevthe
Administration’s stance differed from that of PCBD some proposals
which would have significant impact on personaladptivacy. For
example, the Administration had proposed an optapuroach for the
sale of personal data. If a data subject did espond to the data
user’s notification of sale of the data within 3fyd, the data user could
deem that the data subject had not opted out afaleeactivities. This
appeared to be a retrograde step compared witbutinent provision of
the PDPO which required a data user to obtain tascpibed consent of
the data subject if the data subject had not bedormed of the
proposed sale of his personal data on or befoteatmn of his personal
data.

The Chairman maintained that the setting ug t@rritory-wide “do not
call” register on person-to-person telemarketintiscaould provide a
win-win to both direct marketers and consumers. weieer, the
Administration did not propose to set up such asteg under PDPO.
The Chairman acknowledged that such a register tmiogh more
satisfactorily implemented by the Office of the d@mmunications
Authority under the Unsolicited Electronic Messag€&ydinance
(“UEMQO”). As significant public support for this rpposal was
revealed in the two public surveys conducted by P@® December
2010, he hoped that the Administration would sesipiwconsider the
proposal under UEMO.

Mr Arthur Ho noted that the legislative proposa direct marketing had
taken into consideration the public views receiaedl would provide
data subjects with an informed choice on the usthef personal data
whilst allowing business to operate. In resporsa tquestion about
the legislative timetable, he said that the Adntraison aimed to

introduce an amendment bill into the Legislativeu@al in July 2011.

It was expected that a Bills Committee would berfed to consider the
proposed amendments.

A member noted that some offences proposeddnaoellpunishable by
imprisonment, and asked whether the Chief Execiffcer (CEO) of
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3.7

an organization would be liable. Ms Kwok said thatder the
Criminal Procedure Ordinance, where a statutoryerwié was
committed by a company and it was proved that tffenoe was
committed with the “consent or connivance” of aedior or other
officer concerned in the management of the comptmay, director or
other officer would be personally liable. Accorgly if the CEO of a
company authorized a staff member to carry outcnnacontravention
of the relevant provision under the PDPO, the CEOul& be
accountable.

The Chairman said he was disappointed to rfeteAdministration’s
decision not to strengthen the sanctioning powém@PD. This did
not appear to be in accord with rising public expgon to deter privacy
contraventions more vigorously. He would consdédais views and
submit them to the Administration and the LegiskatiCouncil for
further consideration.

(IV) To note section 39 cases and investigation ass(Paper no. 03/11)

4.1

4.2

The Chairman introduced the paper. A membeemed that from
January to March 2011, the percentage of refudatesoserved not later
than 45 days was lower than the correspondingdidr the whole year
of 2010, while the percentage of refusal noticesexskbeyond 120 days
was higher than the corresponding figure for 2010he Chairman

pointed out that the focus in the past quarter been on resolving
complicated cases. The work performance had bésnles The

number of cases closed under section 39 of PDP@gJdanuary to

March 2011 was 234, which was about a quarter @ftakal number of
cases closed in 2010. The Chairman said thatftbet ®f the revised

Complaint Handling Policy to increase the perceataf cases closed
within 45 days should appear in the second quaft2011.

A member enquired about the effect of the eei€omplaint Handling
Policy introduced in February 2011. In responss, Hvok said that
under the revised Complaint Handling Policy, the d&ys would be
counted from the date the necessary informationfaiomulate a
complaint had been gathered from the complainant.



V) To

consider PCPD’s naming and shaming of data sers for

contraventions of the requirements under PD(P)O (Paer no. 04/11)

5.1

5.2

5.3

5.4

5.5

The Chairman introduced the paper. A membé&echtrom the paper
that the Consumer Council was explicitly empowenaadder the
Consumer Council Ordinance ttprotect and promote interests of
consumers of goods and services ....by collectingeiving and
disseminating information concerning goods, sewiead immovable
property.” He enquired whether the Commissioner was empalvere
under the PDPO to name the relevant data user. Kk replied that
section 48(2) of the PDPO conferred power on then@sioner to
publish investigation report and that the identitythe relevant data user
was not protected from disclosure.

A member opined that naming the data userudt maight be too harsh
as its reputation would be adversely affected. Tiember asked
whether naming the offender in the investigatigmoré was to serve an
educational purpose or as a punishment. The Chaimgplied that the
publication of an investigation report and namihg toffender were
meant to promote compliance with the provision?BiPO. Naming

the offender would enhance the achievement ofaijsctive.

The same member suggested that the best grattmmpanies should
also be promoted. This would be a positive apgroa@ducating data
users in data protection. The Chairman said heeagentirely with
this approach and invited members to identify opputies where this
could be put to practice. He pointed out that P@BDId sponsor and
facilitate activities to this end but could nottiaie and/or organize such
activities due to conflict with its enforcementeol Ms Kwok added
that the experience sharing among members of tkee Bravacy Officers
Club was an example of PCPD’s exercise of itsitatihg role.

Another member supported naming and shamingfteader in order to
enhance enforcement work.

In response to a member’s question on how teriakne whether the
relevant data user should be named, Ms Kwok saitltths would be
considered on a case-by-case basis and a numbéactars were
mentioned in the paper. One member suggestedtiteatriterion
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5.6

5.7

“whether it will attract media attention” should ®mwvorded as “whether
it will attract public attention”. The Chairmanragd.

Another member said that a consistent appraactaming data users
might be more appropriate as the exercise of discren a case by case
basis could be taken as arbitrary and biased.

The Chairman thanked members for their viewlaking into account
that the publication of an investigation would setlre public interest of
promoting awareness and understanding of, and c¢angg with the
provision of PDPO, and naming the offender wouldther encourage
compliant behaviour, he would make it a rule to aahe offender in all
investigation reports. The rule would be subjecexceptions but he
would identify the exceptions at the outset as astieely as possible.

(V1) To note programmes for Privacy Awareness WeeR011 (Paper no. 05/11)

6.1

Members noted the paper without comment. Thair@an said that
all members had been invited to the inauguratioeroeny on 2 May
2011, and encouraged members to attend the event.

(VIl) To _note programmes for business and communityeducation (Paper no.

6/11)

7.1

Members noted the paper without comment.

(VIIN) To_consider PCPD’s new_policies on_human resurces management

(Paper no. 07/11)

8.1

8.2

The Chairman introduced the paper. He saidthieanew policies were
introduced to develop/retain talent, maintain staffrale and secure
long-term staff commitment. They centered on tbeognition of a
core grade for PCPD (namely the Personal Data @figcade) with a
clear career structure and offered advancement rappties for as
many PCPD staff as possible through promotion fremthin and

flexible transfer of staff across grades.

A member expressed that the six-month probaperiod of new
appointees on Permanent Establishment Terms waserraibng

7



8.3

8.4

compared with that in the private sector. Mr. Davip clarified that

under the new policy, new appointees would be effaron-Permanent
Establishment Terms with a one-year contract aptbbation period of
three months.

Members’ attention was drawn to the curreniasibn in which the
Government had only provided Personal Emolumensupport 52 PE
posts and 5 two-year time limited posts, and PCRID to rely on

operational savings and surplus to support therdtbenon-PE posts.
A member noted that the PCPD’s annual subventi@ahihereased by
46% from 2007-08 to 2011-12 and that of the inezemssubvention,

about 65% was provided on a recurrent basis forctkation of posts
whereas another 7.4% was recurrent increase fomgmstment. He
pointed out that the PCPD had the flexibility tqolbsy its resources to
reduce the difference in the remuneration packdgpween staff on
Permanent Establishment Terms and those on nonaRenh

Establishment Terms. Another member said thatniotheer statutory
body, a one-off cash award would be granted eveay o selected staff
members with outstanding performance. This coudves as an
additional incentive to encourage good performance.

In response to a member, the Chairman explaleegromotion channel
for existing staff after the restructure. A membBaggested that staff
reaction be taken into consideration in implementhe proposal.

(IX) To consider PCPD'’s internal compliance checkFPaper no. 08/11)

9.1

9.2

The Chairman introduced the paper. He said taking into

consideration the simple nature and the small smadgation of PCPD,
it would not be necessary to set up a dedicatednat audit team within
PCPD or to engage an external consultant to cauty amdit and
compliance checks for PCPD. Instead, the PCPD dvaudlopt an
internal compliance check (ICC) system to overseecompliance and
internal control matters as a standing arrangement.

The Chairman said that the ICC would take tbemf of internal
cross-checking by PCPD’s staff specially deployedundertaking the
assignment. The focus would be on the internakrobmof finance,
personnel and administrative matters. The checkifigers would
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(X)

report their findings and recommendations direttilyhe Commissioner
for his consideration. In light of the relativelsmall number of
transactions, the ICC would be conducted once diynuaA summary
of the report would be submitted to the PD(P)ACrfmmbers to note.

9.3 A member said that based on the recommendawmdnthe Audit
Commission and Public Accounts Committee arisimgnfthe value for
money study, he had proposals to introduce moresit®® be checked.
He would provide the suggestions to PCPD aftembeting.

Any other business

(Mr. Peter Koo, Partner of Deloitte Touche Tohmatgined the meeting at
this juncture.)

10.1 Mr. Peter Koo said that a number of seniocetiees had relocated to
Hong Kong from Japan after the recent earthquake runclear
incident. They brought with them sensitive custoui&a but might
not follow effective security protocol in using tdata in Hong Kong.
There was a risk of non-compliance with PDPO anth deakage.
Members generally supported educating expatriatesitathe Hong
Kong personal data protection requirements, andt wanto explore
the promotion channels and the parties to be imdlv Consulates,
Chambers of commerce, InvestHK and Immigration D@pant were
mentioned. One member suggested that the Intd?n&fessional
Association (iProA) and the Information Systems Awhd Control
Association (ISACA) would be interested in the paodion work.
The Chairman thanked Mr. Peter Koo for bringingstlisue to the
attention of members. He indicated that PCPD supgan principle
the promotion work and assigned Mr. David Yip tmbnate with
iIProA and ISACA, and follow up.  Mr. Peter Kootl¢fie meeting at
this juncture.

10.2 A member enquired about the recent incidenthefloss of a USB
flash drive by a staff member of a local universitffhe Chairman
said that PCPD was conducting a compliance chedk®mniversity
in connection with this incident.

10.3 A member enquired about the recent controvab®ut disclosure of
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the health conditions of Principal Officials. A mber said that the
Administration would prepare a paper on this subjéar the

Legislative Council Panel on Constitutional AffairsThe Chairman
said that health data were very sensitive and iR[PE proposals to
the Government to amend PDPO, it was suggestedibelbsure of
health data to third parties should require thelieixgonsent of the
data subject. Under the existing PDPO, it wouldnmaly be the

case that the employee supplied health data tbenigimployer for the
purposes of granting sick leave and monitoring qremance. It
would fall outside his/her reasonable contemplatibat such data
would be subsequently disclosed to other persone whkre not

directly related to these purposes. In the cirdanmes, Data
Protection Principle would require non-disclosuranless the
employees’ explicit and voluntary consent was given

(XI) Adjournment of Meeting

11.1 The meeting ended at 3:35 pm.
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