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HHY
PURPOSE

BAERLREREIERRA-—EIABFANEE  R2EXBRREZARFEDR - A ESIEES
RERBABEAEN ([ERX]) AL (BREZFTMARBREANAL) BRHEE KRS
BB AES - NesI I ERBEEXKEIRNEE UEZEETFNEAERALRE - fem
mSMIAEE -

HRAPNERAEREEHNERUT2ERHABAENLRBREIEEEML - RATHET A
MRRXFEIEE! - Bt - MESIRBRI AP/ NEREHTEMERD -

Lo FETEESRARRE —ERRARNTR  HEAEHNLBRETESREN - 15
REBHEFBR RIS IES NERETEAFBRLRERBENEXCE T2 HEEEER -

Personal data privacy should not be seen as a pure compliance burden but instead, a
competitive advantage a business can build on. This guide aims to provide comprehensive,
step-by-step practical guidance to those who are in the mobile applications (“apps”)
development business (including those who may commission the development of apps).
It outlines what areas to pay attention to when developing apps in order to earn trust from
customers through respecting their personal data privacy.

This guide is especially tailored for small-to-medium enterprises (“SMEs”) which may not
have sufficient resources to fully understand their legal obligations, and establish their own
comprehensive app development guide taking due account of the importance of protection
of personal data privacy.

Readers are also reminded that the app industry is a fast-developing business and
personal data privacy protection in apps concerns not only the apps, but also the business’s
operational processes. Following the recommendations in this guide, therefore, does not
guarantee an app is fully compliant with the law.

HR
WHO SHOULD READ

RIESIBRI AT MA LR :

1. BXAFEE  ZEMARBREXIRERXAZENA L (LRATRAESISES [BEXH
ZEl) R

2. BRRARBHEAMMIERBOAL - fINESHKZIoMTARLE - LIRRAHRHE
ZF FERELRAEAFEFRAPDERR - MR TEHERES

This guide targets specifically the following parties:

1. App developers and those who commission the development of the app or decide on the
purpose of the app (collectively referred to as “app developers” in this guide); and

2. Those who provide codes to app developers for added features — such as advertising
networks and analytics tool providers. If you are a code provider, you are in
effect providing mini-apps to app developers and you too should read this guide.



(M EFREEE
WHEN TO READ

{RIETERRIATT IR R RERMBEARIES| - R - 726
BERERARELENES HLEBRARRAELER
HWAZ  AIENTEEERYD  MEHREADENFELR
BESHY o HABRERETAREYL
You should read it before you start planning your app HRAEESAEES ?
development project. Building in privacy protection b B LI (I EA
at the outset will be less costly for the business and want to know more on
and will have less impact on your app functions
compared with adjustment for compliance at a
late stage of the project.

privacy law?

Pl {E A A485
HOW TO USE THIS GUIDE

BBESH AR MEBHAR  H—

DAY TBIME - BRARISSINER - fﬁgﬁéﬁ’gﬁﬁf
ﬂé/}%EEE’g)ﬁE%E@E% : *Want to ;JndeErstz;:id.
This guide comprises a number the concept of privacy
of parts which may be read protection in app
independently. The flow chart on development?
the right suggests how this guide

may be used:

PR
=RENER1 (4 H)
FRAI M E RIS EITZR
FREI M EMERAE 2
Does your app access any
of the data or carry out any
of the operations listed
under Table 1
(Page 4)?

OB RMUESREAERLBHEZE  BFE2
FREEFE (F 28 H) NESR
Your app may not raise personal data
privacy concerns but read and consider the

recommendations in Part F (Page 28)
2 FARREEAEXRETEARES]
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FRERAR(F6H)—

(BAER (RLBE) %6 1 FAWB®M(E8H)—

= Yes utines EHIEEBEER ?
—_— Read Part B (Page 8) -
Bzl [T (et 2 = What are the requirements
The relevance of the Personal under the law?
Data (Privacy) Ordinance
RiCHE(¥F11H)—
£ Yes EERXRBPWOAIT
> [ERAENE
Read Part C (Page 11) -
Privacy by Design in app
development
. B D BEs B E 8 (%17 R) —
= Yes ‘ RETEARXNES

REREGTEREANTE _—
Read Part D (Page 13) -
fill in the checklist in Part D
and consider the implications

Read Part E (Page 17) -
Best practice
recommendations
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TABLE 1

BEE A E R Data to be accessed

HE N BHE BT

Unique device identifier
EVE

Locations

HERRE B

Owner's mobile phone number
BEEE A / Ba e

Contact list / address book
TBE /8RR

Calendar / reminder
RENMER /ER/858
Stored photos / videos / recordings
SMS / MMS / EEFE

SMS / MMS / email messages
WEAC R

Call logs

BB 8%

Browser history
RENEXERE /IRF 28
Stored app names / account names
RENIRE ((RAER) &R

Stored account (any type) information

$R#E 1T BV IR 4E Operations to be carried out

s FANBERENZERRE/ KR
Using the mobile device's microphone / camera
o EXR/BHFAREAEARFSEBEA
Requiring/allowing user to log on using a login name
s ERARRMHEMER
(5~ BHRER - RERR - BN - RERREER)
Requesting app users to provide other details (hame, contact details,
health, finance, family status, etc.)

AREDEAEXRETESXES]
Best Practice Guide for Mobile App Development
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WHAT NEXT

EMTERAERNIR - FEERAGHAGIRNEAHLBHIE
RAEHE - (RIERZRIRATENRIE  RERER - RAELERNE
REMFHULBRENTHE - ERFERAMFOT —EEAXREEAHN
FRRIERTLE - ELBRER—HREINSEER -

After walking through the flow chart, you should have
systematically assessed the privacy impact of your app and made
the necessary improvements. You should keep a record of your
assessments, decisions and answers as they all help to enhance
your understanding on privacy protection. This record will be a
good reference for you to carry out another assessment on your
next or upgraded app.
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The Ordinance

CEAEHE (L) &6) ( [§6] ) REXRRARRE ?
How relevent is the Personal Data (Privacy) Ordinance (the “Ordinance”)
to app development?

Al. HEPIREBAEBHOWRE - €8 B2 RE -~ MBRRRR - £EE51%E 4 HR 1
FSINEFENREEANEAER  RTEEENEFHMERENER (MNE
A) AR —EANSH -
The Ordinance governs the collection, use, processing, storage, erasure and
security of personal data. Whether one or more types of the data in Table 1
on page 4 of this guide constitute personal data will depend on whether such
data, together with other information available (if applicable) can identify an
individual.

A2. WRIRET —BANER  MAELERTUARERBS (BEREHRE) ERA

T RNEBRETEAER - fl - ZERBEEERXAINER b - EP RS E
bt RIS B3R (HI40 : chantaiman@pcpd.org.hk) SEFAI AR E
A MEfbHE (0 : chantaiman@hotmail.com) EEFFEE/EL AR - B4
BERH - RNECRETEAER -
If you have collected such data from a group of people, and some of it can be
used to identify some (but not all) individuals, you should still consider that you
have collected personal data. For example, if you collect email addresses from
app users, some email addresses (e.g. chantaiman@pcpd.org.hk) may be used
to identify an individual based on the username and domain name while other
addresses (e.g. chantaiman@hotmail.com) may not, you should still consider
that you have collected personal data.

A3. BEREENENRKREIMERNEAELER  ROKBREXNLEBRIEGIHR

E - BEGROIKR 1 AFINAREREERRA - ZAREFER UK ERZARENE
BEHEHN B -
If you are dealing with personal data as defined under the Ordinance, your
organisation and your app must comply with the requirements under the
Ordinance, including the six Data Protection Principles (“DPPs”) set out in
Schedule 1 to the Ordinance. A brief description of the six DPPs and how they
relate to app development can be found in Part B.

ARRBEREXRETEARNES —A®
Best Practice Guide for Mobile App Development - Part A



A4.

A5.

RSN - B -

In the strictest sense, if an app:

a. REDNRBEEANER mMASEER (FEFMFRRAEBRERNRAE) EAE
Hftan 75 5 5
only accesses data stored on mobile devices and does not transmit the data
(or anything derived from the data) elsewhere; or

b. RELERAREBIEA

has not used the data in a way that may identify an individual;

ZREAFEAAVERFROFERN [EFHERNKE 6  EERIFEAI N [E
REAE] - AN ROFEERIVALE > FEEFAMPRSEREEZER R
B RE o

its developer may not be considered a “data user” under the Ordinance who
“controls the collection, holding, processing or use of the data”. That said, you
should still respect users’ privacy by clearly informing them what data you would
access and why.

WMEATHERXELRT  REARETEAIFAREBERRESREAER - HIR
ERMIELAIESINER  ERRNMrEEHREXNEHTS  EEAALERALR - &
RARZBERERESREAER  2ENIMARKRELES  UBERFELER
ARIBWREOEMARBREEETLRE -

If a complaint is lodged against an app, whether the Ordinance will apply to
the case will depend on whether personal data is involved. By following the
recommendations in this guide, you will be able to demonstrate that you have
exercised due care to respect personal data privacy. If you do not think personal
data is involved, you are still encouraged to follow these recommendations to
demonstrate that you care about the app users and want to assure them that you
respect their privacy.
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The Six Data Protection Principles

Bl. B THABEBREERERE

The Six Data Protection Principles (“DPPs”) under the Ordinance

B1.1. REEERE 1 RE—BENBHRSRK

DPP1 - Purpose and Manner of Collection

B1.1.1. KEBAERMWENMERATHERERAENBERTDEER
e
Personal data shall be collected for a purpose directly related to
the function and activity of the data user;

B1.1.2. BZEMNME  REWERHERNBFEENER
Only adequate but not excessive personal data is to be
collected in relation to the purpose;

B1.1.3. EABERAUGERAFNFERE ; &
Personal data is to be lawfully and fairly collected; and

Bl.1.4. ERESAEESHERKREREANEN -
Data subjects shall be informed of the purpose for which the
data is collected and to be used.

B1.1.5. fitn : EREREZEBARXARUERLBAER ZEN

WEREWEARBEAER 2K 28 (PlIERENZER) 2
#t (REBAAERER)  FHMZEISRE/ER/E
BEEER - Z (WEEAERER) BEBEGANRE I
RUHEEESHERNINEERERNBEFE (FBHTX
B1.6 REEE R 6 JRAI—&BRKE) -
For example: In order to inform app users of the purpose of
collection, data users should provide a Personal Information
Collection Statement to them on or before collection of
personal data (such as during the installation process) to tell
them what data is to be collected/used/processed through
the app. It should also include, among all other requirements
under the Ordinance, contact details for data access and
correction requests (see also B1.6 DPP6 — Access and
Correction below).

8 ARRBEREXRETEARNES —B®W
Best Practice Guide for Mobile App Development - Part B



B1.2. REEEHRIEE 2 RA| — ERMRIREH
DPP2 - Accuracy and Retention Duration

B1.3.

B1.2.1.

B1.2.2.

B1.2.3.

ERMEAE AR S EL I E A {TH D RIAER
All reasonably practicable steps shall be taken by the data user to
ensure:

B1.2.1.1. ERWEME - ERAERME S &

the accuracy of personal data in relation to its use; and

B1.2.1.2. ERTERREFEBZERWEARN (HEREARN) WA
A9 PR B RO B o
that personal data is not kept longer than is necessary for
fulfilment of the purpose for which the data is or is to be
used.

WEAERREE  EREAERRREBTZENEEENEAER
NREFEHETSEREREEZERIERME o
When engaging data processors, data users need to prevent any
personal data transferred to the data processor from being kept
longer than necessary by the data processors.

pign : ERXARMEBREXSERBUERS (WEA) 8 REM[
BEAARRMHERE  URKRFAEEXRERFERENES -

For example: When an app user removes the app or requests an
account to be deleted (if applicable), you should offer the app
user the option to delete all app-related data and account-related
information.

REEERIE 3 RA — £

DPP3 - Use
B1.3.1. RIFERMEAEEAHLTREE > FAEAERRTARERIKENE B

B1.3.2.

REERENBEW -

Unless the data subject has given prior consent, personal data shall
only be used for the purpose for which it is originally collected or a
directly related purpose.

Bin : BRXEBERHPHEFES » RUWHFFHARENE - BFW
SENEAEREAREERN 2 (FInEREMEXHE=S5Z
FEKHMRTIMENE R BERLR) - FEETIME - URBE
MENRETHRERRENNEENEEER  SRIEFNEENES
ARERE °

For example: An app should clearly say what it does, and only
does what it says. If any personal data collected is to be used in
a way not envisaged before (such as sharing with other apps or
other parties, or combining with other data obtained elsewhere),
an assessment needs to be carried out to ascertain if the new
purpose of use is directly related to the original purpose of data
collection. If not, consent from data subjects should be obtained.



Bl1.4. REEEZERE 4 FAl — RE
DPP4 - Security

B1.4.1. ERMEAEERDAESELYEATHIRRRE[/AER (BFEH
RTERREENEAER) @ BRI REEFIASHINER - RE -
MiER - RABEAATE  AHFEZEI U LB IRERNES -
All reasonably practicable steps shall be taken to ensure that personal
data is protected by the data users and its data processors against
unauthorised or accidental access, processing, erasure, loss or use
having regard to the harm that could result.

B1.4.2. fifn : EAAERNEE R FFEE —ENRE - FIMMREUINEERE
KU T&/ER | REEFIBERMNES [BEFEFFHK] NEFEURA -
For example: The transmission and storage of personal data
should be protected by measures such as encryption, access
control based on “least-privileged rights” and “need-to-know”
principles.

B1.5. (REEERIE 5 RAI — EHE
DPPS5 - Transparency

B1.5.1. ERMEAEEHFIRIEHEEEREAAERNBERRER (BFEAAE
BERRKERR) TERESA -
Data users should formulate and make available to data subjects
policies and practices in relation to the handling of personal data
(including the types of personal data and the collection purposes).

B1.5.2. filan : (REBBERER) B EEHA LEHMEE L ARHBAR
SNAERFFARDEESHREEEIENER -
For example: The Privacy Policy Statement should be readily
accessible on the Internet and contain specific coverage on how
you would handle data stored on or obtained from mobile devices.

B1.6. REEERIE 6 [RA — B RME
DPP6 — Access and Correction

B1.6.1. ERMEAERRBIRGAINRERRERNERRKEERER
Data users should comply with data access and data correction
requests in accordance with the requirements under the Ordinance.

B1.6.2. fitn: REABEHRNEERNERE  WRIKHIRBELER o
MHARGRTERTRRBEAER  UWETEBREE -
For example: You should be familiar with the data access and
correction obligations, and establish a mechanism to handle such
requests. Your system design should also allow for the retrieval of
personal data to fulfil such obligations.

HRACHEPNEREMAR AT HEBEXMRNVLBRESS  FBRCH -
Now that you have understood the requirements under the law to understand the
concept of privacy protection in app development, please read Part C.

10 ARRBEREXRETEARNES —B®W
Best Practice Guide for Mobile App Development - Part B
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Privacy by Design

EEER?
What is it?

EHE - EAERIEANEABEFERMA [ERILRBHNRS] UxsZEBRELE
MEZE -HEXRAGLE ' -ZHREIXSE EZEMNEBENT

Privacy by Design is an approach that takes privacy into account throughout the
entire development life cycle of a product or process. It is underpinned by seven
foundational principles'. In the context of app development, the following areas
may be considered key factors:

Cl1. A &EH

WEBVEWBEAER (EFHR2ESBMENBEAELER) @ 2EH [ERLBHR
i WERE - ERMEXTLENRWERBEENBAERSEMER » (RE
BARMEFFEBUREERERAE BRAREENREESHRRIEERE
KRNWEE - ZMRMABENFRBEENERSOREXARUEESR  BEZEWE—
RERMBAEARERANER (HIMEEEAEMARBANNVE - WEFHEMT
EWEHERTE) EREFHERIBE M o —ARRH - RER/ WE/FANEAE
B fREELH B o

Data Minimisation

Reducing the collection of personal data (particularly sensitive personal
data) to the absolute minimum is the key element of Privacy by Design. If
your apps do not access or collect personal data or any data stored on the
mobile devices, you need not concern yourself about the Ordinance in terms
of justifying the collection, protecting the data and handling data access
and correction requests. If you must access data on the mobile devices or
collect the data from app users, consider whether you can achieve the same
purpose by collecting general rather than precise data (for example, obtaining
approximate instead of precise locations, ages instead of birthdays). In
general, the less personal data you access/collect/use, the less you have to
worry about.

C2. HREo|EBREE
—MRAARMVEERMERNE  BIREABREAENARFSER/EFHE
BEER (BERERABEELDARKENER) @ LFEMFESRERERE
BB o MRIERBEBEMNERERFENSHEMERNES  UARS—BH
REZEEBENRE —E—RIERMMEAXREEPY - RAAEFENLFERER
HARAESEREETRTE  WHER/ BIEE@ETFE -

1

B www.privacybydesign.ca/content/uploads/2009/08/7foundationalprinciples.pdf ( RIZAE 53R )
See www.privacybydesign.ca/content/uploads/2009/08/7foundationalprinciples.pdf

11
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Surprise Minimisation

People generally do not like surprises. Be open and frank to users on what
information (both stored on mobile devices and gathered from the users) you
would access/use, and give them the choice to opt-out from such access/use as
they deem appropriate. If you combine mobile device data with other information
obtained elsewhere to serve a new purpose, you should consider if the new purpose
is normally expected by an average non-technical user. You should also assess the
possible adverse effects such use may have on users and eliminate/minimise any
such impact.

C3. R mEk
mEHSRERLR /ST REARARE (BIREUNEEERBERZES) - UK
REREEFNER - WERIEM - S5 MBEMMEFEZEER (BEEACER
LHREE=FHZR /FEARTHABETERBENSHAEMERESER) - BEE
RAREFEABNBEZRE  SRANSEERRNARES -

Risk Minimisation

If data is being transmitted and/or stored, adequate protection, in terms of encryption
and access control, needs to be in place to ensure that there is no unauthorised
access, disclosure or use. If additional use of the data is developed (through sharing
within your business or third parties and/or combining with other data obtained
elsewhere without the knowledge of the user), the use must be directly related to the
original purpose of data collection, or else express consent will have to be sought
from the users concerned.

C4. EEHEEE
BMEIRRBB IR PTER / WENERTBEAER - BEARXARFNENSE
W/ WEEBEENTRRMAFANGEE ERBEAFEIE  SHAHER  RARD
KEHARSAAER  EXARARATIBELHENSSEMMATABETHREER
£/ - RAI S F A8 T BES RS -

Trust and Respect

Even if you do not think the data your app accesses/collects can be regarded as
personal data, telling app users what data your app accesses/collects will earn their
trust. This is particularly true when it comes to mobile app development because
mobile devices contain a great deal of private information about an individual and
app users are naturally greatly concerned that their data is collected and used in
ways unbeknown to them. You may wish to read Part F for more details on this.

RACHEXBBRNALBREMSSEAZE  NRNEXNGENE 4 EX1FAINEMER
FETRRAIINEARE - (REZH D BEREFFRANLRIE -

Now that you have understood the concept of privacy protection in app development
and if your app access any of the data or carry out any of the operations listed under
table 1 on page 4, you should read Part D to consider the privacy implications.

ARRBEREXRETEARNES —C®W
Best Practice Guide for Mobile App Development - Part C



EAMARBESR

Application Development Checklist

mERE ?

How do you check?

D1. EXLER

Basic approach

D1.1 EERZEAKRA [BERALBHNRT] W5%  EXREEEHHERENXRME
H TR
Applying the Privacy by Design approach in app development, app developers
should perform the following checks on their app design:

D1.1.1.

EEVAENRDEBENEN SR ARREER 2
Is access to data stored on the mobile device or data gathered from
app users necessary?

D1.1.1.1.

D1.1.1.2.

D1.1.1.8.

D1.1.1.4.

MMSEBNSWEER - BREBWH (ARBBERER) (3
BEXf) aRXHARBEEEN ?

If the data access or gathering is necessary, is there a clear
Privacy Policy Statement (“PPS”), or equivalent, explaining
the purposes of data access or gathering to app users?

MAEBNRBREER  REEFEKERLE - #7F - K/
FOE -~ HEREEHMRERENERES R / EE MR
XBE=ZFDEER?

If the data access or gathering is necessary, is it necessary
to upload, store and/or share the data, combine the data
with other data obtained elsewhere and/or share the data
with other apps or other parties?

MNAEEE - WE - L& RFER /D ZER  BEERE
BieREERRZ ABEFNEHSEA ?

If the data access, gathering, uploading, storing and/or
sharing is necessary, what security safeguards are in place
to protect the data against unauthorised access or use?

MAEBBNRREER  EAARXEEREHBREUERE
EEIMIBRER 2

If the data access or gathering is necessary, has the app
user been offered means to opt-out from data access or
gathering, and to erase the data?

D1.2. R2WMMEXR (¥ 14 B) BRERSRERNAR  URHEER
Checklist on Table 2 (page 14) has been created to guide and document your
checks systematically:

13
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R2—BEXR

TABLE 2 - Checklist

R RE Questions

EERBUTEEN/ WE / FAENUMERXNNEE? R E1
Is the access/collection/use of the data absolutely necessary
for the app’s operation? See E1

Unique device

EfL
NE
Locations

RE)EE
p]

Mobile
phone number

BN /
RS
Contacts

list/address
book

SERRBEBE LR/ EWER (BTEER) ?RE2
W|II the data (or derived data) be uploaded/transmitted from
the mobile device? See E2

AREIRERBDEENER (FTEER) HERE? B
E3
Will the data (or derived data) be stored or kept elsewhere
from the mobile device? See E3

. BEKEN (SITEER) HEithBIENAMEAERES /

BE?RE4
Will the data (or derived data) be combined/correlated with
other data of the individual obtained elsewhere? See E4

BERNEBANSZ (BlBERXES) EEMA L /#
%A=ﬁﬂ(&m$§ﬂ ?RE5
Will the data (or derived data) be shared within your business
(e.g. for cross-app integration) or with other parties? See E5

EEHER (FPTEER) RFELBEANERER? R E6
Will the data (or derived data) be used for profiling of
individuals? See E6

SERER (STEER) AREEREHE? R E7
Will the data (or derived data) be used for direct marketing?
See E7

EERCEREBRENEERERN (REBAERZH) K/ R
(FABBEREZHR) ? RE8

Has a Personal Information Collection Statement and/or

Privacy Policy Statement been prepared to cover all data

types involved? See E8

- MRREBEEERAAFZELE LHHE? R E9

Have you taken into account app users’ privacy
expectations? See E9

10.

TRONEXEAERAE=EIR (BH4E BEAKSE) (TR
_=REBELET AitER) 2 R E10

Do you use third-party tools (software library, ad networks
etc.) in your app (or are you the provider of these tools)? See
E10

ARRBERAEXRETESRNES —D®W
Best Practice Guide for Mobile App Development - Part D




&R B Types of Data

TBE/
=R
Calendar/
reminder

RBENER/
bl - 53
Stored
photos/
videos/
recordings

SMS/MMS/
EHAE
SMS/
MMS/email
messages

Call logs

BE
e
Browser
history

BXAEE/
IR 5 & 18
App names/
account
names

#4E Operations
ERERE/ =R/ -
i sE iR
i Usﬁ e/ |R Fﬁ%%)"k Obtain
microphon equire/allow 1
camera user login other info

15
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D2. &R (k2) HWAR:
What does Checklist (Table 2) do:

D2.1.

D2.2.

D2.3.

D2.4.

MERSEERRBERZRER (R2) AINEE1Z10 (WEFEATZ
ZER) REHERRATHER  SEBEEAMTERGHZENAERRE
PEAERFEBHER TRIRNER °

By answering questions 1 to 10 in Checklist (Table 2) for each type of data or
operation (making reference to Part E if needed) and documenting the reasons
behind your answers, you are guided to consider systematically how you can
build the app with the least intrusion to personal data privacy.

—RmE - BAE1IZ27RI108 [V] @ FNEXELLBHNEERK - B
2 V] WEEXFE-—NESEL  RAESRBSHAENER - 0 SMS/
MMS/ BEREFH V] HREXARNTESAREMLVLETRHN [V]  BLR
BZENMFHERZEEE [V] -

As a very general rule, the fewer “v” on the list for questions 1 to 7, and 10,
the less privacy intrusive your app will likely be. However, it is not always
a simple counting of “v” - the “v” against the storage of SMS/MMS/email
messages will have greater impact on app users than the one against access
of location information due to the higher sensitivity of the data included in
the former category. Each “v” should therefore be carefully assessed and
considered.

ERERBRER (R2) NEBESEE  BEEMTGRNERRZTRERERL
B REMBRESHEEXARNEESHRENEREEM -

As you develop answers for the questions in the Checklist (Table 2) , you
should critically consider if your app design is privacy-friendly, and whether to
make improvement in terms of privacy protection or minimisation of potential
privacy concerns by app users.

ML HBESTREENRRE  BLLHAHRARERARBRB/AMRELRR
RN c BEMRARFEERAMRNER - ENLBETAELSRTZE  REREE
ARSLBREMERTEN T EESMRER T EBELE -

You should also document the reasons behind each answer as such record
will help you explain to app users why you have designed your app in the way
it operates. If you need to enhance your app in the future, this record can also
be used as a design reference to remind you why you have chosen certain
features and avoided other arrangements to stay privacy-friendly to your
customers.

ARRBERAEXRETESRNES —D®W
Best Practice Guide for Mobile App Development - Part D



RETELXRNER

Best Practice Recommendations

El. REXERFA BN/ WE/FRER

Only access/collect/use data when necessary

E1.1. BRMERNER/ WE/ EASEENKETEERERERN  RELEEBCS :
Before letting your app access/collect/use each of the data type and
carry out each operation, ask yourself:

E1.1.1. BB/ WE/FABEERNENREARIANME / DeeRMtx
B2
Are the purposes of accessing/collecting/using each type of
data to support the nature/functions of the app?

E1.1.2. EZFELAN  BREBUZTEBN/ WE/ELRABHEER?
Is it absolutely necessary to access/collect/use the data in
order to support the purposes?

E1.1.3. BIEERHREERENERETREINELEAMN?
Can the purposes be also supported by accessing less privacy
sensitive data?

E1.2. &3 :

Recommendations:

E12.1. EFRNEAFTEZENERXARNUE  RAZRERAREA
BTEBELELHEVE  MARAD (RFEH) RIAEM
BEEH
If your app needs to know the locations of your app users,
consider asking users to consciously indicate their locations
from a simplified map instead of obtaining their locations
automatically and, by definition, continuously;

E1.2.2. MRAXABBMEULEER  AEZEIEHENNLEERE
AERRNE R - MBEBHALE
If you must obtain location information automatically,
consider obtaining approximate locations sufficient to
achieve your purpose instead of precise locations;

E1.23. ERAFTEEXEFELEH SMS AR RBEEUEZH
BRI BEXATREFEENSMS B UG EAAREE
HoiE E —GBRYERITS - MRBHERELE TREAAR T
FERAERR - EHBHFSEXAJUSEFENH SMSFHE ;
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At MEZRUBSESIEEXARELABLNAR  A2ET
LATE SMS 12 R HR i — {888 122 45 LARE FA =X AT LA — 3% B 52 A (B &
BF R

In the case where an app needs to send an SMS message with
an authentication code to the mobile device in order to confirm
the telephone number of the mobile device, the app may require
access to the SMS message to intercept the code and activate
the verification process automatically. This activation provides
convenience to app users so that they do not need to read the
SMS message and enter the authentication code manually in the
app. However, the app will then be given the right to continuously
access all the incoming SMS messages. You should consider
whether this will raise privacy concern to app users or whether
you can simplify the process by providing a hotlink in the SMS
message so that it becomes a ‘one-click activation’ process; and

E1.24. IR IOSEXFEEN LU ARZTHIBEREBELRENER > =

Android B FEEZBENE LR - MEZEEMRNEANESEER
i BREXARNEST (REFAXSEREIR) ATRHRE
M (FlanEBERARERE)  UOoMRAZEXNRSEEEE
A/ ERBEREESR -
For iOS apps where the types of data being accessed are not
controlled by the individual privacy setting or for Android apps, you
should consider asking permission (and allowing for subsequent
changes) from app users or notifying them (e.g. by flashing an
icon) each time the data is accessed to demonstrate to them
that it would only collect/use the data when it is needed and not
continuously.

E2. REEXERIER/ LHER

Only transmit/upload data when necessary

E2.1. BURMENER / LHEEERKETEEERERN  TRELEBEBC !
Before letting your app transmit/upload each of the data type and carry out
each operation, ask yourself:

E2.1.1. {rE&/ LHERNENZEE?

What is your purpose of transmitting/uploading the data?

E212. BENEEN SEEBUTDEH/ LHEEEH
Is it absolutely necessary to transmit/upload the data in order to
achieve the purpose?

E2.1.3. L&/ EHERUIIM A RERRERE B ?
Can the purpose be achieved by means other than transmitting/
uploading the data?

E2.1.4. i/ LRERREZINEERE » HIMNERE ?
Is the transmission/uploading of data properly protected, for example,
by encryption?

18 FARRBEREXRETEARNES] —ES
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E2.2. &% :
Recommendations:

E2.2.1.

E2.2.2.

HRFELER LHIRinAMKRS - UEHHMEEREMBTHER
X (flaREREXARNVEEHRSEHMES TibL) - RAZE (R
ERERBEHT) ETHHBIRDRESETER K

If you need to upload data to the backend server in order to look up
results to download to the app (e.g. looking up the nearest branch
address based on the app user’s location), you may consider (if
speed and data volume allow) preloading the results and carrying
out the look up function on the mobile device instead; and

s - RIFAIZE B EBEEHER (flaEEAVEERK T N\EBH
WHA—&E) BLHEFHERZAREER -

Alternatively, you may consider doing a simple look-up first (e.g.
mapping precise locations to one of the 18 districts), before
uploading the district data to your server for further look up.

E3. E4ERTERBERENERHE / REEEMLTS

Only store/keep data elsewhere from the mobile device when necessary

E3.1. BIRNEXRTF / RESEERNETHERER  REEBAC !
Before letting your app store/keep each of the data type and carry out each
operation, ask yourself:

E3.2.

E3.1.1.

E3.1.2.

E3.1.3.

E3.1.4.

E3.1.5.

R

EHMFHT / RERBEENERNENZEE?
What is the purpose of storing/keeping the data elsewhere from the
mobile device?

RERUHTECHMM S RE / REEBENUESGELEN ?
Is it absolutely necessary to store/keep the data elsewhere from the
mobile device in order to achieve the purpose?

REMASRFEFEREEM NG ERESHESELEN?
Can the purpose be achieved by other means that does not involve
storing the data elsewhere from the mobile device?

RETHENENRESERANRKRE  flanz [EFERA] TEEE
IMERR / NNFRIE ?

Is there adequate protection over the stored data residing elsewhere,
for example, with “need-to-know” access control and/or encryption?

MEEHREXARRHBR / RBRZEFERNER ?
Have you provided any means for app users to remove/erase the
stored data?

Recommendations:

E3.2.1.

RNEREBRECRTEZTELRARENNBEAEERMRIFFE
A BEFBEERNEZEERMREEE AR TSR

If you need to upload and use the latest copies of the user’s contact
list every time your app runs, consider erasing the contact list
stored in the server as soon as it is no longer needed,;
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E3.2.2. HRFEERFAREIABMBEERRIEA - EIEHE
EZERBREREFNBEMEFPHLE / EBRE S R
If you need to keep the latest copies of the user’s contact list in the
server but are only using the telephone numbers, consider erasing
the name/label fields of the stored contact lists; and

E3.23. REZEREXARREHECURMBRRBEERBEE R B infAREE

WEX (BREARFNIRFHEBER) @ LLBEHNFERENRE
REPBRMTNEXANEXARLEEEZ -
You should consider providing a means for app users to delete the
data (including any account or account related data) stored on the
mobile device and in backend servers, particularly when the app
users wish to remove your app from their mobile devices.

i)

B SRS -

E4. REEERR (F152Z E4.1) 7 REARAINERERDEINEE - ARNHEMESR

e/ BEER (PIUNERARULERPIIRFEAMRNES - (RETUERXRZM /i
SHNENERIENSERZEIMURFNEMERLES / BE) -
Only combine/correlate data with other data of the app user obtained elsewhere
when it is appropriate (see E4.1) (for example, when users log on to your app
using a social network account, you could then combine/correlate app data with
data available/obtained relating to that social network account).

E4.1. BEXARNERERENSHARERES /BEH - RELHACS :
Before combining/correlating the data with other data of the app user, ask
yourself:

E4.1.1. BEXARNERERLIERSNARERGES / RENENREE?
FHEENRBERANERNREENERREEER ? EXARREA
B RRR/RABEERESES / REERNME?
What is the purpose of combining/correlating the data with other data
of the app user obtained elsewhere? Is the purpose of combining/
correlating the data the same as or directly related to the original
purposes of accessing/collecting the data and the other data? Do
app users know, agree to and/or have the choice to opt-out of such
combination/correlation?

E4.12. RERUEELS/ BEEREIEEN?
Is it absolutely necessary to combine/correlate the data in order to
achieve the purpose?

E4.1.3. BERUEMBEENES / REEREAN?
Can the purpose be achieved by means other than combining/
correlating data?

E4.1.4. REBERSRUBLETERFTERNERLES / RE?EEZEUR
HERLBEREEEETHNEE?
Have you taken steps to prevent inappropriate/incorrect combination/
correlation? What would be the adverse effect of such an error?

FARRBEREXRETEARNES] —ES
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E4.2. #:&

Recommendations:

E4.2.1.

E4.2.2.

E4.2.3.

HRERXAINERERFIENSNERER —ARERES / H
o RETHEXNARBENGE  YRFEXARAEEZERL
mE/ BENTH

If you do combine/correlate an app user’s data with other data of
the same user, you should consider informing app users of the
details. You should also consider allowing app users to opt-out
from having their data combined/correlated;

REZRAAEARRESZERMTNER (AIBEXBAKRF) ' &
You should consider allowing app users to use your app
anonymously without logging in; and

REERZAXEAREEREZRGE > BLRTIERIAEFERTEU
%?ﬁﬁm%§m§ﬂ1aﬁikmﬁﬂﬁﬁﬁﬁ%%%ﬁﬁwm
AIRHL °

You should consider the possibility of users changing their phone
numbers. You should therefore not use the telephone number alone to
retrieve stored data to prevent data related to one person from being
retrieved by another because of change of phone number.

REFEERR (FE2E E5.1) T EEEAREEMA L 2 ZREFSHESR

Share the data within your business or with other parties only if appropriate (see

E5.1)

. EoEEMA - RELEES

Before sharing the data, ask yourself:

E5.1.1.

E5.1.2.

E5.1.3.

E5.1.4.

PEERNENREE ? RRERAEREN/ WEBWHERREEE
&2 N BXAREEHNE - AER /S NEEEBE BB ML
DE?

What is the purpose of sharing the data? Is it the same as or directly
related to the original purpose of accessing/collecting the data? Do
app users know, agree to and/or have the choice to opt-out of such

sharing?

BERUFEETMRNEEAR /EEMA LTI ZER ?
Is it absolutely necessary to share the data collected within your
business and/or with other entities?

BERUHMD AU E S ZERZETINEMN ?
Can the purpose of the sharing be achieved by means other than
sharing the data?

HENZERREAMARNEHIHER  REESENLD ZFEK
1§IJE’J%E;£ ?

If the sharing is related to direct marketing by other parties, have you
confirmed whether such sharing is in compliance with the requirements
under the Ordinance?
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E5.2. &% :
Recommendations:

E5.2.1.

E5.2.2.

HIRRAEREEARAR  TEIER—ERXMRENERER
®E—EREXKE - REMUED - BXBRNERES  UEBS
MEAARNITRIEH &

If you have not made it clear to app users, you should not combine
data collected from one of your apps with data of the same app
user collected from another app of yours, or other sources, to
study the behaviour or preference of app users; and

BIERRBIRNERNRERERXARNEAER  £HES -5 5
ZERA - BERETLBRRTE  BRERLINES-FER
ReeR AIE LB RN ER LEEBIERIA L -

Even if you believe you have not obtained app users’ personal
data through your app, you should still consider carrying out a
privacy risk assessment before sharing any data of the users with
outside parties. This is because you do not know what other data
these outside parties may have, and whether in aggregate they are
capable of identifying the individuals.

Y/

E6. ENAENEVEAERERERZRE

Be transparent if you use data for profiling individuals

E6.1. ERMEARXARNENRELBEAERERR - BEBAC :

Before the data is used for profiling app users, ask yourself:

E6.2.

E6.1.1. BEYRXARBEAEMERNENREE ? EENERETHERNERE

B/ WEBENERNEEFR? BEXAARIENE  BER /A UE
BIEREERNME?
What is the purpose of profiling app users? Is the purpose of profiling
the same as or directly related to the original purpose of accessing/
collecting the related data? Do app users know, agree to and/or have
the choice to opt-out of such profiling?

E6.1.2. REREBUZTERVEAARBEAERERNERERAMN?

Is it absolutely necessary to profile app users in order to achieve the
purpose?

E6.1.3. BEEUHMB EEFREYRXARBEAERERERN?

Can the purpose be achieved by means other than profiling app
users?

E6.1.4. MREGHMEEYIEXAREAELRERIT RN E R EREE B
IV EABRER ARSI BN RIERER ?

Have you assessed the adverse consequence of profiling and taken
steps to prevent profiling with undesirable outcomes?

i

Recommendations:

E6.2.1. EfEE/ WENERHZRFRLEXARBAERESR - /RE (1)

HEREAARMTAEEEERRAREBABERER - & (2 B2
AAXEBEELE R
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If data accessed/collected is used for profiling app users, you
should (1) tell them what data you use for what profiling purpose,
and (2) allow them to opt out of the arrangement; and

E6.2.2. EFFTER/ WENEREREHREELREAARNTS M - /RED
BAARERE  MHUIMAETSUENARESHER - BB ME
ANERIES -

If data accessed/collected is used for gauging the collective
preference of groups of app users, you should assure app users
that you will not use the data to profile or target them individually.

E7. REABREFNBEAERETEREHALEANSHAIRR
You must obtain consent from target customers before using their personal data
for direct marketing

E71. {REERMBENBEAERMFEREHERZER - BEBBC :

Before personal data is used for direct marketing purposes, ask yourself:

E7.1.1. ARESEERAMRKINREL TEETFERBANN KB E M
MR ?
Are you sure you have followed the prescribed procedures for
notifying the target customers and obtaining their consent in
accordance with the requirements under the Ordinance?

E7.2. &% :
Recommendations:

E7.2.1. BREEEMAER/ WENEAERMEEZEHEAR @ REERF
Bl VIABRESR N (EEREHHIESD) %o
If you intend to use the personal data accessed/collected for
direct marketing purpose, you should comply with Part VI A of
the Ordinance and the “New Guidance on Direct Marketing” *
published by the Commissioner.

E8. Ry (KREMBAERER) &k (LBBXREH) BERAEHE
Be transparent in your Personal Information Collection Statement (“PICS”) and
Privacy Policy Statement (“PPS”)

E8.1. EASEEMNENRBITAIEMNERR  BEBEC
For each of the data types you will use and the operations you will perform,
ask yourself:

E8.1.1. MRERBERKUSHREZNSRE (FABBXRER) POEXBRERER
ARNERFEEBN/ B0/ RF/ 22/ ERAEHRER ? NRFRERE
AZERARXNERNTHMAR L  RREELEE (LBBEREH) F
fRIERE 2
Have you explained in the PPS, in an easily understandable manner,
to the app users why your app needs to access/transmit/store/share/
use the data? If your business makes use of the data beyond the app,
have you explained it in the PPS why you need to so use the data?

2 %2 www.pcpd.org.hk/tc_chi/resources_centre/publications/guidance /files/GN_DM_c.pdf

Please see www.pcpd.org.hk/english/resources_centre/publications/guidance/files/GN_DM_e.pdf
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E8.1.2. ANBRXARRBMEZTHILR  MEBEEZTED MR IRE 1A
REER  TRZEXRBISLEERANELAIEBHIBRERRN AR
£2
To assure app users that you respect their privacy, should you explain
not only what you will do with the data, but also what you will not do
with the data that may cause privacy concerns?

E8.1.3. REEBHME (WEBAAERER) (WRAEXBRBER/AER 2K

ZAIAERMMIRMENER) H (RBEEREH) (RBPARSNFAERE
1@3A§*3|'E)‘J_9\'¥éaﬁ) W Bl > REBEERT EBOARREEB— 0
BR° ?
Do you understand the difference between PICS (which must be
provided to app users when or before you collect personal data from
them) and PPS (a general statement to tell people how you would
handle personal data) and know which one you should provide to app
users in varying circumstances®?

E8.2. &% :
Recommendations:

E8.2.1. MREFA [EX2HR | EEHERKNILBHRRELS  EEAARZER

BRRAMBTRNEARER (WBEA) sElN/ Bh/FF/ 9=
EREEEHNRERA ;
You should make use of the default Privacy Policy link in the app
installation page to explain to app users, prior to the installation
of the apps, what data your app, and where applicable, your
business, would access/transmit/store/share/use and why;

E8.2.2. EABBERANEM  AIZRUSEAFRER E—HEHELELE
RER/TEER - BUBEEGRMFE - Bt - (RAIZRAE
2 B S BELLBEEEGL &
If the privacy policy is complicated, consider using a layered
approach to explain the details, with the basic/essential details
summarised on a single or a few pages, and further details
provided through appropriate hyperlinks. You may also consider
the use of icons, graphics or animations to simplify the privacy
policy for app users; and

E8.2.3. HIRFEAXBRMEM —RIINER  BEHEBMRIAFTERISH
O BERLUESIRNEBE K - (REZEE (REEAERZH) K/
ﬁﬂfﬁ%ﬂz%ﬁﬂm PERERPRAIZEN/EARIIFHRELEHMWE
If you need a user to grant you the right to access a range of data
but in fact you only need to use part of that data range, you should
consider making it clear in your PICS and/or PPS what data you
would not access/use.

3

B2 (BEREREAEREBERILEBEEERES) www.pcpd.org.hk/tc_chi/resources_centre /publications/guidance/files/GN_picspps_c.pdf
Please see Guidance on Preparing Personal Information Collection Statement and Privacy Policy Statement: www.pcpd.org.hk/english/resources_
centre/publications/guidance/files/GN_picspps_e.pdf
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E9. MEREXARNLBHEAEZREANRG

You should take into account app users’ privacy expectations

E9.1. MREESARERXARNAELRFER  AIUEFRGMRSIAR LIRS
It will go a long way to alleviate app users’ privacy concerns if you design the
app to take account of their expectations:

E9.1.1.

E9.1.2.

E9.2. & :

Android F (R HRERXARZERXMSR [#IR] HME - REZ
BERTPEREXARNAERNE [ER] 5EE - MEZREMRNENE
B EREEARBEEXNREDEMEBLENELD  ARSEHER
RNEXNEMRE | &k

In the case of Android, app users are presented with a Permission
Page prior to installing the app. Make sure you have read the
permission page from the viewpoint of an app user. Consider if
the user will be concerned if your app seeks permissions for data
access that exceed the user’s normal expectation based on the app’s
apparent functions; and

ERIOSERZS  MERXARTEZ R [HER] BEE @ MmfHARE
LUEH i0S PR EZ GBS ARNEX RN RER - B - /RIT
EZzZ R ERNEX BN EREBEARRBEXNREEMEH
B ARSEHRERANEXERRE -

In the case of iOS, even if app users are not presented with a
Permission Page, they will still find out if the app will access some of
the data controlled by the Privacy Setting of iOS. Again consider if the
user will be concerned if your app seeks permissions that exceed the
user’s normal expectation based on the app’s apparent functions.

Recommendations:

E9.2.1.

E9.2.2.

BRIRE Android XK [#ER | EE - BEEENNERY —K
AEME—RARE - BHEREANBRRK TS RERE
TRNREXFEELERE  BELRBNIERERTEERARERHRE
RORE - M ARBRELHHEBEIERNERBRLAES

{BANA] R ERA IRV S 1E

Look at the Permission Page of your Android app and ask yourself
if the permission sought for data access looks reasonable to the
average user. Your app may have some special features that are
not apparent to first-time users but justify the permission sought.
The effort to explain why your app needs such permission is small
but goes a long way to earn trust from your users;

MIRNAREXRERFTEENR /AIREEZHHINER
Android fE¥( RSB EHAIMEXAREHELEZER » RERERX
ARERER /#Z - RENMMBEFEENEZENNER » o
HXARBERIRTRE B M PMERERIRNERNERAM [EEM ]
R AEFRA LB PIESNEAER &

If your updated app requires access to and/or collects more types
of data than its older version, Android will highlight the difference
to app users prior to the updating and ask for their confirmation.
You should carefully explain the reasons of the needed access so
that app users will not think that you are trying to access more of
their personal data “by the back door” after they have got used to
using the earlier version of your app; and
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E9.2.3. FEBIIRM I0S BXRMFEEERR OS FXRARSERARDIE

XEHERNER  DHBREARESCKHBEEE  EAXRBAA
MEEELER - IR ENRCEFTEENVEER (BERX
TENRETEVETANGR)  BEXARRIUEEREXEA
VENRHA -
Walk through your iOS app to see when permission would be
brought to the attention of the users and determine if sufficient
explanation has been given to them why you need the access.
For example, if your app requires access to location to initialise
functioning (but the results related to the access of location are
not displayed immediately), app users may wonder why your app
requires access to locations upfront without good reason.

E10. €A - BEHEE= BRI ARZEAEHE

Be transparent if you use, include or provide third-party app-development tools

EI01EMERXNFHEAREEE=FTHE (PINBRHERESHE/ BEIA) S
HEELTH  (RFEZETHSEE !
If you use or include third-party tools (such as software library and
advertisement network/advertisement tool) or provide such tools, you should
consider the following:

E10.11. BN EXERASEER =126/ T  REESEELIAHERXA
FNEAAERIBRESIMTE -FLETASERERTBRENHAL
B EERENRENEMESER > BEREXARNITS - #ABL
EXTRHAREEER/ &K BENREHIFNERRE=ZTWE -
Ht - RIEZER T HEL T BAEE - FHMEERLEIIELETAN
28 UREFESHIRNERXAR ) R
If you use or include third-party functions/tools in your app, you
should find out if such tools have any personal data privacy impact
on your app users. Some tools may track app users’ behaviour by
monitoring the unique identifier of the mobile devices or even details
of other accounts stored on the mobile device. Although such data is
not accessed/collected by you directly, it is being collected through
your app for these third-parties. You should therefore find out how
these tools operate, assess the impact of using/including them, and
tell your app users the purposes of such access/collection; and

E10.1.2. Z{REEBRBmEREEE = A TR  REZEXNMWM  RWTAS
EEBEREMNESRRERE - BRUEELERMEER  RTEH
FEREBREERNBEER BN RIAERNEX ARRHIEEMLT
WEERYRTE o
If you are providing third-party tools to other developers, you should
let them know what permissions your tools require in order to access
data and why. If you are collecting any of such data for your own use,
apart from informing developers the types of data collected and the
purposes for collection, you should offer app users the means to opt-
out of such collection.

FARRBEREXRETEARNES] —ES
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E10.2.32% :

Recommendations:

E10.2.1.

E10.2.2.

E10.2.3.

HEMERXFEASIMANE=ZSFTE MBS IEEHFREET
B/ WEER (AREXARTERAE) @ LEER/ WERE
HESRHHREARN [#R] EE L - RERERNEXNESR
% [HER] EELNET  BRAXTEERARRMADESE |

If third-party tools you have used to develop or have included in
your apps are accessing/collecting data for themselves without
telling you (and therefore app users), such access/collection may
show up on the Permission Page out of your users’ expectation.
You should therefore check the Permission Page of your app that
uses third-party tools and make sure there are no unexpected
surprises;

EMAERAE=ZFREENREES  FEZOMGMERERE
BIRNEXHEXAKETER / B EAERER - 08 © {REZX
TR YRR ARERESRSSFEEL BN / 2
VEENEAERER - RAEZAFE=ZF THEAAREESAN
ERILZH R

If you plan to deploy in-app advertising from third-party providers,
you should find out from them if they carry out tracking/profiling
of app users via your app. If affirmative, you should find out the
details and explain to your app users what tracking/profiling the
advertising network will do. You should also find out if there is a
way for app users to opt out; and

REME  HRERREERRERAEESRAG  BURREEREE
MLMBEERNHERSE -

You should note that since you have made a decision to use a
particular advertising network, you are equally responsible for their
collection of data.
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AIRE / WSEBENERR

RETEANESR
Best Practice Recommendations for
Apps that do not Access/Collect Data

F1. NEW/ WEERNEANRETEINESR

Best practice recommendations for apps that do not access/collect data
F1.1. 3E83E Transparency

F1.1.1. BIEMRMNERNE BN/ WERBEERNEMERIREXAR

RIER > AFMR2EBREEAZEANREXARETR (A
BRRER)  ARKBENEXFTSER/ WEAPETE
B BB b EBIRNEXNEE -
Even if your app does not access/collect any data stored on
the mobile device or obtain information from app users, you
are still strongly advised to display to the app user before
app installation a privacy policy statement to this effect. This
proactive strategy will enhance user’s trust in using your app.

F1.2. &% :
Recommendations:

F1.2.1. IOSERIARE [#R] EEAEXAREREXNSHEI/
WEEBEER - MR T — @ i0S 2= - MZiENEFE
nEBEEREAERSREXARRENER - REEFLBBER
PEAZBERE K
For example, in the case of iOS apps, there is no permission
page to show app users what data an app would access/
collect. If you have developed an iOS app which does not
require access to any data on the mobile device or obtain
data from app users, you should still say this clearly in a
privacy policy for the benefit of the users; and

F1.2.2. ZRRRETHZ Android 2= » BMEE R BEEUREIRERE
AERRREXNARRRER - [#R] EENE2-EXFE
ENEMER (FlMARERE) - AREXARELHRERE
VHER  RTEEABRERDERRBZEFHEERNEN
FORXARKARNEX TS ENHZEEZEIETAER -
In the case of Android apps, even if your app does not
access any data on the mobile device or obtain data from
app users, the Permission Page of the app may or may not
show other permissions required (e.g. network connection).
In order to assure and build trust with app users, you should
still clearly say in a privacy policy what those permissions
are and why they are needed, and that your app does not
access or need to access any data.
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for non-profit making purposes and an acknowledgement of this work and its
copyright owner (“Office of the Privacy Commissioner for Personal Data, Hong
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The information provided in this Guide is for general reference only. It does not
provide an exhaustive guide to the application of the Personal Data (Privacy)
Ordinance (the “Ordinance”). For a complete and definitive statement of law, direct
reference should be made to itself. The Commissioner makes no express or implied
warranties of accuracy or fitness for a particular purpose or use with respect to the
above information. The above suggestions will not affect the functions and power
conferred to the Commissioner under the Ordinance.
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