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Investigation Report: Excessive Collection and Online Disclosure of 

Personal Data by Employment Agencies Placing Foreign Domestic Helpers 

 

 

This report in respect of the investigations carried out by the Privacy 

Commissioner for Personal Data (the “Commissioner”) pursuant to section 38(b) 

of the Personal Data (Privacy) Ordinance, Cap. 486 is published in the exercise 

of the power  conferred on the Commissioner by Part VII of the Personal Data 

(Privacy) Ordinance.  Section 48(2) of the Personal Data (Privacy) Ordinance 

provides that “the Commissioner may, after completing an investigation and if he 

is of the opinion that it is in the public interest to do so, publish a report – 

 

(a) setting out - 

 

(i) the result of the investigation; 

 

(ii) any recommendations arising from the investigation that the 

Commissioner thinks fit to make relating to the promotion of 

compliance with the provisions of this Ordinance, in particular the 

data protection principles, by the class of data users to which the 

relevant data user belongs; and 

 

(iii) such other comments arising from the investigation as he thinks fit to 

make; and 

 

(b) in such manner as he thinks fit.” 

 

 

 

ALLAN CHIANG 

Privacy Commissioner for Personal Data 
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Investigation Report: Excessive Collection and Online Disclosure of 

Personal Data by Employment Agencies Placing Foreign Domestic Helpers 

 
 
The Commissioner discovered that a number of employment agencies were 
displaying on their websites massive personal data provided by foreign 
domestic helper applicants.  In addition to the applicants’ personal data, the 
personal data of their family members and former employers were displayed 
unnecessarily for the purpose of introducing the applicants to prospective 
employers.  The collection of excessive personal data, and improper 
disclosure of personal data on the Internet were in breach of the Data 
Protection Principles 1(1) and 3 respectively of the Personal Data (Privacy) 
Ordinance, Cap 486. 

 
Major Concerns 

 

 It is now commonplace to operate businesses or provide services online.  

Many organisations provide customer services and product information to 

customers through their websites in addition to the conventional ways, so that 

customers can enjoy more innovative, expeditious and flexible service 

experiences.  Such online activities may involve the collection and disclosure of 

personal data.  They bring about privacy risks to both the organisations and the 

customers as personal data disclosed on the Internet may be accessed, copied and 

even retained permanently by unidentified third parties, and it is  difficult for 

anyone to control the re-use of the data. 

 

2. The Commissioner noted the online display by local employment 

agencies placing foreign domestic helpers (the “Employment Agencies”) of the 

personal data provided by foreign domestic helper applicants (the “Applicants”) 

to facilitate selection by prospective employers.  However, even though detailed 

personal data was provided by the Applicants  voluntarily, the Employment 

Agencies should not collect personal data which goes beyond such selection 

requirement or collect the data prematurely.  The Employment Agencies should 

seriously evaluate  the need to collect the personal data concerned and disclose 

them online. 

 
Relevant provisions of the Ordinance 

 

3. Data Protection Principle (“DPP”) 1(1) in Schedule 1 to the Personal 

Data (Privacy) Ordinance (the “Ordinance”) provides that:- 
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“Personal data shall not be collected unless- 

 (a) the data is collected for a lawful purpose directly related to a 

function or activity of the data user who is to use the data; 

 (b) subject to paragraph (c) the collection of the data is necessary for 

or directly related to that purpose; and 

 (c)  the data is adequate but not excessive in relation to that purpose.” 
 

4. DPP3 in Schedule 1 to the Ordinance provides that:- 

 

“(1)  Personal data shall not, without the prescribed consent of the data 

subject, be used for a new purpose. 

… 

(4)  In this section－ 

new purpose, in relation to the use of personal data, means any purpose 

other than－  

 (a) the purpose for which the data was to be used at the time of the 

collection of the data; or 

 (b) a purpose directly related to the purpose referred to in paragraph 

(a).” 
 

5. Under section 2(1) of the Ordinance, the term “data user” in relation to 

personal data means a person who, either alone or jointly or in common with 

other persons, controls the collection, holding, processing or use of the data.  

The term “use” in relation to personal data, includes disclose and transfer of the 

data. 
 

6. By virtue of  section 38(b) of the Ordinance, the Commissioner shall 

carry out an investigation into a suspected breach of the Ordinance.  After 

completing the investigation, the Commissioner may, to serve the public interest, 

publish an investigation report pursuant to section 48(2) of the Ordinance setting 

out the result of the investigation as well as recommendations and comments 

arising from the investigation. 

 

Service scope of the Employment Agencies 
 

7. As at end-October 2014, there were about 330,000 foreign domestic 

helpers (“FDHs”)1 in Hong Kong performing full-time and live-in domestic 

duties, such as household cleaning, taking care of the elderly and children, 

                                                 
1 Figure provided by the Immigration Department. 
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cooking, etc.  Most of these FDHs come from the Philippines and Indonesia, 

while the rest are from Thailand, India, Sri Lanka and other places. 

 

8. The government prescribes a “standard employment contract” for FDHs, 

which sets out the basic employment terms including provision of free 

accommodation, free meals and round-trip transportation expenses between the 

FDH’s domicile and Hong Kong. 

 
9. Employment Agencies are the major channel through which Hong Kong 

employers recruit FDHs.  Services provided by the Employment Agencies range 

from recruitment of FDHs from overseas or among FDHs who have completed 

their contracts in Hong Kong, and renewal of contracts for serving FDHs on 

behalf of Hong Kong employers.  According to the Employment Agency 

Regulations, Chapter 57A, an employment agency must obtain a licence from the 

Labour Department.  As at the end of 2013, there were 1,253 licensed 

employment agencies placing FDHs in Hong Kong. 

 

10. The role of an Employment Agency is to introduce Applicants who 

intend to work in Hong Kong to prospective employers, to facilitate their mutual 

understanding and help to conclude the “standard employment contracts”.  In 

this regard, the Employment Agencies coordinate the necessary paperwork and 

complete the formalities required by the Immigration Department and the foreign 

consulates concerned for the prospective employers and the Applicants.  In 

addition, the Employment Agencies enlist the help of their overseas partners (the 

“Overseas Agents”) in arranging body checks and vocational training for FDHs. 

 

Survey 

 

11.  This Office carried out a desktop Internet survey in April 2014 and 

identified the following 10 Employment Agencies which had a relatively large 

scale of operation and had each disclosed more than 100 Applicants’ profiles on 

the Internet. 

 

Company Name and Web 

Address 

Number of Applicants 

with Profile Displayed 

Online 

Number of 

Branches 

Megasea Employment 

Agency Limited 

www.megasea.hk 

 

115 4 

http://www.megasea.hk/
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A&E Employment Centre 

Company Limited 

www.aeemployment.com 

 

133 4 

Oversea Employment 

Centre Limited 

www.overseas.com.hk 

 

138 5 

H L & C Employment 

Agency Limited 

www.hlc.com.hk 

 

135 3 

Star Care Employment 

Agency 

www.starcarehk.com 

 

264 3 

Sincere Company 

www.sia-sincere.com.hk 

 

389 3 

Viva Employment Services 

Limited 

www.vivamaid.com.hk 

 

396 2 

O&S Employment Agency 

www.ons.com.hk  

 

395 2 

Yat Sum Employment 

Agency Limited 

(Trading as “Sunlight 

Employment Agency”) 

www.sunlight.hk 

 

459 14 

Technic Employment 

Service Centre Limited 

www.technic.com.hk 

 

468 7 

 

12. Notably, anyone can access the Applicants’ information on the 

Employment Agencies’ websites free of charge, and without the need for 

http://www.aeemployment.com/
http://www.overseas.com.hk/
http://www.hlc.com.hk/
http://www.starcarehk.com/
http://www.sia-sincere.com.hk/
http://www.vivamaid.com.hk/
http://www.ons.com.hk/
http://www.sunlight.hk/
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registration or making a declaration.  By simply inputting the search criteria in 

the Employment Agencies’ websites (such as nationality, age group or work 

experience in Hong Kong, etc.), the profiles of a number of Applicants would be 

displayed.  Appendix I to this Report shows samples of the personal data 

disclosed online by the Employment Agencies. 

 

13. Investigations pursuant to section 38(b) of the Ordinance against these 

10 Employment Agencies were conducted to examine their policies and practices 

for handling the Applicants’ personal data.  In addition to examination of the 

information disclosed on their websites, this Office had also obtained written 

replies from the Employment Agencies and held meetings with their staff 

concerned. 

 

Investigation results and conclusion 

 

14. The Commissioner is concerned that once the personal data provided by 

the Applicants is disclosed online, it will be subject to unrestricted access by 

unidentified third parties, who may copy the data, retain the data permanently, or 

integrate the data with other fragmented data of the same person from other 

sources.  The possible secondary use of such data is beyond anyone’s control.  

If the information falls into the wrong hands, there could be an increased risk of 

identity theft, thus causing administrative nuisance or financial loss to the data 

subject concerned. 

 

15. For the above reasons, the Commissioner considers it in the public 

interest to publish the results of the self-initiated investigations against the 10 

Employment Agencies so as to alert the industry to the privacy risks associated 

with excessive data collection and improper data disclosure online, and to urge 

all employment agencies to strictly comply with the relevant requirements of the 

Ordinance. 

 

Responsibilities of the Employment Agencies as data users 

 

16. According to the Employment Agencies, the personal data provided by 

the Applicants is usually collected in the following ways:- 

 
(i) Collected directly from the Applicants: Using a form designed by 

the Employment Agencies, the Applicants submit the completed 

application in person, by email or by post. 
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(ii) Collected from Overseas Agents: The completed application is 

submitted to the local Employment Agencies through Overseas 

Agents, using the application form designed by the local 

Employment Agencies.  In addition, Overseas Agents with 

multiple contacts in Hong Kong may use their own forms to collect 

the information from the Applicants and then submit the same 

information to different local Employment Agencies. 

 
17. Under section 2(1) of the Ordinance, the term “data user” means a 

person who, either alone or jointly or in common with other persons, controls the 

collection, holding, processing or use of the data.  The Commissioner is of the 

view that “control” in the electronic era is borderless.  “Control” is not limited 

to collection, holding, processing and use of personal data actually taking place 

in Hong Kong.  The concept can be extended to data users exercising control 

“in or from Hong Kong”. 

 

18. It is not in dispute that regardless of whether the personal data is 

collected directly from the Applicants or from the Overseas Agents, the 

Employment Agencies ultimately control such data, decide how to use the data to 

attract prospective employers and whether to display it on their websites.  

Hence the Employment Agencies are the “data users” under the Ordinance.  

 
19. Notably, the Employment Agencies usually require the Applicants to 

provide personal data through the forms they specify and design, and may not 

accept other means for provision of the data.  The Commissioner therefore 

opines that although the Employment Agencies did not explicitly compel the 

Applicants to fill in every field in the application form, the Applicants who are 

anxious to find a job may not question the Employment Agencies’ practice of 

personal data collection.  In any event, as data users, the Employment Agencies 

should act in accordance with DPP1(1) when collecting personal data. 

 
Excessive personal data collected by the Employment Agencies 

 

20. Although the design of the application forms varies among the 

Employment Agencies, the information sought is categorised as follows:- 

 

(A) Identification and contact information of the Applicants 

– Applicant’s name, passport number, Hong Kong identity 

card (“HKID”) number (if the Applicant has worked in 

Hong Kong) and address; 
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(B) Information for facilitating selection of suitable FDHs by 

prospective employers – Applicant’s photo, nationality, 

height, weight, age, work experience, education level, habits 

(such as whether a smoker), religion, marital status, number 

of children, the number of siblings and the Applicant’s 

ranking among them; 

 

(C) Personal data of family members – name of Applicant’s 

family members, their age and occupation; and 

 

(D) Personal data of former employers – name of Applicant’s 

former employers, nationality, occupation, address, 

telephone number, number of family members and age of 

children. 
 

21. To comply with DPP1(1), the Employment Agencies can only collect 

such personal data for a purpose directly related to its function or activity; and 

the data is adequate but not excessive in relation to that purpose.  

 

(A)  Identification and contact information of the Applicants 

 

22. Under section 56 of the Employment Ordinance (Cap. 57), an 

employment agency should maintain a record containing job applicants’ name, 

address, HKID number or, in the case of a non-resident, passport number and 

nationality.  In the circumstances, the Commissioner opines that the collection 

by the Employment Agencies of the personal data listed in paragraph 20(A) 

above to fulfil their legal obligations does not violate the requirement of 

DPP1(1).    

 

(B)  Information for facilitating selection of suitable FDHs by prospective 

employers  

 

23. Personal data provided by the Applicants is collected by the 

Employment Agencies for the lawful purpose of provision of employment 

agency services.  The Employment Agencies then provide to the prospective 

employer background information about the Applicants so as to assist them in the 

selection of suitable FDHs.  It is thus necessary for the Employment Agencies 

to collect the Applicants’ background information.  But the personal data 
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collected must be relevant to the job of a FDH, and is not excessive for the 

prospective employers to consider the suitability of the Applicants.   

  

24. Undoubtedly, the job nature of FDHs is pretty unique.  According to 

the “standard employment contract”, FDHs should reside in their employers’ 

residence.  They perform household work and take care of all members of the 

family (including the elderly and children).  FDHs have to interact intimately 

with their employers and their family members day in and day out as if they were 

one family.  Therefore, the Commissioner understands that apart from knowing 

the Applicants’ build, age, work experience and education level, the following 

information about the Applicants may also be relevant to  the prospective 

employer in assessing the suitability of the Applicants to be a FDH in his home:- 

 

Information Reasons 

Photograph To look for the Applicants with 

pleasing appearance and 

compatible with the family 

 

Nationality, habits (e.g. smoker 

or not) and religion 

 

To assess if the Applicants can 

get along with the family 

Marital status, number of 

children, number of siblings 

and the Applicants’ ranking 

among the siblings  

To assess the Applicants’ 

character, family burden, and the 

ability and experience of looking 

after people 

 
 

25. The Commissioner understands that different prospective employers 

may have different criteria for selecting the “FDH of choice”, depending on their 

family circumstances and their subjective personal preferences.  Hence, it is not 

possible to arrive at a consensus among all employers on what information is 

relevant to the selection of FDHs.  Even if it is quite unnecessary for individual 

prospective employers to consider all  of the information listed in paragraph 20(B) 

above, the Employment Agencies still have a genuine need to collect the 

information in order to cater to their different needs. 

 

26. The Commissioner understands that certain employers may find it 

sufficient to have before them only some items of background information listed 

in paragraph 20(B) above for their initial screening for suitable FDHs.  The 

collection of all background information of the Applicants by the Employment 
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Agencies may therefore be excessive for individual prospective employers to 

exercise a choice.  However, it should not be considered excessive if the 

different backgrounds, cultures and specific requirements of all prospective 

employers are considered as a whole.  The Commissioner therefore concludes 

that it is not excessive for the Employment Agencies to collect the various 

personal data set out in paragraph 20(B) above. 

 

(C)  Personal data of family members 

 

27. Obviously, for the purpose of introducing the Applicants to prospective 

employers, it is not necessary for the Employment Agencies to collect the 

personal data set out in paragraph 20(C) above. 

 

28. The Commissioner is aware  that the Employment Agencies may provide 

additional services to the Applicants after they have been selected by the 

employers, such as arranging the Applicants to come to Hong Kong to work.  In 

the meantime, the Employment Agencies may need to collect the personal data of 

the Applicants’ family members for emergency contact.  However, they should 

only do so based on genuine needs after the Applicants have been selected and 

provision of data by the Applicants is made on a voluntary basis.  Collection by 

the Employment Agencies of the personal data of  the Applicants’ family 

members before confirmation of employment is not necessary and is excessive.  

It constitutes a contravention of the requirements of DPP1(1).   

 

(D)  Personal data of former employers 

 

29. Since the Applicants must possess at least two years’ relevant work 

experience as required by the Immigration Department, they will usually state 

their work experience (including work experience in Hong Kong) in their job 

applications by providing the personal data mentioned in paragraph 20(D) above.  

In addition, the Applicants are required to provide to the Immigration 

Department their former employer’s name, address and date of commencement 

of work when applying for work visa on “Visa/Extension of Stay Application 

Form for Domestic Helper from Abroad2”.   

 

30. As the details of past work experience of the Applicants (including the 

employment period, the work district and the job nature, such as whether they have 

to look after the elderly and children, and the reasons for termination, etc.) are 

important factors that would be considered by prospective employers, the 

Commissioner agrees that the Employment Agencies have to obtain such 
                                                 
2 ID998A Form of the Immigration Department 
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information before introducing the Applicants to the prospective employers so as 

to avoid misunderstanding and ensure the recruitment process will run smoothly.  

The Employment Agencies may also need to enquire with the former employers to 

check the Applicants’ performance and whether the contracts were successfully 

completed. 

 

31. Under the circumstances, the Commissioner is of the view that it is 

necessary for the Employment Agencies to collect the Applicants’ past work 

experience as a domestic helper, including the contact information of former 

employers.  Hence, the collection of personal data in paragraph 20(D) above 

does not contravene DPP1(1).  

 

Disclosing excessive personal data on the Internet by the Employment Agencies 

 

32. Under the requirement of DPP3, unless prescribed consent (i.e. explicit 

and voluntary consent) is obtained from a data subject, personal data should only 

be used for the purpose for which the data was initially collected or other directly 

related purpose.  Pursuant to section 2(1) of the Ordinance, use of personal data 

includes the disclosure or transfer of that data.  Thus disclosure of personal data 

provided by the Applicants on the Internet  by the Employment Agencies 

constitutes use of the data.  The purpose for which the personal data was 

initially collected (or other directly related purpose) is to  enable the Employment 

Agencies to introduce the Applicants to prospective employers (or any other 

purpose directly related to that).   

 

(i)  Disclosure of the Applicants’ name, address and passport/HKID number on 

the Internet is unnecessary 

 

33. The Commissioner understands that posting the Applicants’ personal 

data (i.e. the information listed in paragraph 20(B) above) on the websites will 

facilitate off-site selection of suitable FDHs by prospective employers.  The 

prospective employers operating at home are able to learn about the types and 

number of foreign domestic helpers offered by different employment agencies.  

They can then decide whether to visit the offices of the Employment Agencies to 

obtain more information and make further selection. 

 

34. Undoubtedly, the Applicants expect that the personal data they provided 

to the Employment Agencies will be used by prospective employers for choosing 

suitable FDHs.  Hence posting their photographs and background information 

on the Internet to enable such selection is within their reasonable expectation.  

Disclosure of such information does not contravene the requirement of DPP3. 
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35. However, to mitigate the privacy risks to  the Applicants as mentioned in 

paragraph 14 above, there should be no excessive disclosure of personal data on 

the Internet.  In this regard, the Commissioner considers there is no practical 

need for the Employment Agencies to disclose the Applicants’ name, address and 

passport/HKID number (i.e. the information listed in paragraph 20(A) above) on 

the Internet.  Obviously, such data would not be regarded as criteria for 

selection of FDHs by prospective employers in general.  For operational 

purpose, the names of the Applicants can be replaced by reference numbers. 

 

36. In the course of investigation by this Office, H L & C Employment 

Agency Limited and Viva Employment Services Limited accepted the above 

advice of the Commissioner.  They have replaced the names of the Applicants 

with reference numbers on their websites to protect the Applicants’ personal data 

privacy.  After shortlisting suitable Applicants on the Internet, the prospective 

employer may make further enquiries with these employment agencies by 

quoting the Applicants’ reference numbers.  It is  definitely practicable for the 

Employment Agencies to reduce privacy risks to the Applicants by not disclosing 

their names on the Internet.   

 

37. In the Commissioner’s opinion, it is unnecessary for the Employment 

Agencies to disclose the Applicants’ personal data listed in paragraph 20(A) 

above to facilitate the selection of FDHs by prospective employers.  This 

practice brings about the privacy risks mentioned in paragraph 14 above.  It is a 

contravention of the requirement of DPP3. 

 

(ii)  Online disclosure of the personal data of the Applicants’ family members 

by the Employment Agencies is unnecessary 

 

38. Personal data is protected under the Ordinance whether or not it  is 

collected directly from the data subject.  DPP3 restricts the use of personal data 

to the purpose for which the data was initially collected or any other purpose 

directly related to it.  For other purposes, explicit and voluntary consent by the 

data subject is required.   

 

39. As pointed out by the Commissioner, it is unnecessary for the 

Employment Agencies to collect the Applicants’ personal data listed in paragraph 

20(C) to facilitate the selection of domestic helpers by prospective employers.  

Obviously, prospective employers would not generally rely on the information 

relating to an Applicant’s family members to decide on her suitability.  

Disclosure of such information on the Internet is  not directly related to the 
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purpose of introducing the Applicants to prospective employers.  Hence it is a 

contravention of the requirement of DPP3. 

 

(iii)  Online disclosure of the personal data of the Applicants’ former employer 

by the Employment Agencies is unnecessary 

 

40. It has come to the Commissioner’s attention that personal data disclosed 

by some of the Employment Agencies on the Internet included the name and 

address of the Applicants’ former employers.  In this respect, similar to the 

personal data of the Applicants’ family members, the name and address of an 

Applicant’s former employers would not generally be taken as relevant factors by 

the prospective employer to decide on the suitability of the Applicant.  Hence 

disclosure of such information on the Internet is not directly related to the 

purpose of introducing the Applicants to prospective employers.  Although the 

Commissioner agrees that it is necessary for the Employment Agencies to collect 

the name and address of former employers for reference check purposes, it does 

not mean, in view of the privacy risks mentioned in paragraph 14, that the 

Employment Agencies can disclose the same on the Internet.  Otherwise the 

reasonable expectation of the former employers would be exceeded. 

 

41. In short, online disclosure of the names and addresses of the Applicants’ 

former employers by the Employment Agencies without the former employers’ 

consent contravened the requirement of DPP3. 

 

Enforcement actions against the Employment Agencies 

 

42. In summary, the Commissioner concluded that the practice of the 10 

Employment Agencies in relation to the collection and the online disclosure of 

personal data contravened the requirements of DPP1(1) and DPP3 respectively.  

Details on the contraventions by each of the Employment Agencies are  set out in 

Appendix II to this report. 

 

43. During the course of investigation by this Office, certain remedial 

actions were taken by some of the Employment Agencies (see Appendix III).  

Pursuant to sections 47 and 50 of the Ordinance, investigation reports and 

enforcement notices were served to the 10 Employment Agencies by the 

Commissioner, directing them to remedy and prevent the recurrence of the 

contraventions.  They are required to complete the following remedial steps in 

stages within one month from the date of receipt of the enforcement notices: 
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 (i) stop collecting the personal data of the Applicants’ family 

members;  

 

 (ii) destroy all the personal data on hand of the Applicants’ family 

members, unless there is a legal requirement to retain the same; 

 

 (iii) revise the personal data collection form to ensure no excessive 

personal data will be collected; 

 

 (iv) stop disclosing on the Internet  the Applicants’ names, addresses 

and passport/HKID numbers; 

 

 (v) stop disclosing on the Internet the personal data of the Applicants’ 

family members;  

 

 (vi) stop disclosing on the Internet the names and addresses of the 

Applicants’ former employers; and 

 

 (vii) revise the policy on online disclosure of the personal data 

provided by the Applicants to ensure that the Applicants’ names, 

addresses, passport/HKID numbers, the personal data of the 

Applicants’ family members and the names and addresses of the 

Applicants’ former employers will not be disclosed. 

 

44. Contravention of an enforcement notice is an offence under section 50A 

of the Ordinance and an offender is liable on conviction to a fine of $50,000 and 

to imprisonment for 2 years and, in the case of a continuing offence, to a daily 

penalty of $1,000.  In the event the offender repeats the DPP contravention 

intentionally, it commits an offence that attracts the same penalty, without being 

served an enforcement notice. 

 

Advice to the Employment Agencies in general 

 

45. Through publication of this report, the Commissioner intends to provide 

guidelines to all other Employment Agencies in respect of their collection and 

online disclosure of personal data.  Employment Agencies should make good 

use of the guidelines to improve their practice and ensure no excessive personal 

data is collected or disclosed on the Internet.  

 

46. The Commissioner pointed out in this investigation report that certain 

Employment Agencies had contravened the requirements of DPP3 by disclosing 
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the personal data of the Applicants’ former employers on the Internet.  However,  

the investigation did not cover the direct disclosure of former employers’ 

personal data to prospective employers visiting the Employment Agencies’ 

offices.  In this regard, the Commissioner would like to remind all Employment 

Agencies that while it is acceptable for them to disclose the Applicants’ work 

experience (including the employment period, the work district and the job duties, 

such as whether they have to look after the elderly and children, and the reasons for 

termination, etc.), the former employers’ personal data (such as name and contact 

information) should not be disclosed.  In case a prospective employer wants to 

contact an Applicant’s former employer for a reference, the prior consent of the 

former employer should be obtained by the Employment Agency. 

 

47. As a matter of best practice (not just compliance with the provisions of 

the Ordinance), Employment Agencies are advised to obtain the consent of the 

Applicants for online display of the Applicants' personal data relevant to 

employee selection by prospective employers (that is, items listed in paragraph 

20(B) above).  The Commissioner recommends this practice in view of the 

online privacy risks mentioned in paragraph 14 above and that some data items 

are sensitive.  The Employment Agencies should respect the choice made by the 

Applicants and refrain from uploading those data items for which an indication 

of objection is expressed by the Applicants. 

 

Other comments 

 

48. In relation to how a data user can comply with the requirements of the 

data protection principles in collecting, disclosing or transmitting personal data 

through the Internet, one may make reference to the “Guidance for Data Users on 

the Collection and Use of Personal Data through the Internet”3 issued by the 

Commissioner.  

 

49. Personal data is  protected by DPP3 regardless of whether it  is available 

for public access or not.  No one is allowed to abuse the Applicants’ personal 

data disclosed on the Internet by the Employment Agencies.  More detailed 

explanations on how DPP3 regulates the use of  personal data in the public 

domain are found in the Commissioner’s “Guidance on the Use of Personal Data 

Obtained from the Public Domain”4. 

 

                                                 
3 https://www.pcpd.org.hk/english/publications/files/guidance_internet_e.pdf 
4 https://www.pcpd.org.hk/english/publications/files/GN_public_domain_e.pdf 







































































Appendix II 

Specific Contraventions of the Ten Employment Agencies 

 

 

Employment Agencies 

Contravention of Data 

Protection Principle 

1(1) 

Contravention of Data Protection Principle 3 

Collection of the personal 

data of the Applicants’ 

family members 

Disclosure of the personal data of the 

Applicants on the Internet 

Disclosure of the 

personal data of 

the Applicants’ 

family members 

on the Internet 

Disclosure of the 

personal data of the 

Applicants’ former 

employers on the 

Internet 

Name Address 

Passport number or 

Hong Kong identity 

card number 

Name 
Full 

Address 

Megasea Employment 

Agency Limited 

   -    

A&E Employment 

Centre Company 

Limited 

   -    

Oversea Employment 

Centre Limited 

   -   - 

H L & C Employment 

Agency Limited 

  - - - - - 

Star Care Employment 

Agency 

   -   - 



 

 

 

Employment Agencies 

Contravention of Data 

Protection Principle 

1(1) 

Contravention of Data Protection Principle 3 

Collection of the personal 

data of the Applicants’ 

family members 

Disclosure of the personal data of the 

Applicants on the Internet 

Disclosure of the 

personal data of 

the Applicants’ 

family members 

on the Internet 

Disclosure of the 

personal data of the 

Applicants’ former 

employers on the 

Internet 

Name Address 

Passport number or 

Hong Kong identity 

card number 

Name 
Full 

Address 

Sincere Company   -    - 

Viva Employment 

Services Limited 

  - - - - - 

O&S Employment 

Agency 

   -   - 

Sunlight Employment 

Agency 

   -   - 

Technic Employment 

Service Centre Limited 

   -   - 



Appendix III 

 

Remedial Actions Taken by Individual Employment Agencies 
 

* Such data was not disclosed on the Internet by the employment agency. 

Employment Agencies 

Remedial Actions 

Replaced the 

names of the 

Applicants on 

the Internet 

by reference 

numbers 

Stopped 

disclosing on the 

Internet the  

Applicants’ 

addresses 

Stopped disclosing  

on the Internet the 

personal data of the 

Applicants’ family 

members 

 

Stopped 

disclosing on the 

Internet the 

names of the 

Applicants’ 

former employers  

Stopped 

disclosing on the 

Internet the 

addresses of the 

Applicants’ 

former employers  

Megasea Employment Agency 

Limited 

-  -   

A&E Employment Centre 

Company Limited 

- - -   

Oversea Employment Centre 

Limited 

- - - - * 

H L & C Employment Agency 

Limited 

 * * * * 

Star Care Employment Agency - - - - * 

Sincere Company - *   * 

Viva Employment Services 

Limited 

 * * * * 

O&S Employment Agency - - -  * 

Sunlight Employment Agency -    * 

Technic Employment Service 

Centre Limited 

- - - - * 
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