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CHAPTER ONE

INTRODUCTION
Background

1.1 The core business of the Octopus group of compasithe provision
of an extensive smartcard payment system with atgnember of service
providers and a vast network of Octopus readerspit@lising on its huge
customer database, it also collaborates with basipartners to deliver direct
marketing and customer loyalty programs.

1.2 Incorporated in 2003 Octopus Holdings Limitied OHL”") is a
holding company jointly owned by five transport quamies in Hong Kong:
57.4% by MTR Corporation Limited, 22.1% by Kowlo@anton Railway
Corporation, 12.4% by KMB Public Bus Services Hol$ Limited, 5% by
Citybus Limited, and 3.1% by New World First Bus\8ees Limited.

1.3 Presently, there are six wholly owned subsidianie®HL:-

Octopus Cards Limited (“OCL”") operates the core business of
Octopus cards in Hong Kong as an electronic paysystem.
Octopus Rewards Limited (“ORL”) operates the direct
marketing and customer loyalty program under thenenaof
“Octopus Rewards Programmethe Program”).

Octopus International Projects Limited provides international
consultancy services for automatic fare collectgstems.

Octopus Investments Limitedis an investment holding company.
Octopus China Investments Limitedis an investment holding
company for China-related projects.

Octopus Connect Limited(“OCT”) previously provided customer
relationship management and customer researchcesrio OCL
and ORL. It has been dormant since December 2009.

! According to OHL, OHL was incorporated on 28 Fetyu2003 as a shelf company and its shares
were acquired and became an Octopus group compaBNovember 2005.
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Shareholders and Subsidiaries of OHL

MTR Corporation Kowloon-Canton KMB Public Bus Citybus New World First Bus
Limited Railway Corporation Services Holdings Limited Services Limited
57.4% 22.1% Limited 5% 3.1%

12.4%
OHL
100% 100% 100% 100% 100% 100%
Octopus Octopus Octopus China
OCL ORL OCT International Investments Investments
Projects Limited Limited Limited

1.4 Since late March 2010, there had been mountingi@uancerns
about the handling of personal data by Octopus mgrofti companies. In
particular, some members of the Program operatedBl. also expressed
concerns about their personal data being transféaehird parties for direct
marketing purposes without their knowledge or cahse

1.5 On 9 July 2010, an individualtffe Informant ”) who claimed to be a
former employee of one of ORL's business partn€t§NA Worldwide Life
Insurance Company Limited CIGNA™"), reported to the press and the Office
of the Privacy Commissioner for Personal Dathi¢® Office”) that ORL had
sold the personal data of some 2.4 million membéitbe Program to CIGNA
for direct marketing purposes. According to thimtmant, CIGNA's staff had
access to personal dataf members of the Program from CIGNAS computer
system.

1.6 On 20 July 2010, ORL openly admitted to the pubhat it had
transferred personal data of members of the Prog¢fdra Members’) to both

2 Including names, telephone numbers, Hong Kongtitgecard numbers and dates of birth

6



CIGNA and another business partner, Card Proteé&tian Limited (CPP”).

1.7 In view of the seriousness of the above allegattbas personal data
were sold to third parties without the data sulgjdatowledge or consent, the
Privacy Commissioner for Personal Datéh¢ Commissionef) commenced
investigations on 22 July 2010 against OHL and @Rtsuant to section 38(b)
of the Ordinance to find out whether there had beentraventions of the
requirements under the Ordinance, including butlinated to Data Protection
Principle (‘DPP’)1, DPP3 and section 34 of the Ordinance in relspéd¢he
collection and use of Members’ personal data uttteeProgram run by ORL, a
company wholly owned by OHL.

Relevant Provisions of the Ordinance

1.8 The following provisions of the Ordinance are relel to the
investigations:-

(1) Section 2(1) of the Ordinance provides thpersonal datd
means any data—

(a) relating directly or indirectly to a living indidual,

(b) from which it is practicable for the identity of eth
individual to be directly or indirectly ascertaineand

(c) in a form in which access to or processing of théads
practicable;

“use”, in relation to personal data, includes disclogdransfer
the data”

(2) According to section 2(3) of the Ordinanc§&rescribed
consent” “(a) means the express consent of the person given

voluntarily; (b) does not include any consent whitds been

withdrawn by notice in writing served on the pergonwhom

the consent has been given (but without prejudicgotmuch of



that act that has been done pursuant to the coreeahy time
before the notice is so servéd)

(3) DPP1lin Schedule 1 to the Ordinance stipulates that —

“(1) Personal data shall not be collected unless—

(a)the data are collected for a lawful purpose dirgctl
related to a function or activity of the data useno is
to use the data;

(b) subject to paragraph (c), the collection of the adad
necessary for or directly related to that purpoaed

(c) the data are adequate but not excessive in relaton
that purpose.

(2) Personal data shall be collected by means which-are
(a) lawful; and
(b) fair in the circumstances of the case.

(3) Where the person from whom personal data are ortare
be collected is the data subject, all practicalbieps shall
be taken to ensure that
(@) he is explicitly or implicitly informed, on or beé&
collecting the data, of-
(i) whether it is obligatory or voluntary for him to
supply the data; and
(i) where it is obligatory for him to supply the data,
the consequences for him if he fails to supply the
data; and
(b) he is explicitly informed-
(i) on or before collecting the data, of
(A) the purpose (in general or specific terms) for
which the data are to be used; and
(B) the classes of persons to whom the data may
be transferred; and
(i) on or before first use of the data for the purpose
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for which they were collected, of
(A) his rights to request access to and to request
the correction of the data; and
(B) the name and address of the individual to
whom any such request may be made,
unless to comply with the provisions of this sutigseavould be
likely to prejudice the purpose for which the datare collected
and that purpose is specified in Part VIII of tldsdinance as a
purpose in relation to which personal data are egefrom the
provisions of data protection principle”6.

(4) DPP3provides that —

“Personal data shall not, without the prescribed szt of the
data subject, be used for any purpose other than-
(@) the purpose for which the data were to be usetiatime
of the collection of the data; or

(b) a purpose directly related to the purpose refertedin
paragraph (a).

(5) Section 34provides that:-

“(1) A data user who—

(@) has obtained personal data from any sourceloiag

the data subject); and

(b) uses the data for direct marketing purposes,

shall-

(i) the first time he so uses those data aftes section
comes into operation, inform the data subject tties
data user is required, without charge to the dathjsct,
to cease to so use those data if the data subject s
requests;

(i) if the data subject so requests, cease to so wse tthata
without charge to the data subject.



(2) In this section-

“direct marketing” means-

(a) the offering of goods, facilities or services;

(b) the advertising of the availability of goodagifities or
services; or

(c) the solicitation of donations or contribut@nfor
charitable, cultural, philanthropic, recreational,
political or other purposes,

by means of-

() information or goods sent to any person by mail,
facsimile transmission, electronic mail, or oth@ngar
means of communication, where the information or
goods are addressed to a specific person or specifi
persons by name; or

(i) telephone calls made to specific persons.

(6) Section 65 (2)provides that:-

“Any act done or practice engaged in by a persoagent for
another person with the authority (whether expressmplied,
and whether precedent or subsequent) of that qibeson shall
be treated for the purposes of this Ordinance asedor
engaged in by that other person as well as by’him

The Investigations

1.9 For the purpose of the investigations, the Comminsi conducted a
public hearing on 26 July 2010, in which oral evide of the Chief Executive
Officer of OHL (also a director of ORL), the Chi&ixecutive Officer of

CIGNA and the Authorized Representative of CPP weceived.

1.10 In addition, the Commissioner has considered writteplies and
obtained documentary evidence from OHL, ORL, CIGHAd CPP in the
course of the investigations. The Commissioneo alensidered the public
announcements and written responses made by OHIO®&#Mdto the Panel on
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Financial Affairs of the Legislative Counciltffe Panel) and inspected the
documents made available for inspection by the IPasmavell as records of
meetings of OHL.

1.11  The investigations have far-reaching implicatiomsyolving the
personal data privacy of two million Members. In attempt to keep the
public informed of the progress of the investigasoand to make timely
suggestions on good privacy practice to the pad@xerned and other data
users who may be engaged in transfer of custorpersonal data similar to
those undertaken by ORL and OHL, the Commissiosgrad an interim report
during the course of the investigations on 30 RMLO. It was expressly
stated in the interim report that the observatiand comments made in the
interim report were subject to review as the inigegtons progressed. Since
then, further evidence was obtained and considbyethe Commissioner in
reaching his conclusion of the investigations. sTikiset out in Chapter Three
of this report.
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CHAPTER TWO

THE OCTOPUS REWARDS PROGRAMME

The Program

2.1 The Program was launched and has been operatedRby sidce
November 2005. Under the Program, Members coutd Baward Dollars
(“Reward Dollars”) every time they make a purchase from ORL's “baess
partners” (the Business Partnery by presenting his registered Octopus card.
The Reward Dollars earned by a Member may be wsegtieem certain goods
and services with the Business Partners.

2.2 In order to be registered as a Member, the appliarthe Program
(the “Applicant”) must be a holder of an Octopus Card and hasotoptete

and sign a registration formtffe Registration Form”) designed and provided
by ORL. As at 30 June 2010, over 2.4 million Oc®rardholders were
registered as Members.

2.3 Basically, there are three ways to obtain the Regisn Form:-

() Registration Form printed on the promotional leafté the
Program (the Leaflet”);

(i) Registration Form downloadable from the official bsge of

ORL (i.e.http://www.octopusrewards.comhland

(i) An online Registration Form on the official websifeORL.

2.4 A copy of the Registration Form is attached as Anke
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The Registration Form

2.5 In the Registration Form, the Applicant is requédste supply 16
items of personal information to ORL. The requeéstéormation is grouped
under two parts, namely “My Information” and “My @ Information”.

Certain items of information requested in the Reegi®n Form under “My
Information” are marked with an asterisk which,@ding to the description at
the top of the Registration Form, means that tlgpested information are
“‘Required Fields” (i.e. the fields which are maragj. Particulars of the
requested information are set out below:

“My Information”

The items of information marked by an asterisk Required Fields)

are :-

(1) Octopus number

(2) English name appeared on Hong Kong Identity Card /
Passport / Birth Certificate

(3) Hong Kong Identity Card number or Passport / Birth
Certificate number

(4) Gender

(5) Month and year of birth

(6) Contact mobile and home / office numbers

(7) Home address

Other items of information not marked with an asteare :-

(8) Chinese name as appeared on Hong Kong ldentity Card
Passport / Birth Certificate

(9) Email address

% Unlike the Registration Form in the Leaflet ane tRegistration Form downloadable from ORL
Website, email address was also marked with amigisia the online Registration Form.
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“My Other Information”

(10) Language preferred in communication (Chinese ofigmg

(11) Marital status (Single or Married)

(12) Education level (Primary, Secondary, University,
Post-graduate, or Others)

(13) Occupation (Self-employed, Housewife, Professionall
Manager / Executive, Clerical / Administration, Ci8ervant,
Technical, Student, Retired, or Others)

(14) Monthly personal income (No income, $8,000 or below
$8,001 - $15,000, $15,001 - $25,000, $25,001 - CKBh,
$35,001 - $50,000, or $50,000 above)

(15) Monthly household income (No income, $10,000 orohel
$10,001 - $20,000, $20,001 - $40,000, $40,001 -,CRED
$60,001 - $80,000, or $80,000 above)

(16) Interests (Sports, Beauty, Fashion, Fitness & HHeale,
Travel, Movie / Music, Dining Out, Investment, Ramal
Education, Computer / IT Products, Audio & Videméucts,
or Driving)

Terms and Conditions for the Program

2.6 The rights and obligations of the parties under Bregram are
regulated by the Terms and Conditiofi$&C” ) which are printed on the
Registration Form and can also be separately dawseld from the official
website of ORL. The T&C contain provisions relgtino the benefits
Members may enjoy under the Program (Clauses 353ndegistration of
Members (Clause 4), uses of Members’ personal dali@cted under the
Program (Clause 6), recovery of benefits in casenaffunction or loss of a
registered Octopus Card (Clause 7), cancellatiomembership (Clause 8),
provision of new services under the Program (Cl&@)setc. Clause 6 of the
T&C will be discussed in detail in Chapter Threetlus report. A full set of
the T&C is found in the Registration Form at Anex
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CHAPTER THREE

THE INVESTIGATION RESULTS

DPP1: COLLECTION OF PERSONAL DATA

3.1 In deciding whether ORL's collection of personaltadainder the
Program was in compliance with the Ordinance, itasessary to consider the
types of services offered in the Program.

Services available under the Program

3.2 According to the T&C, Members are provided with tenefits of: (i)
earning Reward Dollars from the Business Partngrpuschasing from them
upon presentation of Members' registered Octopusd<a('Standard
Benefits”); and (ii) receiving selected offers from ORL aitd Business
Partners (Promotional Benefits)*.

3.3 Members who do not want to receive direct marketirggerials from
ORL and the Business Partners may notify ORL bingph telephone number
or in writing®. Those who do not want ORL to use their persora dor
provision of selected offers, promotions and beaddy ORL, its subsidiaries,
affiliates and/or the Business Partners, and flactag goods and services for
them may request ORL not to so use their persaatal bly informing ORL by
phone or in writing’

Purpose of Collection

3.4 At the public hearing, the Chief Executive Officeir OHL (also a
director of ORL) was specifically asked whethepioviding only the Standard

* See Clauses 2.3 (a), 2.3(i) and 3.3 of the T&C.
® See Clauses 3.3 and 6.5(d)of the T&C.
® See Clauses 6.5(d) and 6.9 of the T&C.
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Benefits to a Member it was feasible to have thenlder's name and Octopus
Card number only. The Chief Executive Officer aas¥d in the affirmative.
The relevant part of the transcript of the heaimdgChinese and its English
translation are set out below:-

i

HE T W WERRIRIRREE o FRAMAGE - 40 5FRA [ 25 (A (i
ERMA(EATAE - (B > A B a RAE A 4 - [FH(E
O 2 Bl TR-RIEESRES - Witk - BIMAIRSEIGIE (Rahng m] DKL 2

A FRHEERE -

BHE T RMERMERY » RMREGERAE T AR - FRMERRR - Ak
REE1T{Am] LAMER 2

AL T

English translation:

The Commissioner: | don’'t want to go too far. WHatnean is, where a
customer only wants to have the standard rewandsfit®

then you would consider it feasible if you were yded

with the customer’s name and card number only, drotl

you?
Witness: We would consider.
The Commissioner: | am not asking you whether dr yom would consider.

What | am asking is whether you consider it feasibl
Witness: It is feasible.
3.5 In response to subsequent written enquiries froim @ffice, OHL
advised that the purposes of collection of eacim it information requested

under the Registration Form are as shown below:-
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Table 1 — Purposes of collection of personal datander the Registration Form

Requested Information Purpose of Collection

1 |* |Octopus card number Providing the Standardnddits tq

2 |* |English name appeared on Hong Kong Ide[Members
Card / Passport / Birth Certificate

3 |* |[Hong Kong Identity Card number or Passp{Customer authenticatigiiNote 1)

Birth Certificate number

4 |* |Gender Courtesy for customer contact

5 |* [Month and Year of Birth Customer authenticat{blote 1)

6 |* |Contact mobile and Home / Office numbers

7 |* |Home address

8 Chinese name as appeared on Hong kProviding the Promotional Benefits

Identity Card / Passport / Birth Certificate |Members

9 Email address

10 Language preferred in communication
11 Marital status

12 Education level

13 Occupation

14 Monthly Personal Income
15 Monthly Household Income
16 Interests

*Required Field

Note 1: According to OHL, the purposes of collegtis for “customer identity authentication
when providing customer service, including Rewanlldds transfer to replacement card
after reported lost card or card malfunctioned, eing of Reward Dollars transaction,

opt-out, customer information update”.

Collection of personal data

3.6 To comply with DPP1(1), ORL shall not collect parabdata unless
the data are collected for a lawful purpose diyectlated to a function or
activity of ORL. Moreover, the collection of thatd must be necessary for or
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directly related to that purpose, and the dataadexjuate but not excessive in
relation to that purpose.

3.7 As explained in paragraph 3.2 above, the Prograra onsumer
rewards scheme whereby Members benefit from redempmf goods and
services as well as direct marketing offers. Tlen@issioner considers that
the purposes of collection of Members’ personaladas summarized in
paragraph 3.5 above are lawful and are directlgtedl to ORL's function or
activity.

3.8 Under Clause 5.12 of the T&C, Reward Dollars or deyefits are
personal to an individual Member and cannot be steared. In the
circumstances, the Commissioner is satisfied thmatprder to provide the
Standard Benefits to Members, it is necessary RL @ collect the number of
the Octopus Card (i.e. item 1 of Table 1) and tam@ of the Cardholder (i.e.
item 2 of Table 1).

3.9 ORL claimed that collection of items 3, 5, 6 andf7Table 1 are for

customer authentication purpose when providingosust service, including

Reward Dollars transfer to replacement card akgorted loss card or card
malfunction, enquiry of Reward Dollars transactioopt-out and customer
information update. Given that the Reward Dollarsother benefits are
personal to the Members, the Commissioner accépits @RL may need to
authenticate the identity of a Member. However tuestion remains
whether the amount of personal data collecteddsssary for the purpose.

3.10 In the Commissioner’s view, ORL should be able tmfdently
authenticate the identity of a Member by using hsme and contact
information (i.e. item 6 (contact phone numberg) @am 7 (home address)).
ORLU's further collection of item 5 (month and yedrbirth) and item 3 (Hong
Kong ldentity Card number or Passport / Birth Gedie number) for the same
purpose is regarded as excessive.

18



3.11 In particular, the Commissioner notes that Hong déeentity Card
(“HKIC ™) numbers or passport / birth certificate numbtni 3) are sensitive
personal data and their collection by ORL mustdgmarded as excessive even
in circumstances of malfunction or loss of OctopDard based on the

following analysis:-

3.11.1

3.11.2

3.11.3

Under Clause 7.1 of the T&C, in case of malfunctana
registered Octopus Card, the Member may recover the
Reward Dollars and other benefits accrued by ptesgthe
Octopus Card to OCL or contacting the issuing bank
financial institution for card replacement and &f@n of the
benefits. As OCL and the relevant banks and firznc
institutions are responsible for authenticating ittentity of

the Members based on the information already inr the
possession, there was no need for ORL to collech iB
under the Program.

In case of lost card, under Clause 7.2 of the T&Cpvery
of the remaining Reward Dollars is available only t
Personalized Octopus cardholders and users of tkea#atic
Add Value Service. These Members are requirecepont
the loss to OCL or the issuing banks or finanaiatitutions,
who should be able to authenticate the identity thueé
Member based on the information already in thegspgsion.
Again as ORL is not involved in the authenticatimocess,
there is no need for its collection of item 3 undke
Program.

In any event, the potential damage or loss on #neqs ORL

in the case of misidentification of a Member segkin
recovery of Reward Dollars and other accrued benédi
trivial since under Clause 5.13 of the T&C, a reged
Octopus Card can only store up to a current maximum
amount of Reward Dollars of $1,000. Hence, théectibn
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of Members’ HKIC number is not justified under pgnaph
2.3.3.3 of the Code of Practice on the Identitydddumber
and other Personal Identifierstife Pl Code)’ issued by
this Office in December 1997;

3.12 As regards the collection of gender (item 4 of ®aMdl), the
Commissioner accepts that for good customer ser@&i should know
Members’ gender in order to address Members praperAs such, the
Commissioner is satisfied that the collection of tinformation is directly
related to the purpose of provision of the Standard Promotional Benefits
and is not excessive.

3.13  According to OHL, items 8 to 16 of Table 1 were ledled for
provision of the Promotional Benefits. In this pest, the Commissioner
recognizes that item 8 (Chinese name) and itenmi(eaddress) are used by
ORL to contact Members in making offers to them.s rAgards items 10 to 16,
the Commissioner further recognizes that the infdrom may enable ORL to
better understand Members’ background and thusateroffers more suited to
their needs. In the circumstances, the Commissisnef the view that the
collection of items 8 to 16 is directly relatedttee purpose of providing the
Promotional Benefits to Members and is not excessiv

3.14  Summing up, of the items of personal data collettgdORL from

registration of membership under the Program, tbm@issioner finds ORL's
collection from Members of item 3 (HKIC number omgsport / birth
certification number) and item 5 (month and yeaibwth) excessive for the
purpose of customer authenticationthis is a contravention of DPP1(1).

Fairness of means of collection

3.15 DPP1(2) of the Ordinance requires data users leatgbersonal data

" Clause 2.3.3.3 of the Code provides that a daasi®uld not collect the identity card number of a
individual except to enable the present or futuoerect identification of, or correct attribution of
personal data to, the holder of the identity cavbere such correct identification or attributionois

will be necessary to safeguard against damagessrdo the part of the data user which is more than
trivial in the circumstances.
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by means which are lawful and fair in the circumsts of the case. There is
no evidence before the Commissioner that the meznollection of
Applicants’ personal data under the Program by @Rinlawful.

3.16  Given that a feature of the Program is to prombte groducts and
services of ORL and the Business Partners, it shbelwithin the reasonable
expectation of the Applicants of the Program tlh@ipn becoming a Member,
promotional information and materials relating e fproducts and services of
ORL and the Business Partners offered under thegr&m would be
communicated to them.

3.17  Additionally, the Commissioner notes that items th016 are not
“required fields” in the Registration Form andstaxpressly stated at the top of
the Registration Form that they are collected ideorto help ORL and the
Business Partners to make carefully selected offexswill be of interest and
value to Members. As such, Applicants who elegpriavide items 10 to 16
should have been aware that their provision ofrthersonal data is voluntary
and that the data provided would be so used by ORL.

3.18 The Commissioner finds no evidence that in collecipersonal data
from the Applicants of the Program, ORL had useyl means that was unfair
in the circumstances, e.g. by deception or coercion

DPP1(3): DUTY TO INFORM DATA SUBJECTS

3.19 DPP1(3)(b) requires a data user to take all reddpnaracticable

steps to ensure that the data subject is expliaitfgrmed, on or before
collection of personal data, the purpose (in gdrarapecific terms) for which
the data are to be used, and the classes of peisamsom the data may be
transferred.

Stated purpose and classes of transferees

3.20 A notice relating to ORL's collection and use of mdlgers’ personal
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data is contained in Clause 6 of the T&C. Claws8sand 6.4 of the T&C, Iin
particular, have significant impact on the Applitarn Member’s personal data
privacy.

3.21 Clause 6.3 of the T&C states tha¥ou agree that all the personal
information and data provided to us and all infoioa relating to the use of
your Membership Octopus may be used by us for:

(a) processing your registration for Membership Octgpus

(b) providing you with carefully selected offers, prdioons and
benefits by us, our subsidiaries, our affiliatesd&m Our
Partners. We, our subsidiaries, our affiliates a@dr Partners
may need to carry out matching procedure (as ddfime the
Ordinance)® to enable us/them to better understand your
characteristics and to provide other services bet&lored to
your needs (such as offering special birthday prioong to you),
to assist us and Our Partners in selecting goods sarvices that
are likely to be of interest to you and to estdbhghether you
already have a relationship with our selected basspartners;

(c) provide you with regular communications (other thdirect
marketing materials) from us with details of th@gnamme and
its benefits;

(d) the normal management, operation and maintenancehef
Octopus Rewards system, including audit;

(e) designing new or improving existing services predithy us, our
subsidiaries and our affiliates (that is, any othemtity which
directly or indirectly controls us, is controlled/lus, or is under
common control with us) for customers’ use;

() investigation of complaints, suspected suspicigasisactions
and research for service improvement;

8 “Matching procedure” is defined in section 2(1)thé Ordinance as a procedure whereby, briefly
stated, personal data collected for different psegoin respect of 10 or more data subjects are
compared where the comparison may be used forutmgpe of taking adverse action against the data
subjects. Either one of the two principal condificset out in section 30(1) of the Ordinance mast b
satisfied before this specific procedure can beiezhrout, namely, with the data subjects’ presatibe
consent or with the Commissioner’s consent.
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(g) prevention or detection of crime;

(h) disclosure as required by law;

() aggregated behavioural analysis which is noantifying and
anonymous. This may be shared with Our Partneis third
parties; and

() as a source of information and data for other reéat purposes$
(emphasis added)

3.22  On this basis, Clause 6.3 of the T&C has definedpiinrposes of use
of the customer data in extremely wide terms. ottanly enables ORL to use
the personal data collected for provision of thenkstional Benefits under the
Program, but is wide enough to cover designing ewmproving existing
services provided by ORL, its subsidiaries andliaféis, and performing
behavioural analysis. Finally, Clause 6.3 of th&C ends with the
catch-all term:“as a source of information and data for other reld
directly
related purposes”, they could well include “remyptedlated purposes”.

b1

purposes.” Without an emphasis that such “related purposes

3.23  For the broad range of purposes set out in Clatgefaghe T&C, the
Applicants were deemed by virtue of Clause 6.4hef T&C to have further
agreed that ORL may transfer or disclose their pekdata to literallyany
person (whether within or outside Hong Kong) who was undeduty of
confidentiality to ORL. This is because Clause 6f4he T&C reproduced
below, incorporates catch-all terms such as “arfyertperson” and “any
person” to define those persons to whom data mdsabsferred:-

“Data held by us relating to you will be kept coafdal by us, but
you agree that for the purposes set out in clau8ewe may transfer
or disclose such information to the following pasti(whether within
or outside Hong Kong):

(a) any agent, contractor or third party servic@yider under a duty
of confidentiality to us who provides administrativ

telecommunications, computer, payment, data praugss other
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services to us in connection with the operationwfbusiness;

(b) any other persorunder a duty of confidentiality to us including
our subsidiaries, our affiliates and Our Partnees)d

(c) any personto whom we, our subsidiaries, our affiliates orrOu
Partners, is under a binding obligation to makectbsure under
the requirements of any law, rule and regulatiorgluding those
of countries outside of Hong Kong for data transfdrto those
countries, but such disclosure will only be madelarnproper
authority.” (emphasis added)

3.24  Given the very liberal delineation of the extentabich data may be
used and the types of persons to whom data masabsférred under Clauses
6.3 and 6.4 of the T&C, ORL should ensure that Applicants know and
understand the existence and the terms of the €audn other words, the
Clauses should not be presented in such a wayntgt escape easily the
attention of the Applicants.

Small Print

3.25 Although the declaration in the Registration Fornade specific
reference to Clause 6 of the T&C, the declaratisalfi and the entire T&C,
including Clause 6, were printed in much smallett$o(about 1mm x 1mm for
English and about 2mm x 2mm for Chinese) than tfzmkgpted in other parts
of the Leaflet. Moreover, the entire Clause 6 waamped into a single

paragraph in 42 lines in English and 32 lines inn€ke in the Registration
Forn.

3.26  In this regard, it is relevant to note that the Audistrative Appeals
Board ("AAB”) in AAB No0.38 of 2009 denounced the use of snpaiht in the

personal information collection statements madeablgank to its customer
applying for a credit card and emphasized thattgreeare is expected in
collecting personal data from consumers, as disttinam companies or
business individuals. Inits Decision, the AABtsthas follows:-

® According to the photocopy of the RegistrationrRqrovided by OHL
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3.27

“15. The first observation of this document is that gret is so
small that no one could reasonably be expectecttale to read the
content without the aid of some form of magnifglass...

“16. Whilst this Board does not wish to encouragepfeto sign a
document without reading the content and only tgp k&ter upon an
non est factum plea, the very design of this appba form in our
view simply discouraged people from reading the pinnt...

“22. ...The credit card in the present case was issuddis Wong as
a consumer and not a company or an individual ia tontext of
negotiating commercial contract where greater case expected.
This is particularly relevant to our preliminary sérvation that the
prints were so small that it discouraged applicafrtan reading the
contents.

“24. Further, we are of the view that if the das®iuhad the intention
of providing the personal data to a third party, ntust be clearly
stated in a legible manner. Small prints are tddiif any use for
important terms that would bind a consumer customefhe

provisions sought to be relied upon are clausesectetl from

documents in which the print had to be enlarged $abmission
purpose. This further proves the point that thestoner would have
had difficulties in reading the terms in fine prirf

The use of small print for credit card applicatdocuments in that

case was one of the major determining factors uniéch the AAB ruled that
the bank had not taken any sufficient step to makee the terms and
conditions of the credit card agreement were brotgthe attention of the data
subject concerned at the time when the applicatiom was filled™* By
analogy, the Commissioner considers that ORL hbsnfahort of taking all

19 AAB No. 38 of 2009, decided on 19 August 2010.
1 paragraphs 27 and 31 of the Decision.
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practical steps to explicitly inform the Applicafiiembers of Clause 6 of the
T&C.

Data subjects’ right to be informed of the purposeof use and classes of
transferees

3.28  The requirements of DPP1(3)(b)(i) relate to theadaser’'s duty to
inform data subjects of the purposes and the dae$dransferees of their
personal data. While the purposes may be statgdneral or specific terms,
the transferees shall be specified according tesel In this manner, the
extent to which the data will be used and the typersons to whom the data
may be transferred are defined with a reasonalgeedeof certainty.

3.29  The moot point is whether ORL has provided the Merabwith a
reasonable degree of certainty as regards theeslagstransferees of their
personal data under the Program. As explainedamagraph 3.23above,
pursuant to Clause 6.4 of the T&C, as long as timpgses of data use fall
within the enormity of Clause 6.3, ORL may transsedisclose the Members’
personal data tany person who is under a duty of confidentiality to ORL.
As admitted by the Chief Executive Officer of OHtLtae public hearing, it
was entirely up to ORL to decide what personal @atd to whom the data
were to be transferred. Accordingly, the Commissradoes not consider that
ORL has discharged its obligation under DPP1(3)(B) by informing the
Applicants of the data transferees in such gerterais. Loose descriptions
of data transferees such as “any other person.. riatdve accepted as a proper
class for the purpose of DPP1(3)(b)(i)(B). Althbuthe Leaflet and the
website of ORL contain a list of Business Partidngh Applicants / Members
may check for themselves, the list is not assusdzbtexhaustive and is subject
to changes at ORL's entire discretion. Applicahtdembers are unable to
ascertain with any reasonable degree of certaimyctasses of transferees to
whom their personal data will be transferred.

3.30  The upshot of the analysis in paragraphs 3.20 26 above is that
through the use of small print in the Personal imi@tion Collection Statement
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and the failure to define in any reasonable degfeeertainty the classes of
transferees of personal da@RL has contravened DPP1(3)

DPP3: USE OF PERSONAL DATA

3.31  During the course of the investigations, OHL adeditthat between
2002 and 2010, personal data of Cardholders / Mesnlwere disclosed to six
Business Partners, namely:

() American International Underwriters Limited AfU”) /
American International Assurance Company LimitedI&™"),
an authorized insurer that provides various instegroducts;

(i) CIGNA, an authorized insurer that provides variausurance
products;

(i) Cimigo Limited (“Cimigo”), a company that provides research
and marketing consulting services to companies;

(iv) CPP, a company that provides card protection s&rvic

(v) Magazines International (Asia) LimitedMiIL ”), a company
that provides magazine subscription service; and

(vi) Taylor Nelson Sofres Hong Kong LimitedT(NS”), a company
that provides research and marketing consultinyices to
companies.

(A summary of the contractual arrangements betv@€h / ORL and
these six Business Partners is provided in Annex B)

3.32  According to the agreement between OCL and AIUA @ated 3 July
2002, their cooperation (which ended on 15 Septen#f¥?2) related to
promotion of insurance products to Personalizes@gt Cardholders. As the
agreement ended some 3 years before the Prograrfawashed in 2005, the
collection and use of the personal data fall oetdite scope of the present
investigations, which only involved OHL and ORL,datembers of the
Program.
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3.33 As regards the agreements between ORL and the Busness

Partners, the evidence available shows that Mermipersonal data were
disclosed by ORL to the Business Partners for naogejains as follows:-

CIGNA

3.33.1

3.33.2

MIL

3.33.3

According to the agreement between ORL and CIGN&dla

1 March 200%, ORL was entitled to receive an “Annual
Minimum Revenue Guarantee” on provision of a li$t o
750,000 customer counts to CIGNA in a contract ,year
irrespective of the sale of any products and/ovises by
CIGNA. In addition, various kinds of bonus (namely
commission, performance bonus and persistency bonus
would be paid to ORL on successful sale of any pctsl
and/or services by CIGNA.

From 2006 to June 2010, a total of 1,073,000 Cdddhns
and/or Members’ personal data (with total contacbrds of
2,105,000) were provided to CIGNA, for which thet@pus
group of companies, including ORL, received a rexenf
$40,700,000.

According to the agreement between ORL and MIL didte
July 2007, ORL was obliged to provide a call listMIL
containing at least 20,000 times of contact accEss
Members in each telemarketing campaign and woudalgeh
MIL at the rate of $1 per time of contact accesseturn.
ORL was also entitled to a set-up fee of $15,0Q0€fach
telemarketing campaign. Moreover, ORL was entitieca
guarantee revenue under the agreement.

2 The date of the agreement as shown on its covgr was 27 February 2009.
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3.33.4

TNS

3.33.5

3.33.6

Cimigo

3.33.7

3.33.8

According to OHL, a total of 60,000 Cardholdersdéor
Members’ personal data (with total contact recafd80,000)
were provided to MIL from 2006 to June 2010, and a
revenue of $100,000 was received.

According to the agreement between ORL and TNSddate
May 2008, ORL was obliged to provide a customeabase
selected from its customer list to TNS for reseandmtives.
In consideration of ORL's provision of the custordatabase,
TNS would pay a fee to ORL.

Personal data of 61,060 (with total contact records of
183,000) Cardholders and/or Members were discldsed
TNS between 2006 and June 2010. The Octopus gbup
companies, including ORL, received a revenue oD$ID.

According to the agreement between ORL and Cimgafedl

15 May 2008, ORL was obliged to provide a customer
database selected from its customer list to Cimigo
research initiatives. In consideration of ORL's\ysion of

the customer database, Cimigo would pay a fee th.OR

Personal data of a total of 512,6HQqwith total contact
records of 697,000) of Cardholders and/or Membegesew

3 The figure is the same as that supplied by OHth® Panel on Financial Affairs of Legislative
Council on 13 August 2010. However, after completiof the investigations, OHL advised the
Commissioner that the correct figure should be &jB6tead of 61,000.

* The figure is the same as that supplied by OHith® Panel on Financial Affairs of Legislative
Council on 13 August 2010. However, after completiof the investigations, OHL advised the
Commissioner that the correct figure should be @D j@stead of 512,000.
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disclosed to Cimigo from 2006 to June 2010. A®sult,
the Octopus group of companies, including ORL, irecka
revenue of $1,600,000.

CPP

3.33.9 According to the agreement between ORL and CPRIi e
June 2010, ORL was entitled to a set-up fee witta@aimum
of $28,000 for each target marketing program laedch
irrespective of the sale of any products and/ovises by
CPP.

3.33.10 Personal data of a total of 260,000 (with totaltaohrecords
of 295,000) of Cardholders and/or Members werelaksd
to CPP from 2006 to June 2010. As a result, theofds
group of companies, including ORL, received revewdie
$1,800,000.

3.34 It is clear from the five contracts described abthed the transfer of
Members’ personal data by ORL to the Business Pestwas made in return
for monetary gains. The arrangement was in esssaleef personal data.

3.35 It is pertinent to note that the provision Membeysisonal data to
Business Partners for monetary gains is not statéte T&C of the Program.
This is in accord with the oral evidence of theeltitxecutive Officer of OHL

given at the public hearing. She stated that tnggse of the Program is
twofold, namely, to promote Octopus Cards as a eom@nt payment platform
and to reward customers. She did not mention ealp@ersonal data of
Members for monetary gains as a purpose of ther®mg The relevant part
of the oral evidence in Chinese and its Englismdiation are reproduced
below:-

HE iEe il BOGHHEERSARAE &I Octopus Reward Limited
WEE > OEFUE (gl Phe L e — e ML fh 1 S TR - B I A B M e e
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(T E R ?

s A0 BF Rz /\EE H HERHAE - AR EES R SR EF A
B FHR At B 20 H e R (B R A S - SR P RE
S W S 4w o O o I TR RIETE - (i R —(E
ST ERMS RO & o I S99 h— e EE SR AR El g =
PHESTRY - MHUEEFLARORE L H H &R H Ay - iHEAUERE
TEGHUE  BLirRah I H BRI HIE - EERFIEE RIS BEE
B BHKEOENER 2 e > 2 EdeE Sl S Vel /U

HEE AR FIE A g S 5% HE -

English translation:

Commissioner: | refer to your other company nametb@us Rewards Limited,
which launched a program called Octopus Rewardgrino

Could you briefly explain what this program is atibu

Witness: The purpose of the Program is to give customers more
benefits through our cooperation with some selepithers in
the provision of more consumers’ privileges andawls. On
one hand, to promote Octopus as a convenient paypraform,
and on the other hand, to reward our clients feirteupport.
This is basically the purpose of the Octopus Resard wish to
point out that we have obtained the members’ cdnbgnthe
registration form they completed. In most casks, messages

of participating partners are sent to the membgrObtopus

Rewards Limited.

3.36 In the Commissioner’s view, the purposes of thegRmm as stated by
OHL's Chief Executive Officer at the public hearirghould also be the
reasonable expectation of the Members. While sdiusiness-oriented
Members may conceive that the Program is profitvatéd, the average
Members, representing the majority, would have négd the Program merely
as a customer loyalty exercise rather than an geraent for ORL to sell their
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personal data for monetary gains.

3.37  According to OHL, details of the provision of pensb data of
Cardholders / Members by ORL to the five Businemsrfers are listed below:-

Table 2 — Summary of personal data transferred t@usiness Partners

Name of Business partners CIGNA CPP TNS MIL Cimigo
Types of personal data transferred
(1) Name v v
(2) Contact telephone no. v v
(3) Octopus card no. v v
(4) First 5 digits of HKIC no. v v
(5) Month and year of birth v
(6) Partial mailing address v v v
(7)  Occupation indicator v
(8) Salary range v
(9) Gender v v
(10) Duration of membersh v
under the Program
(11) Bank code
(12) Partial credit card no.
(13) Indicator showing wheth
Member is a traveler
(14) Indicator showing whether v
Member has lost ca
history
(15) Indicator showing wheth v
Member has credit card

3.38 In determining whether ORL had contravened DPPB@Ordinance,
the Commissioner relies upon the decision madéa®yAB in AAB No. 38 of
2009. That case involved the sale by a bank op#rsonal data of its credit
card customer to its business partner to enabl&attex to market its insurance
product, but without the customer’s prescribed eahsThe AAB found that
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the bank was in contravention of DPP3. In its siea, the AAB stated as
follows:

“52. ...We were provided with two copies of cross-piargy

agreements between the Bank and CIGNA made in a0632005.

However, we consider that the sale and purchasevd®t the Bank
and CIGNA of Ms Wong's data is not a purpose whias the

prescribed consent from her. In our view, it i nae of the stated
purposes included in paragraph 11(c) of the Agresnmuocument
provided to Ms. Wong.

“53. As schedule 3 of the Cross-Marketing Agreentmtiveen the
Bank and CIGNA indicated, both parties envisagee $ale and
purchase of no less than 200,000 relevant data h&f Bank’s
customers within a 12-month period.

“54. Relevant data is defined in the Cross-Markgthgreement to
mean the names and telephone numbers of the Barstsmers. We
failed to see how such kind of commercial actiistgomething that
Ms Wong can be said to have already given her pitest consent,

just because she had received the application sorththe Agreement.
Such use of Ms Wong’s data is not the purpose Fachwit was first

collected and its use by the Bank cannot be saielade directly to

the original purpose the data was collected, nambly purpose was
quite simply the application for a credit card amngtting of the

applicant for the purpose of considering the apgicn.”

3.39 The AAB recognized that the original purpose ofadebllection was
application for a credit card and decided thatdhle and purchase of the data
of the bank’s credit card customer was not the imaigpurpose of data
collection, nor a directly related purpose.

3.40 In the present case, the provision of Members’ ek data for
monetary gains was not expressly stated in the BR@ is therefore not the
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purpose for which data were to be used when folécted, nor would it be a
directly related purpose, applying the test of oeable expectation of
Members on the use of their personal data. As,dhehApplicant’s signature
on the Registration Form agreeing to the T&C camoistitute his prescribed
consent to the sale of Members’ personal data &@N&, CPP, Cimigo, MIL
and TNS for monetary gains. The Commissioner thods ORL has
contravened DPP3

SECTION 34(1) OF THE ORDINANCE

3.41 A data user who uses a data subject's personal atadirect
marketing purposes notwithstanding the data subjgmevious request for
cessation of such use will be in contraventioneattion 34(1) of the Ordinance.
The Commissioner finds no evidence showing that @Rd done so. Thus,
contravention of section 34(1)(ii) on the part of ®L is not established

OHL'S LIABILITY UNDER SECTION 65(2) OF THE ORDINANC E

3.42  According to the records maintained by the CommaRiegistry, since
November 2005, there have been 11 to 14 direatottsel Board of OHL and 4
to 6 directors in the Board of ORL. Up to 4 haweih common directors of
the two Boards since November 2005. OHL also cor@d that the Senior
Management Group comprising the Chief Executivad®ff Finance Director,
Sales and Marketing Director, Technical Directarietnational Operations
Director, Head of Operations, Head of Human Ressui& Administration,

Head of Risk Management and Head of Corporate Canuations are

common to OHL, ORL and OCT. It is therefore obwdhat the persons who
managed OHL have been fully aware of the operaifddRL and the Program.

3.43 The idea of operating customer loyalty programmesla to the

Program was conceived in early 2002. Accordinghe paper: “Octopus
Expansion Strategy 2003 to 2007” discussed at the Board meeting held on
26 March 2002, it was identified that.dyalty programmes allow Octopus
cardholders to save points every time they condiactsactions using their
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cards, and to draw on these points to redeem ga@odk services...Another
important opportunity arising from loyalty prograresi is the provision of
CRM services. These programmes allow us (and,um, tour service
providers) to collect and collate meaningful cuséormformation by tracking
their spending and usage patterns.

3.44  The purpose of establishing ORL for operating thegfam became
apparent in 2004. According to the paper: “Octopug005 Strategic Plan”
prepared by the management of the Octopus groa@Rrtbgram was described
as ‘the first major non-payment business expansion ingd Kong, in
preparation for launch in 2005 and ORL would be launched in 2005 as the
first major non-payment business in Hong Kong ofclhtthe aim wastb add
value to both the consumer and service provideati@hships, generating new
revenues not only for itself but also for the existing Qugoirs payments
business. (emphasis added) It should be clear at that tina& the Program
was meant to serve, among other things, generatingnue for the Octopus
group of companies.

3.45  The concrete plan of OHL in engaging “data busihesfund in the
paper: “Octopus — 2006 Strategic Plan” preparedhegymanagement of the
Octopus group, according to which:-

3.45.1 The Program waspbsitioned as a highly cost effective tool
for marketers in mass consumer retail and servichistries
to recognize, reward and target consumers regaslle$
payment typé.

3.45.2 OCT was positioned as both a source of consumer insight
from a rich profile database...and as a highly coétative
tool for marketers in mass consumer retail and isert/

3.45.3 OCT was able to capitalize on the strength of Octopus’s
trusted ubiquitous relationship with consumers bdur

payments and with the launch of Octopus Rewarda f@lue
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added relationshig. OCT’s growth strategy would be to
“rapidly build generic profiles of consumers fromhaeiour
patterns within Octopus payments, Octopus Rewanalslish
information, registration information and where appriate
survey informatioh and to ‘identify other opportunities to
monetarise the profile database, in particular oeliresearch
surveys and strategy insighits.

3.45.4 *“The role of Octopus Connect is to seek to monetahse
value of the data either on behalf of a group conypsuch as
Octopus Rewards or on its own beHalf.

3.46 OHL confirmed that the “Octopus — 2006 Strategi@nPl was
presented to the Board of OHL as part of a repartttee activities of the
various subsidiaries (including ORL and OCT). dt sut the objectives of the
Octopus Group (including financial information) fille applicable year so that
the Board can approve the Group budget for the mgyear.

3.47  There is also evidence as shown in the 2008 Reaieh2009 Budget
of the Octopus Group that OHL was fully aware & #ource of income of the
“data business” being deriveftdm commissionarising from...the provision of
consumer database to third parties for direct sgjlland marketing.(emphasis
added)

3.48 In about September 2009, OHL resolved thatrétained profits of
the “data business” would be distributed by waydnfidends to OHL before
the end of 2009 and OCT would become dormant frard&ember 2009, but
would be retained for future projects. After thesgation of business of OCT,
guardianship of the physical database of Membessagaigned to ORL.

3.49 Section 65(2) of the Ordinance provides that artydane or practice
engaged in by a person as agent for another pamsorihe authority (whether
express or implied, and whether precedent or sulesg)of that other person
shall be treated for the purposes of the Ordinascdone or engaged by that
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other person as well as by him. Having considénedcorporate governance
of the Octopus group of companies and the histoy @evelopment of the
Program as detailed above, the Commissioner fimals@RL was OHL's agent
with authority in operating the Program and engagy@nn the “data business”
by reasons of the following:-

3.49.1 The mastermind of the Program and the sharing ohbégs’
personal data with Business Partners for monetairysgvas
the management of the Octopus Group;

3.49.2 The idea of operating loyalty programs was conakiue
early 2002 in a meeting held by OCL regarding “@ci®
Expansion Strategy 2003 to 2007”, prior to the d&hment
of ORL;

3.49.3 ORL was established by OHL as its wholly owned &libsy
in 2005 to operate the Program and that OHL and G&le
up to 4 common directors since November 2005;

3.49.4 The same senior management team runs OHL, OCT and
ORL concurrently;

3.49.5 OHL has been fully aware of the data business ded t
income derived from the provision of consumer dasabto
third parties for direct marketing;

3.49.6 The Octopus - 2006 Strategic Plan contains congieie of
OHL in engaging in “data business” which includes
monetarizing the value of the data. The plan wasented
to the Board of Directors of OHL for approval okthudget;
and

3.49.7 The retained profits of the data business wereibliged by
way of dividends to OHL.
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3.50 Hence, by virtue of section 65(2) of the Ordinanite, act done by
ORL should be treated as done by OHL. Accordinghg Commissioner
finds OHL contravened DPP1(1), DPP1(3) and DPP3 of the @mance
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CHAPTER FOUR

CONCLUSION

Contravention of DPPs

4.1 Upon completion of the investigations, the Comnaiser concludes

that ORL has contravened the following requiremeniger the Ordinance:-

(i)

(ii)

(iif)

DPP1(1)for having collected excessive personal data (Hong
Kong Identity Card number / Passport number / Birth
Certificate number, and month and year of birth) foe
purpose of customer authentication;

DPP1(3) for having failed to take all reasonably practieab
steps to ensure that the Applicants were expliaiigrmed of
the classes of persons to whom the data may bsféraed;
and

DPP3for having shared Members’ personal data with CAGN
CPP, Cimigo, MIL and TNS for monetary gains withde
Members’ prescribed consent.

4.2 The Commissioner is also satisfied that the coetmang act or
practice by ORL was done or engaged with the aityhof OHL, its holding

company. Therefore, OHL is liable for the contrawng act or practice of
ORL pursuant to section 65(2) of the Ordinance.

4.3 During the course of investigations, the Cossminer noted OHL's
announcements to the public that it would:-

(i)

immediately discontinue the provision of customatadto
third parties for marketing purposes; and
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(i) take immediate steps to delete any non-essentisbpal data
on record in the Octopus database. An indeperalgtitor
will thereafter be appointed to confirm that sudm+essential
personal data has been deleted and also reconfiah t
personal data transferred to merchant partners besh
returned to Octopus or deleted.

4.4 On deletion of Members’ personal data, OHL wamgd to this Office
that it is in the progress of identifying any perabdata that are no longer
accurate or necessary and will take into accour @ommissioner’s
recommendations made in this report. Further, Qidbfirmed it would
continue to delete any “non-essential personal”’daitahose Members who
would have elected to “opt-out” from receiving direnarketing material from
ORL.

Repeated contraventions of OHL and ORL are unlikely

4.5 Pursuant to Section 50(1) of the Ordinance, @ommissioner may

serve an enforcement notice on ORL and OHL if hef ifhe opinion that ORL

and OHL are contravening the requirements of the&ifance or have

contravened the requirements of the Ordinancertugistances that make it
likely that the contraventions will continue or tepeated. In other words, an
enforcement notice may not be served if continuetkpeated contraventions
of ORL and OHL are unlikely.

4.6 With regard to the contravening act or pra&ct¢ ORL identified in
the investigations, the Commissioner notes that:

4.6.1 On 25 July 2010, OHL publicly announced thand all its
subsidiaries would no longer participate in anytHer
activities that require the provision of customergonal data
to merchant partners for marketing purposes;
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4.6.2

4.6.3

OHL publicly announced on 13 August 2010 that psmn

of customer data to merchant partners for marketing
purposes had been terminated with effect frondut 2010,
and the registration of new Members under the Ringnad
been suspended pending the release of a new edgistr
form. The new registration form has not been idsaad

In response to public criticism on OHL's sale ofrgmnal
data, the Chairman of MTR Corporation Limited (O&IL
major shareholder) told the media at the end oy 20110
that OCL ‘should focus its core business on providing smart
cards to customers as a convenient electronic mdans
payment, and not on the selling the personal ddtatso
cardholders.™

4.7 With regard to the disposal of Members’ persatza having been
shared with CIGNA, CPP, Cimigo, TNS and MIL undée tProgram, the
Commissioner notes that:

4.7.1

4.7.2

The Chief Executive Officer of CIGNA told the
Commissioner at the public hearing that the Menibers
personal data transferred to it under the Programldvbe
purged within 90 days after receipt. OHL confirmtedhe
Commissioner that ORL had suspended all marketing
activities with  CIGNA and both of them were actiyel
working on a formal cessation of their existingesgnent;

CPP confirmed to the Commissioner at the publicrihnga
that it would delete in three months Members’ peatalata
previously transferred from ORL (except for the easnof
the Members which would be kept for six months asec of
customer enquiries) . OHL confirmed to the Comrorssr
that the cooperation between ORL and CPP had ceasdd

15 http://app2.rthk.org.hk/pda/news/content.php ?idz5at
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ORL had reached an understanding with CPP and were
actively working on an early termination of thegraement;

4.7.3 OHL confirmed that, except for OCT and ORL, no othe
companies in the Octopus group had entered into any
agreement with Cimigo. OCT and ORL have ceased
cooperation with Cimigo on 21 March 2008 and 31
December 2008 respectively;

4.7.4 OHL confirmed to the Commissioner that the coopenat
between ORL and TNS had ceased on 31 December 2008;
and

4.7.5 OHL advised that the cooperation with MIL had celbse 5
October 2007.

4.8 On 14 October 2010, ORL gave an undertakitige(Undertaking”)
to the Commissioner that it will take the followiagtions:-

(1) For registration of Members under the Program anidforming
the Applicants of the matters under DPP1(3)(b)() the
Ordinance in writing (the Personal Information Collection
Statement):

a. Use a layout that is designed to ensure that thrsoRal
Information Collection Statement is easily readalite
individuals of normal eyesight, taking into accodacttors
like font size, spacing, use of appropriate higtkg
underlining, keywords and contrasts;

b. If in the future personal data of the Applicantsrevéo be
shared with future business partners for monetaysy
explicitly inform this matter to the Applicants gnd in
writing, specifically state it in the Personal Infwation

42



(2)

3)

(4)

()

Collection Statement;

c. Where personal data of the Applicants are to besteared,
the classes of the transferees should be spedifyetheir
distinctive features, such as “financial servicempanies”
and “telecommunications service providers”, soagive a
reasonable degree of certainty as to whom the parsiata
will be transferred,;

In the event that the personal data of the exidtiegnbers were
to be shared in the future with any business pestnader the
Program for monetary gains, prescribed conserdéfised under
section 2(3) of the Ordinance) to such use musittained from
Members;

Completely erase and destroy within 2 months froRL® data
base and other records of (i) the Hong Kong Idgen@ard
number or (if any) Passport/Birth Certificate numbad (ii) the
month and year of birth of the existing Memberdemied under
the Program;

Produce to the Commissioner within 3 months a foeate or
report issued by an independent professional thérdy as may
be approved by the Commissioner, certifying that data have
been completely erased and destroyed as direct@aragraph
4.8(3) above;

To the extent that ORL has not already receivedtimfirmations
as indicated in sub-paragraphs (i), (ii), (iv) gaybelow, issue a
written notice to each of the following parties it 7 days from
the date of the Undertaking, demanding them to:

a. Completely erase and destroy within 2 months froendate
of the written notice all personal data ORL ha<ldised to
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them for monetary gains under the Program (if peakdata
have not been erased and destroyed); and

b. Where ORL considers appropriate, demanding them to
produce to ORL a certificate or report issued by an
independent professional third party certifying tthiie
personal data referred to in paragraph 4.8(5)(ayalhave
been completely erased and destroyed:

I CIGNA (confirmed by CIGNA as erased and
destroyed);
. CPP (confirmed by CPP as erased and destroyed);
il TNS;
\Y2 MIL (confirmed by MIL as erased and destroyed);
V. Cimigo (confirmed by Cimigo as erased and
destroyed); and

(6) Provide the Commissioner with a true copy of edcthe written
notice issued or confirmations received under pagay 4.8(5)
above within 14 days from the date of the Undengki

4.9 Furthermore, OHL has passed a resolution onOt®ber 2010
directing ORL to comply with the Undertaking.

4.10 In view of the matters presented in paragrapls to 4.9, the
Commissioner is of the opinion that repeated ceemtions of DPP1(1),
DPP1(3) and DPP3 on the part of OHL and ORL in Isingircumstances are
unlikely. Therefore, an enforcement notice wilk i@ issued and served on
OHL and ORL.
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CHAPTER FIVE

COMMENTS AND RECOMMENDATIONS

5.1 The Commissioner is fully aware that the presewestigations are of

general public interest because they have imptinativhich relate not only to
the handling of personal data of more than twoiomlpeople in Hong Kong, but
also to the practice of many data users and agedagparties involved in direct
marketing of products and services. The Commissitimerefore considers it
appropriate to set out in this report his commanis recommendations arising
from these investigations for promoting compliamath the provisions of the

Ordinance.

5.2 Whether there is a contravention of the requiresiamder the
Ordinance must be decided on the facts of each cdsewever, the comments
and recommendations on the collection and use ofopal data in direct
marketing recommended in this Chapter extend beymede remedies of
contravention of the requirements under the Ordiean Irregularities which
do not amount to such contravention are also ifledti Further,
recommended practices for better personal datagyiprotection are included.
Hence the comments and recommendations are ofamd&eneral application
and data users are advised to take note and duoptwhere appropriate while
conducting direct marketing activities.

Direct Marketing

5.3 The Commissioner recognizes that direct marketinggqams are
normal business activities that enable consumersbtain product or service
information which may be of interest to them, antlial sale and purchase may
conclude. The Commissioner has no intention térais or to curb direct
marketing activities. If anything, he wishes tolph¢he trade to be more
customer-focused and user-friendly. In making@®mmendations, therefore,
he is mindful of the need to give practical guidaric data users on how to
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comply with the requirements under the Ordinancecamrying out direct
marketing activities, and the need to better ptotke general public’s data
privacy rights.

54 The recommendations mentioned in this report vaduls mainly on
how consumers’ personal data should be collectedtramsferred to unrelated
third parties with the ultimate purpose of usingrthfor direct marketing.

Position of data user vis-a-vis data subject

5.5 Octopus is a household name in Hong Kong. With aarraous
number of service providers and a vast network ctofus readers, the
extensive smartcard payment system it providegrig kieavily relied on by the
average citizen for commuting on public transpad aaily shopping. People
place great trust on the system and expect fromGb®pus management
nothing less than good governance and a high stammdaompliance with the
law.

5.6 As far as compliance with the requirements under @dinance is
concerned, the subject matter is the protectionndividuals in relation to
personal data. Compared with businesses and ctipmwaindividuals stand at
a relatively subservient position in its dealingthwDHL/ORL. It is incumbent
upon OHL/ORL not to exploit their dominant positieis-a-vis its customers in
the collection and use of personal data. Any irlagiies on their part could
jeopardize their credibility and damage their repion disproportionately.

Recommendation

(1) OHL/ORL should be mindful of their dominant positigis-a-vis their
customers, exercise great care in the collectiahwse of customers
personal data, and ensure that the requirements timel Ordinance are
duly complied with.
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Collection and use of personal data for direct markting

5.7 The Program is clearly designed as a consumer dswacheme
whereby Members benefit from redemption of goodd services (Standard
Benefits) as well as direct marketing offers (Prdomal Benefits). The
collection and use of personal data to serve thegaoses are therefore proper.

5.8 The Commissioner notes that the Report on Refornthef Law
Relating to the Protection of Personal Data (Augii894) supported the
“opt-out” rather than the “opt-in” approach. He ther notes that the direct
marketers advocate strongly in favour of “opt-oatid this option is still very
much the international practice. Under the Ordimaas it now stands, there is
no requirement for “opt-in” at the data collectistage as long as the direct
marketing purpose is the original or directly rethpurpose for which the data
were to be used at the time of collection. HowgewBe Commissioner
considers that “opt-in” definitely affords bettentd privacy protection for
individuals and seems to be in line with public @sgation for strengthening
regulation in this area.

5.9 It is relevant to note that “opt-out” at the staifjause of personal data
is presently provided for in section 34 of the @atice whereby a data user has
to inform the data subject of the latter’s right“tpt-out” the first time his
personal data are used for direct marketing pugoosk this regard, Clauses
6.5(d) and 6.9 of the T&C is relevant in that iekp out Members’ right to
request ORL not to use their personal data forctinearketing purposes and
ORL's obligation to comply with such requests atcost to Members.

Recommendation

(2) In the coming months when the Government’s paclagegislative
proposals on amendments to the Ordinance will lseudsed in th

D

public, a serious debate on the subject of “optvis-a-vis “opt-out”
should be promoted among the stakeholders so thahsensus view

could be reached for due incorporation into the nlegislative
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amendments, if necessary.

Voluntary supply of personal data for marketing purposes during
registration

5.10 The Commissioner notes that the Registration Faroviges for the
Applicant to supply, on a voluntary basis, persatah for marketing purpose.
It was expressly stated in the form that persorsth dtems 10 to 16 are
voluntary and that they are collected in order éphORL and the Business
Partners to make carefully selected offers thalt mal of interest and value to
Members.

511 Since a substantial proportion of the Applicantgimielect to receive
the Standard Benefits but not the Promotional Besjethe design of the
Registration Form could be improved to clearly micdhe Applicants that they
can indeed make such an election and to this eey tieed only provide
limited specified personal data. The existing Regi®on Form does not
expressly indicate that such election is feasible.

Recommendation

(3) The Registration Form should be re-designed to conitate ORL’S
message to Members that in joining the Progranmy thay elect td
receive only the Standard Benefits of redemption gobds anc
services. If the Applicant so elects, he shouldlbarly informed that
only the personal data specified for enjoymentef $tandard Benefits
are required.

No excessive collection of data

5.12  The Ordinance provides that only adequate but xe¢ssive personal
data are collected by a data user for a lawful gsepdirectly related to its
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function or activity.

5.13 ORL claimed that collection of the following areqtered for
customer authentication purpose:-

® Mobile and home/office telephone numbers

® Home address

® Hong Kong identity card number or passport/birthiteate
number

® Month and year of birth

5.14  The Commissioner considers that the collectionhaf Hong Kong
Identity Card number / passport number / birthiteate number, and month
and year of birth was excessive for the purpossisfomer authentication.

Recommendations

(4) ORL should not collect excessive personal datapdrticular, Hong
Kong Identity Card number is sensitive informatiand extra cars
should be exercised to ensure its collection iessary. The Pl Code
issued by the Commissioner should be followed.

1Y%

(5) Similarly, ORL should not collect the month and ryed birth of
individuals for authentication where the same psepcan be achieved
by reference to other more widely-adopted contaata dsuch a
telephone numbers and home address.

U)

Data subject to be informed of the purpose of usef@ersonal data and
classes of data transferees

5.15 A data user is required to take all reasonably tmaole steps to
explicitly inform the data subject on or before t@lection of his personal
data and among other things, the purpose of uskeeoflata and the classes of
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persons to whom the data may be transferred. feég@mmended that the
communication is done in writing by way of a Per@dnformation Collection
Statement (PICS”).

5.16  Whether all reasonably practical steps have bdemthy a data user
to inform a data subject of the PICS shall be asreid in the light of all the
relevant circumstances of the case concerned.

5.17 In this case, both the PICS (contained in Clausttbe T&C) and the
Applicant's declaration are printed in unreasonaliyall fonts on the
Registration Form. They do not represent effeatm@munication.

Recommendation

(6) To ensure that a PICS is effectively communicatethé data subject:
it is necessary for data users to take into consi® the following
factors:-

U

(a) whether the layout of the PICS (including the fsrae, spacing
underlining, use of appropriate highlights, key @sand contrasts)
has been designed so that the PICS is easily rieataindividuals
of normal eyesight;

(b) whether the PICS is presented in a conspicuous enar(e.g. the
PICS should be a stand-alone section and its ctsndéould not be
buried among the T&C for the provision of the dadar’s services.

D

N—

(c) whether the languages used in the PICS is readadiy? (e.g. the
use of simple rather than difficult words and thieidance of use of
legal terms or convoluted phrases.)

a2

(d) whether further assistance from the data user aadielp desk g
enquiry service is given to enable the data suligeghderstand th
contents of the PICS?

D ==

50



The purpose of use and classes of data transferees

5.18  While the purpose of use of personal data may lieatein general
or specific terms, the data transferees have &pbeified by classes.

5.19 Inthe present case, the formulation of Clause®6d36.4 of the T&C
are important because they contain the Applicaagiseement to how their
personal data supplied to ORL can be dealt with.

5.20  Under Clause 6.3 of the T&C, an Applicant agreeket@RL use all

his personal data for a range of different purpaosekiding “as a source of
information and data” for purposes loosely definad “other related

purposes’

5.21  For the purpose of Clause 6.3 of the T&C, an Agplids deemed to
have agreed under Clause 6.4 that ORL may traosfdisclose data held by
ORL relating to the Applicant tdany person” who is under a duty of
confidentiality to ORL including its subsidiariei¢s affiliates and it business
partners, whether within or outside Hong Kong.

5.22  In short, ORL has not provided Members with a reabte degree of
certainty as regards the classes of transferediseof personal data under the
Program. As admitted by the Chief Executive OffioérOHL at the public
hearing, it was entirely up to ORL to decide whatgonal data and to whom
the data were to be transferred.

Recommendations

(7) Data users should not define the purpose of usectass of data
transferees in such liberal and vague terms thawauld not be
practicable for data subjects to ascertain witle@sonable degree pf
certainty how their personal data could be usedvamalcould have th

D

use of the data.
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(8) While a data user is only required to inform theadaubject the
purpose of collection in general terms rather tlaecific terms, i
should refrain from using loosely defined termstsas ‘Other related
purposes to cover direct marketing as a purpose of datkecton.

(9) On the other hand, a data user should define thsscbf data
transferees by its distinctive features, such asaficial services
companies”, “telecommunications service providett. Definitions
couched in vague terms such asy persofi who is under a duty of
confidentiality to ORL including its subsidiaries$s affiliates and its
business partners, whether within or outside Homypd should be

avoided.

174

Sale of customers’ data for monetary gains

5.23  ORL entered into contracts with 5 Business Partf@rthe sharing of
Members’ personal data. ORL selected the requoestomer data and
received monetary gains from the Business Partimereward for the data
transfer. The transactions in essence were sgderebnal data.

5.24  Although the sale of personal data by ORL is nathfrited by the
Ordinance, it cannot be regarded as the origingdgee of data collection or as
a directly related purpose. The average Member dvidalve expected the
Program as a customer loyalty exercise but nonasreangement for ORL to
sell their personal data for monetary gains. THe && profit is not stated in
the T&C of the Program or in the oral testimonytiod Chief Executive Officer
of ORL as a purpose of data collection. As such,Applicant’s signature on
the Registration Form agreeing to the T&C cannotstitute his explicit
consent to the sale of personal data and ORL hascibntravened DPP3 of the
Ordinance.
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(10)

Recommendation

If a data user intends to sell its customer datdhtal parties for
monetary gains and this is not the original purposédirectly relateag
purpose for which the data were to be used at itne bf data

collection, express and voluntary consent fromdhstomers must be

sought. The consent may be indicated by a signabuieat effect or by
ticking a box.

Extent of transfer of data for direct marketing

5.25

In the course of investigations, it was found ti@RL not only

provided names and contact telephone numbers tiN&IRuUt also supplied

other information that does not seem to have dielevance to the selling of

insurance products, including Hong Kong Identityrd@Caumber, occupation

and spending data. Not all personal data mayamsterred for such purpos

e.

Normally, the names and contact information of thestomers should be

adequate.

(11)

Recommendations

In cross-marketing, the transferor company shoulduee that any

customers’ personal data transferred to the padaempany are only
for the purpose of carrying out the agreed crosscetang activities.

Typically, the data to be transferred should befioed to contact data,

e.g. name, address and telephone number, enaltheag partner
company to approach the customer. There shouldob&ansfer of
disclosure of the customers’ sensitive data suctredit card numbe
and/or Hong Kong ldentity Card number to the partoempany,
unless there are justifications based on direcevegice to the
marketing purpose.

~

v
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(12) Upon the customers’ agreement to purchase thecssrar products
provided under the cross-marketing scheme, thex@adompany maj
seek data other than contact data directly from tustomer,
Alternatively, the customers’ prescribed consenty rha obtained for
the transferor company’s disclosure to the partwmmpany of other
personal data necessary for the transaction.

‘Q

(13) As a matter of good practice and to enhance thesparency of an
planned cross-marketing scheme, the transferor anyns advised t(
take steps to make prior announcement of such ansehto its

O— <<

customers, e.g. by mailing to its customers infdroma leaflets
describing the nature and subject of the scheme,identity and
contact number of the partner company, whetherpanrgonal data o
the customers will be transferred, the kind of datbe transferred, and
any measures to prevent data disclosed from beisgsed by the

—

14

partner company.

Control over the third parties

5.26  Before customers' personal data are transferrédrtbparties, the data
users should take steps to ascertain that the dé\ddta protection afforded by
the third parties is adequate.

5.27 In this regard, the Commissioner notes from theagents between
ORL and the five Business Partners, namely CIGNRPCCimigo, MIL and

TNS contain provisions relating to personal datagution, including imposing
the following obligations on the Business Partrers:

(1) use the customers’ data solely for the purposbeagreements;

(2) keep the customers’ data confidential,

(3) take reasonable care to prevent unauthorized usdis@osure;

(4) ensure the telemarketers were fit and proper ifopaing the
role of making marketing calls; and
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(5) limit the access of customers’ personal data toingaklirect
marketing calls only.

5.28  The Commissioner further notes that ORL had coretucnnual
on-site inspections on CIGNA since 2006. Accordimgopies of the reports
submitted by OHL to the Commissioner, the inspesticovered data access
control, encryption of data and purging of data.

5.29 Notwithstanding the above proactive measures, tbenr@issioner
finds it appropriate to recommend the following do@ractices for
consideration of adoption by ORL and other datarsussmgaged in similar
business activities.

Recommendations

(14) Data users who intend to transfer personal datthitd parties for
processing should conduct appropriate assessmém dfird parties tc
ensure that they would provide adequate measureprdtect the
personal data transferred to them. Where apptepagprivacy impact
assessment by a professional third party shoutmbhsidered.

<

(15) For the contracts with the third parties, the foilog standard term
should be considered:

(7]

(@) that the third parties are prohibited from usinglisclosing the
personal data for purposes other than the agreeectdi
marketing activities;

(b) that a reasonable period be specified within wrilod third
parties have to return the transferred personal, datluding
copies or reproductions thereof; alternatively, tustomers
personal data shall be safely erased when thet dirarketing
activities are completed. It would be prudent fotam a
professional third party’s verification on the safasure;
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(©) that the third parties are required to either aomfivith the data
user the accuracy of the mailing or call list, @check with the
data user the latest opt-out list before making almgct
marketing approaches;

(d) where transfer of personal data outside Hong Kanhgot
permitted, it should be explicitly made known i ttontract;

(e) that proper logs of direct marketing calls and ptbentacts
shall be kept so that compliance check can be atediby the
data user;

) that appropriate security measures be put in pglapeotect the
personal data from loss and unauthorized or actati@ccess
and processing;

(9) that the third parties shall comply with the Ordioa and al
applicable guidelines, codes of practices issued thy
Commissioner and other relevant regulatory or msiteal
bodies.

~—

(16) After the engagement of the third parties, datasusbould carry ou
regular compliance audits on them to ensure tle@aptbmised level o
data protection measures is maintained.

—h

Conduct in making direct marketing calls

5.30 It was revealed in the investigations that ORL aDkGNA had
engaged in a “secondment” arrangement under Clarsef the Cooperation
Agreement, which provides thaCIGNA shall second Telemarketers to ORL
for making the Marketing Calls for and on behalf@RL at no cost to ORL.
What the parties did in gist was that ORL woulddsenlist of Members to
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CIGNA, whose telemarketer would make direct marigetialls to the members
of the Program “in the name of ORL”. In other werthey were authorized
by ORL to represent themselves as ORL's staff.

5.31 Under this arrangement, Members receiving the ntisudcesalls were
not aware that their personal data had already beesferred to CIGNA and
they were in fact dealing with CIGNA's staff. Trasrangement had adversely
affected Members’ right to object in a timely famhito the data transfer from
ORL and to the further collection of their persodata by CIGNA during the
direct marketing process. In effect, Members @&f Brogram were deceived.
It was found that this “secondment” arrangement ¢eabed as from early July
2010.

Recommendation

(17) ORL should not allow the Business Partners to meprethemselves as
ORL in making marketing approaches to ORL's Members

Transfer of personal data outside Hong Kong

5.32 At the public hearing, the Chief Executive Officeir OHL (also a
director of ORL) confirmed that ORL did not intetichit Members’ personal data
be transferred outside Hong Kong. However, themoi contractual provision
prohibiting such transfer in its agreements with Business Partners.

Recommendation

(18) Where a data user does not allow its transferedatafto further transfer

14

the data outside Hong Kong, the data user shouldrporate the
prohibition in the agreement with the transferees.
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Concluding Remarks

5.33  Sale of personal data by ORL for profits was noismtated incident
in Hong Kong. The practice has been adopted bynbasioperators in other
industries in conjunction with direct marketing isittes. At the time of
finalizing this Report, the Commissioner is stifivestigating into possible
contravention of the DPPs under the Ordinance hy feanks and three
telecommunications operators in relation to thedfer of customers’ personal
data to third party business partners.

5.34  While ORL has ceased the unauthorized sale of palsdata, the
public has professed a violent distaste for itst pasduct. There has been
public demand for refund to Members by ORL the peats gained from the
Program. Also, claims for compensation by some Blers have been lodged
with the Small Claims Tribunal under section 66tle¢ Ordinance. Further,
there have been calls for criminalizing the salpafonal data by data users.

5.35 While the Commissioner has found contraventions Di#P1(1),
DPP1(3) and DPP3 by OHL and ORL, there are seestictions as to what
punitive actions the Commissioner can undertake dsllow up under the
Ordinance. Contravention of a DPP by itself is maat offence. Instead, the
Commissioner may remedy the breach by issuing &r@ment notice under
section 50 of the Ordinance to direct the data usdake specified remedial
steps within a specified period. The enforcemeticaanay only be served if
the contravention is continuing or likely to be toned or repeated. Only if
the data user contravenes the enforcement notitetvaommit an offence
under section 64(7) of the Ordinance, and is lialeconviction to a fine of
$50,000 and imprisonment for two years, and in ¢ase of a continuing
offence, to a daily penalty of $1,000.

5.36  From a broader perspective, ORL's business prattsehighlighted
the inadequacies of the present provisions undeQitdinance and the rising
public expectations to protect personal data pyivdo particular, tighter
regulation of the data user’s collection and uspaysonal data in conjunction
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with direct marketing activities is called for. Netinking on the part of the
stakeholders and greater community involvementdwoeating personal data
privacy rights are required.

Recommendation

(19) The Government will put forth a set of legislatiypgoposals on
amendments to the Ordinance later in 2010. The imgspublic
discussion should aim to resolve, among other fitige following:-

(a) the choice between the “opt-in” and “opt-out” reggnin the
collection and use of personal data for directingrkating
purposes;

(The Commissioner is in favour of measures androtmimoving in
the direction of “Opt-in”.)

(b) whether and how the controls and penalties shoellshéreased to
ensure that data users will act according to thleagization given
by data subjects;
(The Commissioner is in favour of greater contrafsl heavier
penalties.)

(c) whether and how new legislative safeguards shoelthtvoduced
to regulate sale of personal data for direct marggturposes;
(The Commissioner is in favour of new legislative\psions to
regulate such sale activities.)

92

(20) To further enhance personal data privacy protectloa Government i
urged to reconsider the recommendations previous&ge by the
Commissioner in response to the 2009 Consultatieeubent on
Review of the Ordinance, which included:-

(a) strengthening the enforcement power of the Comomesi under
the Ordinance; and
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(b) providing legal assistance to aggrieved data stsjec

5.37 On the part of the Commissioner, pending the enactnof new
legislative proposals, he will issue a guidancesrwot the collection and use of
personal data in direct marketing. This will peipractical guidelines to
assist practitioners to comply with the requirersesftthe Ordinance. It will
also draw data users’ attention to the recommepdactices for personal data
privacy protection. Further, the Commissioner veitep up his efforts to
organize publicity and public education programitepromote understanding
of personal data privacy protection by both datarsignd data subjects. In
particular, workshops will be organized for direcarketers to facilitate their
better understanding of the new guidance note.
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Annex B

Summary of contractual arrangements between OCL / ORL and six

Business Partners

Transfer toAlA

On 3 July 2002, OCL entered into an agreement with and AIA in
relation to a marketing program of insurance preslypecovided by AlU.
Under the agreement, OCL was required to provideA Atith
telemarketing list of certain holders of PersoreliDctopus Cards based
on information such as their age, number of traimsag in the previous
week.

The telemarketing list contained full name, mailadgress, telemarketing
test cell numbers (indicators of when the cardhsldeere acquired and
numbers of transactions in the previous week), Héagg Identity Card
number, reference number, mobile number and/oracomhone number,
and date of birth of cardholders.

AlU shall pay an introduction fee to OCL in respetits capacity as an
introducer. The introduction fee was calculategdobon gross premium
collected on all successfully up-sold products b Aand such fee will

continuously be payable to OCL as long as the Ugh{solicies remain in

force.

According to the agreement, the marketing programraenced from 15
July 2002 to 15 September 2002.

OHL advised that 35,000 customers, of whom theimes mailing
addresses, Hong Kong ldentity Card numbers, telephmumbers and
date of birth had been transferred to AlU / AlA.

OHL further advised that OCL had ceased the codiparavith AlU / AIA
since 15 September 2002, and no other companiesr uinbdad entered



into any agreement with AlU / AlA involving transfef Cardholders’ and
Members’ personal data.

Transfer to CIGNA

7  During the period from 2002 to 2006, OCL had frome to time entered
into agreements (he Agreements’) with Cigna Worldwide Insurance
Company (CWW”), whereby OCL would provide personal data
(including names, addresses, contact telephone ensmibata of birth and
credit card numbers) of a specified number of Rekred Octopus
Cardholders to CWW, who would on behalf of OCL magdemarketing
calls to the Cardholders. OCL would be entitledirttroduction fee,
commission and/or bonuses.

8 The contractual relationship continued from 20062@09 with OCT
assuming the rights and obligations of OCL, and \IAGassuming the
rights and obligations of CWW under the Agreements.

9 Under the agreement between ORL and CIGNA datedatcivi2009,
ORL was under an obligation to provide CIGNA witkcwstomer list of at
least 750,000 customer count in each contract ydarORL cannot
provide CIGNA with the specified customer countsaimy contract year,
the annual minimum revenue guarantee paid to ORCIGNA shall be
reduced. In consideration of the performance ofL®Rbligations,
including its obligation to provide the customest iORL was entitled to
commission, performance bonus, persistency bomumsja fee, customer
relations management service fee, the annual mmimavenue guarantee
and forward-paid marketing partnership incentive.

10 OHL confirmed that ORL had suspended all marketogvities with
CIGNA and both of them are actively working on anfial cessation of
agreement with CIGNA.



Transfer to Cimigo

11

12

13

From 2007 to 2008, OCT and ORL respectively entenéadl three and
one agreement with Cimigo whereby OCT / ORL woudtest from the
customer list of ORL and provide customer datab@s€imigo, who
would then select targeted candidate for OCT / @&rtontact and invite
them to participate in surveys to be conducted bgigb. OCT / ORL
would be entitled to a charge or a proportion afsgrrevenue generated
from the sale of aggregated customer behaviourtd ta clients of
Cimigo. OHL confirmed that respondents of the syrwould also
receive Reward Dollars.

OHL confirmed that, apart from OCT and ORL, no otltempanies
under it had entered into any agreement with CimigdCT and ORL
have ceased cooperation with Cimigo on 21 March82@hd 31
December 2008 respectively.

Under the agreement between ORL and Cimigo, ORL mawand
Cimigo to return, destroy or delete the persontd deésclosed to Cimigo.

Transfer to CPP

14

15

From 2004 to 2006, OCL maintained a contractuati@hship with CPP,
whereby OCL agreed to provide CPP with a calldmttaining personal
data (including names, addresses, contact phoneersndate of birth) of
Cardholders from time to time for CPP to market taed protection
insurance plan to Cardholders. OCL would be eutitio commission
for the initial subscription and renewal of the urence plan. This
contractual relationship continued in 2006 with O&Buming the rights
and obligations of OCL under the agreement.

CPP entered into an agreement with ORL on 21 J0d@ &nder which
ORL was entitled to various fees such as Issue Amhtnation Fee,
Annual Fee and set-up fee. According to the remtdive of CPP,
promotional materials of CPP products and serwoe® sent by ORL to



Members by emails. In the email, there was anmeic button labeled
“CLICK & EARN > Reward$5” under which there was this further
statement: And let CPP representative introduce this card protection
serviceto you!” ORL would then compile and send to CPP a catl dif
those Members who have clicked this electronicdoutt CPP confirmed
that personal data of around 7,224 Members had toaesferred by ORL
to CPP since June 2010. CPP would delete Memipersonal data
(apart from the names of the Members which wouldkbpt for six
months in case of customer enquiries) in three hwont

Transfer toMIL

16 Under the agreement between ORL and MIL dated § 2007, ORL
agreed to provide MIL with a call list containinglaast 20,000 times of
contact access to Members with their personal slath as their names,
phone numbers and addresses. ORL shall charge Mheaate of HK$1
per time of contact access based on the call liadditionally, ORL was
entitled to commission calculated based on theessfal telesales hit rate,
and a set-up fee.

17 Under their agreement, MIL shall ensure that teldeiars would
forthwith return to ORL all data or to erase/degtsach data after making
of the marketing calls to the Cardholders in acanog any reasonable
instructions of ORL.

Transfer to TNS

18 On 7 May 2008, ORL entered into an agreement wills Tvhereby they
would cooperate in research initiatives. Under Hgeement, ORL
would select from its customer list and provideustomer database to
TNS, who would then select targeted candidate fBt. @ contact and
invite them to participate in survey to be conddctey TNS. In
consideration of ORL’s provision of the custometatbase, TNS would
pay a fee to ORL. The agreement should expireloDe&ember 2008.



19 Under the agreement between ORL and TNS, ORL mayadd TNS to
return, destroy or delete the personal data disdlts TNS.



