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A Telecommunications Company Authorized Another Company to
M ake Direct Marketing Calls

This report in respect of an investigation carreed by me pursuant to section
38(a) of the Personal Data (Privacy) Ordinance, @8f (“the Ordinance”)
against a telecommunications company is publishetie exercise of the power
conferred on me by Part VIl of the Ordinance. Bactt8(2) of the Ordinance
provides thatthe Commissioner may, after completing an invesdtan and if he
is of the opinion that it is in the public interéstdo so, publish a report —

(a) setting out -
(1) the result of the investigation;

(i) any recommendations arising from the invediga that the
Commissioner thinks fit to make relating to the npodion of
compliance with the provisions of this Ordinanae,particular the
data protection principles, by the class of datargsto which the
relevant data user belongs; and

(i)  such other comments arising from the investign as he thinks fit to
make; and

(b) in such manner as he thinks fit.”

Allan CHIANG
Privacy Commissioner for Personal Data

(Note: This is an English translation of the Repootnpiled in Chinese. In the
event of any conflict between this English versad the Chinese version, the
Chinese version shall prevail.)
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The Complaint

The Complainant was a subscriber of the mobilenphwetwork service of
a telecommunications company (“the Telecommunioati€ompany”). The
Telecommunications Company called the Complainantia mobile phone
number (“the Number”) for direct marketing. Indhiespect, the Complainant
informed the Telecommunications Company in 2001 thea did not want to
receive any further direct marketing calls, andTekecommunications Company
confirmed to him that it would cease making sudhtoahim.

2. Later on the Complainant received a telemargetiall one day (“the
incident date”) made to the Number from a telemiamge company (“the
Telemarketing Company”) representing the Telecomoations Company.
Being dissatisfied with the Telecommunications Camps non-compliance
with his previous opt-out request, the Complaidadged a complaint with this
Office against the Telecommunications Company.

Relevant Provisions of the Ordinance

3. Section 34 of the Ordinance is directly relevarthis case:

Section 34(1)

“ A data user who/

(@) has obtained personal data from any source (inclgdhe dat:
subject); and

(b) uses the data for direct marketing purposes,

shall//

0] the first time he so uses those data after seistion comginta
operation, inform the data subject that the dataeruss
required, without charge to the data subject, tasseto so us
those data if the data subject so requests;

(i) if the data subject so requests, cease to so usee thlat:
without charge to the data subject.”
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Section 34(2)

{1

direct marketing’ means/

(@) the offering of goods, facilities or services;

(b) the advertising of the availability of goods, faws or
services; or

(© the solicitation of donations or contributiorier chaitable,
cultural, philanthropi¢ recreational, political or othe
purposes,

by means a¥/

M information or goods sent to any person by maitsiaile
transmission, electronic mail, or other similar mea of
communication, where the information or geaate addresse
to a specific person or specific persons by name; o

(i) telephone calls made to specific persons.”

4. According to section 2(1) of the Ordinance, ti&dinition of “personal

datd’ is as follows:

{1

(@)
(b)

(©)

personal data’ means any data

relating directly or indirectly to a living indidual;

from which it is practicable for the identity ofetlindividual tc
be directly or indirectly ascertained; and

in a form in which access to or processing of tlaadis
practicable.”

5. Moreover, section 65(2) of the Ordinance stifadahat-

“ Any act done or practice engaged in by a persoagent for anothe
person with the authority (whether express or ieghliand whethe
precedent or subsequent) of that other person dtwltreate for the
purposes of this Ordinance as done or engaged ithatother perso
as well as by him.”
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Information Collected during the I nvestigation

6. In the course of investigation of this cases t@iffice received written
replies and relevant documents from the Telecomeoations Company and the
Telemarketing Company respectively. Below were iné&ormation and
evidence of the case collected by this Office.

The Telecommunications Company Confirmed Receipth@f Complainant’s
Opt-out Request in 2001

7. The Telecommunications Company confirmed to @ice that it had
received in 2001 the Complainant’s request for iogak use his personal data
for direct marketing and had complied with suchuesj by an annotation to this
effect in the Complainant’'s account. The Telecomivations Company also
provided this Office with its computer record irpport of this confirmation.

Business Relationship between the Telecommunisat@ompany and the
Telemarketing Company

8. Prior to the incident, the Telecommunicationsmpany had signed a
customer referral agreement (“the Referral Agrediyevith the Telemarketing
Company. According to the Referral Agreement, Teeemarketing Company
would provide customer referral service to the Getemunications Company so
as to promote the mobile phone network servicehef Telecommunications
Company. The Telemarketing Company had to actceorance with the
policies, guidelines and procedures on customextsl @rotection issued by the
Telecommunications Company.

9. Regarding the customer referral service, theeratketing Company
represented that its staff would make calls tortiabile phone users in Hong
Kong based on random selection to promote the mgiibne network service
monthly plan of the Telecommunications Companyd“thonthly plan”). With
the consent of the users of the mobile phone nusnbiie Telemarketing
Company would pass their data, including name, estgrmobile phone number,
service plan, activation date, delivery date oesatontract and address, to the
Telecommunications Company for activation of sexvic
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10.  Prior to the incident, the TelecommunicatioremPany had given the
Telemarketing Company the work procedures and ¢joekeof handling opt-out
requests (“the guidelines”), which required theehedrketing Company to give
the call list generated by random selection (“thall Qist”) to the relevant
department of the Telecommunications Company fpr@aml before proceeding
with direct marketing. The Telecommunications Campwould then scan the
Call List and delete the phone numbers that hadh ladeeady opted out from
direct marketing of its services before returning same to the Telemarketing
Company for its use.

The Marketing Call on the Incident Date

11. The Telemarketing Company confirmed that onitiegdent date it had
called the Number to promote the monthly plan, pralided this Office with
the relevant written records (which contained therer).

12. The Telecommunications Company confirmed thdtad not given the

Telemarketing Company any personal data of itsotosts (including the

Complainant) and the Telemarketing Company ha@&dalie mobile phone users
in Hong Kong by means of random selection. Howetee Telemarketing

Company had failed to pass the Call List used an ititident date to the
Telecommunications Company for approval in accocdawith the guidelines.

As a result, the Complainant received the marketalon the incident date.

13. The Telemarketing Company admitted to this ¢@ffihat it had failed to
follow the aforesaid requirement in sending the |Calist to the
Telecommunications Company for approval. The Tealdeting Company
stated that its staff had mistaken that the Calt bad already been approved by
the Telecommunications Company due to inadequdgenial communication.
The Telemarketing Company stated that except fisrdase, no similar incident
had happened before. However, in an internal eprailided to this Office by
the Telecommunications Company, it was revealetldhaa date subsequent to
the incident date a supervising officer of the @pens Department of the
Telemarketing Company explained to another offibet “We have not passed
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that batch of data containing the Number to theedeinmunications Company’s
colleagues for scanning. As...the number of persoymdved was huge and the
demand for Call List was urgent, in consideringttlidhe list was passed to the
Telecommunications Company’s colleagues for scapitinvould take us at least
two days to get the data back, so we directly inpetdata into the system at that
time”

14. The Telecommunications Company stated thatwhss the first case ever
happened since December 2006 after it cooperatéd the Telemarketing
Company for telemarketing. In this connection, thelecommunications
Company had urged the Telemarketing Company tatlstrcomply with the

guidelines and it would closely monitor the Telekating Company’s

compliance with the guidelines to ensure that mailar incident would happen
again.

Telephone Conversation Recording on the Inciderié Da

15. Regarding the telephone conversation between dfficer of the
Telemarketing Company (“the Officer”) and the Coepant on the incident
date, this Office had listened to the recordingvigted by the Telemarketing
Company. The introduction made by the Officer wagollows:

“Hi, Sir, | am calling from the agent of the Teleomunications
Company to introduce our mobile phone monthly péayou.”

The Call List Generated by Random Selection byl¢temarketing Company

16.  This Office had requested the Telemarketing gamg to supply a copy of
the Call List used on the incident date. Howetlee, Telemarketing Company
replied that it had no longer retained the Callt las the incident had already
happened for some time.

17. To allow this Office to further understand threlemarketing Company’s
general compliance with the guidelines, the Teldwtang Company had
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provided this Office with a copy of email corresgence between its staff
member and the Telecommunications Company on &elfye the incident date.
According to the content of the correspondence, stedf member of the
Telemarketing Company sent the file (i.e. the Qadit) to an officer of the
Telecommunications Company via email, and aftensicey the file, the officer
of the Telecommunications Company returned thevideemail. This Office
has checked the attachment of the email and fdusidthe file was a database of
phone numbers.

Findings of the Privacy Commissioner

18. Under section 34(1)(ii) of the Ordinance, ifdata user has obtained
personal data from any source and uses the datdirmt marketing purposes,
the data subject may request the data user to t@aseuse those data. In such
case, the data user shall cease to so use thasevihbut charge to the data
subject. In this case, it was not disputed that @omplainant had made an
opt-out request to the Telecommunications Company 2001 and had
subsequently received a marketing call from themarketing Company on the
incident date. However, as both the Telecommuioicat Company and the
Telemarketing Company claimed that the Number wassetated by random
selection, which did not involve any “personal datand the call on the incident
date was made by the Telemarketing Company instezd the
Telecommunications Company, | have to considerftlewing issues before
deciding whether the Telecommunications Company taatravened section
34(1)(ii) of the Ordinance:

(1) whether the data used in this case were “paistata”;

(2) whether the data used were the data involveddaropt-out request made
by the Complainant;

(3) whether the marketing call was “direct markgtiactivity under section
34(2) of the Ordinance; and

(4) whether the Telecommunications Company waddiftr the act of the
Telemarketing Company?
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The following are my comments on the above 4 issues
Whether the Data Used in this Case were “Persoratl?

19. The Ordinance aims at protecting the privacindividuals in relation to
personal data; that means if the case does notvevipersonal data”, the
Ordinance is not applicable. Under section 2(1}h& Ordinance, one of the
criteria of “personal data” is that it is practitalior the identity of the individual
to be directly or indirectly ascertained from thetal Generally speaking, the
identity of an individual cannot be directly or irettly ascertained from just a
telephone number. Therefore, if there is no otlaa to identify an individual’s
identity, a telephone number by itself does notstitute “personal data” under
the Ordinance.

20. However, under the particular circumstanceshis case, despite the
Number was generated by random selection by themiaketing Company, it
was practicable for the Telecommunications Compargscertain the identity of
the Complainant as its customer from the Numberemivthat the

Telecommunications Company had already held hisgmed data (including the
Number). In fact, the Telecommunications Compaagficmed that had the
Telemarketing Company passed the Call List to itdpproval, it could have
checked if the phone numbers (including the Numberihe Call List were on
its opt-out list. Under such circumstances, ins@fa the Telecommunications
Company is concerned, the Number was “personat datéer the Ordinance.

Whether the Data used in Telemarketing on the &mtidDate were the Data
Involved in the Opt-out Request Made by the Comatar

21. Under section 34(1)(ii) of the Ordinance, wteemlata user uses a data
subject’s personal data for direct marketing puego# the data subject requests
the data user to cease to so use “those datatlaaeuser shall comply with the
request. In this case, although the Number wasrgéed by random selection
by the Telemarketing Company, the Number was thesopal data that the
Complainant requested the Telecommunications Coynpamcease to so use in
2001. Hence, when the Telemarketing Company maslenarketing call to the
Number on behalf of the Telecommunications Compamyhe incident date, it

Office of the Privacy Commissioner for Personal &atHong Kong
8



was contrary to the opt-out request made by the pglaimant because “those
data” which had been opted out from direct markgtiere so used despite the
request.

Whether the Marketing Call on the Incident Date w&srect Marketing”
Activity under Section 34(2) of the Ordinance?

22.  To constitute “direct marketing” under the Matice, the marketing calls
should be made to “specific persons”. | note thieect marketing call under

section 34(2)(ii) is different from direct markegimail under section 34(2)(i) in

that direct marketing mail should be addressed #pexific person by name.

That is to say, provided that the marketing calmade by the data user to a
specific person, the call would constitute a diretarketing call under the

Ordinance even though it is not specifically maala hamed person.

23. The Ordinance did not define the word “spetificAccording to Black’s
Law Dictionary (&' Edition), “specific’ means precisely formulated or
restricted; definite; explicit; of an exact or pamtlar natur€. According to the
Shorter Oxford English Dictionary {5Edition), “specific” refers to Having a
special determining quality

24. In this case, both the Telecommunications Caoypand the
Telemarketing Company confirmed that the marketialdgs made on the incident
date were to promote the monthly plan to selectadbile phone users in Hong
Kong”. In this connection, even though the Teleteting Company did not
know the names of the selected users, accorditigetoneaning of “specific” in
paragraph 23 above, the marketing calls on thel@mtidate were made to the
specific persons under the category of “mobile ghosers in Hong Kong”, and
the Complainant was a mobile phone user. Thereftire Telemarketing
Company’s act of calling the Complainant to promibte monthly plan was an
act of “direct marketing” under section 34(2) o tBrdinance.

Whether the Telecommunications Company was Liablié Act of the
Telemarketing Company?

25. Lastly, | have to decide whether the Telecompations Company had to
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be liable for the act of the Telemarketing Companylf so, the
Telecommunications Company in this case would hewetravened section
34(1)(ii) of the Ordinance.

26.  Section 65(2) of the Ordinance provides that act done or practice
engaged in by a person as agent for another peviébrthe authority (whether
express or implied, and whether precedent or sulesg)) of that other person
shall be treated as done or engaged in by that pt#reon as well as by him.

27. According to the Referral Agreement signed betw the
Telecommunications Company and the Telemarketingmgamy, the
Telemarketing Company would provide customer referservices to the
Telecommunications Company so as to promote itstimhpplan. In this case,
the staff member of the Telemarketing Company dtate the telephone
conversation with the Complainant thdtdm calling from the agent of [the
Telecommunications Company] to introduce our mophene monthly plan to
you'. Apparently, the Telemarketing Company was art@s the agent of the
Telecommunications Company to promote the servicd the
Telecommunications Company in performance of itseagent with the
Telecommunications Company. Hence, | am of thevieat there existed a
relationship of principal and agent between theed@nmunications Company
and the Telemarketing Company. The Telemarketiogn@any in this case was
the agent while the Telecommunications Companythagprincipal.

28. Nevertheless, both the Telecommunications Compaand the
Telemarketing Company represented that the Telestiagk Company had
breached the Telecommunications Company’s guidelmefailing to pass the
Call List to the Telecommunications Company for rstag, leading to the
complaint.  Therefore, the act of the Telemarketi@@mpany was not
authorized by the Telecommunications Company. @&swvhether the act of
making direct marketing call to the Complainanttbe incident date was done
with the authorization of the Telecommunicationsnm@any, | had made
reference to the judgment of the Court of AppeahefHigh Court inMong Wai
Hing & others v Hui Wei Le€CACV136/2000). In that case, the defendant
engaged a debt collection agent to collect debtnfrihe plaintiffs. The
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engagement agreement stated that the debt cotleagient agreed “to collect the
debt wholly by lawful means$”(“the Undertaking”). In the course of debt
recovery by the staff of the debt collection agemtbehalf of the defendant, foul
language and threatening means were used on théffda

29. In considering whether the defendant was liabléhe plaintiffs for the
torts committed by the debt collection agent, tloai€ of Appeal held that as the
defendant had not specified the methods that shioelémployed by the debt
collection agent, it could only be inferred thag ttebt collection agent would use
such tactics as persuasion, embarrassment and fesassment. The debt
collection agent was representing the defendantnwtiee plaintiffs were
approached. Thewere doing that which the defendant had asked tioetdo,
namely, to use colloquial terms, make such a ngsaf themselves that [the
plaintiffs] would pay [the debt collection agentyho would receive the money
on behalf of the defendant. In a general sensewas the task that they were
engaged to do® Furthermore, the Undertaking only limited the modf
carrying out the debt collection, and they did restrict the sphere or the class of
acts of the debt collection agent. The Court of Appéald that the
Undertaking was insufficient to take the debt adlten agent’s conduct outside
the scope of that which the debt collection agewt been engaged to do. The
presence of the prohibition did not have the eftdéaklieving the principal from
liability if what was done was the very act tha¢ thgent had been engaged to
do? Therefore, the Court decided that the debt ctitlecagent committed the
torts with the defendant’'s authorization, and tlefeddant was liable to the
plaintiffs for the torts committed by the debt eafiion agent.

30. Having considered the above judgment by thatGdAppeal, | am of the
view that the Telemarketing Company’s act of cagllithe Complainant to
promote the monthly plan was within the spherenerdliass of acts authorized by
the Telecommunications Company. Though clause 3(g)the Referral
Agreement stipulated that[the Telemarketing Company] shall...comply

! Paragraph 13 of the judgment
2 paragraph 76 of the judgment
% paragraph 78 of the judgment
* Paragraph 125 of the judgment
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with...the Personal Data (Privacy) Ordinance...and alata protection policies,
guidelines and procedures as issued and adoptefthiey Telecommunications
Company] from time to tiniethe Referral Agreement did not stipulate what th
“data protection policies, guidelines and procedumgere and the details as to
how to comply with the same. Moreover, the attaehimof the Referral
Agreement listed the customer referral procedubes,it had not required the
Telemarketing Company to check the TelecommuninatiGompany’s opt-out
list before using the phone numbers for direct ratnky. Although the
Telecommunications Company had provided the Telketizng Company with
the guidelines, but in fact the guidelines wereugss before the Referral
Agreement was signed, and the Telemarketing Compaalynot followed the
procedures. The internal email correspondence dmtwthe staff of the
Telemarketing Company even revealed that they \wer@re of the violation of
the procedures but they did not pass the Call tasthe Telecommunications
Company for scanning due to time constraint. TOigice had asked the
Telecommunications Company twice what action andaltg would be taken
against the Telemarketing Company. The Telecomaations Company said
that it was very concerned about the incident aratl hreminded the
Telemarketing Company of its procedures and gwdslion handling opt-out
requests, and demanded strict compliance. Thedeunications Company
would also closely monitor the Telemarketing Compamrompliance with the
guidelines to ensure that no similar incident wohltbpen again. Later, this
Office enquired about the penalty again. The Taf@nunications Company
replied that its management would take appropaaten or impose penalty on
the Telemarketing Company according to the lossesried by the breach of the
agreement by the Telemarketing Company, but it hatl mentioned what
specific action it would take. It was found thdtet Telecommunications
Company only requested the Telemarketing Comparfpltow the guidelines,
but when it was in breach, the Telecommunicatioasm@any did not take active
measures to ensure that the Telemarketing Compamydwstrictly follow the
guidelines. In this case, the Telecommunicatioosy@any through the Referral
Agreement only requested the Telemarketing Compavrigllow the guidelines.
Apparently, this was insufficient to make the Tedgketing Company take
serious measures to ensure compliance by its staff.
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31. In view of the above and with reference todbevementioned judgment
of the Court of Appeal, | take the view that tharie in the Referral Agreement
alone were not sufficient to take the act of théeifarketing Company outside
the sphere of acts authorized by the TelecommuaratCompany. The
Telemarketing Company’s act of calling the Commainat the Number on the
incident date to promote the monthly plan was tkeyvact that it had been
authorized by the Telecommunications Company to dide presence of the
prohibition did not relieve the Telecommunicaticdempany from liability for
the acts of the Telemarketing Company. In thisneation, | opine that under
section 65(2) of the Ordinance, the act of the Mmalketing Company should be
treated for the purposes of the Ordinance as dgnehdd Telecommunications
Company.

Conclusion

32. Having considered the information obtained #relcircumstances of the
case, | am of the view that as the Complainantrhade his opt-out request to
the Telecommunications Company early in 2001, buwt {Telemarketing
Company authorized by the Telecommunications Comparade a direct
marketing call to him on the incident date, thee€eimmunications Company
had contravened section 34(1)(ii) of the Ordinadge to the relevant act of the
Telemarketing Company.

Enforcement Notice

33. Pursuant to section 50 of the Ordinance, | magwe an enforcement
notice on the Telecommunications Company if | amtie opinion that the
Telecommunication Company has contravened the nm&agent of section
34(1)(ii) in circumstances that make it likely thlaé contravention will continue
or be repeated.

34. As the Telecommunications Company may contitmeengage other
companies (including the Telemarketing Companypitomote its products or
services by making direct marketing calls and tiveas no information showing
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that the Telecommunications Company would adoptqaate measures to
prevent those companies from making direct margetalls to the customers
who had made opt-out requests to the Telecommumnsa€Company, | am of the
opinion that the Telecommunications Company’s @@ntion of the

requirement of section 34(1)(ii) will likely contie or be repeated.

35.  Accordingly, pursuant to section 50 of the @aglice and in consequence
of this investigation, | served an enforcementg®tin the Telecommunications
Company directing it to clearly specify in the awribation agreements signed
between the Telecommunications Company and the api@® engaged to
conduct direct marketing that the companies araired to pass the call list to
the Telecommunications Company for deletion of thigone numbers of
customers who have made opt-out requests befang usn direct marketing, to
specify the penalty for violation of the requiremheand to conduct regular check
on the direct marketing records of the companies.

Compliance with the Enforcement Notice by the Telecommunications
Company

36. Upon receipt of the enforcement notice, the ed@hnmunications
Company confirmed to me in writing that it had cdieqgb with the directions in
the enforcement notice by specifying in the auttairon agreements signed with
the companies engaged to conduct direct marketiag the companies are
required to pass the call list to the Telecommurooca Company for approval
before using it in direct marketing, and devisirdevant work procedures to
ensure that the companies engaged comply withelegant requirement.

Recommendations and Other Comments

37. | understand that direct marketing activitiess hits economic value.
They can enhance business opportunities and afferopenings. However,
such activities may not be acceptable to every and,it may intrude personal
data privacy. To balance the interests of differparties, the Ordinance
regulates direct marketing activities in the spthat while direct marketing
activities are carried out effectively in the buwsia society of Hong Kong,
personal data should receive a certain degreeotégiron at the same time. By
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this investigation report, commercial organizatioase reminded of the
importance of complying with the opt-out requesigulfill the requirements of
the Ordinance. Under the Ordinance, a data userdeles not comply with an
opt-out request commits a criminal offence andhaislé on conviction to a fine at
level 3 (the maximum is $10,000). When | receivechs complaints,

consideration will be given to refer the case te fRolice for prosecution
depending on the circumstances of the case.

38. Moreover, to enhance the cost effectivenestirett marketing activities,
it is common that commercial organizations engaggents (e.g. the
Telemarketing Company in this case) to conductniak&eting. In this
connection, | would like to urge commercial organians to take all practicable
steps to prevent their agents from making direatketang approaches to those
customers who have made opt-out requests to avordravention of the
requirements of the Ordinance. @ Commercial orgdioza should select
reputable marketing companies that can effectivebnitor the performance of
frontline staff to ensure that their direct markgtiactivities comply with the
requirements of the Ordinance.
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