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BHEEAERALRBREREAE
Office of the Privacy Commissioner
for Personal Data, Hong Kong



Transfer of Personal Data of Customers by Beauty Gdre
without Customers’ Consent

This report in respect of an investigation carreed by me pursuant to section
38(a) of the Personal Data (Privacy) Ordinance, @86 (“the Ordinance”)
against a beauty centre is published in the exeafishe power conferred on me
by Part VII of the Ordinance. Section 48(2) of elinance provides théatihe
Commissioner may, after completing an investigasiod if he is of the opinion
that it is in the public interest to do so, publeineport —

(a) setting out -
(1) the result of the investigation;

(i) any recommendations arising from the invediga that the
Commissioner thinks fit to make relating to the mpodion of
compliance with the provisions of this Ordinanae,particular the
data protection principles, by the class of datargsto which the
relevant data user belongs; and

(i)  such other comments arising from the invedtiign as he thinks fit to
make; and

(b) in such manner as he thinks fit.”

Roderick B. WOO
Privacy Commissioner for Personal Data

(Note: This is an English translation of the Repawtnpiled in Chinese. In the
event of any conflict between this English trangstatand the Chinese version,
the Chinese version should prevail.)
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The Complaint

1. On 27 October 2007, the Complainant joined aettyear membership of
a beauty centre, which is located at address Reduty Centre A’), and
purchased beauty services at HK$20,000. Beautyr€énwas operated by a
limited company registered locallyGompany A’). Company A was the target
of investigation in this case.

2. Staff of Beauty Centre A later verbally informdte Complainant that
renovation would be carried out at Beauty CentreoA 6 January 2008.
Meanwhile, the Complainant received a telephoné foain a staff of another
beauty centre Beauty Centre B’), informing him that Beauty Centre A had
been closed, but he could continue to enjoy thevesit services at Beauty
Centre B.

3. On 19 January 2008, the Complainant receivedV& $rom Beauty
Centre A, informing him that Beauty Centre A hacmenoved to address B.
However, when the Complainant went to address Bopbed that it was Beauty
Centre B, not Beauty Centre A, operating. StafBebuty Centre B claimed
that Beauty Centre A had been closed and its eqnpimad been sold to Beauty
Centre B. Staff of Beauty Centre B also showedQGbenplainant the original
copies of the service agreement which he had ehteith Beauty Centre A, his
sign-in record at Beauty Centre A and his membprsigpplication form,
containing his name, address, telephone number, etc

4. The Complainant complained that Beauty Centrbad transferred his
personal data to Beauty Centre B without his consen

Relevant Provisions of the Ordinance

5. Data Protection Principle IPP’) 3 of Schedule 1 to the Ordinance is
directly relevant to this case. This principle\pdes:

“ Personal data shall not, without the prescribed samt of the dalt
subject, be used for any purpose other than
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(@) the purpse for which the data were to be used at the tif
the collection of the data; or

(b) a purpose directly related to the purpose referred in
paragraph (a).”

6. According to the interpretation in section 2¢txhe Ordinance, the word
“use” includes disclose or transfer the data.

Information Collected during the Investigation

7. In the course of investigation of this cases tDifice received a written
reply from Company A. In addition, this Office hasnducted searches on
Company A and Beauty Centre B at the Companiessitggand the Business
Registration Office, and statements were taken f@wmpany As director and
Beauty Centre B’s person-in-charge. Informatiolected by this Office in the
course of investigation is summarized below.

Information Provided by Company A

8. According to a director of Company A (thbirector”), Company A had
operated Beauty Centre A at address A since Ocb@8 and the business was
health spa.

9. The Director said that at the time when Beaugnt€e A collected the

Complainant's personal data, no Personal Informat@ollection Statement

(“PICS”) was provided to the Complainant. Neveltss, staff of Beauty

Centre A would tell all customers who joined mensbgr that registration of

customers’ personal data was necessary since BEautye A was a private club.
The data collected would be for internal use omigt would not be used for other
purpose.

10. Beauty Centre A suspended business from Jariaaay 2008 due to
internal renovation. Since December 2007, Beaugnt@ A has kept on
informing customers who visited the centre thaytbeuld continue to enjoy the
purchased services at the four branches of Beaeyr€ B during the renovation
period. Moreover, Beauty Centre A informed othestomers who did not visit
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the centre of the arrangement by phone and SMSe t@laphone line of Beauty
Centre A was also diverted to the office of CompArtg enable customers, who
could not be reached, could call to enquire.

11. Company A claimed to be in “partnership” witedity Centre B which
agreed to take over Beauty Centre A's customerspaodide equivalent service
unconditionally. Company A denied that any monetaransaction was
involved, but the Director admitted that he haddstio beauty machines to
Beauty Centre B at low prices in his personal ciypacThe Director said that
the deal was settled by cash and no receipt was kep

12.  On 5 January 2008, Company A temporarily stateBeauty Centre B all

the files of customers who had pre-paid the serfiimduding the Complainant)

(the “Files™) so that staff could verify the identity of custers who requested
for services. The Director said that includedha Files were original copies of
customers’ registration forms, treatment cardsessahvoices and leaflets of
purchased plan, as well as information on produspecifically used by

individual customers. The relevant files recordagstomers’ Chinese and
English names, partial identity card numbers, dafelsirth, occupations, email
addresses, contact numbers, correspondence adgrbssdth status, details of
services and purchase price.

13. The Director admitted that when Company A hdndeer the Files
(including the Complainant’s) to Beauty Centre Bhad not sought the prior
consent of the customers, but it had tried to ariteem so as to inform them of
the arrangement. The Director considered that ghgose of transferring
customers’ personal data to Beauty Centre B wadlday customers to continue
to enjoy beauty services at Beauty Centre B whidalBy Centre A was under
renovation. Company A believed that seeking custshprior consent was not
necessary as Beauty Centre B would not disclogemmess’ personal data to any
third party and the data were fdanternal usé only. The Director emphasized
that the Files were only kept at Beauty Centre Bperarily and could be taken
back at any time if necessary.
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14. Beauty Centre A was re-opened in June 200®pearhted till March 2009,

during which only few customers visited the cerdaral requested for services.
Company A claimed that Beauty Centre A had nevenb®osed and was only
suspended temporarily. Company A also statedthietbusiness registration
certificate of Beauty Centre A was still valid, butould not confirm when the

operation would be resumed.

Information Provided by Beauty Centre B

15. According to the person-in-charge of Beauty t&eB, the operating
company of Beauty Centre B entered into an agreemigh Company A on 8
January 2008 (theAgreement’) for the assignment of tools of trade, customers
and products of Beauty Centre A at HK$100,000. fEmns and conditions of
the Agreement were as follows:

‘[Company A] agrees to transfer the ownership of @le tools of trade,
customers and products of Beauty Centre A locatextidress A to [Beauty
Centre B] under the following terms and conditions:

(1) The assignment fee_is one hundred thoustory Kong dollars.

(2) [Beauty Centre B] will pay one hundred thousdthoing Kong dollars
on 8 January 2008 for the assignment.

(3) Upon receipt of the fee, [Beauty Centre A] spalss all customer files
and tools of trade to [Beauty Centre B] immediately

(4) Regarding the customers transferred, [Beautynt@e B] agrees to
complete all their remaining unexpired treatmenith\yCompany A|],
but no cash will be refunded.

(5) [Beauty Centre B] shall not be liable for anglds of [Company A]
incurred before 8 January 2008 shall have nothmga with.

(6) [Company A] shall assist [Beauty Centre B] imanging the existing
customers to continue their treatments at Beauti€eB.

(7) [Company A] is required to divert its custonieatline to the telephone
number specified by [Beauty Centre B] for a peradd3 months from
the date of the Agreement. The telephone feerandfer fee will be
paid by [Beauty Centre B].
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(8) [Company A] shall keep customers’ telephone lens confidential and
disclosure is not allowed.”

16. Company chops of the operating company of Be&gntre B and
Company A were stamped on the Agreement. Beautwr€d showed this
Office copy of the cheque of one hundred thousaaolfard issued for the
abovementioned transaction and the payee was tkeetDi.

17. According to the Agreement, Company A passed Rhes to Beauty
Centre B on 8 January 2008. According to Beautnt@eB, if a customer
purchases its treatments, the customer would bedbmeustomer of Beauty
Centre B. The customer’s data would then be inpid Beauty Centre B’s
database and the original Files of Beauty Centrewéuld be destroyed
immediately. If a customer does not use Beautytt@eB’s services after the
completion of treatments of Beauty Centre A, thstamer’s data would be
destroyed. Beauty Centre B had also taken théatini to contact Beauty
Centre As customers. There would not be any ¥oligp on those customers
who could not be contacted or failed to visit thentce. Beauty Centre B
confirmed that it did not keep any customer dataBefuty Centre A at the
moment (except those who became Beauty Centre B&omers). For
customers who could not be contacted, Beauty CeBiteaid that their Files
might have been lost or destroyed during officeaeah in April 2008. As the
Complainant had not been a customer of Beauty EdhtBeauty Centre B did
not keep his personal data at the moment.

18.  According to the person-in-charge of Beautyt@eB, upon receipt of the
Files, Beauty Centre B was under the belief tham@any A had sought its
customers’ consent before the Files were trangferr€ompany A had never
mentioned that Beauty Centre B were required tormethe Files. Both parties
had never reached any other agreement with regatigettransfer of the Files,
and Company A had never requested to retrieveitbe &t all.
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Findings of the Privacy Commissioner

Inconsistency of Statements of the Director and uBeaCentre B's
Person-in-charge

19. From the Agreement and the fact that staff etlBy Centre B had
showed to the Complainant his contract data eté&dalress B, it could not be
disputed that Company A had transferred the datth@fComplainant and its
other customers to Beauty Centre B. The issueispute is the purpose of
transferring the data. In this regard, | noticédttthere is inconsistency
between Company A and Beauty Centre B with regarthé transfer of the
Complainant’s personal data to Beauty Centre B.nsi@ering the following
points, | tended to believe in Beauty Centre B'ssian. Firstly, the Director
contended that Beauty Centre B had provided sesviceBeauty Centre As
customers unconditionally and for mutual assistamegose, the arrangement
was not a business deal and that it did not inv@hvancial transaction nor was
there any agreement entered into. However, theé&gent provided by Beauty
Centre B to this Office clearly states that BeaGgntre B is required to pay
HK$100,000 to Company A asassignment féefor “all the tools of trade,
customers and product®f Beauty Centre A. The Agreement also required
Company A to pass all customer files and toolgadé to Beauty Centre B upon
receipt of the amount of HK$100,000. After takinger Beauty Centre As
customers, Beauty Centre B needéd ¢omplete all the remaining unexpired
treatments of [Company A] Therefore, the amount of HK$100,000 is not the
fee of selling two beauty machines at low pricethy Director in his personal
capacity but the purchase price paid by Beauty rédbtfor the Beauty Centre
As tools of trade and customer files from Company

20. In addition, | do not accept the Director’s wortion that Company A

could retrieve the Files from Beauty Centre B &y &8me. According to the

Agreement, there was no agreed terms between Cgmpand Beauty Centre B

on the return of customers’ data. In fact, thedsoadopted in the Agreement
are ‘transfer of ownershipand “assignmerif and there is no meaning of
“temporary retention” as represented by Company Moreover, Company A,

in reality, could not retrieve the Files becausestomers’ data had been
incorporated into Beauty Centre B’s database aralg=d or lost.
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The Crux of the Case

21. The crux of the case is whether the originalppse of collecting the
Complainant’s personal data by Company A is coestsiith or directly related
to the subsequent purpose of transferring the taieauty Centre B. In this
regard, | have to first consider the relationshgiween Company A and the
Complainant, the circumstances when Company A aliyti collected the
Complainant’s personal data, and the content oGS (if it was provided) so
as to determine the original purpose of collectihg Complainant’s personal
data by Company A. Then, | have to consider th&texd of the Agreement,
status of the transfer of the relevant data, theseguent use of the data by
Beauty Centre B etc.,, so as to ascertain the parpds transferring the
Complainant’'s personal data to Beauty Centre B bpngany A. If the above
two purposes are inconsistent, | have to determihether they are directly
related. In this connection, the Complainant'soeable expectation on the use
of his personal data by Company A is an importactdr which | should take
into account.

Original Purpose of Collecting the Complainant'srBenal Data by Company A

22. Company A has not devised any PICS to clearlgrim its customers
(including the Complainant) the purpose of collegtitheir personal data.
Beauty Centre A only informed its customers vegbalhat registration of
customers’ personal data was necessary since iawasate club, but no further
explanation was given.

23. In the beginning, the Complainant providedgessonal data to Company
A for the purchase of membership and beauty sesvafeBeauty Centre A
located at address A. In this connection, Compaiayd the Complainant was
in service provider-and-customer relationship. & hihe collection and use of
the Complainant’s personal data should only beicéstl to this relationship.

24. Apparently, being a service provider, Company cAllected the

Complainant’s personal data for the purposes ofighag services and handling
matters related to his membership. Except for, timere was no information
showing that Company A originally collected the Gamnant’s personal data for
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other purposes.

Purpose of Transferring the Complainant’s Persdbata to Beauty Centre B by
Company A

25. Company A claimed that its transfer of cust@hgersonal data to Beauty
Centre B was to allow its customers to continuestjoy beauty services at
Beauty Centre B during the renovation of Beauty ttgerA. Company A
considered that Beauty Centre B would not disctass#omers’ personal data to
any third party throughout the period irjcémpleting] all the remaining
unexpired treatments of [Company”Adnd the data were temporarily kept by
Beauty Centre B for ifiternal usé, therefore it was not necessary to seek
customers’ consent. However, | do not agree withm@any A. From
paragraphs 19 and 20 above, the real purpose mdgféraing customer files to
Beauty Centre B by Company A was for conductingisiriess deal in which the
tools of trade and customer files of Beauty Cetrevere assigned to Beauty
Centre B at a purchase price of HK$100,000 purstanthe terms of the
Agreement. | believed that the purpose of assgustomer files of Beauty
Centre A to Beauty Centre B was to solicit cust@mier Beauty Centre B in
purchasing its beauty treatments. Such purpoappsarently inconsistent with
the purpose of collecting the Complainant’'s pertdata by Company A.

The Complainant’s Reasonable Expectation on thedfisdis Personal Data by
Company A

26. In purchasing services from Company A, a cust@Bnreasonable
expectation is that his personal data would onlyubed by Company A for
provision of its services. Generally, the customeuld not expect that his
personal data would be passed to a third party hdm no relationship with
Company A (unless Company A has informed the custarhthe arrangement at
the time when it collects the customer’s persoagh)d The Director contended
that Beauty Centre A was only temporarily closed #re business registration
certificate was still valid. It is clear that Coamqy A had transferred the
Complainant’s personal data to Beauty Centre Bnaking profits through

assignment and for affording Beauty Centre B anodppity to solicit the

Complainant to be its customer. Such act has eetke¢he Complainant’s
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reasonable expectation on the use of his persatally Company A. | opined
that the purpose of transferring the Complaingmtissonal data to Beauty Centre
B by Company A is not directly related to the puspof collection.

Conclusion
27. In view of the above, in transferring the Coanpant’s personal data to
Beauty Centre B without the Complainant’s cons€@umpany A has acted in

contravention of DPP3.

Enforcement Notice

28. Pursuant to section 50 of the Ordinance, | maywe an enforcement
notice on Company A if | am of the opinion that Gmany A has contravened the
requirement of DPP3 in circumstances that makietyl that the contravention

will continue or be repeated.

29. Given that Beauty Centre A was only temporacilysed as claimed by
Company A and given further that there was no mfmron showing that
Company A would stop transferring customers’ peasafata to a third party
under similar circumstances of the case, | am efdpinion that Company A's
contravention of the requirements of DPP3 will lkeontinue or be repeated.

30. Accordingly, pursuant to section 50 of the @aglice and in consequence
of this investigation, | served an enforcementecetin Company A directing it to
stop transferring customers’ personal data to adtlparty under similar
circumstances, unless prescribed consent has li¢@imed from customers, and
to devise relevant company policy in accordancé e above direction.

Compliance with the Enforcement Notice by Company A

31. Upon receipt of the enforcement notice, Compargponfirmed to me in

writing that it would comply with my directions tease transferring customers’
personal data to any third party under similar winstances, and to devise
company policy to ensure that when customers’ petisdata are collected in
future, customers will be explicitly informed ofefpurpose for which the data
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are to be used and the persons to whom the datdenaginsferred.

Updated Record from Business Reqistration Office

32. Inthe course of preparing this investigatiepart, this Office conducted a
search on Company A at Business Registration OHga&in. According to the
information which was provided by Company A on 9rin@010, the business
operated at address A by Company A was closed é¢reBBiary 2009.

Recommendations and Other Comments

33. 1l understand that when beauty services oparati@ unable to continue
their business (th&perators”), they may consider transferring customers’ data
to a third party to continue the provision of tlaar® or similar services to their
customers so as to minimize the risk of litigationHowever, | wish to
emphasize that if the Operators have not informestommers at the time of
collecting their personal data that their data rbaytransferred to a specified
class of person, then the Operators should enkatetescribed consent of their
customers has been obtained before transferringubtomers’ data; otherwise
they will contravene the requirements of DPP3. this connection, the
Operators should liaise with their customers theragement beforehand. If
customers agree to the transfer, the Operatorsicdhask their customers to
expressly indicate their will in writing before thwansfer is carried out to avoid
future disputes. If customers do not agree totridwesfer, the Operators should
propose other options and reach an agreement ahetitauction or return of the
data with its customers. For those customers wdirn@t be contacted, the
Operators should continue to contact them, and mieidsy take steps to ensure
their data are kept properly for future handlindt is not an excuse to transfer
customers’ personal data to a third party by simgdying that the customers
cannot be reached, such act is irresponsible awdashounts to a contravention
of DPP3. The Operators should note that underose66 of the Ordinance, a
data subject who suffers damage (including injuwryfaelings) by reason of a
contravention by a data user shall be entitledl&mc compensation by civil
action from that data user for that damage.
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34. Even if the Operators have clearly informedrtbestomers at the time of
collecting their personal data that their data rbaytransferred to a specified
class of person for continual provision of servigader certain circumstances, as
a matter of good practice, the Operators shoularmftheir customers before the
transfer to avoid unnecessary misunderstandingamgplaints.
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