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The Background

Google Inc. (“Google”) announced on 14 May 201@ttht had
mistakenly collected the unencrypted Wi-Fi paylbddta while it should
only have captured the Service Set Identifiers [8§land the Media Access
Control (MAC’) addresses of Wi-Fi routers for the purpose ofdtsation-
based services during the exercise of taking pstloy the Google Street
View cars being driven around in Hong Kong durirge tperiod from
December 2008 to October 2009. Google submittatittie equipment that
had collected the payload data changed channastifves a second so the
collected data would have been snippets of infaonat

2. As the Wi-Fi payload data might contain personadahdz individuals
collected without their knowledge, the matter raigersonal data privacy
concerns on compliance with the requirements of @ndinance. Similar
happenings had been reported in other parts ofvthréd in which Google
Street View cars operated and the matter had redenternational attention.

Immediate Actions Taken by PCPD

3. In exercise of his regulatory functions to supesvisnd monitor
compliance with the requirements of the Ordinatice, Commissioner made
a public announcement on 17 May 2010 to begin aptiance check against
Google. Google’s representative in Hong Kong wasted to attend before
the Commissioner on 18 May 2010. During the meetipogle’s
representative expressed deep regret to the Commessabout the collection
of personal data through the Wi-Fi network

4. At the suggestion of the Commissioner that immedisgmedial
actions should be taken by Google, Google signeldgawe an Undertakinig
to the Commissioner on 7 June 2010 to the effextt:th

(&) Google had ceased operating its Street View caromg Kong;

(b) when Street View cars commence driving in Hong Kaggin
they would not collect Wi-Fi data;

(c) it would provide the Office of the Privacy Commuser for
Personal Data (“PCPD”) access to the Wi-Fi paylazda
collected in Hong Kong (“the Data”) and such assist that

! The actual contents of Wi-Fi communications

2 Names of Wi-Fi networks

% The unique number given to a device like a Wickiter

* See media statement: http://www.pcpd.org.hk/ehfitifocentre/press_20100518.html
®> See media statement: http://www.pcpd.org.hk/ehfilifocentre/press_20100608.html



might be required to facilitate PCPD’s understagdof the
collection and interpretation of the Data;

(d) it would securely store the Data and not to tampgh or
subject the Data to any unauthorised uses or agdast may
contravene the laws of Hong Kong;

(e) it would completely delete the Data and provide PG¥th an
independent third party’s verification of such diele;

(f) it would provide PCPD a copy of an analysis byradependent
technical service firm which reviewed the sourcdecovolved
in the payload data collection; and

(g) future Street View car operations carried out inngidkong
would comply with the requirements of the Ordinance

The Examination of Collected Payload Data

5. Since the Data could not be read and interpretedowi a decoder
developed by Google, Google was asked to providen#tessary technical
assistance to enable examination and understandlithg Data by officers of
PCPD. Google subsequently provided facilities tGPP’s officers to
examine the Data on 23 and 24 June 2010 at its Hong Office. As it was
reasonable to suspect that the majority of the agesscaptured were in the
Chinese language, Google was asked by PCPD toapeseChinese decoder.
With the development of the Chinese decoder a tkixdmination was
conducted by PCPD officers on 9 July 2010.

6. During the examination, Google showed PCPD the Dakach
comprised 364 files in 44 folders with a total sfe858MB (megabytes). As
it was impractical to browse through all the cotdemanually, keyword-
based searches were first conducted on the files then all matches
examined manually to determine the type of messegjéescted.

7. Using the above approach, the results of the exatioim showed that
only a minimal amount of personal data, often fragtad pieces instead of a
whole and complete content of the data were cagptufes was suspected, the
majority of the messages captured were in the Gkinkanguage and
consequently more data were found in the third exanon with the
assistance of the Chinese decoder which was desalémr this purpose.
Even then, my officers found that the amount ospeal data such as email
messages remained low. The type of messages seemaaly :

(@) Small number of fragmented email messages contaimames,
business addresses, phone numbers and recipientl ema
addresses;

(b) Instant messages such as MSNs;



(c) Social networking messages such as the ‘Wall' nggssan
Facebook;

(d) Fragments of discussion forum postings;

(e) Fragments of web pages; and

() Fragments of downloading/sharing messages suchhas t
headers of Foxy, BitTorrent (BT) downloads.

8. No sensitive personal data, such as passwordsnterds of the whole
of email messages, etc. were detected.

Further Evidence Obtained from Google

9. On 29 July 2010, Google provided an Affidavit (“tA#idavit”) to the
Commissioner confirming that :

(@) the Undertaking given by Google on 7 June 2010 needa
effective, except to the extent its terms had dyebeen
satisfied;

(b) its senior management team had no actual knowldugjethe
Data were being collected in Hong Kong and stored;

(c) the equipment which collected the Data changed Wi-F
channels five times a second thus only collectadrfrents of
information;

(d) the Data had never been used by Google and hadbawst
transferred before outside of Google; and

(e) Google has not accessed or converted the Dataptepoesuant
to the formal written requests by PCPD.

10. There exists no evidence upon which the Commissioaa rely to
contradict the statements made in the Affidavit.

Matters Taken into Consideration

11. The Commissioner has considered all the circumstantthe case, in
particular :

(@) The amount and extent of personal data capturednwdid not
reveal any significant amount of personal data; asgd
proportion (over 90%) of the Data were examined &mel
amount of personal data collected was negligibld aon-
sensitive;

(b) The fact that Google had to develop and experimetit the
Chinese decoder, as observed during its developstage,



suggests that Google had not itself studied theecds of the
Data before;

(c) The immediate remedial measures taken by Googietasut in
the Undertaking, especially its commitment notatect Wi-Fi
Data in its future Street View car operations;

(d) The Affidavit deposing to the lack of intention ¢ollect the
Data and the Commissioner did not have any reason t
disbelieve this; and

(e) Google’s Undertaking that its future operationstioé Street
View cars shall comply with the requirements of @reinance.

The Conclusion

12.  While the Commissioner does not preclude the pdggithat other
data protection authorities may find that persgnialéntifiable data had been
collected in their jurisdictions, he is reasonakdyisfied that in regard to the
Wi-Fi data captured by Google in its Street View gperation in Hong Kong,
they do not contain any meaningful details that dmectly identify any one
individual.

13. Furthermore, the Commissioner has no reason teelksie Google’s
assertion that Google had no intention to compigsgnal information
through the Street View car operation in Hong Kamgl that it had not
accessed or used any of the Wi-Fi data capturddomy Kong through the
operation.

14. The Commissioner has decided not to carry out mdbinvestigation

of the case since he cannot reasonably expecttionod more satisfactory
result than that already achieved, i.e. the prouerdg of the Undertaking
which sets out the remedial measures that Goodlléake in this incident.

15. The Commissioner has concluded this case on thesbagntioned
above. Since no formal investigation will be cadriout, there is no finding
of a contravention. It is to be stressed that,d&eision in this case is made
without prejudice to the exercise by the Commissionf his regulatory
functions and powers in relation to any other nmadtecomplaint concerning
the future operation of the Street View cars.

Deletion of the Data

16. The Commissioner is conscious of the realitgit teven after a
complex and contracted investigation he would bellleft with the option to
issue an enforcement notice requiring Google tseethe Data and to adopt
the remedial measures contained in the UndertaRihgt being the case, the



Commissioner has asked Google to completely aeadrsibly erase all the
Wi-Fi payload data collected in Hong Kong, and tooyide to the
Commissioner a third-party verification of suchsena.

Roderick B. WOO
Privacy Commissioner for Personal Data



