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Food Company Collecting Participants’ Personal Data
in Lucky Draw Activity

This report in respect of an investigation carreed by me pursuant to section
38(a) of the Personal Data (Privacy) Ordinance, @86 (“the Ordinance”)
against a food company is published in the exeraisthe power conferred on
me by Part VII of the Ordinance. Section 48(2}hed Ordinance provides that
“the Commissioner may, after completing an invegtan and if he is of the
opinion that it is in the public interest to do gwblish a report —

(a) setting out -
(1) the result of the investigation;

(i) any recommendations arising from the invediga that the
Commissioner thinks fit to make relating to the mpodion of
compliance with the provisions of this Ordinanae,particular the

data protection principles, by the class of datargsto which the
relevant data user belongs; and

(i)  such other comments arising from the invedtiign as he thinks fit to
make; and

(b) in such manner as he thinks fit.”

Roderick B. WOO
Privacy Commissioner for Personal Data

(Note: This is an English translation of the Repmmpiled in Chinese.)
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The Complaint

The Complainant purchased a product of a food copdéhe food
company”) and called the hotline of the companydgister for a lucky draw
(“the lucky draw”) in accordance with the instrusts on the package box.
According to the Complainant, during the telephopaversation for the lucky
draw registration, she was requested by the foogpeny to provide information
such as name, address, telephone number, datdalofibcluding the day, month
and year) and full identity card number. As then(ptainant believed that in
general date of birth was not required for lucksvds, she refused to provide this
data. Staff of the food company told her that# sefused to provide her date
of birth, she could not participate in the luckyadr Therefore, the
Complainant lodged a complaint to this Office. T»@mmissioner then carried
out an investigation in respect of the food comppugsuant to section 38(a) of
the Ordinance.

Relevant Provisions of the Ordinance

2. Data Protection Principle (“DPP”)1(1) in Sche=ldl to the Ordinance,
paragraph 2.3 of the Code of Practice on the Ide@ard Number and other
Personal Identifiers (“the Code”) issued by the @Gossioner under section 12 of
the Ordinance, and section 65(2) of the Ordinaneeralevant to this case.
According to section 13(2) of the Ordinance, faluto comply with any

provision of the Code shall be taken as evidenasoofravention of the relevant
requirement of the Ordinance in proceedings beforeagistrate, a court or the
Administrative Appeals Board.

3. DPP1(1) provides that:

“ Personal data shall not be collected unless
(a) the data are collectetbr a lawful purpose directly related to
function or activity of the data user who is to tise data
(b) subject to paragraph (c), the collection of thealst necessary ft
or directly related to that purpose; and
(c) the data are adequate but nekcessive in relation to th
purpose.”
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4. With regard to the collection of identity cardmber, Paragraph 2.3 of the
Code provides that:

“ A data user should not collect the identity carantyer of an individue
except in the following situations:

2.3.3to enable the present or future correct identificatof, or correc
attribution of personal data to, the holder of tldentity card, wher
such correct identification or attribution is or Wbe necessary:

2.3.3.3  to safeguard against damga or loss on the part
the data user which is more than trivial in
circumstances;

5. In addition, section 65(2) of the Ordinance fdes that:

“Any act done or practice engaged in by a persongenafor anothe
person with the authority (vether express or implied, and whet
precedent or subsequent) of that other person dbwltreated for th
purposes of this Ordinance as done or engaged ithat/other perso
as well as by him.”

The Investigation

6. According to the information obtained by this fi&# during the
investigation, the following are the relevant factshis case.

Background Information of the Lucky Draw

7. The food company had carried out the lucky dra@ustomers who
bought specified products during the promotion geeicould call the hotline of
the company to register for the lucky draw. Prireduded credit card free
spending credit of tens of thousand dollars, trag#l voucher of several
thousand dollars, Wii game console and producttheffood company worth
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several dozen dollars.

8. The food company stated that matters with redardhe lucky draw
registration, including answering the registratiootline of the food company,
were outsourced to and managed by a contractag Ctimtractor”). According
to the food company, a set of guidelines (“the glieks”) was provided to the
contractor for handling telephone enquiries abbet lucky draw. In support,
the food company provided a copy of the guideltoethis Office.

9. The food company stated that over 3,000 padid had registered for
the lucky draw. During the registration, participg would be asked if they
were club members of the food company (“the meniperdf not, they would
be invited to join its membership. Over 2,000 lobge participants had joined
the membership. According to the computer file taonng the participants’
data (“the computer file”) provided by the food qmany, the food company had
collected the dates of birth of over 800 people @uthe remaining 900 odd
participants who were non-members. The compukerafso indicated that the
food company had collected full or partial identitgrd numbers of all the
participants.

The Complainant’s Case

10. The food company confirmed that the Complaimaatcall to register for

the lucky draw. During the telephone conversatietween the staffer of the
contractor and the Complainant (“the telephone eosation”), the contractor’s
staffer collected the number of the lucky draw e¢ickeld by the Complainant,
together with the Complainant's name, telephone baermaddress and full
identity card number, and requested the Complaitzaptovide her date of birth,
but the Complainant refused. The staffer told @wnplainant that unless she
provided her date of birth, she could not partitgpa the lucky draw. In this

connection, the food company provided this Officeghwthe recording of the

telephone conversation. As the Complainant reftsguiovide her date of birth,
she did not register for the lucky draw at thatetjiraut lodged a complaint to the
contractor. The contractor then referred the camplto the food company,
which informed the Complainant on the same day thatould follow up her

complaint. According to the food company, whercalled the Complainant
again, it apologized to the Complainant for thadeat and informed her that the
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personal data provided in the telephone conversatere sufficient for the lucky

draw registration.  Therefore, the Complainant edreto complete the

registration without providing her date of birthSubsequently, at the sincere
invitation of the food company, the Complainanngid its membership. Later
on, the food company gave a free gift to the Complat.

Remedial Measures taken by the Food Company

11. The food company stated that it had taken wileowing remedial
measures in response to the complaint:

(1) it had destroyed the personal data of all tlw-membe
participants;

(2) in future lucky draw activities, unique lucky drawmbers wil
be asigned to participants for identification of wineeso as t
avoid collecting their identity card numbers (ohet person:
identifiers); and

(3) only data about age group and birth month (if agyeeill be
collected from members. The purpose of extlihg their birtl

months was to send them birthday gifts.

Result of the Investigation

12. Under DPP1(1), personal data of the particpanhithe lucky draw shall
be collected for a lawful purpose related to a fiomcor activity of the food
company; the collection of the data is necessaryofodirectly related to that
purpose; and the data are not excessive.

13. According to the food company, in order to eadhat it can contact the
winners and verify the identities of the person®wbme to collect the prizes, it
had to collect the personal data of the lucky dpamticipants, including name,
correspondence address and telephone number. ontyguter file revealed that
the food company had also collected full or partigntity card numbers of all
the participants, as well as the dates of birthashe participants.
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14. | agree that to ensure contact with and vetionn of the identity of the
winners, it was necessary for the food company tdect the names,
correspondence addresses and telephone numbetse gbatticipants. Such
collection of data was also directly related to pluepose of the lucky draw and
did not contravene the requirement of DPP1(1).

15.  For this complaint, | have to decide whetherdbllection of identity card
numbers and dates of birth of the participantsiysiog the Complainant) for the
purpose of the lucky draw (not for the membershipgmm) by the food
company was necessary for or directly related éodbllection purpose and not
excessive and thus in compliance with the requirdnoé DPP1(1). In this
connection, | have to consider whether the foodmammy had any actual need to
collect those data in order to achieve the releyampose. Moreover, as the
personal data collected included identity card nemspl also need to consider if
such collection complied with the requirement inggaph 2.3 of the Code.

Collection of Participants’ Identity Card Numbers

16. Inits initial written reply, the food compastated that it had to collect the
names, full identity card numbers, correspondenddresses and telephone
numbers of the participants in the lucky draw teswea contact with and
verification of the identities of the persons wlwrne to collect the prizes. The
purposes of collection of the personal data byftloel company were to use the
personal data for internal record, research, statjducky draw and verification
of winners’ identities.

17. In its subsequent letter, the food companyraai that in general situation,
participants in the lucky draw were only required firovide their names,
telephone numbers, birth months and dates, anfirshdour prefix and digits of

their identity card numbers. The food companyeraied that the participants
were not compulsorily required to provide full idiéyy card numbers and birth
years, and that it would not provide the data teeottompanies for promotion
without prior consent of its customers. Statememée printed on all the
advertisements and packaging related to the luckgwdinforming the

participants that the personal data provided bynteould mainly be used for
providing information relating to its products, @ees, discount offers and
promotions to the participants, and for contactimgm about the news of lucky
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draw, etc.

18. The food company further clarified in its sulpsent letter that for the
registration of participation in the lucky draw, rip@pants were required to
provide their full identity card numbers.

19. Though the food company had made inconsistesponses to the
question of collecting participants’ identity candmbers (whether the whole
number or only first four prefix and digits werequered for the purpose of the
lucky draw), it did not deny that it required cali®n of participants’ full or

partial identity card numbers for the registratioin participation in the lucky

draw.

20. Regarding the collection of identity card numsb@vhether in full or in
part) of the participants, given that identity camgmber is a very important and
sensitive piece of personal data, data users slwauédully consider whether the
data are necessary.

21. In this case, the food company initially expé&d that as it had not
provided the participants with unique lucky drawmbers, collection of full
identity card numbers of the participants (inclgdithe Complainant) was the
only way to verify the identities of the particiganwho claimed to be the
winners. However, according to the guidelines &ne clarification in the
subsequent reply letter of the food company, it wated that there were in fact
two categories of lucky draw tickets: one was thattickets were placed inside
the products all bearing the same lucky draw numleite the other was that the
tickets were attached to the package boxes of guetucts with unique lucky
draw numbers.

22. Generally speaking, if participants are issweth unique lucky draw
numbers, the organizer can identify the winnersthry lucky draw numbers,
together with the registered names, correspondeniciesses and telephone
numbers of the winners, and also by checking thaasaon the identity cards
produced by the winners. In the circumstancess ihot necessary for the
organizer to collect full or partial identity cardimbers of the participants. |
consider that the collection by the food companyutif or partial identity card
numbers of the participants who held unique lucikendnumbers was excessive,
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and hence it has contravened the requirements ubdd?1(1). In the
Complainant's case, as her lucky draw number wasnigue number, the
collection of her identity card number for the posp of the lucky draw by the
food company was in contravention of the requireisiender DPP1(1).

23. However, as for the participants holding theeducky draw number, in
order to identify the winners and in view of thdueaof certain prizes (e.g. credit
card free spending credit of tens of thousand dk)llat was necessary for the
food company to collect the identity card numbdrshose participants so as to
avoid damage or loss on the part of the food cowypahich was more than
trivial in the circumstances, caused by mistakealyarding the prizes to
non-winners. Such collection was in compliancehvaaragraph 2.3.3.3 of the
Code and does not constitute a contravention ofafgirement under DPP1(1).

Collection of Participants’ Dates of Birth

24. In its initial reply to the Complainant’s caske food company pointed
out that as its members would be given birthdaysgit collected the dates of
birth from its customers for this purpose.

25. However, the food company stated in its sub=eigletter that the lucky
draw was restricted to participants aged over 18.participants joined its
membership at the same time, they could enjoy aaik privileges. Therefore,
in order to make sure of participants’ actual age t arrange birthday gifts for
members, the food company needed to collect thaiesdof birth. It also
claimed that participants just needed to providghbmonth and date to
participate in the lucky draw, and did not neegravide birth year.

26. Upon further enquired by this Office, the foodmpany clarified that
participants in the lucky draw did not need to beral8. In case a participant
under 18 won the prize of credit card free spendireglit, the prize could be
transferred to his next of kin who was over 18. isTbondition was clearly
written on the package of the relevant productsher@&fore, it was not necessary
to collect the participants’ dates of birth for tharpose of registration for the
lucky draw. The food company referred to the glim#s and that the
Complainant had registered for the lucky draw withprovision of her date of
birth to support its assertion. The food compaiagesl that the staffer of the
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contractor had violated the guidelines by requgdtin the Complainant’s date of
birth because the guidelines “had clearly specitieat only the participants’
names, addresses, telephone numbers and identitywgenbers were required to
be provided for registration for the lucky draw”Only when participants joined
its membership and chose to get a free gift inrtbeth months that the food
company would collect the dates of birth from thenihe food company
believed that this incident was arising from théanmliarity of individual staff
member of the contractor with the guidelines at mhaterial time (when the
registration for the lucky draw had just started).

27. In respect of the food company’s assertion tiha& guidelines “had
specified that only the name, address, telephonabeu and identity card
number were required to register for the lucky dralvhave examined the
guidelines and extracted the relevant parts agvist!

“ Details of the lucky draw

® ..customers need to pide certain specified personal di
(name, telephone number, address, date of birth aratital
status) to register for the lucky draw.”

“ Q10) What kind of personal data should | provide to ségj for the
lucky draw?

Al10) You need to provide yourame, Hong Kong ldentity Ce

number, telephone number and address for regisin
purpose...”

28. | found that in the guidelines given by thedommpany to the hotline
staff of the contractor, there were different instions in respect of whether to
collect the participants’ dates of birth in the tBiés of the lucky draw” and the
answer to “Q10” mentioned above. Therefore, | dut agree with the
contention of the food company that the guidelinad clearly specified that the
collection of participants’ dates of birth was naquired, as well as its
explanation that the incident was in connectionhwihe unfamiliarity of
individual staff member of the contractor with tp@delines.

29. Moreover, to my surprise, in the latter parttled same reply letter, the
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food company stated that when participants calked hotline, they would be
requested to provide some data (including datertf bnd identity card number),
but date of birth was not “compulsory” data witlyaed to the lucky draw. The
food company gave different responses not onlyfferént reply letters, but also
in the same letter, this made me confused. Urdecircumstances where even
the food company itself could not give a clear actmf the incident, how could
the hotline staff of the contractor know for cemtavhether they should collect
the participant’s date of birth?

30. At our request, the food company provided ub wicopy of the standard
dialogue with the participants given to the corag‘the standard dialogue”).
The food company pointed out that according to grash 3.4 of the standard
dialogue, before the staff of the contractor caéddcthe dates of birth from
non-member participants, they would inform suchtip@ants that 2-year
membership would be granted free of charge, ang eviien participants
accepted the membership invitation that their dafesirth would be collected.
The food company specially highlighted to me timathe standard dialogue, the
staff of the contractor would first tell the parnpiant, “We will grant you...2-year
free membership to let you enjoy exclusive shoppomyileges (“the
statement”).

31. In my opinion, even though the statement w&iediin paragraph 3.4, the
way of inviting participants to be members was \veaguMoreover, according to
the standard dialogue, the staff of the contradidrnot need to wait for the
participants’ express consent to join the membprbkfore collecting their dates
of birth.

32. Furthermore, | notice a question in part 3.2r{Nmembers questionnaire
and registration” of the standard dialogue as fedlo

“CSR: Apart from this purchase, when was your lpstchase (of the
products of the food company)?
1. 1 month ago
2. 3 months ago

3. 6 months ago...... Answers 1-3, please go_to PART3.3

Registration of members’ data for the lucky draw
4. 12 months ago
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5. Over 12 months
6. Never...... Answers 4-6, please gdPART3.4 Reqistratic
of non-members’ data for the lucky draw

According to part 3.2, if a non-member participhatl purchased the products of
the food company within 6 months, the staff woulohtinue the dialogue
according to part 3.3, which was applicable to mersmb Though the statement
was not listed in part 3.3, the participants weikk requested to provide their
dates of birth. In the premises, the standardodiad provided by the food
company was unclear.

33. In view of the different responses made by fhmd company in their
several written replies with regard to whether @swecessary to collect the dates
of birth of the participants in the lucky draw, tbentents of the guidelines, the
vagueness of the standard dialogue, and the fatttile food company had
collected the date of birth of over 800 non-mempbeticipants, | do not agree
with the food company’s contention that the case vaused by the violation of
its guidelines by the staff of the contractor. thrs case, the contractor was the
agent of the food company, and the food company twasrincipal. In this
connection, under section 65(2) of the Ordinance,darticipants’ dates of birth
collected by the contractor in the lucky draw slvaltreated as collected by the
food company.

34. | consider that for contact with and identifioa of the winners, the food
company needed to collect the names, correspondaddeesses, telephone
numbers and where no unique lucky draw number 8ag@ed as | mentioned
in paragraph 23 above, identity card numbers of ghdicipants, but it was
unnecessary to collect the participants’ datesidh.b In the circumstances, |
opine that the collection of the dates of birth rmin-members by the food
company for the purpose of the lucky draw was mti@vention of DPP1(1).

Conclusion

35. In view of the above, | am of the view that ttwlection by the food
company of the full or partial identity card numbesf participants holding
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unique lucky draw numbers (including the Complathamd the dates of birth of
non-members was in contravention of DPP1(1).

Enforcement Notice

36. Pursuant to section 50 of the Ordinance, | mawe an enforcement
notice on the food company if | am of the opinitrattthe food company has
contravened the requirement of DPP1(1) in circuntsa that make it likely that
the contravention will continue or be repeated. wewer, in the course of
investigation, | learnt that the food company hagtrbyed the personal data of
all non-members and undertook to assign unique yludkaw numbers to
participants for identification of winners in fuautucky draw activities so as to
avoid collecting their identity card numbers (ohet personal identifiers).
Moreover, the food company will only collect thetalaf age group and birth
month from its members. As there is no informatghrowing that the food
company'’s contravention will likely continue or tEpeated, | have not served an
enforcement notice on the food company in respkttteoinvestigation.

Recommendations and Other Comments

37. Many business organizations nowadays promeie pnoducts by holding
lucky draws and recruiting members to their loyatthubs. | hope this
investigation report will keep them to better ursand that when they collect
the personal data of the participants in lucky drawhey have to consider
carefully the purpose of collection because thea daillected should not be
excessive in relation to the collection purposeor $éensitive personal data, such
as identity card number, it is essential to consg#giously whether there is any
actual need for their collection, and whether thkection is in compliance with
the Code.

38. Organizations are reminded that when they cbliee personal data of
their customers, they have to take all practicatéps to ensure that they are
clearly informed of the purpose for which the data to be used. Regarding
paragraph 30 above, if the food company intendecbti@ct members’ dates of
birth in order to send them birthday gifts, it slitbprovide the customers with a
“Personal Information Collection Statement” andommh them that it will only
collect their dates of birth after they have agreeldecome members.
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Compensation for Contravention of the Ordinance

39. Lastly, all data users should note that byueirbf section 66 of the
Ordinance, a data subject who suffers damage, dmduinjury to feelings by
reason of a contravention of a requirement undeQhdinance by a data user is
entitled to compensation from that data user.
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