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Part | — Executive Summary

Background

1.1 The Personal Data (Privacy) Ordinance (“the Ondoed) provides for
comprehensive control of the collection, holdinghgessing, security and use of personal
data. Section 12(1) and (3) of the Ordinance engpaWve Privacy Commissioner for
Personal Data (“Privacy Commissioner”) to issue aoge of practice for providing
practical guidance in respect of any requiremehtee Ordinance imposed on data users
and to revise the code of practice from time teetinBefore revising any code of practice,
the Privacy Commissioner is required under sectR(®) of the Ordinance to consult with
such bodies representative of data users to whechdde as so revised will apply and such
other interested persons as he thinks fit.

1.2 The Code of Practice on Consumer Credit Data (Qbde”) was issued by the
Privacy Commissioner to provide practical guidatcelata users in Hong Kong in the
handling of consumer credit data. It allows shtamongst credit providers through the
use of a central credit database operated by & ceéetence agency (“CRA”) of “positive
and negative” credit data of primarily unsecuredstoner credit and “negative” credit
data of residential mortgage loans. “Negative ¢reédia’ generally means information on
default in payments. “Positive credit data” meamf®rmation on loans that are not in
default, i.e. an individual’'s overall credit expos@and payment pattern.

1.3 The purpose of this consultation document is tosati with interested parties
and the public in general on safeguarding consumestit data in relation to the financial
services industry’s proposal to expand the existirglit data sharing arrangement. The
financial services industry intends the proposabémefit both consumers and credit
providers. A principal objective of the proposalagpromote responsible lending by credit
providers and responsible borrowing by consumerd #&m reduce the risk of
over-leveraging on residential or non-residenti@perty mortgages as security for the
consumers’ indebtedness.

1.4 If the proposal of the financial services industsy adopted, the Privacy
Commissioner will revise the existing Code pursuargection 12(3) of the Ordinance to
specify the scope and extent of the additionalitdata sharing by credit providers and
any further safeguards to personal data privacychvlare appropriate in light of the
additional sharing arrangement.

1.5 A contravention of the Code does not of itself ¢ a breach of the
Ordinance. However, such a contravention may bé aseevidence against the person
concerned in proceedings before a magistrate, ,qoutthe Administrative Appeals Board
(Section 13(2) of the Ordinance refers), as wellimmsany case before the Privacy
Commissioner.



Code of Practice on Consumer Credit Data

1.6 The Code was first gazetted in February 1998 aokl ¢ffect on 27 November
1998. It deals with collection, accuracy, use, sgécand access and correction issues as
they relate to personal data of individuals whq arénave been, applicants for consumer
credit. The Code covers, on the one hand, CRA arth® other hand, credit providers in
their dealing with CRA and debt collection agencies

1.7 The current version of the Code (which was a s@cewision) was gazetted on
23 May 2003 and took effect on 2 June 2003. Itdistaed a new regime in respect of the
sharing of “positive” and “negative” credit data @mgst credit providers through the use
of a central credit database operated by a CRA.eSime introduction of sharing positive
credit data of primarily unsecured consumer cred#ny credit providers have indicated
that access to positive consumer credit data hfsedhestrengthen their credit risk
management, which in turn has enabled them to affedit products with more
competitive terms to consumers.

1.8 The current version of the Code imposed a twenty-fimonth transitional
period during which credit providers were barrexhfraccessing positive credit data in the
course of renewal of existing credit facilities aeden the access for the purposes of
reviewing existing credit facilities were only rested to certain prescribed circumstances.
This transitional period has expired on 1 June 284% this means that there is now full
usage of positive credit data of primarily unseducensumer credit by credit providers
subscribing to the CRA.

1.9 The permitted scope of credit data sharing urtteecurrent version of the Code
includes negative mortgage data for residentigb@rties. It does not cover positive data
of mortgages. Only when there is a currently oatsiteg “material default”, which means
a default in payment of a mortgage loan for a gkmoexcess of 60 days, that the default
data of the relevant consumer will be made avalédnl sharing under the Code.

The industry’s proposal

1.10 The proposal to include the sharing of both pesiind negative mortgage data
in the Code is put forward by the Consumer Crediub (“CCF”) and supported by the
Hong Kong Monetary Authority (‘HKMA”). CCF is a jot forum of the Hong Kong
Association of Banks, the Hong Kong AssociationR#stricted Licensed Banks and
Deposit-taking Companies, HKSAR Licensed Money lassdAssociation and the
Finance Houses Association of Hong Kong.



1.11 CCF, as the representative of the financial sescdustry, proposes to expand
the current credit data sharing arrangement tallgw limited sharing of positive credit

data of mortgage loans on both residential and resiential properties granted to
consumers and (ii) extend the existing sharing efative credit data of residential
mortgage loans to cover non-residential mortgagedo

1.12 Details on the proposal are set out in Part IVhef consultation document. In
essence, the industry’s proposal features :

(a) disclosure to the CRA of (i) positive mortgage détath limited items) in
respect of residential and non-residential properéind (ii) negative mortgage
data in respect of both residential and non-residieproperties (as opposed to
sharing of only negative mortgage data for residéptoperties as at present);

(b) disclosure to the CRA of such data (referred tdajabove) in respect of
borrowers, guarantors and mortgagors (data distl@depresent relate to
borrowers and guarantors only);

(c) disclosure to the CRA with respect to pre-existmgrtgages (at the time of
implementation of the proposal) positive data fesidential properties, and
both positive and negative data for non-residemtiaperties, with or without
prior explicit notification to these customers pireparation for access and use
subject to (d) and (e) below;

(d) (subject to the customers’ written consent) ush@idata immediately after the
implementation date for credit assessment of agipdics for both mortgage
loans and other credit facilities; and

(e) (subject to the customers’ written consent) usthefdata not earlier than 24
months after the implementation date for reviewtlod customers’ general
credit portfolio.

Considerations for public consultation

1.13 The current provisions of the Code provide a fraor& for the sharing of
positive and negative credit data. It has been titatad with appropriate data protection
safeguards and restrictions to protect the perstadal privacy interests of consumers. A
proposal to broaden the scope of credit data sipasiould be an extension of that
framework and, if allowed, would require a commengal level of data protection
safeguards and restrictions to be put in placensum the protection of the consumers’



privacy interests. Those data protection safeguamndsrestrictions would serve to ensure
compliance with the provisions of the Ordinance.

1.14 The Privacy Commissioner notes that the proposakhare the positive
mortgage data of consumers among credit providass deen made by the financial
services industry as a measure that would helpitcpdviders in enhancing the
completeness and accuracy of their credit risk ssssent, bringing benefits to the
economy through a more efficient credit market améduced risk of asset bubble in the
property market as a result of indiscriminate berng by consumers anhability of
credit providers to identify borrowers with mor@ebtedness than they can repay.

1.15 The Privacy Commissioner further notes the pubbacern over the recent

increases in property prices and the rising trenithé mortgage debt-to-income ratio. As
pointed out by the industry, property prices afeaéd by internal factors like supply and
demand, as well as external factors like the fléWwai money into Hong Kong. Any major

correction in property prices may result in sigeafit increases in defaults and
bankruptcies, posing a serious threat to the fimhrealth of borrowers, mortgagors,
guarantors, credit providers and Hong Kong’s econama whole.

1.16 On the other hand, the Privacy Commissioner wigbepoint out that the
industry’s proposal has serious implications oradabtection and privacy. It has been
widely acknowledged that consumer’s credit inforiorat such as the overall credit
exposure and the number of outstanding mortgagesjaa that are very personal and
private to the individual concerned. In a lendimgl éborrowing relationship, it is also
acknowledged that the borrower has an equal sHaresponsibility and obligation to
provide relevant information to enable prudent legd The issue here is whether such
information is necessary but not excessive for poepose of use and, if so, what
safeguards need to be put in place to ensure datcy.

1.17 In deciding to proceed with the consultation, thevdty Commissioner
considers there are three factors that are cdnteasolution that strikes a balance between
the public interest and the data privacy interésbosumers, namely:

(@) The broader public interestThe issues in question need to be placed in a
broader context than that of the recent increaspsoperty prices and the rising
trend in the mortgage debt-to-income ratio. In Begsgethe public interest is best
served if the proposed measures could help deeehmalthy mortgage lending
environment that preserves the stability of Hongnéfe financial markets and
the economy more generally.

(b) The relevance of additional mortgage data to be dige credit assessment.
The collection of additional mortgage data by drguloviders (through data
sharing among credit providers via the credit dasebof the CRA) should not



(€)

be excessive in relation to the purpose of cresieasment. The fundamental
principle applied to any situation in which persodata are collected can be
simply stated: the collection of personal data shdne kept to the minimum
necessary for the purpose(s) for which they abetosed. In the present context,
the relevance of the data needs to be assesseninis of their value and
contribution to the public interest.

The individual’s rights to data privacylhe consumer, being the subject of the
additional mortgage data concerned, should havagheto make an informed
choice whether to allow his data to be shared.rinéal choice should be made
available to applicants before sharing their may&gdata when applying for a
consumer credit facility. Consent to the sharinthefadditional mortgage data,
and the continued use of such data for future trexference, is wholly
desirable. This consent-based approach upholdsinttigidual’'s rights to
control his own data.

Details of the industry’s proposal are set outant PV of this document, where the benefits
of the proposal to the credit providers and thesoomers as well as the wider public
interest are explained. The privacy issues areaggyd in Part V of this document.

Privacy issues for consultation

1.18

(@)

(b)

(€)

In brief, there are 6 privacy issues as outlineldw for consultation:-

Whether it is necessary and not excessive for fRA @ hold the additional
mortgage data contributed by the credit providesnely, positive mortgage
data in respect of residential properties, and bwmtkitive and negative
mortgage data in respect of non-residential proggerfCRA already holds
negative mortgage data in respect of resident@lgmties);

Whether it is appropriate to restrict the amountpositive mortgage data
contributed by the credit providers to the CRA inel with the latter's

operational needs, and to restrict the access af data by credit providers
(upon the credit applicants’ written consent) te tlortgage Count (that is,
number of outstanding mortgages) only;

Whether it is appropriate for the additional moggadata in respect of
pre-existing mortgages at the time of the implemeon of the proposal to be
contributed to the CRA, with or without prior expti notification to the
consumers;



(d)

(e)

(f)

1.19

Whether it is appropriate to permit, subject to ¢basumers’ written consent,
access to the additional mortgage data by the tgpedviders to evaluate not
only mortgage loan applications but also to asedssr new consumer credit
applications as well as review and renewal of thesamers’ existing credit
facilities;

Whether 24 months is an appropriate transitionalbfdebefore access to the
additional mortgage data is allowed for the purpzfsgeneral portfolio reviews
of consumers’ credit worthiness; and

What and how additional privacy safeguards shoaldrposed upon the CRA
and the credit providers commensurate with an gathrcredit database and
greater sharing and use of the mortgage data.

The Privacy Commissioner is inclined to confirntlie positive for the second

privacy issue. Prima facie and subject to a detation on the first privacy issue, the
industry’s proposed types of positive mortgage dateébe contributed and accessed
represent the minimum amount of data necessampégpurpose of credit risk assessment.

1.20

As regards the other 5 privacy issues, the Priv@ammissioner’s position is

reserved at this stage. Public views on the isauesnvited and these will be duly taken
into account before he finally makes a determimaéind amends appropriately the Code.



Part Il — Developments Leading to the Proposed Resions

Increases in property prices

2.1 In a review of the asset market in Novembdi02¢he Economic Analysis and
Business Facilitation Unit of the Financial Seangta Office noted that the property
market was buoyant in the early part of the thirdrter and in the first half of 2010, driven
by exceptionally low mortgage interest rate and ahgoing economic recovery. The
overallresidential flatprices rose by 5% between June 2010 and Sept&@Qb@r after an
increase of 29% in 2009 and a further rise of 9Q%hafirst half of 2010, exceeding the
recent peak in 2008 by 22%.

2.2 Foroffice spaceoverall prices in September 2010 increased byo¢ét June
2010, and were higher than the recent high in 28080%. Foretail shop spaceoverall
prices increased by 7% between September and &1@e &1d were higher than the recent
high in 2008 by 30%. As tflatted factory spaceprices in September 2010 increased by
8% over June 2010, exceeding the recent high ir8 28018%' Changes in the price
indexes of residential flats, office space, reshibp space and flatted factory space are
depicted in the chart belotw.

Property Price Index
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150.0
100.0
50.0
0.0

2000 2001 2002 2003 2004 2005 2006 2007 2008 2009 Q3

2010

—9-=Residential flats(a) -—=l=0Office space Shopping space === Flatted factory space

Economic Analysis and Business Facilitation URihancial Secretary’s Office (November 201Dhjrd Quarter
Economic Report 201(.10, p.34 and p.39.

Based on statistics contained in Economic Analgsid Business Facilitation Unit, Financial SecggésaOffice
(November 2010)Third Quarter Economic Report 2010.114.



2.3 With exceptionally low mortgage interest rdbe home purchase affordability
(i.e. the ratio of mortgage payment for a 45-squasdre flat to the median income of
households, excluding those living in public hogsiassuming 70% loan-to-value ratio
and a tenor of 20 years) rose to around 42% irthing quarter of 2010 from 36% in the
third quarter of 2009, even though it was stilldvelthe long-term average of 53% over
1989 to 2008.However, if interest rates increase in the futwéh property prices
remaining at a high level, the home purchase adioiiity may climb further.

Measures to ensure healthy and stable developmémptroperty market

2.4 Recognizing that the expansionary fiscal messsand the easing of monetary
policies adopted in a number of countries wouldltea a surge in global liquidity and an
influx of hot money into Hong Kong, increasing tigk of an asset bubble, the Financial
Secretary, in his budget speech, announced in Bgb2010 four measures to ensure a
healthy and stable development of the property starRhese measures included
increasing the supply of residential flats, enhagcthe transparency of property
transactions, raising the transaction cost of ptgpeculation and preventing excessive
expansion in mortgage lendinhg.

2.5 In April 2010, the HKMA conducted a new rowfan-site examinations of the
major mortgage lenders to ensure that prudentialitg practices had been followed. The
HKMA was also considering the inclusion of mortgadpa in the positive credit data
sharing arrangement to help banks access more ebansive credit information for more
effective management of credit risks.

2.6 On 24 November 2010, in a written reply taiasiion raised by the Hon Chan
Kin-por, the Secretary for Financial Services ahd Treasury, Professor K C Chan,
indicated that, in connection with the proposeditp@s mortgage data sharing scheme,
having regard to the public interest involved ahd tlegree of privacy intrusion, the
intention was that the data to be shared woulddodireed to the number of outstanding
mortgages held by a data subject.

3 Economic Analysis and Business Facilitation URihancial Secretary’s Office (November 20IDhjrd Quarter

Economic Report 201@ 34 and Economic Analysis and Business Fadditat/nit, Financial Secretary’'s Office
(November 2009)Third Quarter Economic Report 2009 33.
*  “The 2010-11 Budget”, speech by the Financiar&eey, the Hon. John C. Tsang, moving the SecaatiRg of
the Appropriation Bill 2010, Wednesday 24 Febru2dy0, para. 21 — 33.
Economic Analysis and Business Facilitation Uiitnancial Secretary's Office (May 201(jrst Quarter
Economic Report 201(.34 - 35.



Part Il — Current Credit Data Sharing Arrangements

Provisions in the Code to safeguard data privacy

3.1 The Code is designed to provide practical guidancata users in the handling
of consumer credit data. It deals with collectiancuracy, use, security and access and
correction issues as they relate to the personalafandividuals who are, or have been,
applicants for consumer credit. The Code covergherone hand, CRA, and on the other
hand, credit providers in their dealings with CR#lalebt collection agencies.

Types of data available for sharing

3.2 Negative credit data are data relating to a failoy individuals to meet their
obligations with regard to a financial liabilityh& data include for example, past defaults
of an individual who fails to repay a loan. On titeer hand, positive credit data generally
refer to information relating to the financial airastances of an individual that do not
involve a failure to repay. The data include, faample, an individual’'s overall credit
exposure and repayment pattern.

3.3 Under the Code, a CRA may collect from differergdit providers credit data
about an individual. Data collected from credit\pders include general particulars of the
individual being name, sex, address, contact inédion, date of birth, Hong Kong ldentity
Card number or travel document number, credit apptin dat§ account general data
such as approved credit limit or loan amount, repayt period or terms and account status
(active, closed, write-off, etc.), account repaytrdata such as amount last due, amount of
payment made during the last reporting period afdudt data and credit card loss dalia
addition, credit data relating to hire purchaséeasing arrangements about an individual
are also included.

3.4 Apart from information collected from credit praers, a CRA may also collect
information about an individual from official publirecords, which may include, for
example, any legal action for recovery of a deldgiments for monies owed, and any
declaration or discharge of bankruptcy.

® Credit application data refer to information gpkcation(s) for consumer credit, the type andatmunt of credit

sought.

" Credit card loss data relate to the financias kms$sing from unauthorized transactions throughuse of lost cards.



3.5 A CRA will compile consumers’ credit information its database and provide
the information in the form of a report to a craahibvider who has made an enquiry about
individual consumer. For account involving the psion of consumer credit to another
person for whom an individual acts as a guaratheraccount general and repayment data
of such account is, in addition to being the datated to that other person as the borrower,
deemed to be also account general and repaymentalating to the individual to such
extent as to reveal the contingent liability of theividual as guarantor.

Restrictions on data access and use

3.6 Current provisions of the Code place restrictionsvho can obtain access to an
individual’s credit data held by a CRA. Only creplibviders falling within the meaning as
defined in the Code may obtain access to the cded#. These include (a) an authorized
institution or its subsidiafyvithin the meaning of section 2 of the Banking @&tice, (b)

a licensed money lender under the Money Lendersn@mnde and, (c) a person whose
business is that of providing finance for the asijan of goods by way of leasing or hire
purchase, such as finance houses. Real estates pggepioyers, direct marketers and other
retailers are not allowed to access the data.

3.7 The Code also limits the purposes for which aitygavider can use a credit
report obtained from a CRA. The use of the inforomatis restricted to assessing
applications for credit lodged with a credit praxicind other legitimate activities involved
with giving credit, which include, for example, aview of existing credit facilities,
renewal of those credit facilities, or where deféals occurred. The use of the information
for marketing purposes is not allowed.

3.8 In addition, the Code establishes the ground rialethe retention and deletion

of credit data held by the CRA. The general pravigs that the data may be held for 5
years for credit reporting and scoring purposeshgyCRA. For example, any account
default data may be retained for a period of up tgears after final settlement of the
amount in default.

Data security and safeguards

3.9 Under the Code, a CRA is required to take appabpnmeasures to safeguard
the security of consumer credit data and protemnhtfrom unauthorized access or change.
These measures include a requirement on the ptre @RA to enter into a formal written
agreement with subscribers (credit providers) gpcifies in detail the controls and
procedures to be applied when they seek accebs ORA’s database.

8  Authorized institutions include licensed bankstrieted license banks and deposit-taking companies
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3.10 There are also controls to ensure that only aatehich a subscriber is entitled
are released, as well as a requirement to momtbreview on a regular basis usage of the
credit database system so as to detect any unosura¢égular patterns of access or use.
Furthermore, a CRA is required to maintain a loglbincidents involving a proven or
suspected breach of security, which includes arcatidn of the records affected, an
explanation of the circumstances and action taken.

Consumers’ rights of access and correction

3.11 Credit providers are required under the Code tifynoconsumers that their
personal data may be supplied to a CRA. The natiba is usually given in the terms and
conditions of a credit agreement or as a sepaditeenraccompanying a credit application.

3.12 The Code also requires a credit provider, whodamasidered a credit report in
connection with a credit application, to give netto the consumer of its decision upon the
application of the fact that a credit report hasrbeonsidered. The credit provider should
also inform the consumer how to contact the CRA pravided the credit report. This
would ensure that consumers, who have been retuedd by a credit provider to whom a
credit report has been referenced, are informethaif rights to make a data access or
correction request on the data concerned.

3.13 The provision of this notification in no way coropmises the consumers’ right

to make an access to their files kept by the CRétarctorrect any wrong information they
may contain. If a consumer alleges any inaccunatyd data reported by a credit provider,
and requests correction of such data, the CRA ghsegk verification from the credit

provider. In the absence of any written confirmatar correction of the disputed data
within 40 days of the date of the correction requtge relevant data should, upon the
expiry of the 40 days, be deleted or otherwise aledras requested. This would help
ensure that consumer credit data held by the CRAecurate and complete.

Consumer Credit Reference Agency in Hong Kong

3.14 TransUnion Limited (“TransUnion”), formerly Credlhformation Services
Limited (“CIS”), is the main consumer CRA operatimgHong Kong. The business of a
CRA is to compile a central credit database usimgdata supplied to it by its member
subscribers, and then supply the processed cratdittd its members in response to their
requests pursuant to specific credit applicatitiey have received.

11



3.15 The former CIS, and now the TransUnion, was formvel the co-operation of
finance houses and bafk§his was the first centralized database in Hongds marking

a milestone in the financial services industry. @iatabase was expanded in 1985 to collect
negative credit data, greatly enhancing the alilitshareholders and members to manage
consumer credit risk. Effective from June 2003,rsliaof positive data of primarily
unsecured credit and sharing of negative data safleatial mortgage loans were made
possible by amendments to the Code.

3.16 A credit provider may, through a credit report\pded by the CRA, access

consumer credit data held by the CRA on an indaiduthe course of the consideration of
any grant of credit, the review of existing consurredit facilities granted in connection

with the consideration of an increase in credit antpthe curtailing of credit and the

putting in place or implementation of a schemerodragement with the individual, and the
renewal of existing consumer credit facilities gegthto an individual as borrower or to
another person for whom the individual proposesctoor acts as guarantor.

3.17 A credit provider may also access the consumelitadlata held by CRA for the
purpose of the reasonable monitoring of the indbises of the individual while there is
currently a default of the individual as a borroveera guarantor. In addition, a credit
provider may at any time, for the purpose of prongdbr updating consumer credit data on
an individual, access from the CRA such consumeditdata on the individual as were
previously provided by it to CRA.

® TransUnion was established in 1982 by 12 finanmesés, which were the major players in the vehicid

equipment financing market. At that time, serioasifls were committed in relation to collateral fioimg and the
need was seen for a centralized database to bedr@aorder to curb double or multiple financiigference:
http://www.transunion.hk.
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Part IV — The Industry’s Proposal and Reasoning

4.1 This part is contributed by the CCF.
Key features of the industry’s proposal
4.2 The key features of the industry’s proposal ararsarised below:

(a) Mortgage loan types

The industry proposes sharing of positive credia @d negative credit data of
mortgage loans granted to consumers to cover the §gpes of mortgage loans,
namely, mortgage loans on residential, retail, cenwml or industrial
properties.

(b) Sharing of positive mortgage data

i)  Each credit provider that subscribes to the GRRIAcontribute to the CRA
the following personal data on its records relatmgach of the borrowers,
mortgagors and guarantors with respect to mortdages granted to
consumers with outstanding indebtedness (the “@uated Data”):

(1) Name;

(2) Capacity (i.e. whether as borrower, mortgagagyu@arantor);

(3) Hong Kong Identity Card number or travel docateumber;

(4) Date of birth;

(5) Gender;

(6) Correspondence address; and

(7) Account number, type of the facility, accostatus and closed date;

i) the Contributed Data are necessary to enab&e @RA to identify
accurately each individual involved in a consumertgage loan and
compile the number of mortgage loans by refereonchis capacity in
which he is involved (i.e. the Mortgage Count);

iii) when responding to an enquiry from a credavader on an individual, the
CRA will provide to the credit provider only the kgage Count
attributed to that individual (and not the Conttiuli Data relating to that
individual);
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Iv) a credit provider will obtain an individual’sntten consent before making
an enquiry with the CRA to access the individuMartgage Count;

v) a credit provider will request access to thewidial's Mortgage Count
for the purposes of considering granting of newscmner credit facilities
or revising existing consumer credit facilities or cases of debt
restructuring, rescheduling or scheme of arrangénsard, after a
24-month transitional period, general portfolioieav of the individual’s
credit profile and repayment ability on an ongonasis;

vi) in order to achieve the objective of a comprediee credit assessment of
an individual and understanding his total indebéssgrunder all consumer
credit granted to him, a credit provider will regtiaccess to his Mortgage
Count for considering, granting or revising all égpof consumer credit
facilities (and not only mortgage loans).

(c) Sharing of negative mortgage data

The credit providers will continue to share the satems of negative credit
data as currently permitted under the existing Cotle alignment proposed by
the industry relates to the types of mortgage loam#ered, namely, from
mortgage loans on residential properties to retamimmercial and industrial
properties.

Minimum data to be contributed and used

4.3 Having considered the possible concerns from aoess about their data
privacy and whether too much consumer mortgage thiaia necessary are disclosed by
credit providers to the CRA to the advantage ofditrproviders and disadvantage of
consumers, the CCF has proposed that only limited dems are to be contributed by
credit providers to the CRA and that only the Magg Count is to be disclosed by the
CRA to a credit provider that makes an enquiry alaotonsumer. In fact, as shown in the
table below, the scope of data sharing is muchleméan that in other economies like
Singapore, Taiwan and Mainland China. The CCF damsisufficient attention has been
given to limit the amount of consumer mortgage datan absolute minimum to ensure
transparency of credit exposure information, prongpprudent borrowing and lending.
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Hong Kong| Singapore Taiwan China
Proposed | Positive datg Positive datg Positive data
Positive datg  shared shared shared
to be
contributed t
SN Mortgage Data Contribution Fields CRA
1{Individual name Y Y Y Y
2|Date of birth Y Y Y Y
3|Gender Y Y Y Y
4|ldentification no. & Issuing country code Y Y Y Y
5|Address line Y Y Y Y
6|Contact number N Y Y Y
7|Individual disputes accuracy of data contributed Y Y Y N
8|Subscriber code Y Y Y Y
9|Account number Y Y Y Y
10/Account type Y Y Y Y
11jAccount status Y Y Y Y
12|Currency code N Y Y Y
13/Opened date N Y Y Y
14|Closed date Y N Y Y
15|Credit limited/ Loan amount N N Y Y
16/Term/Tenor N N Y Y
17|Installment repayment amount N N Y Y
18|Paid amount N N Y Y
19|Outstanding balance N N Y Y
20/0ld account info (before SOA) N N N N
21)Individual/ Commercial account N Y Y Y
22|Reported date Y Y Y Y
23/Opt out Y N N N
24)Name of co-borrower/ guarantor Y N Y N
25|Number of account holders liable for the account N Y Y N
26|Address of mortgaged property N N N Y
27|Maximum installment level of the account N N N Y
28/ Joint/ Single type (Capacity) Y N Y N
29 Employer N Y Y Y
30/0Occupation N Y Y Y
31|Marital Status N Y Y Y
32|Education N N N Y
33/Income N N Y Y
34|Loan Purpose N N Y N
Total number of data items shared 15 19 29 27

A

Types of credit data that are shared and not yedrgu

4.4

Consumer credit data relating to hire purchasel@asing accounts have been
available to credit providers by the CRA since 1982 coverage of the data sharing was
progressively extended to credit card and otheecunr®d personal loans, and residential

mortgage loans. Effective from June 2003, negatreglit data for residential mortgage

loans and positive credit data for unsecured peatstmans could be shared by credit
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providers through the CRA. Other than negative dataresidential mortgage loans,
consumer credit data relating to mortgage loansesidential, retail, commercial and
industrial properties are not shared under theeatidata sharing arrangement. The major
types of consumer credit data currently being gshare summarized in the table below.

Products Loan Type Positive Credit | Negative Credit

(personal accounts only) Data Sharing Data Sharing
Credit card Unsecure Yes Yes
Installment loans Unsecured Yes Yes
Revolving loan Unsecure Yes Yes
Hire purchase/leasil Secure Yes Yes
Residential mortgage loans Secured No Yes
Non-residential mortgage loa Secure No No
4.5 A predominant element of mortgage loans is residelvans which typically

represent the largest borrowing of a private irdiral. In Hong Kong, there were about
480,000 residential mortgage borrowers, and thal tlue of outstanding residential
mortgage loans as of 30 June 2010 exceeded HK®4F illion, or on average HKD
1.4 million per borrowéef. Compared with credit card lending for the samgople for
example, there were 13,050,000 credit card accpantsthe total amount of receivables
exceeded HKD 74,463 million, or on average amowcktivables of HKD 5,706 per
account!

4.6 Although the focus on increase in property prisesintil recently, largely on
residential properties, attention should also bemto the rise in non-residential property
prices and the trend of consumers diversifyingrtimeestments from residential properties
to both residential and non-residential propertidés.mentioned in 2.2 above, the property
price index movement over the last 10 years fdtethfactory / shopping / office space
exceeds that of residential flats. This gives tiseoncern of potential market speculation
on non-residential properties. The inclusion of tgage data relating to non-residential
properties will help promote responsible lendingl &orrowing by credit providers and
consumers respectively.

Benefits of positive data sharing on unsecured lemglin Hong Kong

Lower pricing for performing borrowers

4.7 Since the introduction of the positive credit sha@ifor unsecured lending, the
Hong Kong consumer credit market has witnessed rnaacial product innovations,

10" source: Survey of HKMA on residential mortgagen®#or June 2010.
" Source: Survey of HKMA on credit card lending @2 2010.
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providing a wider choice of consumer loans or dredi best suit customer needs.
Consumers enjoy more favourable terms under riskedbaricing in a more competitive
environment.

4.8 Amongst the more popular types of non-card conswmealit, for example, tax
loans were granted at Annualised Percentage RABRE”) as low as 1.62% - 2.66%, as
reflected in the 2009 survey of the Consumer CduhThis compares favourably with the
APRs of 3.2% - 8.16%that were offered prior to the introduction of fhasitive credit
data sharing on unsecured lending.

4.9 A more comprehensive picture of the borrowers’ direprofile and
commitments, which include their mortgage borrowingll enable credit providers to
migrate towards more sophisticated customer segtientand continue the healthy
development of the consumer credit market in HongdK

Lower delinqguency rate and loss rate

4.10 With the introduction of extended sharing of cansu credit data since June
2003, coupled with a highly competitive consumeeddr market and an improving
economy in Hong Kong, more individuals have beareasing consumer credit. Over the
same period, overall loan delinquency and credi t@ad debt situations have improved
significantly, as shown in the table below.

End-03 | End-04 | End-05 | End-06| End-07| End-08 | End-09| First

Half -10

Amount of credit card 27.80 24.40 24.60 25.00 24.60 23.77 21.07 19.61

borrowing /rollovet* (HKD

Billion)

% credit card charge-off 10.02 4.73 2.81 2.91 290 2.72 3.71 2.31

No. of individuals taken out| 3.08 3.14 3.25 3.37 3.50 3.65 3.74 3.8p

consumer credit (million)

Loans of retail banks 2.04 1.05 0.68 0.54 0.36 0.48 0.59 0.44

overdue for 3 months (%)

Substantial drop in bankruptcy rate

4.11 The total number of personal bankruptcies haspirdrom the peak of 26,922
cases in 2003, falling to a low of 9,933 cases(@52and has since stabilised at around

2 The survey on tax loans published in December 280% of the Choice Magazine showed that prefislehPRs

were available to specified customer groups sudivdservants, customers who previously succélgséyplied
for tax loans, customers of specified professiomstgage loan borrowers, etc.

The survey on tax loans published in December 2884 of the Choice Magazine.

Source: Survey of HKMA on credit card lending

Source: TransUnion

Source: HKMA publications at http://www.info.gok/kma

13
14
15
16
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10,000 cases per year, except in 2009 when 15 &@4bp cases were recorded due to the
financial crisis in the first half of the year. Fuer, the average amount of indebtedness of
the bankrupts declined from the peak of 41 timesofthly income in October 2003 and
remained at a range between 25 to 35 times fromadgr2004 to August 2005The
records indicate that, notwithstanding an increimséhe number of consumer credit
borrowers and the amount of unsecured consumeit @ethted by credit providers in
recent years, the bankruptcy rate has remainetestab

Sharing of consumer credit data in other economies

4.12 Comprehensive consumer credit data sharing arma@iges are considered to be
an important part of the risk management infrastmecof more mature consumer markets
in the US and the UK. Research findings showedithéite US, comprehensive consumer
credit data sharing resulted in greater availabdit credit, higher pricing flexibility and
lower default raté’

4.13 As shown in the table below on the sharingesidentialmortgage data, other
Asian economies such as Mainland China, TaiwanSanglapore have already launched a
comprehensive bureau for mortgages. Seen in thigexh Hong Kong as a leading
consumer credit market in the region, may riskrigsis competitiveness if it does not
improve its general credit awareness.

(Year mortgage data U.S.A. U.K. Canada Singapore | Australia | Taiwan | Mainland
shared) (1982) (1985) (2004) (2002) (2002) (1993) China
(2007)*
Type of data shared Positive Positive Positive Positive Negative | Positive Positive
and and and and and and

negative | negative negative negative negative | negative

Date of account J J J J J J J

opened

Original loan amoun N x J NE: J J N

Original no. of N N J X J J J

installments

Installment payment J J N x J J J

amount

Repayment J J X X v X J

frequency

Outstanding loan J J J J# J J J

balance

Date on which last J N N J N x J

payment made

Last payment due J N N J N x J

17 Source: HKMA article titled “Benefits of sharingsitive consumer credit data”, Chart 2.
18 Barron, John M and Staten, Michael (2003), “Thiieaf comprehensive Credit Reports: Lessons fioenuS
Experience”.
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Last payment J J J J J X v
amount

*probably
# negative data only

4.14 Information collected by the industry as of theuisg date of this consultation
document indicates that credit bureaux in the Asiamnomies such as Mainland China,

Taiwan and Singapore also share both positive aegative data in respect of
non-residential mortgage loans.

Potential benefits of extending credit data sharibgadditional mortgage data

Potential for more favourable terms and pricinccoedit facilities

4.15 There are no published statistics on the overattgage lending to individuals
in Hong Kong. Using residential mortgage lendingaaeference, residential mortgage
loans typically form a significant part of an inglual’s total borrowings. Further, as
illustrated in the table below, the delinquencyeratr residential mortgage loans is much
lower than that for other consumer credit (e.gditreard). The sharing of additional
mortgage data will enable credit providers to catdmore comprehensive credit
assessment on individuals based on more comprefeedata. Credit providers may in
future factor the additional mortgage data intarthespective credit scoring or risk pricing
models for granting credit facilities. By capturidgta that better reflect the individual’s
overall credit position, credit providers can cocidonore effective credit assessment. In
the experience with respect to unsecured lendingditc assessment based on more
comprehensive data is expected to result in mareufable terms and pricing on credit
facilities for borrowers.

Average total credit card Outstanding residential

amount receivables mortgage loans
2000 Q1 HKD 40,301 million HKD 478,457 million
2010 Q2 HKD 73,007 million HKD 679,545 million
Delinquency 1.90% (2002 Q1) 1.43% (2001 April)
0.25% (2010 Q2) 0.02% (2010 June)

Promoting long term stability of property market

4.16 As of August 2010, residential property pricesénaurged about 47% since
2009, mainly due to record-low mortgage interestgaA drop in Hong Kong'’s property

prices is likely to have significant impact on kmwers, mortgagors and guarantors.
Although the current delinquency rate for mortgboga repayment is relatively low, debt

servicing ratio for high risk customers will inceeasubstantially should interest rates
move back to historical levels.
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4.17 The sharing of more comprehensive mortgage ddtheviefit the economy by
permitting credit providers to assess credit appibms taking into account a customer’s
Mortgage Count. That in turn promotes responsibledwing and lending and facilitates
preventive action should an individual shows eargys of financial difficulties.

Promoting responsible lending and better risk manamnt

4.18 Effective risk management is the hallmark of anyccessful financial
institution. For over a quarter of a century, Hokgng has provided a conducive
environment for consumer credit data sharing. Tas allowed the consumer lending
market to mature and evolve — benefiting consumaexlit providers and the overall
economy of Hong Kong. With the on-going growthhe financial services sector, against
the backdrop of a stable and robust economic emviemt, quality and comprehensive
data is necessary to encourage continued prudewtlgin the consumer lending market
and help minimize financing on speculative actatilt is thus appropriate and timely to
extend the consumer credit data sharing arrangetoamver both positive and negative
data relating to mortgage loans.

4.19 Moreover, although the delinquency rate of morégyagrtfolio is at a historical
low level, this is largely attributed to the exdeptlly low interest rate environment. With
interest rates expected to rise over time, theympat ability of customers holding
multiple mortgages will inevitably be affected, i@asing the likelihood of default. Credit
providers will be in a position to better assesst@mers’ credit status with the availability
of comprehensive mortgage data.

Proposed scope of positive mortgage data to beeshar

Types of mortgage loans to be covered by positata dharing

4.20 The industry proposes that credit providers bewadd to expand the current
credit data sharing arrangement to limited shaoirgpsitive credit data of mortgage loans
on residential and non-residential properties. Blmge loans may include but are not
limited to installment loans, term loans and reuwdvioans granted to consumers. The
types of mortgage loans proposed to be coveredsaf@lows:

(&) Residential and non-residential mortgages that hiagen transferred or
serviced by credit providers to the Hong Kong Magg Corporation
(“HKMC"), subject to HKMC'’s consent;

(b) Mortgages of residential, retail, commercial orusttial properties (including
car parks);
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(c) Mortgages of residential properties as security donsumer credit under
various government schemes, subject to approval fhe government;

(d) Residential and non-residential mortgages execimgda shell company
together with personal guarantee; and

(e) Term loans secured by residential, retail, comna¢ari industrial properties.

4.21 The inclusion of mortgages of car parks, term $oamd mortgage loans secured
by retail, commercial or industrial properties, addition to mortgages of residential

properties, will allow a more comprehensive creisessment of a borrower and the
subsequent calculation of the debt servicing ratios is consistent with the practices of
other economies such as Singapore, Taiwan and dwairChina.

Aligning types of mortgage loans covered by negatigta sharing

4.22 Under the existing Code, a credit provider cartrdoute and share the account
data about a consumer’s residential mortgage lbahei consumer has defaulted in

repayment for a period in excess of 60 days. Upenmplementation of the proposal, the
negative mortgage data contributed and sharedaite to be aligned to cover other types
of mortgages set out in 4.20 above in line withigpges data contribution and sharing. In

order to achieve the objective of a comprehensigdicassessment of an individual and
understanding his total indebtedness under alluooes credits granted to him, the types of
mortgage loans will have to be aligned for bothijpas and negative mortgage data
sharing to avoid potential confusion to the public.

Types of additional mortgage data items proposdmktoontributed and accessed

4.23 The industry fully recognizes and respects perstata privacy. The types of
data items proposed to be shared will be limitetthése that are relevant and not excessive
for the purpose of promoting prudent borrowing amading by customers and credit
providers respectively. The industry emphasizes ttna Contributed Data held by the
CRA will not be shared amongst credit providersoban enquiry from a credit provider
regarding a customer, the CRA will only provide ttredit provider with the Mortgage
Count of the customer. The Mortgage Count will éalve credit provider to make further
enquiries with the customer as appropriate to stded the total indebtedness of the
customer and conduct a more comprehensive credgsasient in processing the
customer’s application for consumer credit.

4.24 In order to enable the CRA to compile the Mortg&geint for the individuals

with mortgage loans which are not yet fully repaidthe implementation of the proposal,
each credit provider subscribing to the CRA wilhtttbute to the CRA the Contributed
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Data (specified in 4.2(b)(i) above) on its recoodsall pre-existing mortgage loans which
are not yet fully repaftf*®. Similar steps were taken by credit providers e CRA to
enable sharing of positive credit data regardingegared consumer credit when data
sharing was last expanded in 2003. At that tiroeedit provider was allowed to provide to
the CRA the following data :

(a) default data revealing a currently outstanding aléfaf unsecured credit; and

(b) account general data together with default dataeakwgy a currently
outstanding material default (i.e. defaulted inaypent for a period in excess
of 60 days) of a residential mortgage loan.

4.25 Based on the legal advice from solicitors and &e@ounsel, the industry is of
the view that the contribution of the Contributeat®by credit providers to the CRA ahead
and in preparation of the access and use of thdgslge Count by credit providers is
within the ambit of data protection principle 3. ddeding to the industry’s view, the
Contributed Data are used for a lawful purposectlyeelated to the core activity of credit
providers and the original purpose for which thesrevcollected. In the absence of case
law, the industry believes a “directly related pas@” should be determined by whether it
is directly related to the original purpose, withamposing a specific time frame for
making that determination. Adopting such intergtien, the industry treatgranting and
maintaining the mortgage loanas original purposes andensuring ongoing
creditworthiness of the customess a purpose directly related to those originappses.

4.26 After implementation of the proposal, the crediipder will contribute to the
CRA the Contributed Data relating to mortgage logmalications received by it on or after
the implementation date.

4.27 For mortgages involving more than one borrowemdtlparty mortgages,
mortgage loans guaranteed by an individual or nagredoans extended to shell companies
and guaranteed by an individual, the industry psegdhat the following Contributed Data
will be contributed by credit providers to the CRA:

(Note) - pCPD’s note

Customers whose mortgage data are to be contribotiaed CRA belong to two groups:-

(&) customers to whom a notice was provided before ¢tineatime of mortgage loan application when the
lending institution collected personal data frommlaind that the notice explicitly covered the cdmition
of data to the CRA as now proposed by the industry;

(b) customers to whom no such notice was providedentiice provided before or at the time of mortgage
loan application when the lending institution cotkd personal data from him did not explicitly cotree
contribution of data to the CRA as now proposedheyindustry.
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Mortgage type Contributed Data

Mortgage by joint individual borrowers (whe All Contributed Data in respect of each borro
borrowers are also mortgagors) with a remark that this is a joint mortgage loan
Third party mortgage (i.e. where the borrower is| All Contributed Data in respect of each borrov
the mortgagor) guarantor and mortgagor

Mortgage loan guaranteed by individt All Contributed Data in respect of each individaa

guarantor or surety

Mortgage loan extended to a shell company whii| All Contributed Data in respect of each individaa
guaranteed by an individual guarantor

4.28 The following data will not be contributed to tB8RA by credit providers:

(a) Market value of mortgaged property;

(b) Mortgaged property address;

(c) Amount of loan outstanding;

(d) Installment repayment amount;

(e) Loan tenor;

(H Loan-to-value ratio;

(g) Borrower/mortgagor/guarantor income or wealth; or
(h) Interest applicable to loan.

Access of Mortgage Count by credit providers frivm ERA

4.29 The following arrangement is proposed in acces#iiegMortgage Count by
credit providers from the CRA:

(@) Customer consent

In order to avoid doubt and potential dispute icheease, the industry proposes
that a credit provider will only access the Mortgdgount of a customer from
the CRA if the credit provider has obtained writtemsent from such customer
ON or AFTER the implementation date of the propdeathe effect that the
customer agrees that the credit provider may a@a$sise his data maintained
with the CRA.

A credit provider will seek to obtain the writteonsent from a customer to
access his Mortgage Count under specific circunastn

1)  when a customer applies to the credit provider dny new consumer
credit or revising any existing consumer credit on after the
implementation date of the proposal - for the pagsoof assessing the
application and subsequent general portfolio revagwhe customer’s
credit profile and repayment ability on an ongoasis; or
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(b)

(€)

i) when a customer has indicated to the credivioler or the credit provider
becomes aware of or has reasonable grounds toctubpethe customer
is in financial difficulties - for the purposesadnsidering putting in place
any debt restructuring, rescheduling or other moatiion of the terms of
the facilities and continuous general portfolioiesw of the customer’s
credit profile and repayment ability on an ongonasis.

The consent wording will seek to benefit the crgddvider obtaining consent
only and not all credit providers in general.

Cooling-off period

In any event, within a period of 24 months commegcifrom the

implementation date of the proposal, credit prosddevill not access a
customer’s Mortgage Count for review of existingdit facilities within the

meaning specified in clauses 2.9.2, 2.9.3, 2.912a8.5 of the existing Code
(these clauses of the existing Code are set ou.36 below for ease of
reference). During and after the cooling-off pdricdhe requirement of
customer consent referred to in (a) above is apipléc

Credit providers permitted to access Mortgage Count
Only a credit provider which has obtained the writtconsent from an

individual is permitted to access the Mortgage Gadinhe individual from the
CRA.

Data protection safeguards and compliance

4.30

There are measures under the existing consumgit skearing arrangement to

protect data privacy. These measures are pringigpkcified in the Code issued by the
Privacy Commissioner under section 12 of the Omtieathe Supervisory Policy Manual
IC-6 (“SPM 1C-6") issued by the HKMA in the form @f statutory guideline under the
Banking Ordinance, Cap. 155, and the Code of BanRiractice jointly issued by Hong

Kong Association of Banks and DTC Association.

4.31

The Code introduces measures to safeguard theitgyeand accuracy of

consumer credit data contributed to the CRA. Thefkatures of these measures are:

(@)

Credit providers are required to notify customertha time of application for
consumer credit of the consumer credit sharingngeeent between credit
providers and the CRA,;
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(b) The scope of consumer credit data to be contriblyecredit providers to the
CRA is restricted by the Code;

(c) Credit providers may only obtain credit reportsnirthe CRA under specified
circumstances in accordance with clause 2.9 ofthae (this clause is set out in
4.35 below for ease of reference);

(d) Credit providers are prohibited from obtaining aomgr credit data for the
purpose of direct marketing;

(e) Credit providers and the CRA are required to pyiate measures to safeguard
the security and accuracy of consumer credit data;

(f) Credit providers and the CRA are required to follspecified rules on the
retention and deletion of consumer credit data;

(g) Customers have the right to access their dataeandre the CRA to correct any
inaccurate data held by the CRA;

(h) Credit providers are required to maintain a logatifincidents involving a
proven or suspected improper access of customdit atata and record the
actions taken by them as a result.

4.32 There are also comparable security and data pratemeasures in the SPM
IC-6 where credit providers supervised by the HKKLA. authorized institutions (“Als”))
are required to put in place measures to ensutetimsumer credit data disclosed to or
obtained from the CRA are properly safeguardedthiény the SPM IC-6 requires Als to
participate as fully as possible in consumer crdditi sharing within the framework laid
down by the Code, thereby facilitating the impletagion of the Code.

4.33 In addition to complying with SPM IC-6, Als areguered under the Code of
Banking Practice to comply with the Ordinance aglévant codes of practice governing
the collection, use and holding of customer infaroraat all times. The HKMA expects
all Als to comply with the Code of Banking Practared monitors compliance as part of its
regular supervision.

4.34 Through the existing robust measures, the additiomeasures to be
implemented with respect to additional mortgaga daiaring together with the collective
effort of credit providers and the CRA to impleméhé proposal, the industry firmly
believes that the Contributed Data will be contilsuand Mortgage Count used by the
credit providers appropriately benefiting all pestconcerned.
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Provisions of the existing Code for ease of refecen

4.35

4.36

Clause 2.9 of the existing Code provides :

2.9 Without prejudice to the generality of clausg [2ut subject to clause 2.10

regarding access to account data during the traosdl period, a credit
provider may, through a credit report provided by GRA, access
consumer credit data held by the CRA on an indalidu

2.9.1in the course of:

2.9.1.1 the consideration of any grant of consuanedit;
2.9.1.2 the review of existing consumer creditlitées granted; or
2.9.1.3 the renewal of existing consumer crediifaes granted,

to the individual as borrower or to another perséor whom the
individual proposes to act or acts as guarantor; or

2.9.2 for the purpose of the reasonable monitoofhghe indebtedness of the

individual while there is currently a default byetindividual as borrower
or as guarantor,

and for the purpose of clauses 2.9.1.2, 2.10.2).3, 2.10.4 and other
related clauses, the word “review” means considematby the credit
provider of any of the following matters (and thasatters only) in
relation to the existing credit facilities, namely:

2.9.3 an increase in the credit amount;

2.9.4 the curtailing of credit (including the catleéion of credit or a decrease

in the credit amount); or

2.9.5 the putting in place or the implementatioracdcheme of arrangement

with the individual.

Clause 2.10 of the existing Code provides :

2.10 Notwithstanding clause 2.9, a credit providdrall not, during the

transitional period, be entitled to access any actalata (comprising of
account general data and account repayment datejutth a credit
report, unless the access is made under any of ftilwing
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circumstances:

2.10.1

2.10.2

2.10.3

2.10.4

2.10.5

2.10.6

2.10.7

in the course of considering a grant of new consuaoredit
(excluding increase in any existing credit amoutd) the
individual, or to another person for whom the indival proposes
to act as guarantor;

in the course of the review of existing credit liies currently in
default for a period in excess of 60 days, witheanto putting in
place a loan restructuring arrangement by the cr@dovider;

in the course of the review of existing credit liies, where there
is in place a loan restructuring arrangement betwethe
individual and the credit provider (whether or nather parties
are also involved), for the implementation of thaids
arrangement by the credit provider; or

in the course of the review of existing credit liies, with a view
to putting in place a scheme of arrangement withitidividual

initiated by a request from the individual, prowiddat nothing in
this clause above shall affect any access made lyedit

provider during the transitional period to the f@ling account
data (the access to which may be made under cittzunoss other
than that provided for in clause 2.10.1, 2.10.2,023 or 2.10.4
but in accordance with clause 2.9) :

account data (comprising of account general datd account
repayment data) relating to a hire-purchase, legson a charge
account;

account data (comprising of account general datd aacount
repayment data) relating to an account, other tlzamaccount
mentioned in clause 2.10.5, which reveal a matetethult that
remains outstanding at the time of access; or

account general data together with default datachhieveal a
material default, relating to an account other than account
mentioned in clause 2.10.5 or 2.10.6 where theré been a
material default prior to the time of access.
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Part V — The PCPD’s Considerations and Issues for @sultation

Overview

51 PCPD’s fundamental responsibility to society istpervise compliance with
the provisions of the Ordinance, thereby protectimg personal data privacy rights of
individuals. In effect, this means, among othenglsi monitoring data users’ operating
principles, policies and strategies to ascertaithdy meet the explicit and implicit
requirements made by those provisions. Notions agdhirness, non-excessive collection,
purpose of collection, use, and security puncttiadedata protection principles, and it is
these fundamental notions that give substance td gmersonal data management
practices.

5.2 In any given jurisdiction that has privacy legigla, there is an operating rule
that where there is a need to collect personal tlzih data should be kept to the absolute
minimum necessary to fulfill the purpose(s) for alhthey were collected. There is also
the in-built protection that the data user musbinf the data subject of the purpose(s) for
which his personal data are to be used. In additieexpress and voluntary consent of the
individual must be obtained before there can be@dmnge of use of his personal data.
These requirements provide data subjects withliliéyeto make decisions regarding their
personal data upon the basis of informed choice.

5.3 Against the above data protection principles,itiiistry’s proposal to allow

credit providers to provide the CRA more consunmnedit information for subsequent and
separate assessment of credit applications andt eexdews would have to be duly
evaluated.

5.4 In approaching the proposals made by the indugteyPCPD considers that a
fair and reasonable balance has to be struck betirepublic interest and the privacy
interests of individuals so that the former is fostered unduly at the expense of the latter.
Determining the exact nature of that balance \eitjuire the co-operation and concerted
effort of various players in the consumer creditrket and careful consideration of the
following factors:-

(@) The “borrowing” side of consumer credit. A borrower of credit facilities
from the credit lending market has a responsibtiitthe market in terms of
managing his financial affairs prudently and anigdilon to the lender to
provide relevant information to enable prudent Iagdassessment. The acid
test is whether such information is necessary btiercessive for the purpose
of use, and if so, what safeguards need to benqalace to ensure data privacy.
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(b) The “lending” side of consumer credit.In every category of lending, the
prudent assessment of credit risks is criticalh® growth of the market. A
lender has a responsibility to the market in teoh&xercising prudence in
lending and an obligation to the borrower to useittiormation obtained only
for the purposes for which the information was ectiéd. The data-sharing
model provides the information platform for use loetter credit risk
management. However, the effectiveness of this am@sm could be hampered
if lenders, for commercial reasons, choose to igribe information available
and continue to make decisions that increase gwraged risks.

(c) Regulatory authorities. Relevant authorities such as the HKMA and the PCPD
have responsibilities to ensure a level playinddfiexists and an efficient
market for consumer credit while personal data gmyv is respected.
Supervisory guidance is needed to ensure good cocraheractices are
followed, that privacy solutions are enforced, dinat there is adequate data
protection.

Merits of the industry’s proposal for sharing morége data

The public interest

5.5 As pointed out above, the property market was bobin the early part of the

third quarter and in the first half of 2010, driviey exceptionally low mortgage rate and
the ongoing economic recovery. Prices of residefiig office space, retail shop space
and flatted factory space have risen significarifly.lt is also noted that the Chief
Executive in his recent Policy Address stated ttis@ mortgage-to-income ratio in the
second quarter was 41%, which, even though lovaer the average ratio of 53% over the
past 20 years, is on a rising trerfd”.

5.6 As cautioned by the Financial Secretary, sincefaieth quarter of 2008, the
amount of inflow of funds has exceeded $640 billiorcreasing the potential risk of
creating asset-price bubbles. Capital flows coeletrse or interest rates rebound, making
asset prices very volatile. This in turn may affénet stability of the financial system and
the true recovery of the econorfly To ensure the healthy and stable development of the
property market, the government has introduced mbeu of measures including
increasing the supply of residential flats, enhagdransparency in property transactions,
raising the transaction cost of property specutasiod preventing excessive expansion in

19 Based on statistics contained in Economic Analgsis Business Facilitation Unit, Financial Secrgga0ffice
(November 2010)Third Quarter Economic Report 2010.114.

20 The 2010-11 Policy Address, “Sharing Prosperityd@aring Society”, p.4.

2L “The 2010-11 Budget”, speech by the Financial 8&eey, the Hon. John C. Tsang, moving the SecordiiRg of
the Appropriation Bill 2010, Wednesday 24 Febru20y0, para. 21.
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mortgage lending’

5.7 It may be worth noting that in terms of the amaoaifibans and advances made
by credit providers, those used for the purchagesitlential flats amounted to HKD 698
billion in 2009, as compared with only about HKDHfiBion for credit card advancéd By
the 2 quarter of 2010, the amount of loans and advanses for the purchase of
residential flats jumped to HKD 734 billion, whitae amount of credit card advances
stagnated at around HKD 68 billigh.

5.8 Given that the size of mortgage loans far excéteatsof credit card advances,

the need for prudent borrowing on the part of mag#gloan applicants and prudent lending
on the part of credit providers should warrant lase; if not closer, attention as that for
credit card advances by regulatory authorities fthenpublic interest point of view.

5.9 The PCPD understands that the industry’s propegaén implemented with
appropriate safeguards, would contribute to crga@m environment in which the
transparency of credit information would becomgrefater value to lenders and borrowers,
thereby facilitating a responsible lending/borrogvirelationship. In turn, this would
prevent the provision of too much credit to thas@éividuals with inadequate repayment
ability, thus safeguarding their financial health.

Information transparency as a value contributinthepublic interest

5.10 In any developed economy, the individual consuiséne engine of economic

growth. The credit market has been a key ingredremiaking that growth a reality. In

Hong Kong, there has been a significant expansidhe amount of available credit over
the last decade. This has been central to the grofdtlong Kong’s economy.

5.11 As pointed out by the industry, transparency @fddrexposure information,
such as the number of all active loans on handuditmg mortgage loans, enables the
aggregate exposure of an individual to be deterthifi@e industry has emphasized that
provided appropriate safeguards are put in plaemsparency of information confers
value upon both the lender and borrower in thefaithg ways.

(a) Informed decision in credit assessmentVith a more comprehensive picture
of individual credit risk profiles, including theioutstanding loans, credit
decisions will be based upon fair and completesassents;

(b) A good credit record is an important personal assefor good borrowers, a

% “The 2010-11 Budget”, speech by the Financial 8&ey, the Hon. John C. Tsang, moving the SecordliRg of
the Appropriation Bill 2010, Wednesday 24 Febru2®y0, para. 21 — 33.

3 Census & Statistics Department (2010), Hong Kongual Digest of Statistics 2010, p. 249.

% Census & Statistics Department (2010), Hong Korapilly Digest of Statistics, November 2010, p. 155.
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good credit record will be a lifetime asset thabigectively determined and
totally under their control. Transparency in radatto this information would
benefit the great majority of borrowers in termguifire applications for credit,
that is, securing favourable conditions and chaageshed to that borrowing.

5.12 In the absence of consumer mortgage data shamedit providers could still
ask applicants of credit to provide information their outstanding mortgage loans and
repayment amounts. In cases where applicantsdgirdvide full information on their
outstanding mortgage loans, credit providers mayaable to conduct a fair and accurate
assessment of the repayment ability of the appkcand may have to build in a risk
premium in the interest rate for the credit fagiiit order to protect the credit providers’
interests. Consequently, as pointed out by thesimguthose who provide full information
on their outstanding mortgage loans will suffemfran increase in credit facility interest
rate, as credit providers are not in the positmdistinguish applicants who have provided
full information on their outstanding mortgage Iednom those who fail to do so. The
sharing of consumer mortgage data will help enaueel playing field for all mortgage
loans applicants for credit and credit provideh&réby creating an efficient market for
consumer lending and borrowing.

5.13 Indeed, as noted in a review of privacy in conleectvith credit reporting
conducted by the Australian Law Reform Commissiofgrmation asymmetry resulting
from the credit providers’ inability to know thellfiextent of an applicant individual's
credit history will lead to averse selection on fiaet of credit providers by pricing credit
based on the average credit risk of individualgs Will create an incentive for high risk
applicants to apply, as the price is too low tarthand low risk applicants to reject credit,
as the price is too high for them. Information asygtry may also create moral hazard,
with a (2;Er)edit applicant obtaining credit fraudulgriy failing to disclose his or her credit
history:

5.14 In summary, the extension of consumer credit dhting to cover mortgage
data would contribute to greater transparency fdrmation and serve the purpose of
making credit assessment more rigorous and effectivhis would result in responsible
lending and borrowing and help safeguard the olé@rancial stability of Hong Kong,
particularly in view of the increasing pressure the property market due to the
unfavourable global financial environment of lovterest rates and excessive liquidity.

% Australian Law Reform Commission (200Bgview of Privacy — Credit Reporting Provisionsuss Papem.24
- 25.
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The Consumer’s viewpoint

5.15 Mortgage information are highly personal and oderfitial. From a data
protection perspective, more disclosure and ugerdonal data is tantanmount to greater
privacy-intrusion. Consumers are inevitably coneer about their data privacy and
protection, and in particular over whether too munsumer mortgage data than
necessary are disclosed by credit providers t€fRA to the advantage of credit providers
and disadvantage of consumers. They may alsogaesions as to the effectiveness of the
industry’s proposal in bringing about more favoulealerms and pricing to consumers.

5.16 From a data protection perspective, sharing odqueal data, particularly when
the data are collected from different sources, awwersely affect an individual’s privacy
interests. The implications of extending consummedit data sharing to mortgage data are
twofold:-

(a) Data Concentration.First, the inclusion of a substantial amount obrmiation
on credit users would expand the storage and reteat personal information
in a single centralized source. Any citizen who Aasnsumer credit record, no
matter whether it is “good” or “bad”, may become gubject of a centralized
credit reference database. The richness of datheodatabase may give rise to
opportunities for function “creep” and increase tigks of the data being
misused for purposes other than the original pwpas$ collection.

(b) Profiling/Stigmatization. Secondly, there is an issue relating to consumer
credit scoring. Credit scoring is a process wheretadit data relating to a
borrower are used, either separately or in conjanatith other information,
for the purpose of generating a score that purgortse representative of the
borrower’s credit-worthiness. The process is akipitofiling individuals and
placing them in categories that would span theedram “low risk borrowers”
to “high risk borrowers”. This gives rise to a lihg effect on the individual
concerned. Dependent upon the scoring mechanigntyples of data used and
the accuracy of the data, the process may restiieimdividual being given an
inappropriate “credit label”, thus adversely affegthis credit standing.

5.17 For the issue relating to data concentration, dperational desirability of
having all relevant consumer credit data availableone centre for the purposes of
facilitating prudent borrowing and lending cannetdisputed. A more positive approach
to tackle the privacy concern of data concentraisoto take all necessary measures and
safeguards sufficient to ensure the integrity amcusgty protection of the data, and to
ensure no misuse of the data.
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5.18 As regards profiling and stigmatization, the inmyss of the view that a fair
assessment by credit providers on the credit lyistod repayment ability of consumer
credit applicants will facilitate the granting afedit on terms that will be commensurate
with their credit-worthiness. The industry consglérat it is to the benefit of both credit
providers and credit applicants that the informatwoailable from the CRA will not result
in a “mislabeling” of credit applicants due to imepleteness of information stored in the
CRA.

5.19 The industry maintains that in the light of expage with respect to unsecured
lending, credit assessment for credit facilitiesdash on more comprehensive data is
expected to result in more favourable terms ardngifor borrowers. It is incumbent upon
the industry to demonstrate how the benefits ofisganortgage data will be passed on to
consumers.

5.20 Notwithstanding the pledges of confidentiality tttase central to bank/client
relationships and the assurances put up by the GRAPCPD is of the view that any
relaxation in the sharing of credit data shouldpbetected by more stringent privacy
safeguards. These safeguards must apply to angageardata to be contributed by credit
providers to the CRA and used subsequently. Theasrshould apply not merely to the
credit database system but to those staff of théitgproviders and the CRA who interface
with the system.

Other matters to be considered by the PCPD

5.21 The Privacy Commissioner recognizes that his glict®n is restricted to
matters that relate to personal data privacy ptioie@and that he can only act on those
matters for which he is empowered under the promsiof the Ordinance. Some of the
issues raised above are not data privacy-relatéchance fall outside the PCPD’s remit.
Nevertheless, they are important matters that tha®® Commissioner feels obliged to
highlight in order to convey a complete picture tbe relevant privacy matters to be
considered.

Effective use of credit information in prudent lemmayg

5.22 A primary argument advanced by the industry i r@dit providers are
handicapped by the lack of mortgage data for ass#sof consumer credit applications.
It should be noted that information confers validyovhen it is effectively utilized to
promote better decision making.
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5.23 On a more cautionary note, it must be recognibed, given the diversity of
credit providers, it is unlikely that credit risk amagement procedures will be
homogeneous. The PCPD is not in any position todatncredit providers in terms of
precisely how they will apply consumer mortgageadatcredit assessment and credit risk
management. It is the responsibility of the indpstr demonstrate to the public that they
will best utilize the data to facilitate prudenndeng for the collective benefit of the
borrowers, the credit providers and the economy akole.

Issues for consultation

5.24 The following are the privacy issues for consigtatarising from the industry’s
proposal of greater sharing of mortgage data foega credit assessment:

(a) Issue 1 - Types of mortgage loans to be covered;

(b) Issue 2 — Types of data to be contributed by cprditiders to the CRA and to
be accessed by credit providers: Positive and Magat

(c) Issue 3 - Contribution of pre-existing mortgageadat credit providers to the
CRA;

(d) Issue 4 — Use of Mortgage Count for general crad#essment on or after
implementation;

(e) Issue 5— Transitional period; and

(f) Issue 6 — Implementation safeguards.

Members of the community are invited to submitithé@ws regarding these issues, which
are explained below.

Issue 1 — Types of mortgage loans to be covered

5.25 Views are invited on the industry’s proposal téeexi the scope of sharing of
consumer credit data to cover both positive andatmeg mortgage data relating to
mortgage loans for residential, retail, commereaiadl industrial properties in respect of
borrowers, mortgagors and guarantors (as opposshlaiong of only negative mortgage
data for residential properties with respect tadeers and guarantors as at present).

5.26 At present, mortgage data available for sharingregit providers in the CRA
are residential mortgage data of consumers who treaterial defaults in payment (i.e. a
default in payment for a period in excess of 60s)lay The Privacy Commissioner
acknowledges that expanding the scope of mortgsgetiypes will give a full picture of a
borrower’s overall indebtedness for prospectivedé&s to accurately assess his
credit-worthiness. From a data protection perspectonsideration has to be given as to
whether the inclusion of additional mortgage logres is excessive for the purpose of use
of the data, namely, assessment of credit (inctudimortgage loan) applications and
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general reviews of borrowers’ credit profiles.

Issue 2 — Types of data to be contributed by cditiders to the CRA and to be accessed
by credit providers: Positive and Negative

Positive Mortgage Data

5.27 Views are invited on the proposed items of Conted Data to be provided by
credit providers to the CRA and the access of thetdhge Count by credit providers from
the CRA.

5.28 According to the industry’s proposal, the Conttdal Data in relation to
mortgage loans and mortgage loan applications torbeided by credit providers to the
CRA are:

(@) Name;

(b) Capacity (i.e. whether as borrower, mortgagor @rgntor);

(c) Hong Kong Identity Card number or travel documamnnber;
(d) Date of Birth;

(e) Gender,

(f) Correspondence Address; and

(g) Account number, type of facility, account statud atosed date.

5.29 According to the industry, the above Contributestddare necessary to enable
the CRA to identify accurately each individual ihwed in a consumer mortgage loan and
compile the Mortgage Count. The industry propdkescredit providers will have access
to the Mortgage Count only (and not the Contribubedia) from the CRA.

Negative Mortgage Data

5.30 As for the sharing of negative data of non-redidémortgages, the industry
proposed that credit providers will share the saamas of negative credit data as currently
permitted under the Code for residential mortgagesaccount general data (as stated in
Schedule 2 of the Code) and default data (beingrnihaunt past due (if any) and number of
days past due; and date of settlement of amountpas(if any)). Such data will only be
provided by credit providers if there is a matedefault in payment of the mortgage loan.
(i.e. a default in payment for a period in excels8days).

5.31 Subject to the determination on the types of nagégloans to be covered under

Issue 1, the Privacy Commissioner is of the vieat the proposed types of data items to be
contributed and accessed under this Issue repriseminimum amount of data necessary
for the purpose of assessing the credit risk osaarer credit applicants.
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5.32 To align with the treatment under the existing €atlis recommended that:-

(@) CRA may retain the data covered in paragraph 58 ;29 above in its
database until the expiry of 5 years after accaerination subject to the
request from the consumer during the 5 years ftatide of the account data
from its database as stated in clause 3.5.2 oéxtisting Code provided that
there has not been any material default (defaytayment in excessive of 60
days) within 5 years immediately before accounhteation.

(b) CRA may retain the data covered in paragraph 308@ein its database until
the expiry of 5 years from the date of final setidt of the amount in default
(including settlement of the amounts payable pursua a scheme of
arrangement with the credit provider) as statedanse 3.3 of the Code.

5.33 In view of the proposed expansion of types of datbe contributed by credit
providers to the CRA and to be accessed by creavigbers, clause 2.4.3.3 and Schedule 2
of the existing Code will have to be amended toecdkie types of positive and negative
data illustrated under paragraphs 5.28, 5.29 a3 above. Consequential changes will
have to be made to the relevant provisions of #&ting Code to give effect to the above
amendments.

Issue 3 — Contribution of pre-existing mortgageadat credit providers to the CRA

5.34 According to the industry, customers whose momrgdaga are to be contributed
to the CRA belong to two groups:-

(a) customers to whom a notice was provided before thieetime of mortgage loan
application when the lending institution collectgersonal data from him and
that the notice explicitly covered the contributiohdata to the CRA as now
proposed by the industry;

(b) customers to whom no such notice was providedenttice provided before
or at the time of mortgage loan application wher tbnding institution
collected personal data from him did not explicitipver the contribution of
data to the CRA as now proposed by the industry.

5.35 Views are invited on the contribution to the CR#&abase by credit providers
of mortgage data (see paragraphs 5.28, 5.29 ard Un8er Issue 2) of pre-existing
mortgage loans and mortgage loan applicationsveddiefore the implementation date of
the proposal, with or without prior explicit notétion to the customers.

5.36 In this regard, the industry is of the view thaker in the absence of prior
notification, there is no need to obtain the explepnsent of the customers as the
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additional mortgage data are used for a lawful psepdirectly related to the core activity
of credit providers and the original purpose forichhthey were collected. The industry
believes a “directly related purpose” should beedatned by whether it is directly related
to the original purpose, without imposing a specifime frame for making that
determination. Adopting such interpretation, thdustry treatsgranting and maintaining
the mortgage lodnas original purposes an@nsuring ongoing creditworthiness of the
customeras a purpose directly related to those originappses.

5.37 The PCPD notes the industry’s view but feels thatindustry’s interpretations
of “directly related purpose” would have implicat® for privacy, particularly in cases
where the borrower/mortgagor/guarantor was notieilgl informed by the lending
institution of the use and transfer of his persatah including contribution to the CRA
database, before or at the time of applying fortgage loan, and it would therefore be
uncertain if he could have reasonably contemplatet his mortgage data would
subsequently be contributed and used for sharing aredit database. Nevertheless, the
PCPD is also aware of the increasing public conabout rising property prices and that if
mortgage data prior to the implementation of th@ppsal are not shared, the intended
effectiveness of mortgage data contribution by itrpdoviders to the CRA after the
implementation of the proposal will not be realizadil some years after implementation,
thus thwarting the purposes of extending the c@e=d consumer credit data sharing to
mortgage data.

5.38 The Privacy Commissioner recognizes the need foagpropriate balance
between the public concern about rising properiyes: the privacy rights of individuals
and the duty of confidence normally owed by crguitviders to their customers, but
reserves his position at this stage. He will forndedinitive view taking into account
stakeholder and public views collected during tloasultation exercise. Views are
therefore sought from relevant mortgagors, guarardod borrowers, among others, on
whether it was within their reasonable contempiatttat their personal data in relation to
pre-existing mortgages and mortgage loan applicatieould be disclosed to the CRA for
consumer credit data sharing and on whether thpgatithe disclosure on grounds of
public interest that the industry and the HKMA adates.

Issue 4 — Use of Mortgage Count on or after implsat#on

5.39 Although the additional data contributed by thedir providers to the CRA
relate to mortgage, data access would be alloweddsessment of both mortgage loans
and other credit facilities. According to the inttysmortgage data proposed to be shared
would be accessed by credit providers for any appbns for new credit facilities or
renewal of existing credit facilities, or generalrfolio review after customer’s written
consent is obtained. This means that mortgagepdataded by borrowers, mortgagors or
guarantors in connection with their applicationsrfwrtgage loans will be used not only
by the credit providers concerned with the mortghge all other credit providers, in
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connection with not only mortgage loans but alleotbredit facilities obtained from credit
providers by the borrowers, mortgagors or guarantor

5.40 While the desirability of having comprehensivedirénformation about their
borrowers on the part of credit providers is untdrdable, it is worth noting that the size
of non-mortgage credit facilities to be considelgdcredit providers is relatively smaller
compared with the size of mortgage loans. This bibgs question of whether the
availability of mortgage data is absolutely necgss$ar the purposes of processing, for
example, an application for credit cards involviagelatively small amount of credit
facilities compared to mortgage loans. Public viemessought in this regard.

Issue 5 - Transitional period

5.41 Views are also invited on the industry’s proposenigth of the transitional
period, that is, 24 months following the implemeiota date for the sharing of consumer
mortgage data. The concept of a transitional gersothat during the period, credit
providers are prevented from accessing and usieggtbata for the purposes of review of
existing credit facilities of borrowers except fimose circumstances where immediate
access is required because the customer is incialadifficulties and in need of debt
restructuring.

5.42 A transitional period would offer borrowers an didahal level of safeguard in
the knowledge that any mortgage data collectechbyGQRA could not be accessed and
used during the transitional period other than rgplications for credit facilities and
prescribed exceptional circumstances indicated@bbvis may be beneficial to those who
have over-borrowed in that it would offer a lengttperiod of time in which they would be
able to re-assess and revise a realistic repayseéetule with their lending institutions.
Furthermore, the transitional period would factbtéhe endeavours of credit providers in
that, where appropriate, it would enable them to&do a better judgment in terms of the
extent to which their own credit recovery strategweere efficacious. Those strategies
would include debt relief plans and/or the restitiog of non-performing loans.

5.43 The benefits of a transitional period are cledhe question is whether the
proposed length of the transitional period is readte. Public views are sought.

Issue 6 — Implementation safequards

5.44 The PCPD considers that a privacy compliance asidiuseful tool that should
be deployed by the CRA to review and check whetlsga management practices are
adequate to comply with the requirements of theeCod

5.45 At present, the CRA is required to carry out cdampie audit annually and audit
report has to be submitted to the Privacy Commissifor consideration and/or comments.
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In view of the expansion of the database if theigtid/’s proposal is adopted, the Privacy
Commissioner recommends the CRA, at its own expéassommission an independent
compliance audit within 6 months from the implenagiain date, with a view to having the

compliance auditor submitting to the Privacy Consisiser an audit report no later than 3
months from the date of commencement of the comgdizaudit. The first compliance

audit shall address, in particular, the adequadp®fdata handling system of the CRA in
respect of the expanded scope of mortgage datangharaccordance with the provisions
of the Code. Thereafter, the annual privacy coamgle audit of the CRA will also cover

the expanded scope of mortgage data.

5.46 In addition, given the CRA holds all the consumedit data in its information
systems, the IT security management of its infolonasystems and all its associated
controls are critical to the confidentiality, intdg and accountability of the consumer
credit data being entrusted. Due to the sensitofithese consumer credit data, the level of
expectation on their security is high. Periodic $&curity audits utilizing industry
best-practice principles, such as the ISO/IEC 2®&& Practice on Information Security
Management will provide assurance to consumersarptotection of their personal data.

5.47 Views are invited from the general public on wiesthny additional privacy
safeguards should be introduced and any otheraisrsinould apply to the credit database
system and to the staff of the CRA and the cradwiders that interface with the system to
prevent abusive access.
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