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INTRODUCTION

THIS CODE OF PRACTICE (“the Code”) has been issumd the Privacy
Commissioner for Personal Data (“the Commissioner'the exercise of the powers
conferred on him by PART Il of the Personal Da®aiacy) Ordinance (Cap. 486)
(“the Ordinance”). Section 12 of the Ordinance emgrs the Commissioner to issue
such codes of practice “for the purpose of progdimactical guidance in respect of
any requirements under this Ordinance imposed tanudgers”.

The Code was first notified in the Gazette on 2@Bréary 1998. The related Gazette
Notice, as required by section 12, specified that:

(a) the Code to take effect on 27 November 1998; an

(b) the Code is approved in relation to the follegviequirements under the Ordinance:
sections 19(1), 23(1), 26 and Data Protection iies 1,2,3,4 and 6 of Schedule
1.

The first revision of the Code was notified in tBazette on 8 February 2002. The
related Gazette Notice specified that such revistall take effect on 1 March 2002.

The second revision of the Code was notified in@azette on 23 May 2003. The
related Gazette Notice specified that such revistaill take effect on 2 June 2003.

The third revision of the Code was notified in thazette on 1 April 2011. The related
Gazette Notice specified that such revision (saveugh clauses as specified therein)
shall take effect on 1 April 2011.

The Code is designed to provide practical guidaaaata users in Hong Kong in the
handling of consumer credit data. It deals witheotion, accuracy, use, security and
access and correction issues as they relate tormdrdata of individuals who are, or
have been, applicants for consumer credit. TheeGmers, on one hand, credit
reference agencies, and on the other hand, crexliiders in their dealing with credit

reference agencies and debt collection agencies.

A breach of the Code by a data user will give tisa presumption against the data user
in any legal proceedings under the Ordinance. daligithe Ordinance provides (in
section 13) that:

(@) where a code of practice has been issuedatiorlto any requirement under the
Ordinance;

(b) the proof of a particular matter is essental froving a contravention of that
requirement;

(c) the specified body conducting the proceedirgsm@gistrate, a court or the
Administrative Appeals Board) considers that angipalar provision of the code
of practice is relevant to that essential matted i&

(d) itis proved that that provision of the codepadictice has not been observed;

then that essential matter shall be taken as prowézks there is evidence that the
requirement under the Ordinance was actually cadplith in a different way,
notwithstanding the non-observance of the codeaftjze.

Aside from legal proceedings, failure to obsengmde of practice by a data user will
weigh unfavourably against the data user in ang bafore the Commissioner.



PERSONAL DATA (PRIVACY) ORDINANCE
CODE OF PRACTICE ON
CONSUMER CREDIT DATA

COMMENCEMENT

This Code of Practice shall take effect from 1 Ap@i11 except:

(@) Clauses 2.4.1A, 2.7A, 2.7B and 3.1.1A shalétaKect from 1 July 2011
and whereupon clauses 2.4.1, 2.7 and 3.1.1 stadkde have effect; and

(b) Clauses 2.1.3A, 2.1.3B, 2.1B, 2.2A, 3.1.3AA3.3.4B, 3.5A, 3.8.2.2A,
3.8.2.4D and 3.10.5.1A shall take effect on a datee appointed by the
Commissioner.

|  INTERPRETATION

Unless the context otherwise requires, the termedisn this Code have the
following meanings:

1.1  “Account” means any account between a credadvider and an
individual that involves the provision of consuneceedit, and includes
any new account created as the result of any sclodraerangement
involving one or more previous accounts;

1.2  “Account data” means the account data refeiwad Schedule 2. For
account involving the provision of consumer créadianother person for
whom an individual acts as mortgagor or guarati@raccount data of
such account is, in addition to being account dal&ting to that other
person as the borrower, deemed to be also accetmtelating to the
individual to such extent as to reveal the contmdebility of the
individual as mortgagor or guarantor;

1.3  “Account general data” means the account gémata referred to in
Schedule 2;

1.4  “Account repayment data” means the accountyrapat data referred
to in Schedule 2;

15 “Banking Code” means the Code of Banking Pcacsued jointly by
the Hong Kong Association of Banks and the DTC Agsg®mn and
endorsed by the Hong Kong Monetary Authority, imohg any revision



1.6

1.7

1.8

1.9

1.10

1.11

1.12

1.13

1.14

from time to time in force;
“Commissioner” means the Privacy CommissionePersonal Data;

“Consumer credit” means any loan, overdrafilitgcor other kind of
credit provided by a credit provider to and for tise of an individual, or
to and for the use of another person for whom dividual acts as
mortgagor or guarantor. For credit involving legsor hire-purchase,
an individual acquiring motor vehicles, equipmentessels financed
by a credit provider by way of leasing or hire-ghase is deemed to be
provided with credit by the credit provider to tietent of the value of
those goods, any amount overdue under the leaderepurchase
agreement is deemed to be an amount in defaultr iheendividual's
account with the credit provider, and all relatedrts and expressions
are to be construed accordingly;

“Consumer credit data” means any personal datacerning an
individual collected by a credit provider in theucse of or in

connection with the provision of consumer creditany personal data
collected by or generated in the database of a QR&uding the

mortgage count) in the course of or in connectidah the providing of

consumer credit reference service;

“Consumer credit reference service” means theice of compiling
and/or processing personal data (including conseneelit scoring), for
disseminating such data and any data derived tioenefo a credit
provider for consumer credit purposes and, forqrering any other
functions directly related to consumer credit tesnt®ns;

“Consumer credit scoring” means the processreddy personal data
relating to an individual held in the database @RA are used, either
separately or in conjunction with other informatiogld in the system,
for the purpose of generating a score (being in&tion statistically
validated to be predictive of future behaviour loe tlegree of risk of
delinquency or default associated with the provismr continued
provision of consumer credit) to be included inradit report on the
individual;

“CRA” means credit reference agency, whichuim means any data
user who carries on a business of providing a aoeseredit reference
service, whether or not that business is the sofgincipal activity of
that data user;

“Creation”, in relation to consumer creditadaeld by a CRA, means
the entering of such data into the database oCRA;

“Credit provider” means any person descrilbe8chedule 1;

“Credit report” provided by a CRA on an indival means a disclosure



1.15

1.16

1.17

1.18

1.19

1.20

1.21

1.22

1.23

1.24

1.25

1.26

made by the CRA, in whatever form, of consumericidata relating to
such individual held in its database;

“DCA” means debt collection agency;
“DPP” means data protection principle;
“Effective date” means 1 April 2011,

“Hire-purchase, leasing or charge account’nmaeen account involving
the hire-purchase or leasing of, or the creatioa oharge over, motor
vehicles, equipment, vessels or other assets drgluctal estate

property;

“Loan restructuring arrangement” means angisehof arrangement in
relation to debts owed by an individual consequgain a default in the
repayment of those debts;

“Material default” means a default in paymfemta period in excess of
60 days;

“Mortgage loan” means a loan secured or tsdmired by residential
(including uncompleted units and properties undeHfome Ownership
Scheme, Private Sector Participation Scheme, Tefamthase Scheme,
and any other subsidised home purchase schemeemffey the
Government of the Hong Kong Special AdministratRegion from
time to time), retail, commercial or industrial psesties, unless
otherwise specified and reference to “mortgage’llsha@ construed
accordingly;

“Mortgage count” means the number of mortgagas under which an
individual is a borrower, mortgagor and/or guaranto

“Ordinance” means the Personal Data (Privesyjnance (Cap. 486);

“Prescribed consent” means the express con$amt individual given
voluntarily but does not include any consent wttiels been withdrawn
by notice in writing served on the person to whae ¢onsent has been
given (but without prejudice to so much of that et has been done
pursuant to the consent at any time before theadatiso served);

“Reporting period”, in relation to an accountans the period between
the effective date and the date on which accouatal@ provided by the
credit provider to the CRA for the first time, arndereafter, the period
(not exceeding 31 days) between each successhamaesof providing
such data;

“Scheme of arrangement” means any restrugtuniescheduling or
other modification of terms of whatsoever naturagéalation to debts



owed by an individual, whether as borrower, as gagbr or as
guarantor, towards a single creditor or more tham areditor;

1.27 *“Suspected abnormal access” means the occercéraccess on five or
more occasions within a period of 31 days madeheysame credit
provider seeking access to the consumer credit ofata particular
individual held by a CRA, in connection with theviev of existing
consumer credit facilitiepursuant to clause 2.9.1.2, 2.9A.2, 2.9A.4,
2.9A.5, 2.10A.2, 2.10A.3 or 2.10A.4 of the Code;

1.28 “Transitional period” means the period of 2dntins beginning on the
effective date and ending on the day before therskanniversary of
the effective date.

1.29 “Termination of the account”, “account terntioa” or other word that
connotes an account being terminated means cldsurany further
business between the credit provider and the bara# the account
after being fully repaid subject to the agreed teemd conditions then
in force. For avoidance of doubt, any amount be&migen off in full or
in part is not considered as repayment.

Words and expressions importing the masculine geindtude the feminine,
and words and expressions in the singular inclbdeptural, and vice versa.



THE HANDLING OF CONSUMER CREDIT DATA BY

CREDIT PROVIDERS

Notification to customer by credit provider

Notification upon application for consumer credit

2.1

A credit provider who provides consumer crddiia (excluding the data
relating to mortgage loan) to a CRA or, in the éwdrlefault, to a DCA,
shall, on or before collecting the personal dataroindividual applicant
for consumer credit, take all reasonably practieaéps to provide to
such individual a written statement setting outadie the following
informatiort:

2.1.1 thatthe data may be so supplied to a CRAgnd the event of
default to a DCA;

2.1.2 that the individudhas the right to be informed, upon request,
about which items of data are routinely so disalpsend his
right to be provided with further information to adsle the
making of a data access and correction requestetoedevant
CRA or DCA, as the case may be;

2.1.3 that, in the event of any default in repaymenless the amount
in default is fully repaid before the expiry of @@ys from the
date such default occurred, the individual shalliddge to have
his account repayment data retained by the CRA tinatiexpiry
of 5 years from the date of final settlement of #meount in
default; and

(Clauses 2.1.3A and 2.1.3B shall supercede andceptlause 2.1.3 on
a date to be appointed by the Commissioner)

2.1.3A that, in the event of any default in repagimeanless the amount
in default is fully repaid or written off (othervdshan due to a
bankruptcy order) before the expiry of 60 days frtiva date
such default occurred, the individual shall belkai® have his
account repayment data retained by the CRA urdiettpiry of 5
years from the date of final settlement of the ami@ni default;

2.1.3B that, in the event of any amount being emitoff due to a
bankruptcy order being made against the individubk
individual shall be liable to have his account sgpant data
retained by the CRA, regardless of whether the w@tco

1

If a credit provider fails to take all reasonaphacticable steps to give to the individual
applicant a written statement as described in el@us, this will give rise to a presumption
of contravention of DPP1(3) under section 13(2thefOrdinance.



2.1A

repayment data reveal any material default, uhal earlier of
the expiry of 5 years from the date of final setidat of the
amount in default or the expiry of 5 years from tlade of the
individual’s discharge from bankruptcy as notifiedthe CRA
by such individual with evidence; and

2.1.4 that the individual, upon termination of thecount by full
repayment and on condition that there has not beghin 5
years immediately before account termination, argtemal
default on the account, will have the right to ast the credit
provider to make a request to the CRA to deletenfits database
any account data relating to the terminated acéount

A credit provider who, after the effective egbrovides consumer credit
data relating to mortgage loan to a CRA or, inglient of default, to a
DCA, shall, on or before collecting the personaiadaf an individual
applicant for mortgage loan, take all reasonabbcpcable steps to
provide to such individual a written statementisgttout clearly the
information in clauses 2.1.1, 2.1.2, 2.1.3 and®above with respect to
data relating to mortgage loan and in addition gbgr the credit
provider shall state explicitly that the mortgageaunt general data (as
defined in clause 2.4.4A) will be so supplied te @RA for generating
the mortgage count for sharing in the consumeritcdadabase of CRA
by credit providers

(Clause 2.1B shall supercede and replace clausé @rila date to be appointed
by the Commissioner)

2.1B

A credit provider who, after the effective &lgirovides consumer credit
data relating to mortgage loan to a CRA or, indglient of default, to a
DCA, shall, on or before collecting the personaidaf an individual
applicant for mortgage loan, take all reasonabbcpcable steps to
provide to such individual a written statementisgttout clearly the
information in clauses 2.1.1, 2.1.2, 2.1.3A, 2.188Ml 2.1.4 above with
respect to data relating to mortgage loan and ditiad thereof, the
credit provider shall state explicitly that the tgaxge account general
data (as defined in clause 2.4.4A) will be so sigppto the CRA for
generating the mortgage count for sharing in thesomer credit
database of CRA by credit providérs

See clause 2.15 for the duty of the credit prewtd make such a request to the CRA upon

the individual’s instructions.

If a credit provider fails to take all reasonabplacticable steps to give to the individual

applicant a written statement as described in ela2d A, this will give rise to a
presumption of contravention of DPP1(3) under sacti3(2) of the Ordinance.

If a credit provider fails to take all reasonaphacticable steps to give to the individual

applicant a written statement as described in ela24B, this will give rise to a
presumption of contravention of DPP1(3) under secti3(2) of the Ordinance.



Notification upon default

2.2

Where the credit provider has provided conswrealit to an individual
and the account is subsequently in default, théitgpeovider shall, as a
recommended practice, give to such individual witBd days from the
date of default a written reminder stating thatessl the amount in
default is fully repaid before the expiry of 60 ddyom the date of the
default, the individual shall be liable to have &tsount repayment data
retained by the CRA until the expiry of 5 yearsnfrthe date of final
settlement of the amount in default or 5 years frivm date of the
individual’s discharge from bankruptcy as notified the CRA,
whichever is earlier.

(Clause 2.2A shall supercede and replace claus®.2 date to be appointed
by the Commissioner)

2.2A  Where the credit provider has provided conswredit to an individual

and the account is subsequently in default, théitgpeovider shall, as a
recommended practice, give to such individual witBd days from the
date of default a written reminder stating thatessl the amount in
default is fully repaid or written off (otherwiskan due to a bankruptcy
order) before the expiry of 60 days from the ddt¢he default, the
individual shall be liable to have his account sgpant data retained by
the CRA until the expiry of 5 years from the datdioal settlement of
the amount in default or 5 years from the date haf individual's
discharge from bankruptcy as notified to the CRAjclever is earlier.

Notification upon account termination

2.3

Upon the termination of the account by full agment (excluding

payment by refinancing of the debit balance oreiteunt by the credit
provider), the credit provider shall, as a recomdeehpractice, give to
the individual a written reminder of his right (oondition that there has
not been, within 5 years immediately before accdaeantination, any

material default on the account) to instruct treddrprovider to make a
request to the CRA to delete from its database atpunt data or
mortgage account general data relating to the text@d account

Providing of consumer credit data by credit provider to CRA

Scope of data to be provided

2.4

Where a credit provider has collected any comsucredit data in

5

See clause 2.15 for the duty of the credit prewtd make such a request to the CRA upon
the individual’s instructions.



relation to an individual, subject to compliancéhaglauses 2.5 and 2.6,
it may thereafter provide to a CRA any of followittgms of consumer
credit daté&

Where the consumer credit data are not collectedelation to a
mortgage loan

2.4.1 general particulars of the individual, beingme, sex, address,
contact information, date of birth, Hong Kong IdgntCard
Number or travel document number;

(Clause 2.4.1A shall supercede and replace claudel Zrom 1 July
2011)

2.4.1A general particulars of the individual, beingame, address,
contact information, date of birth, Hong Kong IdgntCard
Number or travel document number;

2.4.2 credit application data (being the fact ttheg individual has
made an application for consumer credit, the typd the
amount of credit sought) that do not relate to atgage loan;

2.4.3 account data as described in Schedule 2idehat the credit
provider shall not provide to the CRA:

2.4.3.1 account data of any account which has been
terminated by full repayment (excluding payment by
refinancing of the debit balance on the accourthby
credit provider) prior to 2 June 2003; or

2.4.3.2 account repayment data held by it prio2 tdune
2003 of any account which already existed prid2 to
June 2003 and continues to exist after that date,
unless such account repayment data reveal an
outstanding default on 2 June 2003, in which case,
the credit provider may provide to the CRA the
default data relating to such default;

2.4.3.3 (Omitted as spent on 1 April 2011)
2.4.3A credit card loss data, being:
2.4.3A.1 notice that the credit provider, as casduer, has

suffered financial loss as the result of an unaitkd
transaction carried out through the use of a cezdd

® I, in the absence of any applicable exemptionrealit provider provides to a CRA any

consumer credit data other than those permitte@ritinis clause, this will give rise to a
presumption of contravention of DPP3 under secti®f®) of the Ordinance.



10

that has been reported lost, for an amount in exces
the maximum liability of the individual before
notification to the card issuer of the loss of thed;

2.4.3A.2 the amount of such maximum liability ahd amount
of financial loss suffered by the card issuer;

2.4.3A.3 the reported date of the loss of the ¢trehd, and the
date of such report; and

2.4.3A.4 a description of the event (misplacementallet,
theft, robbery, etc.) reported to have given rsé¢he
loss of the credit card and any follow-up action
including, where applicable, any report to the qali
subsequent investigation or prosecution and result,
finding of the lost card, etc.

2.4.4 (Omitted as spent on 1 April 2011)

Where the consumer credit data are collected iatieh to a mortgage
loan

2.4.4A mortgage account general data, being:

(i)  name of the individual;

(i)  capacity of the individual (i.e. whether asrimwer,
mortgagor or guarantor);

(i) Hong Kong Identity Card Number or travel
document number;

(iv) date of birth;

(v) address;

(vi) account number;

(vii) type of the facility;

(viii) account status (active, closed, write-otic)e

(ix) account closed date,

provided that the credit provider shall not providehe CRA:-

2.4.4A.1 the mortgage account general data of acpumt
relating to a mortgage loan which has been
terminated by full repayment prior to the effective
date; or

2.4.4A.2 the mortgage account general data of acpuant
relating to a mortgage loan which already existed
prior to the effective date and continues to exitsr
that date unless:-

0] the credit provider has obtained the
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prescribed consent of the individual to whom
the data relate for disclosure of the mortgage
account general data to the CRA,; or

(i) the repayment data of such account reveal a
currently outstanding material default, in
which case, the credit provider may provide
to the CRA the account general data together
with the default data relating to such material
default;

2.4.4B mortgage application data (being the faat the individual has
made an application for mortgage loan) provided tiha credit
provider has obtained the prescribed consent ofnttheidual,
and

2.4.4C where there is any outstanding materialulets#f a mortgage
loan which is granted on or after the effectiveeddhe credit
provider may provide to the CRA the account genelath
together with the default data relating to suchemat default.

Accuracy of data provided

2.5 Before a credit provider provides any consuonedit data to a CRA, it
shall have taken reasonably practicable steps ¢égkcBuch data for
accuracy. If subsequently the credit provider ages any inaccuracy
in the data which have been provided to the CRAh#ll update such
data held in the database of the CRA as soon asrrehly practicable

Providing of disputed data

2.6 Whenever a credit provider provides to a CRA@nsumer credit data
disputed by the individual to whom such data relabes shall be
accompanied by an indication of the existence efdispute. If at any
subsequent time the dispute has ended, the credider shall as soon
as reasonably practicable update the data heloeb@RA accordingRy

If a credit provider fails to have taken reasongiycticable steps to check the accuracy of
the data before providing such data to a CRA, drfdils to update the data held in the
database of the CRA after discovering such accuthisywill give rise to a presumption of
contravention of DPP2(1) under section 13(2) of@hdinance.

If a credit provider provides to a CRA any consurredit data disputed by the individual
to whom such data relate without accompanying #ta dith an indication of the existence
of such dispute, or if the credit provider, haviagcompanied the data with such an
indication, fails to update the data held by theA@R soon as reasonably practicable after
the dispute has ended, this will give rise to aspngption of contravention of DPP2(1)
under section 13(2) of the Ordinance.
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Updating of account data

2.7  Without prejudice to the generality of clauge$ 2.5and 2.6, where a
credit provider has provided any account data ortgage account
general data to a CRA:

2.7.1

2.7.2

the credit provider shall thereafter contintoeupdate such
account data or mortgage account general data piomp in
any event, by the end of each reporting perioceroeeding 31
days, until the account is terminated or writtef)-afhereupon
the credit provider shall promptly update the actadata to
indicate such termination or write-off; and

in addition, the credit provider shall updas soon as
reasonably practicable the account data or mortgageunt
general data held in the database of the CRA up®odcurring
of any of the following events

2.7.2.1  the repayment in full or in part of any ambin
default;

2.7.2.2 ascheme of arrangement being enteredvititche
individual;

2.7.2.3 the final settlement of the amount payghiesuant
to such a scheme of arrangement; or

2.7.2.4 the write off of any amount whether or rnbé
amount has been in default or the subsequent
repayment in full or in part of the written off aonmd.

(Clauses 2.7A and 2.7B shall supersede and replacese 2.7 on 1 July 2011)

2.7A  Without prejudice to the generality of claused, 2.5and 2.6, but
subject to clause 2.7B, where a credit providerdnagided any account
data or mortgage account general data to a CRA:

2.7A.1 the credit provider shall thereafter conéinto update such

account data or mortgage account general data piomp in
any event, by the end of each reporting perioceroeeding 31
days, until the account is terminated or writtef)-afhereupon
the credit provider shall promptly update the actadata to
indicate such termination or write-off; and

® If a credit provider fails to update any accodata provided to a CRA in accordance with
clause 2.7, this will give rise to a presumptiorcontravention of DPP2(1) under section
13(2) of the Ordinance.
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2.7A.2 in addition, the credit provider shall upglahs soon as
reasonably practicable the account data or mortgageunt
general data held in the database of the CRA up®odcurring
of any of the following event&

2.7A.2.1 the repayment in full or in part of any amt in
default;

2.7A.2.2 a scheme of arrangement being enterednitiitothe
individual;

2.7A.2.3 the final settlement of the amount payahlesuant
to such a scheme of arrangement; or

2.7A.2.4 the write off of any amount whether or ribe
amount has been in default or the subsequent
repayment in full or in part of the written off aond.

2.7B In the event that the individual makes a rstjteethe credit provider for

updating under the circumstances in clauses 2.7A02.7A.2.4 above,
the credit provider shall update the account datamartgage account
general data of the individual held in the dataligbe CRA promptly
but in any event not later than 14 days from thie dé receiving the
request’.

Access by credit provider to consumer credit data held by CRA

Access for updating

2.8

A credit provider may at any time, for the pase of providing or

updating consumer credit data on an individualeasérom a CRA such
consumer credit data on the individual as wereiptesly provided by it

to the CRA?

10

11

12

If a credit provider fails to update any accodata provided to a CRA in accordance with
clause 2.7A, this will give rise to a presumptidrcontravention of DPP2(1) under section
13(2) of the Ordinance.

If a credit provider fails to update any accodata provided to a CRA in accordance with
clause 2.7B, this will give rise to a presumptidrcantravention of DPP2(1) under section
13(2) of the Ordinance.

If the credit provider accesses any of the coreswredit data held by a CRA in situations
other than those provided for in clauses 2.8, 2.9A or 2.10A, this will give rise to a
presumption of contravention of DPP1(1) and/or DRPLnder section 13(2) of the
Ordinance.
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Access through credit report

2.9

2.9A

Without prejudice to the generality of claus® But subject to clauses
2.9A and 2.10A, a credit provider may, througheddrreport provided
by a CRA, access consumer credit data (except agetgount) held by
the CRA on an individud:

2.9.1 in the course of:

29.1.1 the consideration of any application foangr of
consumer credit;

2.9.1.2 the review of existing consumer credit [faes
granted; or

2.9.1.3 the renewal of existing consumer creditlifess
granted,

to the individual as borrower or to another perwrwhom the
individual proposes to act or acts as mortgag@uarantor; or

2.9.2 for the purpose of the reasonable monitarirthe indebtedness
of the individual while there is currently a defaldy the
individual as borrower, mortgagor or guarantor,

and for the purpose of clauses 2.9.1.2, 2.9A.2.2,2.9A.5, 2.10A.2,
2.10A.3, 2.10A.4 and other related clauses, thedWwmview” means
consideration by the credit provider of any of ibléowing matters (and
those matters only) in relation to the existingddréacilities, namely:

2.9.3 anincrease in the credit amount;

2.9.4 the curtailing of credit (including the caltagon of credit or a
decrease in the credit amount); or

2.9.5 the putting in place or the implementation aofscheme of
arrangement with the individual.

Without prejudice to the generality of claus8 but subject to clause
2.10A, a credit provider may, with the written cens from the
individual and through a credit report provided dyCRA, access
mortgage count held by the CRA on an individtial the course of:

13 For the consequence of a credit provider accgs$smconsumer credit data held by a CRA
in situations other than those provided for in sE812.9 and 2.9A, see Note 12 to clause 2.8
above.

4 |f the credit provider accesses the mortgagecheld by a CRA in situations other than
those provided for in clause 2.9A, this will givieerto a presumption of contravention of
DPP1(1) and/or DPP1(2)nder section 13(2) of the Ordinance.
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2.9A.1 the consideration of any application forrgraf a mortgage
loan;

2.9A.2 the review of existing mortgage loans grdnte

2.9A.3 the consideration of any application formgraf consumer credit
facilities (other than mortgage loan);

2.9A.4 the review of existing consumer credit fiieis granted (other
than mortgage loan);

2.9A.5 the review under the circumstances in cla@sg0A.2, 2.10A.3
and 2.10A.4 for any existing consumer credit féesi granted;

2.9A.6 the renewal of existing mortgage loans grdnor

2.9A.7 the renewal of existing consumer creditlies granted (other
than mortgage loan),

to the individual as borrower or to another pergon whom the
individual proposes to act or acts as mortgagguarantor and for the
purposes of clauses 2.9A.3, 2.9A.4 and 2.9A.7,cibresumer credit
facilities granted or to be granted shall be ofaamount not less than
such level or be determined by a mechanism asndvedoor approved
by the Commissioner from time to time.

Access to Mortgage Count during transitional period

2.10 (Omitted as spent on 1 April 2011)

2.10A Notwithstanding clause 2.9A, a credit providgall not, during the

transitional period, be entitled to access the gagé¢ count of an
individual through a credit report, unless the ascis made with the
written consent of the individual and under anytbé following
circumstances :

2.10A.1 in the course of considering any applicatior grant of a
mortgage loan to the individual, or to another per®r whom
the individual proposes to act as mortgagor or guiar;

15

If the credit provider accesses the mortgage ttaluming the transitional period in
circumstances other than those provided for insdaf.10A, this will give rise to a
presumption of contravention of DPP1(1) and/or DRPLlnder section 13(2) of the
Ordinance.
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2.10A.2 in the course of the review of existingditéacilities currently
in material default, with a view to putting in pta@ loan
restructuring arrangement by the credit provider,

2.10A.3 in the course of the review of existingdirdacilities, where
there is in place a loan restructuring arrangerbetween the
individual and the credit provider (whether or other parties
are also involved), for the implementation of thaids
arrangement by the credit provider; or

2.10A.4 in the course of the review of existingdirdacilities, with a
view to putting in place a scheme of arrangemernh the
individual initiated by a request from the indivalu

Confirmation to CRA upon access

2.11 On each occasion of accessing any consunuit deg¢a held by a CRA,
the credit provider shall confirm to the CRA fos iecord®

2.11.1 the circumstances provided for in clause2® 2.9A or 2.10A
under which the access has been made; and

2.11.2 in the case where the access has been mé#uedourse of the
review of existing consumer credit facilities undi&use 2.9.1.2,
29A.2,29A.4,29A5, 2.10A.2, 2.10A.3 or 2.10AHove, the
specific matter or matters provided for in claua®.3, 2.9.4 or
2.9.5 above that has been considered upon suctiesvre

No access for direct marketing

2.12 Acredit provider is prohibited from accessihg consumer credit data
of an individual held by a CRA for the purpose fiéang or advertising
the availability of goods, facilities or servicesduch individual. Any
contravention by the credit provider of such praiob will give rise to
a presumption of contravention of DPP1(2) and/oPBRnder section
13(2) of the Ordinance. For the avoidance of daihitt clause does not
prohibit a credit provider from accessing the consucredit data of its
existing customers in the course of the reviewemewal of existing
consumer credit facilities under the circumstanaggprovided under
clauses 2.9.1.2,2.9.1.3, 2.9A.2, 2.9A.4, 2.9A8A%, 2.9A.7, 2.10A.2,
2.10A.3 and 2.10A.4.

6 If the credit provider, on accessing any consucnedit data held by the CRA, fails to give

to the CRA the confirmation referred to in thisuda 2.11, or gives a confirmation that is
not truthful, this will give rise to a presumptioficontravention of DPP1(2) under section
13(2) of the Ordinance.
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Notification to individual of access to consumer credit data

Notification of access for considering credit apgdition

2.13 Where a credit provider has been provided®RA with a credit report

on an individual and has considered such credibrtep connection
with an application for consumer credit by thatiundual, the credit
provider shall, in its notification to the individliof its decision on the
application, give notice of the fact that a crediport has been so
considered. The credit provider shall also infohe individual how to
contact the CRA who provided the credit report, tloe purpose of
making access to a copy of the credit report fee funder clause 3.18
and, where appropriate, to make a data correctgoast under the
Ordinance’. If a correction request made by the individusl i
subsequently complied with by the CRA, the credivpder shall, at the
request of the individual, use a new credit repbtained from the CRA
as a basis for its reconsideration of the creditiagtion®.

Notification of access for review

2.14 Where a credit provider accesses the consumeglit data of an

individual held by a CRA for the purpose of theiesw of existing
consumer credit facilities (whether within or odtsithe transitional
period):

2.14.1 the credit provider shall, before makinghsaccess, take such
steps as may be reasonably practicable in therastances to
notify the individual of*:

2.14.1.1 the fact that his data are being so aedagson the
review of his existing consumer credit facilitiesid

2.14.1.2 the specific matter or matters, as pralit in
clause 2.9.3, 2.9.4 or 2.9.5, to be considerechby t

17

18

19

If the credit provider fails to notify the indtlilal of the fact that a credit report has been

considered, or fails to inform such individual htavcontact the CRA who provided the
credit report, this will give rise to a presumptimfrcontravention of DPP2(1) under section

13(2) of the Ordinance.

If, despite the request of the individual whosesumer credit data held by the CRA has
been corrected, the credit provider fails to usew credit report obtained from the CRA as

a basis for its reconsideration of the credit aggtion, this will give rise to a presumption
of contravention of DPP2(1) under section 13(2thefOrdinance.

f the credit provider, in situations other thhnse mentioned in clause 2.14.1.3 or 2.14.1.4,

fails to take such steps as may be reasonablyigahtd in the circumstances to give prior

notification to the individual of the matters prded for in clauses 2.14.1.1 and 2.14.1.2,

this will give rise to a presumption of contraventiof DPP1(2) under section 13(2) of the

Ordinance.
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credit provider upon such a review,

except that no such natification by the credit pdev shall be
necessary:

2.14.1.3 where the review of existing consumer itred
facilities has been initiated by a request from the
individual; or

2.14.1.4 where there is in place, at the time efdhcess, a
loan restructuring arrangement in relation to debts
owed by the individual to the credit provider; and

2.14.2 the credit provider shall, upon making sacbess, create, and
thereafter keep for a period of 2 years, an intee@ord of the
notification given to the individual pursuant t@ete 2.14.1 or,
where applicable, the specific matter as providedif clause
2.14.1.3 or 2.14.1.4 which made such a notification
unnecessafy.

Reguest to CRA for deletion of data after account ter mination

Request on instructions fronmdividual

2.15 Where a credit provider has provided to a GR# account data or

mortgage account general data relating to an atccduwmithin 5 years
after account termination, the credit provider reeg instructions from
the individual to whom such account relates (alh& account relates to
more than one individuals, their joint instructipte make a request to
the CRA to delete such account data or mortgageuat@eneral data
from its database, the credit provider shall, asnsas reasonably
practicable upon the receiving of the instructiortsgck from its own
records whether both of the following conditions aatisfied, namely:

2.15.1 that the account has been settled by fuylimgat (other than
payment by refinancing of the debit balance onateount by
the credit provider); and

2.15.2 that there has not been, within 5 years idiately before
account termination, any material default on theoaaot
(whether or not such default period fell entirelithin those 5

20

If the credit provider, upon accessing the coreuanedit data of an individual held by a
CRA for the purpose of the review of existing camsu credit facilities, fails to create, or
thereafter fails to keep for a period of 2 yedrs,ihternal record referred to in clause 2.14.2,
this will give rise to a presumption of contraventiof DPP1(2) under section 13(2) of the
Ordinance.
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years),

and shall, upon verifying that both conditions aatisfied, make the
request to the CRA as soon as reasonably praaicabhlternatively,
upon verifying that one of the said conditionsas satisfied, notify the
individual as soon as reasonably practicable ijectien of the

instructions, and the reason for such rejeétion

Providing of consumer credit data by credit provider to DCA

Matters to be satisfied with before providing data

2.16 On or before providing any consumer crediadata DCA for debt
collection against an individual, a credit provideall ensure th#t:

2.16.1 a formal contract has been executed to meqor written
instructions have been issued under such a cortraeiquire,
the DCA to follow such conduct as stipulated by Banking
Code or similar industry codes (if any) in relatiom debt
collection activities; and

2.16.2 the credit provider is satisfied with thputtion of such DCA,
on the basis of previous dealings with the DCA ¢ineo
reasonable grounds, that the agency will fully chynvath the
requirement as aforesaid.

Data to be provided

2.17 Subject to clause 2.16, if a credit provideyages a DCA for collection
against an individual in default, it may provide ttte agency only
information relating directly to the individual csisting of the
following® :

2.17.1 particulars to enable identification andcatoan of the individual,
including address and contact information;

2L |f the credit provider fails to handle the instinas from the individual for the deletion of

the account data in accordance with this clausg, 2his will give rise to a presumption of
contravention of DPP3 under section 13(2) of thdiiamce.
22 |f the credit provider fails to ensure the mattset out in this clause before providing any
consumer credit data to a DCA, this will give risea presumption of contravention of
DPP3 under section 13(2) of the Ordinance.
% |f the credit provider provides to a DCA any comer credit data relating to an individual
other than those permitted under this clause 2H3 will give rise to a presumption of
contravention of DPP3 under section 13(2) of thdiiamce.
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2.17.2 the nature of the credit;

2.17.3 amount to be recovered and details of arpdgsubject to
repossession.

Accuracy of data provided

2.18 Acredit provider shall only provide consuroexdit data to a DCA after
checking the data for accuracy. If the amountafadilt is subsequently
repaid in full or in part, or if any scheme of axggment is entered into
with the individual, or if the credit provider d®eers any inaccuracy in
the data which have been provided to and whichctiedit provider
reasonably believes are being retained by the D& credit provider
shall notify the DCA as soon as reasonably pralticaf such faéf.

Data security and system integrity safequards by credit
provider

Engagement of CRA

2.19 In decidingon the engagement of a CRA for the provision ofscomer
credit reference service, and in considering, from timeitoe, the
continued engagement of such CRA, a credit prostietl treat as an
important criterion the demonstration by the CRAItsf compliance
with the requirements under the Ordinance and thdeCincluding
compliance with the recommended good practicedaidn in clauses
3.14 to 3.17 below, regarding the security of comsucredit datZ.

Measures to take in preparation for subscription¢onsumer credit reference
service

2.20 On or before a credit provider’s subscripttonthe consumer credit
reference service of a CRA, the credit providerldlake appropriate
measures, including the following, to safeguardirsgjaany improper
access to or mishandling of consumer credit‘data

2 |f the credit provider fails to check the accyraf the data before providing such data to a

DCA, or if it fails to notify the DCA of any inaccacy of the data that it has provided to the
DCA after discovering such inaccuracy, this willvegirise to a presumption of
contravention of DPP2(1) under section 13(2) of@ndinance.
% |f the credit provider, in deciding on the engagat of the CRA and in considering, from
time to time, the continued engagement of such GRils, to treat as an important criterion
the demonstration by the CRA of its compliance lighrequirements under the Ordinance
and the Code regarding the security of consumeditcdata, this will give rise to a
presumption of contravention of DPP4 under secti®f®) of the Ordinance.
% If a credit provider, in preparation for substiop to a consumer credit reference service,
fails to take any of the measures required undausel 2.20 to safeguard against any
improper access to or mishandling of consumer tdada held by it, this will give rise to a
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2.20.1 develop written guidelines and disciplinagrocedures
specifying the controls and procedures to be falidwy its staff
in relation to the access to and the use of a CB#abase;

2.20.2 establish controls, including but not lirdite password controls,
to ensure that only authorized staff are allowedess to a
CRA's database; and

2.20.3 enter into a formal written agreement witle ICRA whose
consumer credit reference service is being subedfidr, which
shall specify :

2.20.3.1 the duty of both parties to comply witke thode in
providing and in utilizing the consumer credit
reference service;

2.20.3.2 the conditions under which the credit e may
access consumer credit data held by the CRA; and

2.20.3.3 the controls and procedures to be applieeh the
credit provider seeks access to the CRA's database.

Measures to take in daily operations

2.21 A credit provider shall take appropriate meesu including the

following, to safeguard against any improper actess mishandling
of consumer credit data in its daily operatfdns

2.21.1 the credit provider shall maintain a systehereby its senior
management is provided with regular reports regardi
instances of access to a CRAs database made dtengeriod
since the last report, to facilitate overall moniig and to
enable the detection of anomalous trends in acifessy;

2.21.2 in case any anomalous trends in accesslk®ereidentified, or
upon receiving from a CRA a report of suspectedoabal
accespursuant to clause 3.13.1, the credit provided sisadoon
as reasonably practicable conduct an internal tigaggon to
ascertain whether such anomalous trends in accesspected
abnormal access (as the case may be) has bearsthieaf:

2.21.2.1 improper access or other mishandling td dg any

27

presumption of contravention of DPP4 under secti®f®) of the Ordinance.

If a credit provider, in its daily operationsiléao take any of the measures required under
clause 2.21 to safeguard against any improper sitoes mishandling of consumer credit
data held by it, this will give rise to a presuroptiof contravention of DPP4 under section
13(2) of the Ordinance.
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person (including but not limited to its staff), in
contravention of the requirements under the
Ordinance or of the Code; or

any defect in its system of handling comsucredit
data which may have enabled or facilitated such
improper access or mishandling;

2.21.3 if as the result of the investigation, thedd provider discovers
any improper access, mishandling or defect as sddade the
credit provider shall, as soon as reasonably maule, take
appropriate action to prevent any further impropecess or
mishandling or to rectify the defect, as the casay nbe
(including but not limited to disciplinary actiogainst its staff,
or reporting any case of suspected contraventionthef
Ordinance or other laws to the Commissioner orrotékevant
authorities, as the case may be);

2.21.4 the credit provider shall maintain a log of:

22141

2.21.4.2

2.21.4.3

all instances of anomalous trends in aadestified
by it, and all reports of suspected abnormal access
made to it by a CRA,;

the actions taken by it as a result of dbeve,
including a description of the investigation
undertaken, the result and any action taken
consequent thereon; and

attempts made by it to access account data
mortgage count held by a CRA for the purpose of the
review of existing consumer credit facilities,
including the specific matter or matters provided f

in clause 2.9.3, 29.4 or 2.9.5 that has been
considered upon such a review;

and shall keep such log for not less than two ydars
examination by the Commissioner if and when reqiiead

2.21.5 the credit provider shall review on a regalad frequent basis
its password controls which help to ensure thay anthorized
staff are allowed access to a CRAs database.
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[1l THE HANDLING OF CONSUMER CREDIT DATA BY
CREDIT REFERENCE AGENCIES

Collection of consumer credit data by CRA

Scope of data to be collected

3.1 ACRAmay, for the consumer credit refererex@ise which it provides,
collect the following items of personal ddta

3.1.1 general particulars of an individual as feko name, sex,
address, contact information, date of birth, Horané Identity
Card Number or travel document number;

(Clause 3.1.1A shall supercede and replace claugel 3rom 1 July
2011)

3.1.1A general particulars of an individual asdals: name, address,
contact information, date of birth, Hong Kong IdgntCard
Number or travel document number;

3.1.2 consumer credit data as permitted to be geaviby a credit
provider to the CRA under clause 2.4, including ithentity of
the credit provider and the date of the providihgurh data;

3.1.3 public record and related data, being datdfiaial records that
are publicly available relating to any action foe recovery of a
debt or judgements for monies owed entered agdimest
individual, and any declaration or discharge of Ksaptcy
appearing on official records or as notified to GRA by the
individual pursuant to clause 3.3.2;

(Clause 3.1.3A shall supercede and replace clauk® ®n a date to be
appointed by the Commissioner)

3.1.3A public record and related data, being datzficial records that
are publicly available relating to any action foe recovery of a
debt or judgements for monies owed entered agdimst
individual, and any declaration or discharge of Kraptcy
appearing on official records or as notified to ®RA by the
individual pursuant to clauses 3.3.2 and 3.4B.2;

3.1.4 watch list data, being a list of credit pd®ns who wish to be

% |fa CRA, for the consumer credit reference servihich it provides, collects personal data

other than those permitted under clause 3.1, thils give rise to a presumption of
contravention of DPP1(1) under section 13(2) of@hdinance.
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notified and provided information to assist in debliection if
an individual in default has reappeared in theesyst

3.1.5 file activity data, being record of a cregalibvider accessing an
individual’s personal data held by the CRA under tbnsumer
credit reference service provided,;

3.1.6 credit score data, being the score that teesulresulted from
applying consumer credit scoring to an individual;

3.1.7 notification by the Transport Department undause 3.10.2;
and

3.1.8 any other type of personal data as descnbefchedule 3

subject to the conditions therein mentioned, as fraay time to
time be amended by the Commissioner.

Retention of consumer credit data by CRA

Retention of account general data or mortgage acobgeneral data

3.2  Where a CRA has collected from a credit pravatey account general
data or mortgage account general data, the CRAthexgafter retain
the same in its database for so long as there neimaiich database any
account repayment data relating to the same accounintil the
termination of the account, whichever is laler

Retention of account repayment data revealing maéedefault

3.3 Where a CRA has collected from a credit praviday account
repayment data relating to an individual that réeematerial default,
the CRA may thereafter retain the account repayntata in its
database until the earlier’af

3.3.1 the expiry of 5 years from the date of fisaitlement of the
amount in default (or final settlement of the antsymayable
pursuant to a scheme of arrangement with the goeoNider);
or

% |fa CRAretains in its database any account ggata beyond the period permitted under

this clause 3.2, subject to clause 3.7, this viiégise to a presumption of contravention of
DPP2(2) under section 13(2) of the Ordinance.
% |f a CRA retains in its database any accountyeyeat data described in this clause 3.3
beyond the period permitted for the retention afhsdata under this clause, subject to
clause 3.7, this will give rise to a presumptiorcoftravention of DPP2(2) under section
13(2) of the Ordinance.
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3.3.2  the expiry of 5 years from the date of tttBvidual’s discharge
from bankruptcy, as notified to the CRA by suchivwalal
and evidenced by the relevant certificate of disphassued
by the Court of First Instance or by a written netfrom the
Official Receiver stating that the Official Receaivieas no
objection to a certificate of discharge being issue the
individual,

irrespective of any write-off by the credit providef the amount in
default in full or in part at any time after suosfault occurred (if such
be the case).

Retention of account repayment data not revealingterial default

3.4

Where a CRA has collected from a credit pravidaey account

repayment data that do not reveal a material defthe CRA may

thereatfter, in respect of each individual item afiadcollected, retain the
same in its database for a period of 5 years ftwrdate of creation of
such data, provided that if the account is in tleanmime terminated,
then subject to clause 3.5.2, the CRA may contiauetain the account
repayment data in its database until the expiry géars after account
terminatiori™.

(Clauses 3.4A and 3.4B shall supercede and repikaese 3.4 on a date to be
appointed by the Commissioner)

3.4A

3.4B

Subject to Clause 3.4B, where a CRA has daltedrom a credit

provider any account repayment data that do notalea material

default, the CRA may thereatfter, in respect of eadividual item of

data collected, retain the same in its databaszferiod of 5 years from
the date of creation of such data, provided th#tefaccount is in the
meantime terminated, then subject to clause 3&H&, CRA may

continue to retain the account repayment datasinlatabase until the
expiry of 5 years after account terminaffon

Where the account general data or mortgageuatcgeneral data
relating to an individual reveal a status of wofédue to a bankruptcy
order being made against the individual, the CRA m&tain in its
database the account repayment data at the timeitefoff until the

3L |f a CRA retains in its database any accountyeyeat data described in this clause 3.4
beyond the period permitted for the retention afhsdata under this clause, subject to
clause 3.7, this will give rise to a presumptiorcoftravention of DPP2(2) under section
13(2) of the Ordinance.

32

If a CRA retains in its database any accountyeamt data described in this clause 3.4A

beyond the period permitted for the retention afhsdata under this clause, subject to
clause 3.7, this will give rise to a presumptiorcontravention of DPP2(2) under section
13(2) of the Ordinance.
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earlier of*:

3.4B.1 the expiry of 5 years from the date of fisattlement of the
outstanding amount at the time of write-off (ordirsettiement
of the amount payable pursuant to a scheme of geraant
made through the Official Receiver with the creufvider); or

3.4B.2 the expiry of 5 years from the date of tidividual’s discharge
from bankruptcy, as notified to the CRA by suchivitual and
evidenced by the relevant certificate of dischasgeed by the
Court of First Instance or by a written notice froime Official
Receiver stating that the Official Receiver hasobgection to a
certificate of discharge being issued to the irdirai.

Deletion of data after account termination pursuata individual’s request

3.5

Notwithstanding clause 3.4, if a CRA has cédldany account data or
mortgage account general data from a credit proadd within 5 years
after the termination of the account the CRA reegifrom the credit
provider a request under clause 2.15 for the aeletf the account data
or mortgage account general data from its datablas«;RA shall:

3.5.1 verify from its database as soon as reasgmahbktticable that
there has not been, within 5 years immediately leeémcount
termination, any materialefault (whether or not such default
period fell entirely within those 5 years); and

3.5.2 having thus verified from its database, @elas soon as
reasonably practicable from its database any at¢cdata or
mortgage account general data relating to such iteted

accou n%4,

provided that if the CRA discovers from its databaisat there has
apparently been a material default within 5 yearmediately before
account termination, the CRA shall then clarify timatter with the
credit provider as soon as reasonably practicdlble.CRA shall, in the
meantime, be under no obligation to delete theatodata or mortgage
account general data until it shall have clarifted matter with the

33
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If a CRA retains in its database any accountyeymt data described in this clause 3.4B
beyond the period permitted for the retention afhsdata under this clause, subject to
clause 3.7, this will give rise to a presumptiorcoftravention of DPP2(2) under section
13(2) of the Ordinance.

If the CRA, having received instructions frone ttredit provider, fails to verify from its
database as soon as reasonably practicable the kias not been, within 5 years
immediately before account termination, any mateigdault on the account, or, having so
verified, fails to delete the account data or maggy account general data as soon as
reasonably practicable from its database, this wille rise to a presumption of
contravention of DPP2(1) and/or DPP2(2) under sact3(2) of the Ordinance.



27

credit providet®.

(Clause 3.5A shall supercede and replace claus®i3.& date to be appointed
by the Commissioner)

3.5A Notwithstanding clause 3.4A, if a CRA has eoted any account data
or mortgage account general data from a creditigeovand within 5
years after the termination of the account the GB&eives from the
credit provider a request under clause 2.15 for dbketion of the
account data or mortgage account general data ituchatabase, the
CRA shall:

3.5A.1 verify from its database as soon as readpmahcticable that
there has not been, within 5 years immediately feefecount
termination, any materialefault (whether or not such default
period fell entirely within those 5 years); and

3.5A.2 having thus verified from its database, tielas soon as
reasonably practicable from its database any at¢cdata or
mortgage account general data relating to such iteted

accou n?6,

provided that if the CRA discovers from its databaisat there has
apparently been a material default within 5 yearmediately before
account termination, the CRA shall then clarify tmatter with the
credit provider as soon as reasonably practicdlble.CRA shall, in the
meantime, be under no obligation to delete the atiodata or mortgage
account general data until it shall have clarifteé matter with the
credit providet”.

Retention of other consumer credit data

3.6  Where a CRA has collected any consumer cratht ather than account

% |f the CRA, having discovered from its databdsat there has apparently been a material

default on the account within 5 years immediatedfobe account termination, fails to

clarify the matter with the credit provider as s@mreasonably practicable, this will give

rise to a presumption of contravention of DPP2¢idar section 13(2) of the Ordinance.
% |f the CRA, having received instructions frone tbredit provider, fails to verify from its
database as soon as reasonably practicable theg kias not been, within 5 years
immediately before account termination, any mategdault on the account, or, having so
verified, fails to delete the account data or magk account general data as soon as
reasonably practicable from its database, this wille rise to a presumption of
contravention of DPP2(1) and/or DPP2(2) under sact3(2) of the Ordinance.
37 If the CRA, having discovered from its databasat there has apparently been a material
default on the account within 5 years immediate®fobe account termination, fails to
clarify the matter with the credit provider as s@mreasonably practicable, this will give
rise to a presumption of contravention of DPP2¢idar section 13(2) of the Ordinance.
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data or mortgage account general data, it mayalftereetain such data
in its database for the following peridtls

3.6.1

3.6.2

3.6.3

3.6.4

3.6.5

3.6.6

3.6.7

public record and related data under cl&u$e3, except data
relating to a declaration or discharge of bankrypttee period of
7 years from the date of the event shown in thieiaffrecord;

public record and related data under clauss3 3elating to a
declaration or discharge of bankruptcy: the pebdB years
from the relevant declaration of bankruptcy;

credit application data under clause 2.4.2 noortgage
application data under clause 2.4.4B: the periofl yéars from
the date of the reporting of the application;

credit card loss data under clause 2.4.3Ap#riod of 5 years
from the date of report of the loss of the crediidg

file activity data under clause 3.1.5: thaqaeof 5 years from
the date of creation of such data;

credit score data under clause 3.1.6: uméilegnd of the next
business day following the date of creation of stata;

general particulars of an individual: fol@sg as there are other
consumer credit data related to the individual aod in the
database of the CRA.

Retention of exempted data

3.7

For the avoidance of doubt, notwithstanding amgvision to the

contrary in the Code, in a situation where exenmptrom DPP3 under
section 62 of the Ordinance applies to certain wores credit data held
by the CRA (including, for example, such data usetb be used by the
CRA for the development of a consumer credit sgpnodel intended

to be of general application), the data may comtitaube retained by the

CRA for so long as such exemption applies.

Use of consumer credit data by CRA

Providing of credit report

3.8

In response to the seeking of access by atquemlrider to consumer

38

If a CRA retains in its database any consumeditidata described in this clause 3.6
beyond the period permitted for the retention afhsdata under this clause, subject to
clause 3.7, this will give rise to a presumptiorcoftravention of DPP2(2) under section
13(2) of the Ordinance.
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credit data relating to an individual pursuant tause 2.9, 2.9A or
2.10A, a CRA may provide to the credit provideradit report on the

individual. The credit report may contain any lé tconsumer credit
data relating to the individual permitted to belected and retained by
the CRA, subject to the following constraints whaghply to particular

categories of consumer credit ddta

3.8.1Ain respect of consumer credit data relatmgnortgage loans,
only:

3.8.1A.1 the mortgage count;
3.8.1A.2 mortgage application data under claus&B;4and

3.8.1A.3 account general data and material detai#t under
clauses 2.4.4A.2(ii) and 2.4.4C,

may be accessed by or provided to the credit peoyid

3.8.1 credit application data under clause 2.4&qit card loss data
under clause 2.4.3A and file activity data undewusk 3.1.5:
confined to such data created for not more thaea2sy

3.8.2 account data under clause 2.4.3 and the afimeg deriving
directly from such account data :

3.8.2.1  the credit report shall not reveal the fiterof the
credit provider who provided such account data
the account number, unless the credit report Iseto
provided to that same credit provider;

3.8.2.2 the credit report shall not contain :

3.8.2.2.1 inrelation to an active account, anyant
repayment data created more than 2 years
before the date of providing the credit
report; or

3.8.2.2.2 in relation to a terminated account, any
account repayment data created more than 2
years before the account termination date;

unless there has been any material default withjegss before
the providing of the credit report, in which catbes credit report

39 If, in the absence of any applicable exemptiolGRA uses any consumer credit data

otherwise than in a way permitted under clause d.8.10, this will give rise to a
presumption of contravention of DPP3 under secti®f®) of the Ordinance.
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may contain, in addition to the account repaymeta described
in clause 3.8.2.2.1 or 3.8.2.2.2 (as the case neqyadbso the
default data relating to such material default atemnial defaults;

(Clause 3.8.2.2A shall supercede and replace cl8u&2.2 on a
date to be appointed by the Commissioner)

3.8.2.2A the credit report shall not contain :

3.8.2.2A.1in relation to a terminated account, any
account repayment data created more than
2 years before the account termination
date; or

3.8.2.2A.2in relation to an account other than a
terminated account, any account
repayment data created more than 2 years
before the date of providing the credit
report;

unless there has been any material default or \wfitdue to a
bankruptcy order being made against the individughin 5
years before the providing of the credit reporiyhich case, the
credit report may contain, in addition to the acta@payment
data described in clause 3.8.2.2A.1 or 3.8.2.2A2the case
may be), also the default data relating to sucterretdefault or
material defaults and/or the outstanding balandbeatime of
such write-off;

3.8.2.3  (Omitted as spent on 1 April 2011)

3.8.2.4  (Omitted as spent on 1 April 2011)

3.8.2.4A the credit report, if provided at any tiohgring the
transitional period, shall not contain the mortgage
count unless the credit report is provided to alitre
provider who has confirmed to the CRA, pursuant to
clause 2.11 above, that the access has been made
under any of the circumstances set out in clauses
2.10A.1, 2.10A.2, 2.10A.3 or 2.10A.4 above,;

3.8.2.4B the credit report, if provided at any timker the
transitional period, shall not contain the mortgage
count unless the credit report is provided to alitre
provider who has confirmed to the CRA, pursuant to
clause 2.11 above, that the access has been made
under any of the circumstances set out in claug 2.
above; and
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3.8.2.4C without prejudice to the generality ofudas 3.8.1A,

3.8.1, 3.8.2.1, 3.8.2.2, 3.8.2.4A and 3.8.2.4B abov
and for the avoidance of doubt, in the case of the
individual being a mortgagor or guarantor to the
repayment of a consumer credit provided to another
person, the credit report of such individual may
contain, in addition to the consumer credit data
relating to the individual as borrower, also the
account general data, mortgage count and the
remaining available credit or outstanding balanice o
the guaranteed credit facility or the mortgage loan
relating to that other person.

(Clause 3.8.2.4D shall supercede and replace cl8&.4C on
a date to be appointed by the Commissioner)

3.8.2.4D without prejudice to the generality ofudas 3.8.1A,
3.8.1,3.8.2.1, 3.8.2.2A, 3.8.2.4A and 3.8.2.4Bvabo
and for the avoidance of doubt, in the case of the
individual being a mortgagor or guarantor to the
repayment of a consumer credit provided to another
person, the credit report of such individual may
contain, in addition to the consumer credit data
relating to the individual as borrower, also the
account general data, mortgage count and the
remaining available credit or outstanding balanice o
the guaranteed credit facility or the mortgage loan
relating to that other person.

Disclosure of disputed data

3.9 If any consumer credit data provided by a ¢nedivider to a CRA are
accompanied by an indication of the existencedi$pute over the data,
then, in subsequently disclosing such data in ditcreport, the CRA
shall also reveal in the credit report the existenicthe dispuf®.

Other uses of consumer credit data

3.10 In addition to disclosure in a credit reparntguant to clause 3.8, a CRA
may, in providing a consumer credit reference setviuse any
consumer credit data relating to an individual hields databagé:

3.10.1 to provide notice and information to a credbvider on a watch

“0"Ifa CRA, in disclosing in a credit report anynsamer credit data known to be subject to a

dispute, fails to reveal in the credit report tReseence of such dispute, this will give rise to
a presumption of contravention of DPP2(1) undetieed 3(2) of the Ordinance.
“1 For the consequence of a CRA using any consunegitaata in its database otherwise
than in a way permitted under clause 3.10, see B@te clause 3.8 above.
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list, when new data of the individual in defaulvbappeared in
the system, to assist in debt collection action;

3.10.2 to provide notice to a relevant credit pdevi and to the
Transport Department where an individual who haivwed
credit in relation to a motor vehicle has been shbject of
advice from the Department that it has receivecgplication
from the individual for a duplicate vehicle regaton
document;

3.10.3 to provide a report to insurers in relationnsurance cover for
property related to a consumer credit transaction;

3.10.4 for reasonable internal management purposesh as the
defence of claims and the monitoring of the qualdyd
efficiency of its service; or

3.10.5 to carry out consumer credit scoring, predidhat the CRA
shall not, in carrying out such scoring, take iat@ount:

3.10.5.1 in relation to an active account, any antalata
created more than 5 years before the carrying but o
the scoring; or

(Clause 3.10.5.1A shall supercede and replace elé@i$0.5.1
on a date to be appointed by the Commissioner)

3.10.5.1A in relation to an account other than anteated
account, any account data created more than 5 years
before the carrying out of the scoring; or

3.10.5.2 in relation to a terminated account, atgoant data

created more than 5 years before account
termination.

Data security and system integrity safeguards by CRA

Measures to take in preparation for providing conser credit reference
service

3.11 On or before providing consumer credit refeeerervice to a credit
provider, a CRA shall take appropriate measuresjuding the
following, to safeguard against any improper actess mishandling
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of consumer credit data held bffit

3.11.1 enter into a formal written agreement whi ¢redit provider as
subscriber for such service, which shall specify:

3.11.1.1 the duty of both parties to comply witle thode in
providing and in utilizing the consumer credit
reference service;

3.11.1.2 the conditions under which the credit mtev may
access consumer credit data held by the CRA; and

3.11.1.3 the controls and procedures to be appllezh such
credit provider seeks access to the CRA's database,;

3.11.2 establish controls to ensure that only tatahich a subscriber
is entitled are released,;

3.11.3 train staff in relation to the Ordinance ahd Code and, in
particular, good security practice;

3.11.4 develop written guidelines, and disciplinary contractual
procedures in relation to the proper use of acaatorities by
staff, external contractors or subscribers; and

3.11.5 ensure that adequate protection exists tormze, as far as
possible, the risk of unauthorized entry into theabdase or
interception of communications made to and fromdabase.

Measures to take in daily operations

3.12 A CRAsshall take appropriate measures inatly @perations, including
the following, to safeguard against any impropercess to or
mishandling of consumer credit data held BY: it

3.12.1 review on a regular and frequent basis assyword controls
which help to ensure that only authorized staff allewed
access to its database;

2 |fa CRA, in preparation for providing a consurngzdit reference service, fails to take any
of the measures required under clause 3.11 tosaf@é@gainst any improper access to or
mishandling of the consumer credit data held bthig will give rise to a presumption of
contravention of DPP4 under section 13(2) of thdiiamce.

3 |f a CRA, in its daily operations, fails to takay of the measures required under clause
3.12 or 3.13 to safeguard against any impropersactteor mishandling of the consumer
credit data held by it, this will give rise to aepumption of contravention of DPP4 under
section 13(2) of the Ordinance.
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3.12.2 monitor and review on a regular and freqbeasis usage of the
database, with a view to detecting and investigadimy unusual
or irregular patterns of access or use;

3.12.3 ensure that practices in relation to thettei and disposal of
data are secure, especially where records or @diseso be
disposed of off-site or by external contractorgj an

3.12.4 maintain a log of all incidents involvingpeoven or suspected
breach of security, which includes an indicatiortieé records
affected, an explanation of the circumstances atidrataken.

Log of access etc. by credit provider
3.13  Without prejudice to the generality of claBsE2 above, a CRA sh#l

3.13.1 in the case of there being any suspectedriadah access by a
credit provider, report such suspected abnormaésscas soon
as reasonably practicable to the senior manageohéme credit
provider and to the Commissioner;

3.13.2 maintain a log of all instances of acceststdatabase by credit
providers, which log shall include:

3.13.2.1 the identity of the credit provider segkaitcess;
3.13.2.2 the date and time of access;

3.13.2.3 the identity of the individual whose datare so
accessed,

3.13.2.4 the circumstances provided for in clause 2.9,
2.9A or 2.10A under which the access has been made
(as confirmed by the credit provider pursuant to
clause 2.11.1);

3.13.2.5 in the case where the access has been imalde
course of the review of existing consumer credit
facilities under clause 2.9.1.2, 2.9A.2, 2.9A. 945,
2.10A.2, 2.10A.3 or 2.10A.4, the specific matter or
matters provided for in clause 2.9.3, 2.9.4 or32(8s
confirmed by the credit provider pursuant to clause
2.11.2); and

3.13.2.6 instances of reporting by the CRA of suotsme
abnormal access to the senior management of & credi

“ For the consequence of a CRA failing to take @inhe measures described in this clause

3.13, see Note 43 to clause 3.12.
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provider and to the Commissioner,
and shall keep such a log for not less than 2 ydars

examination by its compliance auditor and/or by the
Commissioner, as the case may be.

Compliance audit of CRA

Compliance audit

3.14 As a recommended practice, a CRA shall engatgi#s expense, an
independent compliance auditor as may be apprawedt(the election
of the Commissioner, to be nominated) by the Comimieer, to conduct
regular compliance audits on the way in which thRAGrovides the
consumer credit reference service, including theisiey of consumer
credit data held by the CRA in its database, amd atlequacy and
efficiency of the measures taken by it to complyhwhe requirements
under the Ordinance and the Code.

3.14A As a recommended practice, the complianceét aumdthe security of
consumer credit data held by a CRA mentioned insda3.14 shall
include an audit on the IT security arrangemenhefCRA covering the
control objectives of the ISO/IEC 27002 Best Piton Information
Security Management (or its equivalent as approusd the
Commissioner).

Regular compliance audit

3.14B The CRA shall continue to arrange for commaeaudits as referred to
in clause 3.14 to be conducted at intervals noteding 12 months and,
in each instance, for audit reports to be provittethe Commissioner
for his consideration and/or comments within 3 rhenfrom the
commencement of the compliance audit.

The first compliance audit on the sharing of cons@mcredit data relating to
mortgage loans

3.15 The first of such compliance audit on the isigaof consumer credit
data relating to mortgage loans shall commence @fteonths (in any
event no later than 7 months) from the effectiveedwith a view to
having the compliance auditor submit its audit repto the
Commissioner for his consideration within 3 montfrem the
commencement of the compliance audit. Such comgiaudit shall
address, in particular, the compliance with thevigions of the Code
and the adequacy of the data handling system oCBw as far as the
sharing of consumer credit data relating to morgagns is concerned.
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Commissioner’s approval of report on the first cotigmce audit on the
sharing of consumer credit data relating to mortgadpans

3.16

If the Commissioner does not approve the éoshpliance audit report
on the sharing of consumer credit data relatingniartgage loans
provided to him, he may, by written notice to thRAC direct the CRA
to take such steps as may be considered necessagnpduring better
compliance with the requirement under the Codearitié Ordinance,
thereafter to arrange for a further compliance taadithe sharing of
consumer credit data relating to mortgage loah®tcarried out, and for
such further audit report to be submitted to then@ussioner for his
reconsideration within such period as the Commissgionay specify.

Regular audits after Commissioner’s approval

3.17

Upon the receipt of a notice from the Comroissi under clause 3.16,
the CRA shall duly comply with the Commissionerisedtions, and
clause 3.16 shall continue to apply to the CRAIuh&# Commissioner
gives his approval to a compliance audit reportnstted. From the
date of such approval onwards, the compliance swdithe sharing of
consumer credit data relating to mortgage loandl &leaconducted
together with the regular audits referred to iruska3.14B above.

Data Access and Correction Reguest to CRA

Compliance with data access request

3.18 As arecommended practice, a CRA shall seedsfmond promptly to a

data access request without charge in respectrsbipal data held by it
brought by an individual who advises that he hanbefused credit by
a credit provider to whom a credit report on hins baen provided by
the CRA. Where such an access request is madhe atffice of the

CRA, the copy of the data held shall, if practieabbe provided
forthwith to the individual, or else be dispatchbg mail to the

individual not later than 3 working days from thegtelof the request.

Verification with credit provider

3.19 Upon receiving a request for correction of stomer credit data

provided by a credit provider, the CRA shall prolypbnsult the credit
provider. If the CRA does not receive from thedargrovider any
written confirmation or correction of the disputddta within 40 days
from the correction request, the relevant datd sipain expiry of the 40
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days be deleted or otherwise amended as reqisted

Verification of public record data

3.20 Upon receiving a request for correction ofstoner credit data being
public record data, the CRA shall wherever prablieaverify the
accuracy of such data by checking the relevantipubtords. If no
such verification is obtained within 40 days froimetdate of the
correction request, the public record data shatinupxpiry of the 40
days be deleted or otherwise amended as requesteght where the
individual alleges any inaccuracy in the data whehot apparent on
the face of the public records, it shall in thatecde incumbent on the
individual to provide proof of such inaccurégy

No transfer of personal data outsde Hong Kong

3.21 A CRA shall not transfer consumer credit da¢&d by it to a place
outside Hong Kong unless the purpose of use otl#ite transferred is
the i;’:lme as or directly related to the originappse of collection of the
data”.

%5 If a CRA fails to respond to a data correctioguest in accordance with clauses 3.19 or
3.20, this will give rise to a presumption of cavention of section 23 under section 13(2)
of the Ordinance.

%6 For the consequence of a CRA failing to resporaldata correction request in accordance
with this clause, see Note 45 to clause 3.19.

*"|f a CRA transfers consumer credit data heldthy ia place outside Hong Kong for a
purpose other than the original collection purposés directly related purpose, this will
give rise to a presumption of contravention of DRIR8er section 13(2) of the Ordinance.



38

IV GENERAL

No effect on duty of confidentiality

4.1

For the avoidance of doubt, nothing in Pattslll of the Code affects
the application of the law of confidentiality inlagon to consumer
credit data. In particular, in a situation whareder the general law, a
credit provider or a CRA owes a duty of confidelittygo an individual
in respect of the consumer credit data relatingutch individual, none
of the provisions in Parts | to Ill of the Code Khmeave, or purport to
have, the effect of abrogating, limiting or othesevimodifying such
duty under the general law.



(1)

(2)

)
(4)
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SCHEDULE 1

Credit providers

an authorized institution within the meaningsettion 2 of the Banking
Ordinance (Cap. 155)

a subsidiary of an authorized institution witkihe meaning of section 2 of
the Banking Ordinance (Cap. 155) (the term “sulsidishall have the
same meaning as in section 2 of the Companies @vd@ Cap. 32)

a money lender licensed under the Money Len@ed&ance (Cap. 163)
a person whose business (whether or not treoperarries on any other

business) is that of providing finance for the asijion of goods by way
of leasing or hire-purchase



(A)

(B)
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SCHEDULE 2

Account data asdescribed in clause 2.4.3

Account general data, being:

» identity of the credit provider;
* account number;
e capacity of the individual (whether as borrower, rtgagor or
guarantor);
* account opened date;
» account closed date;
» type of the facility and currency denominated;
» approved credit limit or loan amount (as appropdiat
* repayment period or terms (if any);
* account status (active, closed, write-off, etc.);
» facility maturity date (if any);
» details of any scheme of arrangement, including:
- the date of the arrangement, the number and fregueh
installments, the installment amount, etc.; and
* inthe case of a hire-purchase, leasing or chargeuat, including:
— account expiry date, type of security, investigatidate,
installment amount, etc;
— particulars for the identification of the motor veks,
equipment, vessels or the asset secured by th@eshand
notification of termination of the charge.

Account repayment data, being:

e amount last due;
* amount of payment made during the last reportingpgde
* remaining available credit or outstanding balance;
» default data being:
— amount past due (if any) and number of days passt du
— date of settlement of amount past due (if any);
— date of final settlement of amount in material détféf any).
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SCHEDULE 3

Types of personal data a credit reference agency may collect
under clause 3.1.8 and the conditions (if any) subject to which
such collection may take place
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APPENDIX |
Personal Data (Privacy) Ordinance
Schedule 1
DATA PROTECTION PRINCIPLES
1. Principle 1 - purpose and manner of collectibpeysonal data

(1) Personal data shall not be collected unless-

(a) the data are collected for a lawful purposedly related to a function or
activity of the data user who is to use the data;

(b) subject to paragraph (c), the collection ofda&a is necessary for or directly
related to that purpose; and

(c) the data are adequate but not excessive ol that purpose.

(2) Personal data shall be collected by means wdrieh
(a) lawful; and
(b) fair in the circumstances of the case.

(3) Where the person from whom personal data aegeoto be collected is the
data subject, all practicable steps shall be té@msure that-

(a) he is explicitly or implicitly informed, on dxefore collecting the data, of-
(i) whether it is obligatory or voluntary for hiro supply the data; and

(i) where it is obligatory for him to supply thata, the consequences for him if
he fails to supply the data; and

(b) he is explicitly informed-

(i) on or before collecting the data, of-

(A) the purpose (in general or specific terms)vitsich the data are to be used,
and

(B) the classes of persons to whom the data masaheferred; and

(i) on or before first use of the data for the pase for which they were
collected, of-

(A) his rights to request access to and to reghestorrection of the data; and
(B) the name and address of the individual to wlammy such request may be
made,

unless to comply with the provisions of this sulieecwould be likely to
prejudice the purpose for which the data were ctdld and that purpose is
specified in Part VIII of this Ordinance as a pwsgan relation to which
personal data are exempt from the provisions & gedtection principle 6.
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2. Principle 2 - accuracy and duration of retentbpersonal data

(2) All practicable steps shall be taken to ensiiag-

(a) personal data are accurate having regard tgungose (including any
directly related purpose) for which the personaadae or are to be used;

(b) where there are reasonable grounds for beljethiat personal data are
inaccurate having regard to the purpose (includimgdirectly related purpose)
for which the data are or are to be used-

(i) the data are not used for that purpose unledsiatil those grounds cease to
be applicable to the data, whether by the rectibceof the data or otherwise; or
(ii) the data are erased,;

(c) where it is practicable in all the circumstasoéthe case to know that-

(i) personal data disclosed on or after the appdirtay to a third party are
materially inaccurate having regard to the purpfseluding any directly
related purpose) for which the data are or arestaded by the third party; and
(if) that data were inaccurate at the time of stdislelosure, that the third party-
(A) is informed that the data are inaccurate; and

(B) is provided with such particulars as will erabhe third party to rectify the
data having regard to that purpose.

(2) Personal data shall not be kept longer thaecessary for the fulfillment of
the purpose (including any directly related purpdsewhich the data are or are
to be used.

3. Principle 3 - use of personal data

Personal data shall not, without the prescribedseonnof the data subject, be
used for any purpose other than-

(a) the purpose for which the data were to be as#tk time of the collection of
the data; or

(b) a purpose directly related to the purpose refeto in paragraph (a).

4. Principle 4 - security of personal data

All practicable steps shall be taken to ensure plasonal data (including data
in a form in which access to or processing of thiads not practicable) held by
a data user are protected against unauthorizeccatemtal access, processing,
erasure or other use having particular regard to-
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(a) the kind of data and the harm that could ragaly of those things should

occur,;

(b) the physical location where the data are stored

(c) any security measures incorporated (whetherabpmated means or

otherwise) into any equipment in which the datashoeed;

(d) any measures taken for ensuring the integriiylence and competence of
persons having access to the data; and

(e) any measures taken for ensuring the securentriasion of the data.

5. Principle 5 - information to be generally avhi&a

All practicable steps shall be taken to ensuredhagrson can-

(a) ascertain a data user's policies and pradticedation to personal data;

(b) be informed of the kind of personal data hetclulata user;

(c) be informed of the main purposes for which peat data held by a data user
are or are to be used.

6. Principle 6 - access to personal data

A data subject shall be entitled to-

(a) ascertain whether a data user holds persomaladavhich he is the data
subject;

(b) request access to personal data-

(i) within a reasonable time;

(ii) at a fee, if any, that is not excessive,

(ii) in a reasonable manner; and

(iv) in a form that is intelligible;

(c) be given reasons if a request referred to ragraph (b) is refused,;

(d) object to a refusal referred to in paragraph (c

(e) request the correction of personal data;

(f) be given reasons if a request referred to nagaaph (e) is refused; and
(9) object to a refusal referred to in paragraph (f



