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he Personal Data (Privacy) Ordinance (the Ordinance) came

into force in 1996. However, for many years thereafter, privacy
and data protection had remained a subject that was not given the
attention it deserves.

In the day-to-day management of an organisation, it goes without
saying that we need to take care of spending budgets, looking after
customer service and public relations, management of staff, and so
on. More sophisticated organisations would assume their corporate
social responsibilities and assess the environmental impact of their
operations. By contrast, privacy and data protection was traditionally
accorded a low priority in an organisation’s business agenda. This
is no longer a viable strategy in an age of “Big Data” and high
customer expectations for their privacy rights.

Growing Importance of Privacy and Data Protection

Hong Kong was the first jurisdiction in Asia to have a dedicated
piece of legislation on personal data privacy. As at today, 10 other
jurisdictions in the region have similar legislations in force or about to
be in force. These include South Korea, Macao, Vietnam, Malaysia,
Japan, Taiwan, Thailand, the Philippines, India and Singapore.
Globally, at least 102 jurisdictions have comprehensive data
protection laws in force or awaiting implementation.

This trend reflects the growing recognition by governments of privacy
as a fundamental right. It also underpins the challenges generated
by the pervasive use of new information and communications
technologies (ICTs) in today's digital society, which has enabled the
collection and use of vast amounts of personal data with phenomenal
ease and efficiency.

ICT innovations and applications such as the internet, social media,
mobile applications and cloud computing have become ubiquitous.
No doubt these technologies have created great economic and
societal values, and enhance the productivity and competiveness of
enterprises in ways beyond our imagination.

At the same time, they also pose immense risks to privacy and raise
serious concerns about the protection of personal data. For example,
the memory of a USB drive today could be 64GB or more, bigger than
that of a mini-computer 15 years ago. The inadvertent loss of a USB
today containing 64GB of sensitive personal data could be disastrous.

Minimalist Approach to Tackle Privacy Issues

Against this fast evolving privacy landscape, where do
organisations in Hong Kong stand in terms of managing privacy
and data protection? To say the least, there is definitely room for
improvement.

In many of the complaint cases the Office of the Privacy
Commissioner for Personal Data (PCPD) has investigated, we found
that organisations tend to adopt a rather passive attitude. They were
reactive instead of proactive and remedial instead of preventative.
Privacy concerns were only addressed seriously when mistakes have
been made and identified.
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Top management was seldom involved, if at all. The subject was
delegated to the legal and compliance staff. This led to the adoption
of a minimalist approach which was concerned with just meeting the
legal requirements set out in the Ordinance.

The Octopus Case

The Octopus incident of 2010 is a textbook example of this
approach. In running its customer loyalty programme with a
data base of 2.4 million subscribers, we found the company had
committed a number of contraventions under the Ordinance.

In particular, without its customers’ consent, it had transferred
their personal data to a number of partner companies for use in
the marketing of the latter’s products and services. It received
monetary gains from the partner companies in exchange for the
data transfer. The transaction, in essence, was a sale of private
personal data.

In response, Octopus’ concluding remarks to the case, promulgated
widely in a paid advertisement in the media, were as follows: “What
it did has a legal basis but failed to meet the aspirations of the
community”.

| certainly disagree with Octopus’ explanation of a “legal basis” but
| am completely in support of its self-admission of failure to meet its
customers’ privacy expectation.

Continued Privacy Violations

| expected that the Octopus case would serve as a wake-up call to
many organisations. This is certainly the case insofar as the collection
and use of personal data for direct marketing is concerned. The
Ordinance was amended in 2012 to provide for, among other
things, a set of highly regulated procedures the violation of which
constitutes an offence that attracts heavy penalties.

However, our subsequent investigations indicated that other
contraventions committed by Octopus had continued in the privacy
practices of a significant number of major organisations.

One notable example was a repetition of the Octopus mistake
of excessive collection of personal data, namely, collecting the
customers’ identity card numbers (and in some cases, copies of
the identity cards) for member authentication, when other contact
information already sufficed for that purpose. Organisations tend
to collect personal data without giving serious thought to what real
purposes the data collected could serve. Further, they tend to over-
emphasise their administrative and operational convenience, at
the expense of data subjects’ privacy and data protection. When
it comes to authentication, they tend to require the strongest level
of authentication regardless of the nature of the transaction. Little
regard seems to have been paid to the fact that identity card data is
highly personal and sensitive and if it falls into the wrong hands, the
affected persons could suffer from an enhanced risk of identity theft,
administrative nuisance or financial loss.
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Another example was the continued use of the same vague terms
that Octopus once adopted to define the third parties to whom the
personal data collected would be transferred, such as “subsidiaries”,

“partners”, “affiliates”, “third parties” and “any other persons under a
duty of confidentiality to us”. These terms, for some obscure reasons,
have been commonly used by many organisations in their privacy
notices. But they gave no clue to the customers as to the nature of
the business of the third parties. Customers could not therefore make
an informed choice on whether or not to accept such data transfer.

In many of the investigations the Office of the PCPD has conducted,
it appeared to us that only the organisation’s legal and compliance
staff was involved. Despite the sheer blatancy of the privacy
contraventions, they did not see the need to take some prompt
remedial actions to salvage the predicament. In some cases, upon
receipt of our determination that the organisation had contravened
the Ordinance, their immediate reaction was to file an appeal with
the Administrative Appeal Board. Only when the investigation
report was published and the case was put in the glare of the public
spotlight was there a change in the organisation’s attitude. Its senior
management, who seemed to be alerted of the contravention for
the first time, invariably reacted in a positive manner and very often
decided to drop their appeal.

From Compliance to Accountability

Organisations certainly need a systematic and professional approach
to managing privacy and data protection. They have to come to grips
with the fact that public awareness and understanding of individuals’
privacy rights concerning personal data has been growing and there
is high expectation that these rights are respected. One indicator of
the public’s growing concern about privacy is that in the past four
years, our workload in terms of the number of complaints received
has increased by 80%.

To manage privacy and data protection responsibly, organisations
can no longer merely treat them as a legal compliance issue, perform
the least possible to comply with the legal requirements, with little or
no regard to customers’ privacy expectations. Organisations should
adopt a proactive strategy that embraces personal data privacy
protection as part of their corporate governance responsibilities
and apply it as a top-down business imperative throughout the
organisation. This calls for a paradigm shift from compliance
to accountability and the formulation and maintenance of a
comprehensive privacy management programme.

Privacy Management Programme
A privacy management programme should be a robust privacy
infrastructure that: —

* has top management commitment and is integrated into the
organisation’s governance structure;

* treats privacy and data protection as a multi-disciplinary issue,
(not merely as a legal compliance issue), with a special focus
on respect for customers or clients’ needs, wants, rights and
expectations;
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¢ establishes policies, procedures and practices giving
effect to the legal requirements under the Ordinance; -
+ provides for appropriate safeguards based on privacy
risk assessment;
¢ ensures that privacy is built by design into all -
initiatives, programmes or services; =
+ includes plans for responding to breach and incident;
¢ incorporates internal oversight and review

mechanisms; F T—
* is kept current and relevant, and remains practical and

effective in a rapidly changing privacy ecosystem; and ’*
* is appropriately resourced and managed by

dedicated staff. ¢ RENEPEZERESIHA

¢ BEXVBRUNOEMIEERERITAVIEEME » RIT

Apart from ensuring legal compliance, the implementation of a BR > GSEMNHEH :
privacy management programme will demonstrate an organisation’s « BEEMNERLSNEEAEERE-

commitment to good corporate governance and is conducive

to building trustful relationships with customers, employees, BRI TERBIEARER » #HITILIBBIERM RS
shareholders and regulators. It is gratifying to note that Octopus has ERREBEXRERIRL > MEBHRIHEES B
been adopting this accountability approach in the aftermath of the I RENREBCENLERR - BRISHZE > /)
2010 contraventions. EEABLE2010FRERSH R ERINSEB™IENT
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Organisations interested in developing and maintaining a privacy

management programme may check our guidance at www.pcpd.org. REBUNEBEBIUMETHIEEERY  TEA

hk/pmp. www.pcpd.org.hk/pmp SR E 15 HATES ] -
Allan Chiang BiER
Privacy Commissioner for Personal Data BABRTLIEES
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