Legislative Council Panel on Constitutional Affairs
Meeting on Monday, 15 November 2010

Briefing by the Privacy Commissioner for Personal @ta

Purpose

Members were briefed on 19 March 2010 by the degv
Commissioner for Personal Datah® Commissionef) on the strategic plan
of the Office of the Privacy Commissioner for PeraoData (PCPD’) for the
period 2010-2014. This paper serves to:-

(@) update the appraisal of the strengths, weaknesbesats and
opportunities (SWOT analysis) of PCPD;

(b) outline PCPD'’s strategies;

(c) report on the progress of implementation of PCRi@sk plan; and

(d) highlight PCPD’s way forward.

For convenient reference, the mission and key gufallse PCPD are recapped
at the outset.

Mission

2. The mission of the PCPD is to secure the proteabioprivacy of
individuals in relation to personal data througlorpotion, monitoring and
supervision of compliance with the Personal Datavéiey) Ordinance “the
Ordinance”).

Key Goals

3. The key goals of the PCPD are to ensure that:

(@) individuals are aware of their rights as data sttbjeunder the
Ordinance and how to exercise them;
(b) public and private sector organizations are awéathesr obligations



()
(d)
(e)
(f)
(9)

as data users under the Ordinance and how to heat t
individuals and public/private sector organizati@me aware of the
role of the PCPD and how we can assist them;

enquiries are responded to courteously and effigieto the
satisfaction of the enquirers;

complaints are investigated and resolved efficiemtla manner that
is fair to all parties concerned;

all other functions of the PCPD are carried out-effectively and
efficiently; and

other jurisdictions with data protection laws arada aware of the
robustness of our law in protecting the privacyimdividuals in
relation to personal data so as to obviate anyference in the free
flow of personal data to Hong Kong.

SWOT Analysis

Strengths

4.

(@)
(b)
()
(d)

(€)

PCPD possesses the following strengths:-

statutory and independent status;

government funding;

dedicated staff with relevant experience and eigeert
established track record and cumulative experigncerotecting
personal data privacy in Hong Kong since 1996; and

reputable standing in regional and internationalgmy arena.

Weaknesses

(@)

(b)
()

PCPD currently operates with the following limitais/challenges:-

insufficient resources to cope with rapidly-incriegsdemand for its
services, given in particular the proliferationveéb and IT-enabled
technological advancement;

relatively high staff turnover;

difficulties in recruiting staff with suitable calie and experience;
and



(d)

Threats
6.
(@)
(b)
()
(d)

insufficient sanctioning powers on the part of @@mmissioner.

PCPD has to manage the following threats:-

rapid and relentless development of technologieseponew

challenges to data protection and privacy rights;

globalization gives rise to complex compliance ésswas regards
cross-border transfers of personal data;

increasing number of complaints about infringemehtpersonal

data privacy, underlining an unsatisfactory leviet@mpliance with

requirements under the Ordinance; and

rising public expectations on personal data praiactas the

community matures in its civic mindedness (als@pportunity).

Opportunities

7. PCPD is presented the following opportunities:-

(a) level of organizational and individual awarenesspefsonal data
privacy protection is at an all-time high;

(b) increasing demand from organizational data usersaftvice and
assistance in compliance with the Ordinance, angarozing
training programmes for their staff;

(c) current review of the Ordinance with a view to aniag the
legislation to ensure that personal data protedtioHong Kong is
adequate and relevant given the evolution of pyvandscape in
particular community preparedness and expectatens;

(d) general community consensus on tightening contmeés personal
data protection.

Strateqgies
8. As the work of PCPD grows in volume and complexitiye

Commissioner will adopt the following strategiesatchieve cost effectiveness
and efficiency:-



(a) maintain high standards of corporate governance;

(b) adhere to the principles of transparency and adeability in the
discharge of his functions;

(c) maximize utilization of resources to achieve ecowpogfficiency
and effectiveness;

(d) continuous efforts to streamline work procedures;

(e) apply a “selective in order to be effective” apmioan prioritizing
work, with an emphasis on assignments producing greatest
impact;

() enhance engagement of stakeholders holisticallysttve to be
proactive, in particular to collaborate with Legislrs, human rights
advocates, concern/pressure groups, professiondl larsiness
associations and relevant Government departments;

(g) partner with other regulators, leveraging theindkgive mandates,
institutional tools and enforcement powers;

(h) enter into strategic alliance with overseas datdegtion authorities
for handling cross-border privacy issues;

() promote best practices among organizational datasusn top of
meeting minimum legal requirements; and

() maximize publicity and education impact through Ipation,
media exposure and community engagement to reachirou
particular to the young people.

Work Plan - Progress Update

9. Annex gives an update of the progress of implementatibthe
work plan (2010-2014) presented in March 2010. Newk emphases are
included where appropriate.

Way Forward

10. Recent major incidents of serious contraventidritb® requirements
under the Ordinance have heightened public awaseokshe importance of
personal data privacy to an unprecedentedly higlelle Complaint cases
received by PCPD from April to October 2010 havereased by 19%

4



compared with the corresponding period in 2009 wiigust 2010 recording a
44% increase.

11. PCPD will strive to cope with this upsurge in emgs and
complaints. At the same time, it will conduct seitiated compliance checks
on data users and inspections of personal datamsgdio promote compliance
with the provisions of the Ordinance.

12. As regards public education and promotion of pessdata privacy,
an added focus will be the young generation. [Eforill be made to
incorporate this human right topic of personal daiatection into the Liberal
Studies curriculum of secondary schools, and tonpte the understanding and
discussion of this subject under “Other Learningpé&iiences” of the New
Senior Secondary Curriculum. For practitioners,arapfrom general
awareness programmes, PCPD will in future providekeahop and focused
training on specific topics to help them complywiihe requirements under the
Ordinance in the respective areas of their work.

13. PCPD notes that there is a rising call among #meernl public for
more powers to be entrusted with the Commissioneorder for PCPD to
achieve its mission, in particular, through impagsiheavier sanctions for
contraventions of personal data privacy rights. mket this public aspiration,
PCPD advocates, through public engagement and ktamsa with interest
groups, the re-activation of the following PCPD pwsals to amend the
Ordinance that the Government has indicated nptitsue further:-

(a) granting criminal investigation and prosecution pow PCPD;

(b) empowering PCPD to award compensation to aggriegiath
subjects; and

(c) empowering PCPD to fine data users for seriousraventions of
Data Protection Principles.

14. Meanwhile, PCPD will consult and discuss with taice and the
Secretary for Justice with a view to formulatingnjopolicies and guidelines
for referral of cases of privacy contravention ®ibvestigated and prosecuted
under the Ordinance. PCPD hopes this will improthee existing
inter-organizational arrangements and lead to gresaiccess in prosecution.



15. Separately, PCPD will undertake research into andnitor
developments in the information and communicati@thnology with a view
to assessing its latest impact on data protectiah @ivacy rights. It will
issue (a) further guidelines to organizational degers to promote compliance
with the requirements under the Ordinance, andnfbymation leaflets to data
subjects to assist them to protect their privaghts.

16. The pace of PCPD’s work against its mission, gaald work plan
depends largely on the allocation of resourceshbyGovernment. PCPD has
submitted for 2011/12 the following bids:-

(@) Non-recurrent expenses
Purchase of permanent office accommodation: $117.0M
IT equipment replacement / addition / security
enhancement: $2.2M
e Legal reserve fund: $3.0M

(b) Recurrent expenses

e Upgrading of 2 posts and increase of 52 posts atimgumo
$45.1M per annum

The non-recurrent bid for permanent office accomatiott has been turned
down by the Government.

The Office of the Privacy Commissioner for PersonaData
November 2010



Annex

Work Plan (2010-2014) Progress Update

(a) Enforcement

From April to October 2010, PCPD received 767 camp$, representing
an increase of 19% over the corresponding perietiylaar. In August
2010 alone, PCPD experienced a 44% increase in laorhpcases,
compared to the same month in 2009. The comptaiees comprised
alleged breaches of rules on direct marketing i@@&4 of the Ordinance)
and data protection principles (misuse of persaoadh (35%) as well as
allegations concerning collection of personal d#82%)). It is

worth-noting that there was a 152% increase in daimpcases alleging
unauthorized use of personal data in direct margeti

In response to increased public concern on persdat privacy, the
number of compliance checks carried out from Apoil October 2010
increased by 19% compared to the correspondinggari2009.

(b) Review of the Ordinance

The Government published on 18 October 2010 theoRem Public
Consultation on Review of the Personal Data (Pyiya@rdinance and
launched further public discussions on the ledgisdatproposals to
strengthen personal data privacy protection unueiQrdinance. PCPD
will continue to play its role in the Governmentesaltation process, to
listen to the views of the public and to help exmedhe legislative
amendment process.

Through public engagement and consultation witereggt groups, PCPD
itself will also advocate for the re-considerationthe community of its
proposals that the Government has indicated ngutsue further in its
Consultation Report, mainly in the following areas:

() Sensitive personal data should be subject to niongent control;
(i) Direct regulation of data processors and sub-cotitig activities;
(i) Granting criminal investigation and prosecution poto the PCPD;



()

(d)

(€)

(iv) Empowering the PCPD to:-
e award compensation to aggrieved data subjects; and
e require data user to pay monetary penalty for gerio
contravention of Data Protection Principles;
(v) Collection and use of personal data in direct marge
e the data user should obtain the explicit consenthef data
subject to so use the personal data i.e. the foptroposal,
e  setting up of a territory-wide do-not-call registagainst direct
marketing activities; and
e the right for data subject to request disclosure diect
marketers the source of his personal data cotlecte

Data Users Return

PCPD has completed a comprehensive review of @uesgfor launching
Data User Returns and Register of Data Users uRaer |V of the

Ordinance. Tentatively and subject to further cdtasion with the

Government and the industries concerned, the liphase of the project
will cover (i) the public sector; (ii) the regulatendustries of banking,
telecommunications and insurance; and (iii) orgaimns with a large
membership base.

eHealth Record Sharing Programme

PCPD participated in the meetings of the eHR WayKaroup on Legal,
Privacy and Security Issues and provided commentgeiation to

personal data privacy protection, leading to thenmdssioning of an

external consultant to carry out a Privacy Impassdssment scoping
study in August 2010. PCPD will stay active instimportant exercise
which is among the public sector pioneers in sagkoaccurately and
efficiently share information in a multiple-locati@peration.

Regional and Global Data Protection Activities

PCPD continues to participate in the APEC Data d@yv Pathfinder
projects endorsed by the APEC Ministers in 200 August 2010,
PCPD joined the APEC Cooperation Arrangement foos€iBorder
Privacy Enforcement which comprises 5 participatingrivacy



(f)

enforcement authorities, including those from Aalsd; Canada, New
Zealand and the United States. In investigatinglation of personal
data privacy involving cross-border data transfeCPD may now
approach these participating privacy enforcementhaities for
assistance or make referrals and conduct parallgbiot enforcement
exercises.

The Commissioner attended the"8mternational Conference of Data
Protection and Privacy Commissioners from 27 to%ober 2010 in
Israel and participated in the development of alibig legal instrument
for adoption by the United Nations setting out etail the rights to data
protection and privacy as enforceable human rights.

Promotion and Educational Activities

PCPD launched a mass media campaign to enhanceothmunity’s

understanding of the Ordinance. This comprised &i)series of
10-episode Infomercial broadcast on TVB Jade; {anhner display in
MTR train compartments; (iii) television Announceme of Public

Interest; and (iv) a Privacy Awareness Week of mtomal activities

targeting at senior citizens. PCPD also launchadiralustry-wide

educational campaign for the insurance industryHong Kong. It

conducted a total of 28 Continuing Professional éeyment seminars
and 4 public seminars for insurers sharing withrthen how to protect
customers’ personal data.

In the coming year, PCPD will continue to condudueational and
promotional activities for members of the Data Betibn Officers’ Club
and different sectors of the community. More enghavill be paid on
providing practical training to practitioners toses them to comply with
the requirements under the Ordinance in their dadyk.

The PCPD will also make new attempt to convey tlessage of personal
data privacy among the younger generation througeril Studies and
Other Learning Experience @LE”) under the New Senior Secondary
(“NSS) curriculum. It plans to produce a set of teachimaterials,
which includes basic knowledge about the Ordinaara work sheets on
topical privacy issues, to enable students to aeathe importance of



personal data privacy vis-a-vis other social irgeyein the society.
PCPD staff will act as privacy mentors and asssbedary students to
organize their own Privacy Awareness promotionalaies within their
schools under the OLE through seminars and workshop

Besides, the PCPD is planning to carry out a sesfesonsumer road
shows in 2011. Through face-to-face interactiothwnembers of the
public, the PCPD will educate people of their pciyaights and ways to
handle their personal data more wisely in evenyjday

(g) Section 33 of the Ordinance

PCPD has completed the preparatory work for thelampntation of
section 33 of the Ordinance and is awaiting adfiicen the Government
on the next step.

(h) Administration and Management

The administrative and financial irregularities ndéed by the Director
of Audit in his Report No. 53 have been remedieBCPD will follow up
the recommendations of the Director of Audit and Bublic Accounts
Committee as regards corporate planning and stiengtg internal
administrative and financial control and compliancén overall review
of the staffing structure, remuneration system atadf relations issues
will be undertaken with a view to effecting a cuéiichange and building
a loyal, dedicated staff force. Our holistic stakieder engagement
strategy starts at home with the engagement df staf

() Code of Practice on Consumer Credit Data

PCPD aims to launch in January 2011 a public ctéasoih exercise on
the proposed extension of the scope of data shamigr the Code of
Practice on Consumer Credit Data to include pasitinortgage data.
Subject to the outcome of the consultation exerdise Code will be
amended in March 2011.

The Office of the Privacy Commissioner for PersonaData
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