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1.2

1.3

1.4

Purpose

On 28 August 2009, the Constitutional and Madl Affairs Bureau
(CMAB) released the Consultation Document on Rewiéwhe Personal
Data (Privacy) Ordinance (“the Ordinance”).

The review was initiated by the Privacy Commoissr for Personal Data
(PCPD) in June 2006. An internal Ordinance Rew&arking Group
was formed to assess the adequacy of protectipergbnal data privacy.
After a year and a half’s work, the Working Groupmpleted its review
and presented to the Government in December 2002 riian 50
amendment proposals and issues of privacy concern.

The Government has taken on board most of rihigopals made by the
PCPD. In order to let the public know more abdé tssues before
making their submissions, the PCPD published amapiiled “PCPD’s
Information Paper on Review of the Personal Datavéey) Ordinance”
(“the Information Paper”) on 9 September 2009. Théormation
Paper has been uploaded to PCPD’s web:site

This Submission sets out PCPD’s response t@musramendment
proposals made in the Consultation Document. Wlagneropriate,
specific references are made to the relevant naégdecontained in the
Information Paper. In reading this Submission,deza are strongly
encouraged to refer to the Information Paper fakeound materials.

Office of the Privacy Commissioner for Personaldat
November 2009
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2.1

PCPD’s Response to the Consultation Document

Most of the proposals as set out in the Coasoft Document had its
origin in PCPD’s 2007’s proposals to the Governmemhtich were

intended to afford greater protection to persoratadprivacy. The
Government’s proposals even though more moderalecanservative
than those made by the PCPD should still on thelavachieve the same
objective. Some of these proposals deal with msatté significant

privacy impact while others seek to strengthenethi®rcement power of
the PCPD and improve the efficacy of the regulatbnhe Ordinance.
New mechanisms to deal with issues of public cancare also

introduced. All these aim at bringing about an atpd piece of

legislation that best suits the public in the pcttn of personal data
privacy.

Sensitive Personal Data

Proposal No. 1 : Sensitive Personal Data

2.2

This proposal was originally made by the PERD prohibit the
collection, holding, processing and use of spedétegories of personal
data (to be defined as sensitive personal datsgpexander prescribed
circumstances. The Administration has modified B8Poriginal
proposal by singling out only biometric data ass#ere personal data as
a start.

Whether there is a need to accord better protediiosensitive personal data

2.3

Amending the Ordinance to give special treatrf@msensitive personal
data is in accord with Article 8 of the EU Direci®5/46/EQGuidelines
on the Protection of Privacy and Transborder FlosfsPersonal Data
thereby enabling the Ordinance to pass the EU adgqiest. It is a
pre-requisite under the EU Directive that membaitest must ensure
similar level of protection of personal data in twuntry to which the
data will be transferred. Hence, adoption of tHe &pproach will
enable uninterrupted exchange of personal data théhEU member
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See PCPD’s Proposal No. 1 at p.1 in the Annekedrformation Paper.
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2.4

states. This is conducive to Hong Kong’s prospergowth in trade
and business activities.

The PCPD therefore recommends that the protedével of special
categories of personal data should be brought mtvih the standard
stipulated in the EU Directive 95/46/EC.

Coverage of sensitive personal data

2.5

2.6

2.7

2.8

Article 8 of the EU Directive provides that “Méer States shall
prohibit the processing of personal data revealauwgal or ethnic origin,
political opinions, religious or philosophical lef, trade-union
membership, and the processing of data concermaljtor sex life.”

The PCPD recommends the adoption of the caesg@pecified in
Article 8 with modifications. The PCPD suggestsatthpolitical
opinion” and “religious or philosophical beliefs”ebreplaced by
“political affiliation” and “religious beliefs andffiliations” respectively.

The PCPD is of the view that special care igavaed in the handling of
special categories of personal data in view ofgtevity of harm that
may cause the data subjects if such data are ntildthn In anticipation
of the eventual implementation of electronic healdtord sharing
system where massive sensitive health recordsepeik databases for
use and access, the PCPD considers that more esttirmgntrol and
prudent practice are required in relation to thedfiag of medical data.

The PCPD also supports the inclusion of bicimetata as sensitive
personal data. Biometric data can be consideradits® since they
are fixed and, unlike a password or a PIN, canmotrdset once they
have been inappropriately released. They are pergonal and private
because they are information about an individuglsysical self.
Biometric data, such as fingerprints and genetia,dhould be accorded
higher protection. Biometric technologies, suchfasal recognition
technologies, may be used to identify individualsthaut their
knowledge or consent, and that biometric data caedeal other
sensitive personal information, such as informatadiout a person’s
health, racial or ethnic origin or religious besief They can provide the



2.9

2.10

2.11

basis for unjustified discrimination.

Recently, as a result of advancement in teclgyplthere has been a
proliferation in the use of biometric devices, sashfingerprint scanners,
for identification/verification purpose. In suchsgstem, a biometric
sample is taken from an individual. Data from gemple are then
analyzed and converted into a biometric templateichvis stored in a
database or an object in the individual’s possessioch as a smart card.
Later, biometric samples taken from the individoah be compared to
the stored biometric template to identify the indial or to verify the
individual’s identity.

In July 2009, the PCPD published a répedncerning the collection
and recording of employees' fingerprint data feeradance purpose by a
furniture company. In that case, the PCPD fourad the collection of
employees' fingerprint data by the company for nwimg attendance
purpose was excessive and the means of collectasnat fair in the
circumstances of the case and consequently the ayyisppractice was
in contravention of Data Protection Principle ("DPB(1) and DPP1(2)
in Schedule 1 of the Ordinance.

In the light of the experience in handling ptamts lodged with the
PCPD involving the collection of personal data mgérprint scanners,
the PCPD arrived at the following general views:-

(@) First and foremost, if the act does not invallre collection of
"personal data", it is outside the jurisdiction tok Ordinance.
For example, there is a fingerprint recognitiontsys that can
convert certain features of the fingerprint intaraque value and
store it in the smart card held by the employee @mployer does
not hold a copy of the data). For verificationge temployee
needs to put his finger and the smart card on #wegnition
device. The system merely compares and matchesaibe in
the smart card with the fingerprint features présgreach time
and the employer has no access to the personalcdaterned.
As the employer has not collected employees' fipigetr data or
their value, he has not collected any "persona’da$ defined in

3

Available at http://iww.pcpd.org.hk/english/pulations/files/report_Fingerprint_e.pdf
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2.12

the Ordinance;

(b) If the fingerprint recognition system involvéise collection of
personal data, employers should be mindful not tdlect
fingerprint data purely for attendance purpose. many other
instances, there exist less privacy intrusive a#teves which can
achieve the purpose of monitoring attendances. etkdén or
not features of the fingerprints are converted wvatue, such an
act amounts to collection of excessive personala dand
contravenes the requirements of DPP1(1), unlessgédmiine
consent of the data subject has been obtained;

(c) If a data subject provides his fingerprint datduntarily for a
particular purpose, the application of the DPPsukhonot
override the data subject's right to information
self-determination. The PCPD will respect his emtsf given
voluntarily and explicitly;

(d)  Fingerprint data should not be collected fromidren of tender
age, regardless of any consent given by themefsan that they
may not fully appreciate the data privacy risksiwed,;

(e) Before collecting employees' fingerprint datar fattendance
purpose, employers must offer employees a free cehan
providing their fingerprint data, and they mustil®rmed of the
purpose of collection and given other less privaciusive
options (e.g. using smart cards or passwords);

() The means of collecting employees' fingerprddta must be
fair. Employees should be able to give their cahs®luntarily
without undue pressure from the employers and shbale the
choice of other options; otherwise there may beravention of
the requirements of DPP1(1) and DPP1(2).

There are arguments that the data stored fingarprint recognition
system are not personal data because:-

(@) the stored biometric data are just meaninglassbers, and



therefore are not personally identifiable inforroatiand

(b) a biometric image cannot be reconstructed frihva stored
biometric template.

2.13 Inrelation to the argument in 2.12(a), while numbers may not be able
to identify an individual when considered alonegythare capable of
identifying an individual when linked to other pensl identification
particulars. Similar examples are identity cardnbaers, credit card
numbers and mobile phone numbers. The purpose fufigarprint
recognition system is to identify or verify the idigy of an individual.
The templates will ultimately be linked to identdyperson. Hence, no
matter how the templates are generated (in the trnmumerical codes
or otherwise), they will be considered “personaiatiavhen combined
with other identifying particulars of a data sulbjec

2.14 With respect to the claim that a fingerprimhage cannot be
reconstructed from the stored biometric templam@ormation and
Privacy Commissioner of Ontario states in a papétled “Fingerprint
Biometrics: Address Privacy Before Deployméniisued in November
2008 the different view taken in some recent sifieworks”:-

“Until recently, the view of non-reconstruction wdsminant in the
biometrics community. However, over the last feargeseveral
scientific works were published that showed théihgerprint can,
in fact, be reconstructed from a minutiae templaibe most
advanced work was published in 2007 by CappellialetThe
authors analyzed templates compatible with the IEB0/19794-2
minutiae standard. In one test, they used basic utisie
information only (i.e. positions x, positions y,dadirections). In
another test, they also used optional informationinutiae types,
Core and Delta data, and proprietary data (the edgrientation
field in this case). In all the tests, the authowere able to
reconstruct a fingerprint image from the minutiaamplate. Very
often, the reconstructed image had a striking rddante with the
original image. Even though this reconstruction wasly

Available at http://www.ipc.on.ca/images/Resosffiagerprint-biosys-priv.pdf

®  Seep.7 of the paper



approximate, the reconstructed image was suffictenbbtain a
positive match in more than 90% of cases for mostutiae
matchers.”

2.15 The paper goes on to discuss the potentiatecapsions for security and
privacy of fingerprint minutiae systems:-

“The potential repercussions of this work for thecsrity and
privacy of fingerprint minutiae systems are asdof:

The fingerprint image reconstructed from the miaaiti
template, known as a “masquerade” image since rdsan
exact copy of the original image, will likely fabke system if
it is submitted.

A masquerade image can be submitted to the sysyem b
injecting it in a digital form after the fingerprirsensor.

A malicious agent could also create a fake fingerpand
physically submit it to the sensor. The technicpfeseating
a fake fingerprint are inexpensive and well-knovwont the
literature.

The ability to create a masquerade image will irse the
level of interoperability for the minutiae templat&he
masquerade image can be submitted to any otheerfomigt
system that requires an image (rather than a masuti
template) as an input. No format conversion ofrthieutiae
template would be required. Moreover, the minutiae
template can be made compatible even with a nontrag
fingerprint system (these systems are rare, hoyéver

2.16 The Australian Law Reform Commission (“ALRCSges the need of
extending the definition of “sensitive personaladab cover biometric
information. The ALRC made the proposal in its 8@@[08 — For
Your Information: Australian Privacy Law and Praefi issued in
August 2008. In recognizing that requiring consémtcollect all

6 Available athttp://mww.austlii.edu.au/au/other/alrc/publicaséreports/108/6.html#Heading283
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2.17

2.18

biometric information may be impracticable, the ALRecommended to
amend the Privacy Act to include the following imetdefinition of
“sensitive personal data”:-

(@) biometric information collected for the purpost automated
biometric verification or identification; and
(b)  biometric template information.

The above are regarded as the most seriotecprconcerns around the
handling of biometric information and the recommetiwh is intended
to address such concerns.

In October 2009, the Australian Governmeneaséd its first stage
response to the ALRC repbriThe Australian Government recognized
the importance of attributing a higher level of teaiion to personal
information which is sensitive in nature and agrdbdt biometric
information has similar attributes to other semsitinformation and it is
desirable to provide it with a higher level of mcation. Given the
broad nature of what can be considered biometriornmation, the
Australian Government considered that the definisbould make clear
that the additional protections should only extdndthat biometric
information which is specifically being collecteal identify or verify an
individual through biometric processes.

Requirements in handling sensitive personal data

2.19

The PCPD supports the proposed exceptiongdoiad treatment of
sensitive personal data as stipulated in paragr@@® of the
Consultation Document.

Sanction for contravention of requirements

2.20

In view of the sensitive nature of the datd #re degree of harm that
could result in mishandling the data, a more semgontrol should be
imposed. The PCPD supports the proposal to make ibffence for
any person who without reasonable excuse, failsamply with the
prescribed requirements governing the handling evfsgive personal

7

Available athttp://www.pmc.gov.au/privacy/alrc.cfm

8



data. Since the proposed provision is new to thieli@ the PCPD
suggests that any penalty should be restrictedeomposition of a fine
but not a custodial sentence.

Grandfathering

2.21

2.22

The PCPD considers that a data user, who dlested any sensitive
personal data before the commencement date ofaWwerequirements,
may continue to hold the data already collected.owéler, any
subsequent use of the data should follow the neguimement by
seeking the prescribed consent of the data subject.

To enable the public to become familiarizethvhe new requirements,
the PCPD supports a transitional period for thelemgntation of the
new requirements. It should however be borne indmimat fixing an

unduly long transitional period will defeat the pase of putting in

place the new protection to sensitive personal.datde PCPD takes
the view that the transitional period to be imposhkduld not be longer
than twelve months.

Other comments

2.23 The PCPD urges the Government to reconsisleleitision to single out

biometric data from the seven types of “sensitiverspnal data”
suggested by the PCPD. In particular, the PCPB tsk Government
to seriously consider the inclusion of a persortiysical and mental
health condition as “sensitive personal data”.



Data Security

3.1

With the rapid development of technology, tteeage and disclosure of
personal data often raise privacy concerns. Measup ensure

sufficient control and security are necessary gwbf the increase of
data losses and leakage incidents.

Proposal No. 2 : Regulation of Data Processors an8ub-contracting
Activities

Whether a data user should be required to use achial or other measures to
secure its data processor’s compliance with thewaht obligations under the
Ordinance

3.2

3.3

This proposal was originally made by the PER®the Administration.

It is proposed to impose specific obligations ondaa user, who

transfers personal data to a data processor fdirfyplprocessing or use,
to employ contractual or other means to requirad@t processor and
any sub-contractors to take all practicable stepsrisure the security
and safekeeping of the data, and to ensure thatateeare not misused
and are deleted when no longer required.

The PCPD expects a data user, in order to gomiph the proposed
specific obligation, to select a contractor of meble standard and
guality that can provide adequate security of teespnal data. The
terms of the service agreement shall include theviting provisions:-

(@) prohibition against any use or disclosure @f plersonal data by
the contractor for a purpose other than the purpaswhich the
personal data are entrusted to it by the data user;

(b)  security measures required to be taken byahé&actor to protect
the personal data entrusted to it, including impgstontractual
obligations on the contractor to comply with theadprotection
principles of the Ordinance;

(c) timely return or destruction of the personaiadahen they are no

8

See PCPD’s Proposal No. 2 at p.8 in the Annekeédnformation Paper.
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3.4

3.5

longer required for the purpose for which they angrusted by
the data user to the contractor;

(d) absolute or qualified prohibition on the cootma against
sub-contracting the service;

(e) immediate reporting of any sign of abnormaditier security
breaches by the contractor; and

() measures required to be taken by the contrdaot@nsure that its
relevant staff will carry out the security measusesl comply
with the obligations under the service agreemeganding the
handling of personal data.

It is normal business practice for a data tsenter into a contractual
relationship with its data processors. Introduttiof specific
obligations on organizations to enter into the wxtual terms for the
protection of personal data with their contractsh®uld not disrupt
normal business activities. The contract may sasvevidence to show
the data user’s compliance with the requirementshef Ordinance in
case a complaint is brought by a data subject agéwe data user for
infringement of personal data privacy in relatiortiie act or practice of
its data processing agent.

It is important to note that the contractuauieement above is
insufficient to effectively regulate the activitied the data processors.
While the data processors may be liable to the datas under their
contracts, their conduct may not be regulated byaldinance.

Direct or indirect regulation on data processors

3.6

It is unsatisfactory that the Ordinance doesregulate the handling of
personal data by data processors as the defimfitdata user” does not
apply to them pursuant to section 2(£2) Some of the data leakage

10

A data user may be liable for any acts done $wdgent by virtue of section 65 of the Ordinance.
According to section 65(2), any act done or pracgagaged in by a person as agent for another
person with the authority (whether express or ieghliand whether precedent or subsequent) of
that other person shall be treated as done or edgady that other person as well as by him.

Section 2(12) of the Ordinance providés erson is not a data user in relation to any peed
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incidents show that very often the cause of thelemts was the lack of
sufficient security safeguards on the part of tletadprocessofs.
Therefore, the PCPD finds that direct regulationdama processors is
essential.

Paragraph 4.13 of the Consultation Documerdressghe difficulties in
defining the generic obligations for data processbecause many
Internet-related businesses will be unaware ofrtheire of the data,
including the purpose for which they were origigatiollected. The
PCPD wishes to point out that the proposal onlyuireg these
Internet-related businesses to ascertain the pearpos which they
collected the data from the users of their Intere&dted services. The
proposal does not require them to ascertain thginadi purpose for
which the data were collected by the users of ¢neices.

The PCPD considers that, since the Internateel businesses obtain
personal data in the course of their business iaefiy the use of the
personal data so obtained should be confined tpuhgose of provision

of the Internet-related services. Any use othantkhe original or a

directly related purpose should be prohibited. u$e the example of a
social networking site given in paragraph 4.13 loé tConsultation

Document, the purpose for which any personal date wntrusted to the
provider of the social networking site by its useisould be the

facilitation of the social networking. The providdoes not have to
ascertain the original purpose for which the usetkected the personal
data, even though the users may have posted upngérdata in the

social networking site for a different purpose.

The PCPD considers that the misunderstanding beaaddressed by
making appropriate amendments and/or additionsR®3) so that the
expressiorfthe purpose for which data were to be used attihee of
collection” in DPP3(a), in so far as it applies to the dategssors, shall
mean “the purpose for which the data were entrusted be tata
processor. The PCPD stresses that the concern can be addréy

data which the person holds, processes or usedysmtebehalf of another person if, but only if,
that the first-mentioned person does not hold, @sscor use, as the case may be, those data for
any of his own purposes”.

See PCPD’s investigation report on the IndependRaiice Complaints Council, available at
(http://www.pcpd.org.hk/english/publications/fillBCC _e.pdf).
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3.10

3.11

3.12

appropriate drafting of the amendments to the Qe instead of
rejecting the whole idea of direct regulation.

Paragraph 4.15 of the Consultation Documestt edises concerns that
ISPs and web-based service providers might havelgaroto comply
with the relevant DPPs as typically they have nowedge of whether
the data they are holding are personal data. THeDPappreciates that
inspection of each piece of communication procedsgdSPs and
web-based service providers may be technically aingtactically
impossible. On the other hand, it is inevitablatthersonal data are
being transmitted in those communication, and ik of any data
privacy breach on the part of the ISPs and webebasevice providers
is not merely hypothetical or remote.

The PCPD is of the view that the ISPs and bas®d service providers
are not required to examine each piece of infoilmnathey process in
order to find out whether it contains personal gataat kind of personal
data they are, and to provide tailor-made secungyasures for each set
of personal data. As responsible and prudent &Rt web-based
service providers, they should treat the infornratioey obtained in the
provision of the relevant services as containingerSpnal data”.
Similar to the example of a social networking sitediscussed above,
the purpose for which any personal data were eetlu® the ISPs and
web-based service providers by their users shoalthé facilitation of
the services, e.g. transmission of emails, rathan tthe purpose for
which the users collected the personal data. Ah,sthe ISPs and
web-based service providers should be able to @steheir obligations
under the Ordinance, such as the restrictions ghduuse of the data,
adequacy of data security, duration of data retangtc.

Paragraph 4.16 of the Consultation Documeisesaa concern about
uncertainty. It gives an example of an advertisungded webmail

provider who might transmit personal data on bebgthe sender, store,
forward and index personal data on behalf of tlegprent and process
the data on behalf of third parties for the purpoktargeting marketing
messages. It seems the concern is that the ISkadertain as to
whether it has to consider the purpose for whighghrsonal data were
entrusted by the sender or the purpose for whiel Were entrusted by

13



3.13

3.14

the webmail provider. The PCPD appreciates tliet, 4 data user, a
data processor may process the same piece of pédata for multiple
purposes. As far as the ISP is concerned, thesimg of the personal
data contained in an email by the sender and thiathe webmail
provider should take place within a split seconBesides, the purposes
for which the data were entrusted by the sender tted webmail
provider should be the same, i.e. transmittingetimail to the recipients
for the sender. As such, the ISP should have actipal difficulties in
ascertaining the purpose for which the persona de¢ entrusted to it.
To comply with the proposed obligations, the ISRllsinot use the
personal data for any purpose other than for thipgae of transmission
and should erase the personal data after the trissism unless it has an
obligation to retain the data.

Paragraph 4.17 of the Consultation Documesgsaa concern that many
Internet-related businesses whose business puiptsdacilitate access
to data, e.g. a search engine that caches databeni@jt uncertain as to
what constitutes unauthorized access to personal dén the example,
it seems that the provider of the search enginéchwbnly caches data
on its own initiative, is not entrusted with anyrgmnal data, hence,
should not fall within the definition of “data pressor.” Additionally,
in the PCPD’s view, the requirement of DPP4 prosittr safeguard of
personal data against unauthorized or accidentegésa¢ etc. in the
course of their transmission or storage. The eXawipa search engine
should not be a matter of concern under DPP4 becaosess to the
information or data concerned is authorized byserch engine.

The PCPD believes that paragraphs 3.8 andaB&e have also
addressed the concern raised in paragraph 4.1&eofCbnsultation
Document.

What obligations should be imposed on data proae8so

3.15

The PCPD supports the option stated in pgpagrd.14 of the
Consultation Document to require the data processor

(@) ensure the personal data will be used onlyttier purpose for
which such data were so entrusted or for direetigted purpose;

14



(b) take all reasonably practicable steps to ensugesecurity and
safeguarding of the personal data under its custotty

(c) take reasonably practicable steps to eras@marslata no longer
required for fulfillment of the purpose for whichet personal data
were so entrusted.

Whether it is appropriate and practical to subjelifferent categories of data
processors to different obligations

3.16 Paragraph 4.19 of the Consultation Documemtiongs that the Internet

3.17

environment is fast-evolving and it is importarattiprivacy laws do not
inhibit the development of desirable new Interred&ted services. It is
suggested that, instead of directly regulating gateessors in the field
of Internet-related business, their obligations usthobe limited to
adoption and observance of their own privacy potagting to the use,
security and retention of personal data, and anyréato observe the
policy will be subject to the PCPD’s enforcementiac In PCPD’s
view, data protection does not depend solely onftheulation of a
comprehensive privacy policy. Besides, it is tteggory obligation of
the PCPD to monitor and supervise compliance wiéh@rdinance. In
discharge of his statutory obligation, the PCPDIlgat solely rely on
the discipline and good governance of the datagasmrs and enforce
the terms of the privacy policies dictated by tla¢adprocessors. The
PCPD is still unable to see a convincing justiimatfor relaxing the
requirements of data processors for Internet-rélateusinesses
exclusively.

It must be stressed that the introductionldigations on the data users
in sub-contracting activities should not obviatesabstitute the need for
those obligations proposed for the data processdreese obligations
are separate and essential to ensure protectialhlavels. The PCPD
does not consider it sufficient protection for gheblic in relation to their
personal data to simply rely on data users to e¢guheir contractors
because the existing section 65(2) of the Ordinateady provides that
a principal can be liable for the act of its agenhe gravity and
recurrence of data leakage incidents have showvirditet regulation on
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the data processors may be more effective to catd ldakage incidents
by data processors.

Proposal No. 3 : Personal Data Security Breach Nditcation

3.18

3.19

3.20

3.21

This proposal was originally made by the PEPD responding to the
series of personal data losses and leakage insidédnith arouse grave
public concerns. The PCPD supports the proposal data users
should be required to give security breach nofiiices in certain
situations. The Administration considers it moredent to start with a
voluntary breach notification system so that thag assess the impact
of breach notifications more precisely, and fineetuthe notification
requirements to make them reasonable and practicafthout causing
onerous burden on the community.

The PCPD observes that agencies and orgamgatare storing
increasingly vast amounts of personal data eleictathp some of which
are sensitive in nature. The leakage of such dwtg allow identity
theft of the affected individuals. It is evidehat electronic leakage of
personal data, e.g. through the Internet, is diffjaf not impossible, to
contain. By the time a complaint is made to the®?PCthe personal
data could have been downloaded and retained byntlesa
unauthorized users on the Internet. Thereforeaaly response to data
leakage is crucial for protecting electronicallyred personal data.

In the circumstances, serious considerasbould be given to a
containment plan which data users are requireddtmptain order to
mitigate or reduce the damages that may causeetad@ta subjects.
Apart from other remedial measures, data userddaieurequired under
certain circumstances to notify the affected indiils of the security
breach as soon as practicable after occurrencéneofbteach. This
enables the affected individuals to take stepsrévgmnt misuse of their
personal data.

Security breach notification may not haveiract effect in preventing
data leakage, it minimizes the exposure of the dalgects to possible

12" See PCPD’s Proposal No. 51 at p.136 in the Atméte Information Paper.
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3.22

3.23

3.24

damage. This is particularly so when a significanmber of data
subjects are affected by the breach and wheretsengersonal data are
lost or stolen. The Independent Police Complataancil (IPCC) data
leakage incident is a good example where sensitive personal date we
leaked on the Internet and the affected individbalge to be notified in
order that they may take steps to prevent any misdigheir personal
data. Inthat case, the IPCC gave the notificatmantarily.

The PCPD has received data users’ volumatifications from time to
time. During the period from 1 April 2008 to 312009, the PCPD
received a total of 44 data breach notificatiomsirdata users in both
private and public sectors. Concerning Governntagartments and
public bodies, for the aforesaid 16 months perittk PCPD has
received 33 incidents of security breach covermgotal personal data
of 16,303 individuals.

After receiving a notification of securitselach, the PCPD will carry out
a compliance check by enquiring with the relevaaiiadusers, pointing
out the apparent insufficiencies in their data sgcgystem and inviting
the data users, where appropriate, to take remadigdns. In many
cases, the data users take the initiative and nelsppy undertaking
immediate actions to remedy the data security Ibreadn other
instances, the data users seek guidance and diredtom the PCPD to
step up security measures so as to avoid repetfisimilar incidents in
future.

To illustrate how PCPD reacts, below is mgleance check case which
was prompted by a security breach notification:

The data user in this case is an insurance compartyong
Kong. By its letter of September 2008, the company
informed the PCPD that an electronic file contamin
personal data of over 1,000 customers had been giutp
sent to an unintended recipient by email. The @mmhad
contacted the wrong recipient who confirmed that fike had
been deleted. The staff responsible for the wrdrdi$patch

13

PCPD’s investigation report available at

http://imww.pcpd.org.hk/english/publications/fileRCC_e.pdf
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3.25

3.26

3.27

was given a written warning.

In response to the compliance check initiated ey RICPD,
the company formulated an action plan to strengttmendata
transmission security by password protection, dilgomation
and encryption. The company also informed the P@RD

its audit department would conduct a special revigwthe
company’s data transmission process focusing ona dat
privacy.

In October 2008, the company provided a writtenastaking
to the PCPD agreeing to step up measures in respetite
security of the personal data held by it and previde PCPD
with a copy of its internal audit report on dataafismission
process.

Although many overseas jurisdictions have nwde data breach
notification a mandatory requirement, their privaeyjorms all call for
adopting a mandatory approach. Locally, the fratjyereported
incidents of data losses, particularly associatél the widespread use
of portable electronic devices, call for tightemtol. In addition, the
feedback obtained from the recent consultativeviiets suggests solid
support to making it a mandatory requirement.

The Government has already put in place antaty notification
mechanism for personal data leakage incidents fmered of time. In
view of the vast amount of personal data being bglthe public sector
and having regard to the expectation from the comipuit will be
desirable to impose mandatory breach notificatiothe public sector as
a start.

There are concerns that it may cause thetpraector undue burden to
comply with the proposed requirements. It showddnbted that under
the proposed mechanism, a data user is not reqturewtify every
security breach. It is only in those cases whieeesecurity breach may
result in high risk of significant harm to individis or organizations that
notification is required. The PCPD will issue gelides on the
circumstances that would trigger the notificatios well as the

18



3.28

particulars to be contained in the notice.

To facilitate smooth implementation of seguliteach notification, the
PCPD recommends that, similar to data user retaenPCPD should be
given the power to specify by notice in the Gazétie class of data
users to which the notification requirement appliebr making the
determination, the PCPD may consider a numberatbfa including the
amount of personal data held by the specific clafsslata user, the
degree of sensitivity of the data as well as tls& harm to the data
subjects as a result of a security breach. Thegsed mechanism
ensures a gradual process and a selective apptbatiwill balance
different interests within the community.
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Enforcement Powers

4.1 In order to strengthen the enforcement powérthe® PCPD, various
proposals were made by the PCPD to the Governmdifite purpose of
the below proposals was to enhance efficiency dbreement and to
cause deterrence to infringements of the Ordinance.

Proposal No. 4 : Granting Criminal Investigation ard Prosecution Power
to the PCPD

Power to Search and Seize Evidence (C.1 of Annext@ the Consultation
Document)

Power to Call Upon Public Officers for Assistance@.2 of Annex 2 to the
Consultation Document)

4.2 These proposals were originally made by the IPEP The PCPD
advocated that specific power be conferred on GeP to carry out
criminal investigation and prosecution. The poweesearch and seize
evidence and to call upon public officers for assise are incidental
powers necessary for facilitating criminal inveatign.

4.3 Paragraph 5.03 of the Consultation Documenttiomes three grounds
which PCPD has put forward to support the proposagranting PCPD
prosecution powers. They are:-

(@) the PCPD possesses first-hand information iodédiain the course
of its Investigations and can investigate into saspd
commission of an offence speedily;

(b) as the regulator, the PCPD is proficient ineipteting and
applying the provisions of the Ordinance, and cagsess the
weight and relevance of the evidence in any givaragon with
ease and confidence; and

(c) to save time on referring cases to the Pohesce to help meet
the statutory time limit to lay prosecution which set at six
months from commission of an offence.

14 See PCPD’s Proposal Nos. 8, 14 and 16 at p.2&nd448 in the Annex to the Information Paper.
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4.4

4.5

4.6

4.7

Apart from the above reasons, granting prosatygtower to the PCPD
will help avoid criticism of favouritism where thBolice or other
government departments are involved in the caselats user. In
addition, it will avoid the duplication of effortsf the PCPD and the
Police. It is because usually the PCPD will carmyt @reliminary
enquiries such as taking a statement from the caingoit in order to
satisfy that there is @rima facie case of commission of an offence
before referring the complaint to the Police fomgnal investigation.
When the Police take over the case, they will tsiedement from the
complainant again. The duplication of effort isvaste of both time
and resources.

The Consultation Document states at paragrdjh that there could be
“community concerns” if prosecution power is deliegato the PCPD.
However, there is no further elaboration as to whase concerns were.
On the other hand, there are many examples whatet@ty bodies are
empowered to carry out investigations and instipressecutions on their
own, such as, the Vocational Training Council, tBenployment
Compensation Assistance Fund Board, the Construciidorkers
Registration Authority and the Security and Futur€smmission
(paragraph 5.05 of the Consultation Document rgfers

The power and function of prosecution entadl thue presentation of
facts to the Court. It does not place the PCP® position to decide or
judge the culpability of any data user. That povsr as always,
reserved for the judiciary.

The PCPD does not agree with the statemenaragpaph 5.08 of the
Consultation Document thétvhether the PDPO can afford effective
protection to personal data privacy hinges on tlieguacy of penalty
sanction, rather than on who the party responsifibe initiating
prosecution is.” In  PCPD’s view, effectiveness in investigatiamda
prosecution process is also an important contnigutiactor to the
enforcement of the Ordinance. While the Admintsbra states that it
has put forth in Chapter Six of the Consultatiorclment proposals to
step up the sanctions provided for in the Ordinaitég noted that of the
six proposals made in Chapter Six, the Administrathas not shown
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4.8

4.9

4.10

support to four of thefm.

Paragraph 5.04 of the Consultation Documenttioms that strong
justifications are required for the prerogative ioftiating criminal

prosecution to be delegated to the PCPD. In #spect, it should be
borne in mind that a member of the community has dbmmon law
right to prosecute an offence. A feature of thdyeommon law was
the notion that it was not only the privilege biscathe duty of the
citizen to preserve the king's peace and to brifignalers to justice.
Hence, under the common law every citizen has Bxtdmet same right to
institute any criminal prosecution as the SecretaryJustice or anyone
else, although section 14 of the Magistrates Ordinaempowers the
Secretary of Justice to intervene and assume thalucd of the
proceedings at any stage of the proceedings b#fermagistrate.

The PCPD’s proposal will not prejudice the &y of Justice’'s
discretion to prosecute. It is because the grgrdfrprosecution power
to the PCPD entails only the carrying out of thesecution work and
the discretion whether or not to prosecute is aswvegserved for the
Secretary for Justice. It will be made explicit time law that the
PCPD’s power to prosecute shall be subject to thesent of the
Secretary for Justice.

It has also been raised that the low numbeefefirals and successful
convictions in the past years does not justify grgnthe power to the
PCPD. It should be noted that whether or not tz@cute or whether a
prosecution results in successful conviction is imothe hands of the
PCPD after the referral. As for the number of mefls, the figures are
8, 9 and 5 for the years 2006, 2007 and 2008 ré&spBc'® It rises to
9 cases in 2009 (as at 5.11.09). The following@aa may account for
the low figures of referrals and prosecutions:-

(@) Many complaints are lodged after the time lmar grosecution

15

The proposals not supported by the AdministratimmProposal No. 7 (Making Contravention of a

Data Protection Principle an Offence), Proposal Mo(Repeated Contravention of a Data
Protection Principle on Same Facts), Proposal N¢lafposing Monetary Penalty on Serious
Contravention of Data Protection Principles) andp@sal No. 11 (Repeated Non-compliance with
Enforcement Notice).

16

Paragraph 2.11 of the Consultation Document.
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411

(b)

()

which is prescribed under the Magistrates Ordinaasesix
months’;

The complainants prefer the cases to be hanojethe PCPD
rather than the Police. It is the policy of theFECthat consent
should be sought from the complainant before arfigrma is
made to the Police; and

Cases of infringement of the Ordinance are gdlye not
considered a priority in the array of offences witthe purview
of the Police both in terms of seriousness andnage

On the other hand, there is a strong likebhdlwat if the following
proposals put forth by the PCPD are taken on bolayd the
Administration, the number of cases for prosecutisii increase
significantly:-

(@) The proposal to extend the time limit for layimformation for
prosecution from 6 months to 2 years will certaimigrease the
number of cases suitable for prosecution;

(b)

()

The proposal to widen the discretion of the BPCB® issue
enforcement notices will certainly result in an rese in the
issuance of enforcement notices, the breach oftwikian offence;

The proposals to create the following new ofswill result in an
increase in the number of cases for prosecution:-

()
(ii)

(iif)

(iv)

Contravention against the new provision for laepwith
“sensitive personal data” (Proposal No. 1);

Knowingly or recklessly obtaining personal datvithout
consent from the data user and the disclosureleragahe
data so obtained to third parties (Proposal No. 8);
Repeated contraventions of the Ordinancelendame facts
where the first infringement has resulted in thsu#ce of
an Enforcement Notice (Proposal No. 9);

Contravention against the requirement for

17

Section 26 of the Magistrates Ordinance
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destroy/return/use of data under the new “mergers,
acquisition and transfer of business” exemptioneurféiart
VIII (Proposal No. 24).

Proposal No. 5 (Legal Assistance to Data Subjectader Section 66)
Proposal No. 6 (Award Compensation to Aggrieved DatSubjects)

4.12 These two proposals were originally made &y RICPD® in order to
assist aggrieved data subjects to obtain compenstm the data users
for any damages suffered by reason of the latiafifingement of the
requirements of the Ordinance.

4.13 Paragraph 5.18 of the Consultation Documatésthat the LRC Report
had thoroughly discussed the appropriate body tderchne
compensation under the Ordinance and the LRC opimeidconferring
power on a data protection authority to award camepgon would vest
in a single authority an undesirable combinationeaforcement and
punitive functions. Also, it is not appropriate adopt the Australian
model which advocates settlement by conciliatiohe power to
determine the amount of compensation is part andepaof the
investigation power of the Australian Privacy Coresmoner. Besides,
there has already been put forth proposal No. &stist aggrieved data
subjects in seeking redress through civil remedy.

4.14 The PCPD would like to point out that the LR@commendation at
that time was premised on the assumption that toertCwould
determine the appropriate amount of compensatian upe PCPD’s
certificate of contravention but ultimately no suminangement has been
introduced under the current provisidns.

4.15 Under the Australian Privacy Act, if conciiat fails to resolve a
complaint, the Australian Privacy Commissioner mayake a
determination. In the determination, the AustraliaPrivacy
Commissioner may (a) make a declaration directireg respondent to
take steps remedying the contravention; and (byédwamages to the

18
19

See PCPD’s proposals Nos. 54 and 53 at p.1424¢hdh the Annex to the Information Paper.
See paragraph 16.72 of the Law Reform CommisRigport on Reform of the Law Relating to the
Protection of Personal Data issued in August 1995.
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4.16

4.17

4.18

complainant. The PCPD may carry out the similartles®ent by
conciliation. Indeed, many of the cases handledti®y PCPD are
resolved by mediation.

Section 66 of the Ordinance is rarely invokedcourt proceedings,
possibly due to lengthy and costly litigation pregeand the risk of
having to pay the defendant’s costs. To PCPD’swkedge, there is no
award ever made by the Court on damages suffereddata subject as
a result of infringement of personal data privacyhere has been
international criticism that the Ordinance does paivide a genuine
remedy to the aggrieved data subjects. ProposabNall provide an

aggrieved data subjects an alternative choice ekisg remedy in a
simpler, quicker and more effective way.

Proposal No. 5 is not a direct solution anthoareplace Proposal No. 6.
Due to resources constraint, not all aggrievedypaiit be granted legal
assistance. According to the model of the Equalpddpnities
Commission (“EOC”) quoted in the Consultation Doemnt) the
relevant legislation empowers the EOC to acceda tequest for legal
assistance only if:-

(@) the case raises a question of principle; or

(b) it is unreasonable to expect the applicantlégal assistance to
deal with the case unaided, having regard to tingpbexity of the
case or the applicant’s position in relation to thepondent or
another person involved or any other matter.

It should be noted that the opponent thatggnieved data subject may
face is usually an organizational data user whoamagle resources (in
terms of both manpower and monetary) to contestcanlyaction taken
by the data subject. The PCPD considers that deroto provide
adequate assistance to the aggrieved data subgebtproposals should
be taken on board. In addition, these two proposall serve direct
deterrent effect on data users against infringeroktiite Ordinance.
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Other comments

4.19

In conjunction with the power to be given unBeoposal Nos. 5 and 6,
the PCPD proposes that an additional power be omdafen the PCPD
to carry out mediation of a complaint includingtighent by a monetary
sum. At present, there is no express power uf@deOtrdinance for the
PCPD to carry out mediation of a complaint. Thitouge mediation

process, the parties to a complaint may, with tikPP acting as a
mediator, agree to settle the complaint in an aohcananner. If the

mediation is not successful, the PCPD may congjdenting an award
or providing legal assistance to the aggrieved datgect to institute

civil action. The proposal may bring to the quiskttlement of a
complaint which is conducive to privacy protectiand is in general
accord with the current judicial approach of madmtprospective

litigations.
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Offences and Sanctions

Proposal No. 7:  Making Contravention of a DPP amffence

Proposal No. 8 :  Unauthorized Obtaining, Disclosure and Sale of
Personal Data

Proposal No. 10 : Imposing Monetary Penalty on Seyus Contravention
of DPPs

5.1 Proposal No. 7 to make contravention of a DiPBfence was not made
by the PCPD. Proposal No. 8 to create a new offerficunauthorized
obtaining, disclosure and sale of personal data avagnally made by
the PCPB’ and modified by the Administration. Proposal N6. to
impose penalty on serious contravention of DPPsosigially made by
the PCPB".

5.2 At present, contravention of a DIPBr seis not an offence. Instead,
certain acts or practices have been singled ouiffamces under the
current legislation. Examples are non-complianith @ data access or
correction request (sections 19 and 23), failurertse personal data no
longer required for the purpose of their use (sec6), carrying out
matching procedures other than in accordance wityh @nditions
specified by the Commissioner (section 30), andalimarketing made
by a data user to an individual who has previoustyuested the data
user not to so use his personal data (section 34).

5.3  Making contravention of a DR#er sean offence will no doubt impact
on civil liberty given the imminent risk of crimihprosecution. Strong
grounds are needed for such a legislative propogactors that are
relevant for consideration will include:

(@) whether the contravening acts or practices uastion are so
serious that they need to be controlled by imposinginal

sanction; and

(b)  whether the element of culpable intent is pnese

20
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See PCPD’s Proposal No. 41 at p.119 in the Atodixe Information Paper.
See PCPD’s Proposal No. 52 at p.139 in the Atoéixe Information Paper.
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5.4

5.5

5.6

5.7

A selective approach is preferred. It is al®mognized under
international jurisprudence that effective meansw$uring the proper
behaviour and attitude towards protection of pesbdata privacy is by
regulation rather than criminal sanction.

To deter contravention of a serious nature, RGPD supports the
approach to introduce a monetary penalty for sericontravention of
the DPPs, modeling on the approach recently addpyetthe UK Data
Protection Act? It aims at dealing with breaches of which thé o$
their causing substantial damage or distress isvknar ought to have
been known to the data users. It sanctions agaiatst users who
wilfully disregard or are grossly negligent in cdgipg with the
requirements of the DPPs.

In line with the selective approach mentionedva, the PCPD supports
the introduction of a new offence modeling on settb5 of the UK
Data Protection Act 1998 in order to deter intemaioor wilful acts that
seriously intrude into an individual’s personal aaprivacy, e.g.
downloading or disseminating of personal data ldakéo the Internet.
The objective is not to penalize leakage or unindeal or accidental
dissemination of personal data by a person, bprdtect data subjects
whose personal data were leaked and to deter amesige acts of
obtaining or disclosure of such leaked data withitiet consent of the
data users. It is also intended to close the lolgplhat “theft” of
personal data is not an offence at present. Fample, if a staff of a
telecommunications company copies customers’ patsdeta from the
employer’s records for the purpose of selling thiemdebt collection
agents or third parties for profits, the staff cemed will not be
criminally liable for theft of property.

The PCPD disagrees with the view that the papmay interfere with
the normal and innocuous browsing activities of webrs. There
should not be a concern that innocent individuady tme caught by the
new offence because, under the proposal, the pedsemloading
personal data from the Internet may have a defehdee had the

22

Section 144 of the UK Criminal Justice and Imratgyn Act 2008 amends the UK Data Protection
Act by inserting under section 55A the power of Ukformation Commissioner to impose
monetary penalty. A full version of section 144tleé Criminal Justice and Immigration Act 2008
can be found ahftp://www.opsi.gov.uk/acts/acts2008/ukpga_20080@04 16.
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5.8

5.9

5.10

reasonable belief that he had lawful right to abtidie personal data or
that the data user would have consented to thenatgja Only those
who act“knowingly or recklessly”will be affected by the offence. It
should also be noted that the proposed new offshoeald not prevent
any person from invoking the exemptions under Rd4it of the
Ordinance. In particular, section 52 of the Ordire provides for an
exemption from the provisions of the DPPs wheresqeal data are held
by an individual and concerned only with the mamaget of his
personal, family or household affairs, or so hefdydor recreational
purposes.

As additional safeguard for journalistic adies, a separate defence on
journalistic activities may be introduced for th@anoffence modeled on
the amendment made to section 55(2) of the UK [Patdection Act
under section 78 of the Criminal Justice and Immigration Act.

The PCPD does not prefer the proposed confineafehe new offence
only to “disclosure of personal data so obtained for (i) figgoor (ii)
malicious purposesas it will largely limit the scope of protectionlt
will hardly cover the loophole of the existing légaamework unveiled
in the recent acquittal of a Taxation Officer ok tlnland Revenue
Department (ESCC3331/07), who was charged with oaent of
misconduct in public office, contrary to Common Lakecause the
prosecution failed to prove the reasons for hisectbn of taxpayers’
personal data and the intended purpose of use.thdh case, the
Taxation Officer recorded the particulars (namdentity card numbers,
business registration numbers, addresses and ¢elephumbers) of
13,400 taxpayers for his future personal use. dkes no evidence to
prove that the collection of the personal data bemight the Taxation
Officer any financial gain. Such act, though sasian nature will not
be caught under the existing proposal which igiatet to obtaining the
data for “profits” or “malicious purpose”.

In conclusion, the PCPD does not support arppgsal to make
contravention of a DPPer sean offence. For serious contravention, a

23

It is a defence for any person who acted forsghecial purposes, with a view to the publication by

any person of any journalistic, literary or artisthaterial and in the reasonable belief that in the
particular circumstances the obtaining, disclosingrocessing was justified as being in the public
interest.
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monetary penalty may be imposed. It is only fas#hacts or practices
which are so culpable that they should then beleihgut as offences
under the Ordinance.

Proposal No. 9: Repeated Contravention of a DPfd&bame Facts
Proposal No. 11 : Repeated Non-compliance with Enfcement Notice

5.11 Both proposals were originally made by the PERo curb repeated
contravention of the Ordinance.

5.12 Paragraphs 6.15 and 6.24 of the Consultatmcuident state that there
does not appear to be a strong case to introdécalibve offences as
the PCPD has not come across any such case saeadletment of the
Ordinance.

5.13 For Proposal No. 9, it is not uncommon fofedént complainants to
complain against the same data user at differemsion the same or
similar facts. The series of data loss incidents @al example of
repeated contraventions. As for Proposal No. 1 testricted
enforcement power under section 50 of the Ordinacmad be the
reason that the PCPD has not come across repeatgdventions of an
enforcement notice. As proposal has been madenan@ section 50
by granting wider discretionary power on the PCPO issue
enforcement notices (see Proposal No. 20), it iesieeable that more
enforcement notices will be issued if the propasaldopted.

5.14 The imposition of heavier penalty on repeatédnder is commonly
found in other legislationS. The PCPD finds it justifiable to adopt a
similar approach given the prevalence of directkei@ng activities and
that repeated offenders demonstrate their lackeafiorsefulness for
which higher penalty level is called for to prevespeated infringement
of personal data privacy.

2 See PCPD's Proposal Nos. 39 and 40 at p.115 Hhihthe Annex to the Information Paper.

% For instance, section 39(1) of the Unsoliciteddionic Messages Ordinance (Cap. 593) provides
that a person who contravenes an enforcement negiceed on him under section 38 commits an
offence. Section 39(2) states that a person whaits an offence under section 39 is liable on a
first conviction, to a fine at level 6 (i.e. 100@0and on a second or subsequent conviction, to a
fine of $500,000, and in the case of a continuifignze, to a further daily fine of $1,000 for each
day during which the offence continues.
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5.15 While statistics are not available, the PCRIelkes that a proactive and
forward-looking attitude should be adopted in ortierenhance data
privacy protection at this electronic age. Thengple that is behind
these Proposals is to be supported.

Proposal No. 12 : Raising Penalty for Misuse of Psonal Data in Direct
Marketing

5.16 This proposal was originated from the PEP®as made to increase the
penalty level for misuse of personal data in dimeeirketing activities.
The maximum penalty ($10,000 at present) undeisesdd is hardly a
deterrent. The relatively higher level of penaltiemposed under the
Unsolicited Electronic Messages Ordinance (Cap.)508EMQO”)
which deals with unsolicited commercial electromiessages may be of
some reference value.

5.17 The examples below show that the penalty lemder the Ordinance at
present is grossly insufficient:-

Casel

In January 2007, a telecommunications company was
convicted of breaching section 34(1)(ii) of the {Dance.
The case was heard at Kwun Tong Magistrates’ Courts
where four summonses were laid against the comfany
contravening section 34(1)(ii)) of the Ordinance, icfh
requires data users to cease to further contact the
individual if he chooses to opt-out.

The company began contacting the complainant by@ho
to promote its IDD services in July 2005. The
complainant asked the company several times to stop
calling him for direct marketing purposes. Nondtis,

the company continued to call him on a number of
occasions for direct marketing purposes despite his
opt-out requests. In February 2006, the complainan

% See PCPD's Proposal No. 29 at p.85 in the Anaeke Information Paper.
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lodged a complaint with the PCPD.

In July 2006, the PCPD issued a written warningttie
company requiring it to cease making direct marigti
calls to the complainant. In August 2006, the
complainant received at least four marketing cdttsm
the company. The PCPD concluded that the reocnuee
of the incidents was contrary to section 34(1)@f) the
Ordinance and therefore referred the case to thkcBdor
prosecution.

The company pleaded guilty to all summonses. The
magistrate imposed a fine of $5,000 for the fitshmons,
and $3,000 each for the 2nd to 4th summonses, makin
total fine of $14,000 for the four summonses.

Case?2

In August 2007, a credit card company was convictkd
two offences involving direct marketing activitiies the
Eastern Magistrates’ Court.

The complainant was formerly a credit card holdéthe
company but cancelled the card account sometime in
2002/2003. Thereafter, the company sent severattdi
marketing mails to the complainant. In October 200
the complainant made an opt-out request to the emyp
by telephone. However, the complainant continued t
receive direct marketing mail from the company. e Th
complainant lodged a complaint to the PCPD in Jagua
2006.

Having learned that the complainant had made a
complaint to the PCPD, the company sent a letter of
apology to him. The company also agreed to protiess
complainant’s opt-out request by removing his diaten
their mailing list. Notwithstanding these actioteken,
the complainant still received marketing mails frahe
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company on 15 January and 3 February 2007 respsagtiv

Consequently, the company was summonsed for two
offences for breach of section 34(1)(ii) of the Qamce.

The company pleaded guilty to both summonses and th
magistrate imposed a fine of $3,500 for each summon
which made a total fine of $7,000.

5.18 The Magistrate in Case 1, Mr. Chan Yan-toegarked that such direct
marketing calls were “disgusting and annoying”. &so commented
that the maximum penalty of HK$10,000 hardly aceda deterrent for
large organizations.

5.19 The PCPD therefore supports that the penakgllfor misuse of
personal data in direct marketing be raised to \eell®f sufficient
deterrent effect.

Penalty Level

5.20 Section 64 of the Ordinance sets out diffelewels of sanctions to be
imposed in proportion to the gravity of the offenc@& he lowest level of
sanction is found in section 64(5) and (10) at aimam fine at level 3
($10,000) for contravention of a condition of th€FD’s consent to a
matching procedure and contravention of a requirdmender the
Ordinance. A higher level of punishment is imposg¢da maximum
fine at level 3 ($10,000) and imprisonment for 6nts for offences
committed under section 64(1), (2), (3), (4), (6BY&9) which primarily
relate to supply of false or misleading informatiora data user return,
data access or correction request, any matchingedure request,
breach of duty of secrecy by the PCPD and his,stftl unlawful
obstruction or non compliance with the lawful reguient of the PCPD.
The highest level of punishment is found in sectiéa(7) for
contravention of an enforcement notice, under whioh offender is
liable on conviction to a maximum fine at level $50,000) and
imprisonment for 2 years and, in the case of aicoimg offence, to a
daily penalty of $1,000.

5.21 The PCPD recognizes that penalty levels shoutdmensurate with the
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adverse consequence of a breach, the harm causedinadividual, the

relative importance of the rights to be protected the seriousness of
the offence as compared with other crimes. Fostieg offences, the
PCPD proposes to increase the penalty level. Aspfoposed new
offences, the PCPD proposes to keep pace with ¢nalfy levels of

similar offences in other legislation, thereby ahgsthe gap of disparity
of treatment. To facilitate the Administration teview the penalty

level, the PCPD has prepared a ranking table deThbelow based on
our assessment of the gravity of different offences

5.22 The PCPD does not have strong views on whetlerstodial sentence
should be imposed on the proposed new offence oiwigly or
recklessly obtaining personal data without consentThe UK
Government is proposing to increase the penaltgl ley imprisonment
for 2 years on indictment, and up to 12 monthsumrmsary convictiorf,
This is in addition to the fines not exceeding #tatutory maximum
(currently at £5,000) on summary conviction or omied fines on
indictment. As for contravention of section 34{i})the penalty level
of offences in the UEMO may be of reference valuéhe PCPD
proposes that the levels of fines to be imposedhese two offences
should be higher. In analyzing the assessmemdgreahould note that
offence attracting custodial sentence is generadlyarded as more
severe punishment than a fine. The table belosvagthow the PCPD
ranks the offences.

Table 1 - Ranking of Existing and Proposed Offence
(For ranking of penalty level purpose)

Section/ Offence Details Ranking
Proposal No. (1 being the
lowest, 6 being
the highest)

Proposal No. 11 « Second or subsequent conviction for 6
contravention of an Enforcement Notice

27 See UK Ministry of Justice’s Consultation Paper®he Knowing or Reckless Misuse of Personal

Data - Introducing custodial sentences” published D5 October 2009, available at
http://www.justice.gov.uk/consultations/docs/datsume-increased-penalties.pdhe consultation
will end on 7 January 2010.

34



Proposal No. 9

Repeated contraventions of the Ordinance
the same facts where the first infringems
has resulted in the issuance of
Enforcement Notice.

on
Nt
an

Existing 64(7)

Contravention of an Enforcement Notice

Existing 64(1)

Supply of false or misleading information in
material particular and in  purporte
compliance of the notice under sections 14
(Data user return), section 14(8) (Prescril
information in the data user return) ai
section 15(3) & (4) (Prescribed informatia
for the register or any change thereof)

a
d
(4)
ed
nd
n

Existing 64(2)

Supply of information in a data access requ
or data correction request which is false
misleading in a material particular

est
or

Existing 64(3)

Supply of false or misleading information in
material particular in a notice under secti
15(6) (Cease to be data user)

a

Existing 64(4) Supply of false or misleading information inja
material particular for the purpose of
matching procedure

Existing 64(6) Contravention of section 44(3)

(non-disclosure of identity under new
immunity) or section 46(1) (duty to mainta
secrecy)

Existing 64(9)

Obstruction of performance of function by t

Commissioner or failure to comply with the

lawful requirement of the Commissione
making a false or misleading statement to
Commissioner.

e

=S

)

the

Proposal No. 12

Contravention of section 34(1)(ii) for direc

marketing activities

—+
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Proposal No. 8

Knowingly or recklessly obtaining person
data without consent from the data user &
the disclosure or sale of the data so obtai
to third parties.

and
ned

Existing 64(5)

Contravention of conditions under a noti
under section 30(2) (matching procedure)
32(1)(b)(i) (matching procedure)

or

Existing 64(10)

Contravenes a requirement under
Ordinance (other than a DPP) witho

he
t

reasonable excuse [Relevant acts covered by

the offence being brought under this section:-

- Section 23 (Data access request and gata
correction request), section 26 (Erasure| of
personal data), section 14 (Data user

return) & section 34(1)(i) (Provision o
opt-out choice).]

Proposal No. 1

Contravention against the new provision for

dealing with “sensitive personal data”.

Proposal No. 24

Contravention against the requirement 1
destruction/return/use of personal data un
the new “mergers, acquisition and transfer
business” exemption under Part VIII.

or
der
of
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Rights of Data Subjects

Proposal No. 13 : Third Party to Give Prescribed Consent to Change of
Use of Personal Data

6.1 This proposal was originated from the PEPDIt aims to permit the
parents or guardians of a vulnerable data subgedite consent on
his/her behalf to the change of use of his/herqraisdata. It must be
stressed that this proposal is designated to digalspecific cases where
the use of an individual’'s personal data may neetiange for his/her
own benefit, but that individual lacks the capaditygive a voluntary
and informed consent to such change of use undeBDP

6.2 The PCPD’s proposal seeks to allow a “relevpetson” to give
“prescribed consent” on behalf of that individuallhe term “relevant
person” under the existing Ordinance means (i) wihiee individual is a
minor, a person who has parental responsibility tfe minor; or (ii)
where the individual is incapable of managing ms@ffairs, a person
who has been appointed by a court to manage tlifasssa The PCPD
did not propose the widening of the class of pesstnbe “relevant
person”.

6.3 A minor’s capacity to give prescribed consemtiar DPP3 has drawn
more attention from the general public. To begithwit is important
to note that specific right of privacy for childrenrecognized in Article
16 of the United Nation€onvention on the Rights of the Child 1989
which is applicable to Hong Kong:-

“1. No child shall be subjected to arbitrary or aful interference with
his or her privacy, family, home or correspondenuey, to unlawful

attacks on his or her honour and reputation.

2. The child has the right to protection of the lagainst such
interference or attacks.”

6.4 A number of approaches may be considered inatisessment of the

% See PCPD’s Proposal No. 5 at p.17 in the AnnéRddnformation Paper.
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6.5

6.6

capacity of individuals under the age of 18, suxh a

(@) determination of a young person’s capacity noewstand on a
case-by-case basis;

(b) by fixing an age over which the young persoallshe taken as
having the capacity;

(c) the combination of (a) and (b) above: i.e. bitisg an age over
which the minor shall be taken as having capaeaity setting
another age under which the minor shall be takenoashaving
capacity. Capacity of minors between these twos ageuld
require individual assessment.

(d)  Setting certain ages of legal capacity for paeticular context of
the decision, e.g. by setting a particular matwagg in relation to
certain sensitive issues such as information rejat pregnancy;

(e) according to specific group of young peoplg. day deeming
young people who are married, parents themselvesviog
independently to have legal capacity.

The person making the assessment of the mioagacity may not be
suitably qualified to make the assessment. Whekting a minimum

age should overcome the difficulties in making wdiial assessment,
the oversimplified solution is arbitrary and mayusea injustice. The
PCPD's research on the decision-making capacitp@ip the approach
of making individual assessment in the interesaohess.

Individual assessment generally accords wighcmmon law position
of “Gillick competency” test introduced in the Ukdridmark decision of
Gillick v West Norkfolk and Wisbech Area Health Awtity and
Another [1986] 1AC112. The case sheds light on the prdpst to
apply when assessing an individual’'s competency. cohcerns the
prescription of contraception by a medical doctorat minor at her
request. The test sets out the criteria for doctord other health
professionals to apply in ascertaining, where thisrea conflict of
interest between a child or young person and higflaeents, whether
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6.7

6.8

medical advice or treatment can be given withowd tonsent or
knowledge of the parents. A child or young perato is judged after
consideration of these criteria as having the dapéx consent is often
referred to as being “Gillick competent”. The Heusf Lords (by a
majority of 3 to 2) held that parental consent was required, and the
following guidelines were established when a cloldyoung person
sought confidential medical advice:

(@) If a doctor was of the view that the procedtoald be said to be
in a child’s best interests; and

(b) If that doctor could not persuade the childelb his/her parents;
then

(c) Provided that the child was able to understdred nature and
consequences of the medical procedure,

the child was competent to consent without the kadge and consent
of his/her parent&’

The guidelines laid down in the case have heerse by professionals
dealing with children and young people in otheraarevhere consent is
necessary.

The approaches adopted by overseas jurisdsciima set out in the table
below:-

Jurisdiction Approach

Privacy Act 198/> An authorized person may exercise or perf
(Canada) on behalf of a minor rights or actions.

Data Protection A¢>» An individual under the age of 16 may exergise
1998 (UK) any right conferred by thAct where he has
general understanding of what it means
exercise thatright. Such understanding
presumed where the individual is 12 years

or above®

29

See p.91 of “Children’s Databases — Safety arniga&y”, a report for the UK Information

Commissioner issued in November 2006.

30

See section 66(2) dbata Protection Act 1998UK) and “Data Protection Act 1998 Legal

Guidance (2001)issued by the UK Information Commissioner.
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Privacy Act 199(> An organisation is entitled to nefe to disclog
(New Zealand) information requested by an individual un
the age of 16 if the disclosure would
contrary to the individual’s interedt.
Personal Healt|> A person aged 16 or above can consel
Information collection,use or disclosure of his/her persq

Protection Act 200

information.

(Ontario) » A parent, children’s aid society or other pef
with parental responsibility may provi
consent on behalf of an individual who
under 16out not ifinformation relates to :

() medical treatment aboutwhich the

individual has made his or her o
decision; or

(i) child and family services counseling

which the individual has participated
his/her own.

o However, ifthe individual is considered
be capable of consenting on his/her ¢
then the indridual’s decision prevails oV
the conflicting decision of the parents
other substitute decision-makér.

European Unio|>» As a human, the child has a right to priv

Article 29 Date The core principle is that of the best interes

Protection Workin the child.

Party Opinior» If the processing of a child’s data began

2/2009 on th the consent of their legal representative,

protection 0 child concerned may, on atteng majority,

children’s persone revoke the consent. But if he wishes
data (Genere processing to continue, it seems that the

Guidelines and tH subject may need to give explicit cons

special case wherever this is required.

schools) » The principle of the best interest can ha

double role. Situations may arise wéethe
best interest of the child and his/her righ
privacy appear to compete. In such cases,
protection rights may have to yield to

principle of best interest. This is particular
case for medical data. For example, a v,
welfare service may require releva

31
32

See section 29(1)(d) &frivacy Act 1993 (New Zealand)
See section 23(2) and (3) of tHealth Information Protection Act 2004 (Ontario)
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information in case of child neglect or abt
Similarly, a teacher may disclose a chi
personal data to a social worker in orde
protect the child, either physically
psychologically.

Where consent is concerned, the solutian
progress from mere consultation of the cl
to a parallel consent of the child and the |
representative, and even to the sole consg
the child if he or she is already mature.
The first level of the right to participate is
right to be consulted.

The data protection needs of children n
take into account two important aspe
Firstly, the varying levels of maturity whi
determine when children can start dealing
their own data. Secondly, the extent to w
representatives have theghit to represe
minors in cases where the disclosure
personal data would prejudice the best inte
of the child.

Privacy Act 198
(Australia)
Australian Law
Reform

Commission Repd
issued on 11 Augu
2008

>

Currently, there is no provision for child tg
give “consent”.

In relation to the question of capacity,

research conducted shows that an individ

capacity to make a decision cannot

determined by age alori&.

It is also recognized that an individ

approach to assess the capacityacchild o

young person by way of the Gillick’s test is

fairest and most appropriate w4y.

It is nevertheless acknowledged that the p¢

approach of setting a minimum age may |

the advantage of clarifying the operation of

law and simplifyingthe process of determini

capacity by data users.

Recommended model:

o« Where it is reasonable and practicabl
make an assessment about the capac

33
34
35

Paragraph 68.37 dfie ALRC Report.
Paragraph 68.102 of the ALRC Report.
Paragraph 68.57 of the ALRC Report.
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6.9

6.10

6.11

an individual under the age of 18 to d

consent, make request or exercise a rig

access undehé Act, an assessment ak
the individual's capacity should
undertaken.

e Where an assessment of capacity is
reasonable or practicable, then
individual,

(a)aged 15 or over is presumed to
capable of giving consent, making
request or exercising right of acces
and

(b) under the age of 15 is presumed tq
incapable of giving consent, making
request or exercising a right of access.

o Where an individual under the age of 1
assessed or presumed to not have caj
under the Act, any consent, regst o
exercise of a right in relation to tl
individual must be provided or made b
person with parental responsibility for
individual.

While there is no uniform approach taken, temegally recognized
approach is to assess the young person concerrniadivitlual cases.

In deciding what is in the “best interest’strve, the duty lies upon the
person who gives such consent on behalf of the mimshow that it
serves a clear benefit to the minor having regardhe extent of
intrusion into personal data privacy of the minoid ahe benefits or
privileges to be derived. For example, deciding gnoper course of
medical treatment to be received may be regardeshfeguarding the
vital interest of the minor. Reasonableness aoggtionality are the
benchmarks to measure.

It should be borne in mind that this propasaapplicable only when

there is a change of the use of the minor’'s petstai@ and does not
apply in the ordinary course of personal data hiagdl
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Proposal No. 14 : Parents’ Right to Access PersonBhta of Minors

6.12

6.13

6.14

6.15

The proposal was originally made by the PEP& the request of the
social welfare sector to permit a data user, irepional circumstances,
to refuse to comply with data access requests rbgdbe parents on
behalf of their children in order to protect théemest of the children.

Data users should be able in appropriate ¢asesuse to comply with a
data access request where disclosure would beacgntr the interest of
the minors. The proposal models on the New Zeaklputoach laid
down in section 29(1)(d) of the Privacy Act 1993ievh provides a
ground for refusal to disclose personal informatmnan individual

under the age of 16 if the disclosure would be reopt to the

individual’s interest.

Paragraph 8 in Annex 1 of the Consultation Ubwent lists the
exceptional instances that a data user may retusenply with the data
access request. They are:-

(a) where the parent may abuse the data accessam&thto obtain
the personal data of the child for the parent’s gumpose rather
than making it “on behalf of” the child. For instae, an estranged
parent may make a data access request to the sohamcial
welfare organizations for his/her child’s locatidata to trace the
whereabouts of the child or the other parent ofctil;

(b) where a parent is suspected to have committeld abuse on
his/her child; and

(c) where the child has expressed to the data (asehe time when
providing his/her personal data to the data useig/hér
disagreement to the disclosure of the data to drigdarents.

It should be noted that the exercise of thigppsed ground of refusal is
only in exceptional and unusual situations and iostmof the other
situations, data users may not have justification®fuse to provide the

36

See PCPD’s Proposal No. 20 at p.57 in the Anadlé Information Paper.
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minor’s personal data to the parents. Data userg man the risk of
breaching the provisions of the Ordinance by uifjastreliance on this
proposed ground of refusal. An aggrieved parenly rwige a
complaint with the PCPD in such instances.

6.16 For the situation in 6.14(a) above, the PCRB ¢ome across specific
cases which show justification to cater for theaiion. An example is
given below:

In 2003, the ex-husband of the complainant lodgittl avdata user
several data access requests as the relevant pefsbis daughter,
who no longer lived with him, for information ralag to the school
in which the daughter was studying. The fathemotal that he
had no knowledge as to the daughter’'s whereaboitgs divorce.
Under DPP3, except with the prescribed consenh@idata subject,
the data user may not disclose personal data farhspurpose
other than a purpose which is the same as or dyeetated to the
original purpose at the time of collection. In retan to one of the
data access requests, the data user discloseddtsomal data of
the daughter with which the father managed to ledche daughter
and caused nuisance to the complainant and the lteug After
investigation, the PCPD warned the data user thathsdisclosure
of the daughter’'s personal data was not directated to the
original purpose at the time of collection of treeudhter’s personal
data.

6.17 As for the situation in 6.14(b) above, whepaeent is suspected to have
committed child abuse, disclosure of the minor'sspeal data may
endanger the well-being of the child.

6.18 The reason for the inclusion of the situatin®.14(c) is that some data
users are concerned about the possibility of itihidpithe minors from
seeking counseling or other professional servitekeir personal data
are disclosed to their parents.

6.19 The proposal has drawn attention from the ipublThere has been

concern that the proposal may deprive the paréetsight to access the
personal data of their children such as schoolrdscorhe PCPD has
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6.20

stressed that the proposal only seeks to deal spiftific situations as
outlined in the proposal and it has never beennded to deny the
parents’ right to access personal data relatinthéominors’ education
and development. In the case of school records, ainthe original
purposes of the school in collecting the studgmsSonal data (such as
performance in school) is for education and devekqt of the students.
The release by the school to the parents such marstata of the
students without the students’ consent does nohgé the Ordinance.

Another concern raised is that the requirenoéribest interest of the
minors” should be clearly defined. It must however beedothat
giving the phrasébest interest” a specific definition may be undesirable.
In many instances, the case should be decidedsoownh facts after
taking all the circumstances into consideratiorasdo assess tlibest
interest of the minors” The PCPD does not object the approach
suggested by the Administration to consider ther@mpmteness of
specifying some factors to enable the data useasgess whether there
are reasonable grounds in exercising the propoggd of refusal in
dealing with such data access requests. It sHoukver be borne in
mind that giving the term too restrictive a meanimgy defeat its
original purpose.

Proposal No. 27 : Transfer of Personal Data of Mine Relevant to Parental
Care and Guardianship

6.21

This proposal did not originate from the PCPDhe Administration
puts forward this proposal to provide for an exampto allow data
users to transfer personal data of a minor thatr@eyant to parental
care and guardianship to the parents or guardiéimeominor, so that the
latter can fulfil their responsibility to exercisproper care and
guardianship of their children under the age of 18he PCPD
appreciates the rationale behind the proposal whilthiacilitate parents
to provide care and guidance to their childreninmet In order that the
transfer is justifiable, consideration should beegi to the type of the
exempted personal data, the degree of disclosuce th@ relevant
circumstances at the material time. Also, a medmamust be built in to
guard against misuse. Moreover, it is imperative Administration to
consider allowing minors who attain certain agentake their own
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6.22

6.23

6.24

decisions in relation to the disclosure of the peas data.

Apart from the option of providing specificegmption in the Ordinance,
the Administration may consider whether the be&itgm to tackle the
situation as identified in the proposal be by wapther child protection
laws.

The PCPD has made enquires with overseascpriegulators whether
similar exemption is provided under their privaggiklation for the
transfer of minors’ personal data to the parentt #re relevant to
parental care and guardianship. The replies retleat there is no
equivalent or similar exemption under the overggascy legislation.

Take the situation in the UK for example, unskection 29 of the Data
Protection Act, an exemption is provided to allowctbsure of personal
data if that will aid the prevention or detectioh crime or the
apprehension or prosecution of offenders. It cogdrsation where the
police is of the view that the disclosure of thespeal data about a
minor to their parents might prevent a crime. Hogreuvn situation
where there is far from “concrete evidence” of ianer (as mentioned in
paragraph 65 Annex 1 of the Consultation Documéngjill be covered
by a wide range of local legislation in the UK wihnicelates tochild
protection. The relevant legislation lays emphasis on thees&pced
professionals empowered to make decisions whiclchiid is unable to
do so for themselves in circumstances where théd'shoverall
well-being may be compromised. These decisions atilimes include
decisions to disclose personal data about the.chilthlike the police,
the childcare professionals, social workers andhes do not have to
have “concrete evidence” before they may act. Thieyly have to
show that in their professional opinion that itims the child’s best
interests to disclose the relevant personal data.
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Enhancing the Effectiveness of Ordinance

7.1

The PCPD supports all proposals raised in thes@tation Document
that will enhance the effectiveness of the Ordieanc

Proposal No. 20 : Circumstances for Issue of an Eofcement Notice

7.2

7.3

This proposal was originally made by the PEPDIt aims to relax the
current overly restrictive criteria for issuing anforcement notice by
the PCPD. The option proposed by the Administratioparagraph 39
of Annex 1 of the Consultation Document, if adopted! to a certain
extent allow PCPD to exercise the right of issuangenforcement notice
in a more effective manner, thereby enhancing traeption to the
individuals affected.

In addition to the option, the PCPD considéet its discretion will be
more effectively exercised if a further option ieoyided toconsider
other matters as the PCPD may thinkwhen deciding whether to issue
an enforcement notice. This option will enable B@PD to consider
also other relevant circumstances in the specifises. In deciding
whether to issue an enforcement notice, the PCPiDesito be able to
consider, amongst other things, the following:-

(@) whether itis in the interest of the public;

(b) the gravity of the contravention, including theumber of
individuals affected and the type of personal datalved;

(c) whether or not the data user has in place aty protection policy
concerning the contravening act or practice;

(d) whether or not the act in question is delibem@t accidental or an
isolated incident;

(e) the conduct of the data user during the indidiergquestion, after
being notified of the subject matter of the compigwhether by
the complainant, the media, PCPD, other regulatmrsother

37

See PCPD’s Proposal No. 19 at p.54 in the Anadléd Information Paper.
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7.4

7.5

sources), and during the course of the investiga(@hether
co-operative, whether providing misleading inforimai whether
remorseful, etc.);

() whether the data user has remedied the conitiwve during the
course of investigation, whether or not the datarubas
unreasonably delayed the remedial action;

(g9) whether or not the data user has offered to pemsate the
complainant;

(h) whether there are previous complaints againstdata user and
taking into account the circumstances of those daimig;

() whether or not the data user has previousiynébto have been in
contravention of the Ordinance, irrespective ofriature of the act
or practice concerned in the previous contravention

The PCPD believes that to introduce more fiéilunder section 50 to
serve an enforcement notice will enhance data gyiypaotection in that
data users in contravention of the Ordinance velldrected under the
enforcement notice to take specific steps to rentedycontravention
and failure to do so is a criminal offence.

Below are some case examples which the PCR§Xsetion to issue an
enforcement notice was restricted by the currectice 50.

Casel

The complainants (a couple) instructed a company to
prepare their wills and they discovered that thenpany
had adopted the wife's will as a template to dth# will

of another client and forwarded a softcopy of thaftdwill

for that client’s approval. In the margin of theadt will,
there were boxes printed with information of théwiwill

as well as personal data of the husband. It wassed

by the “check change” feature of the word procegsin
software having been enabled during the process.
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The company took remedial actions by (i) converang
meeting with all staff discussing the incident, mung
through the workflow again and explaining the
consequences of not following the procedures @vising

a new workflow checklist to make sure that draft was

in correct format which has to be signed by theffsta
concerned and countersigned by the superior of $et;

(i) giving a warning to the staff concerned whaleased
the complainants personal data; and (iv) making an
apology to the complainants.

In view of the remedial actions taken by the congptre
PCPD found no evidence of likelihood of repetitajrthe
contravention. Hence no enforcement notice wasess
despite the serious intrusion of the complainapéssonal
data privacy.

Case?2

A complainant alleged that a telecommunications
company had a practice of re-activating its custmshe
lockout account by automatically resetting his acgr h
password to a fixed number of 123456, thus expasiag
customer’s personal information contained in its
electronic billing system to the risk of intrusidoy
unauthorized third parties. Subsequently, the
telecommunications company took remedial measunes o
password resetting. In view of the remedial aditaken,
the PCPD found no evidence of likelihood of repetiof

the contravention. Hence no enforcement notice was
issued.

Case 3
The complainant alleged that a company had colteete

copy of her Hong Kong identity card prior to theagting
of a job interview. Upon intervention by the PCRbe
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company confirmed that they had destroyed all HKID
copies of job applicants previously obtained, and
undertook that they would not collect the HKID @&spof
job applicants unless and until the individual heatepted
an offer of employment. In light of the above rdiale
actions taken by the company, the PCPD had noteserv
an enforcement notice since no evidence of liketihof
repetition of the contravention could be found.

Case 4

The complainant had a dispute with a travel agevero
the amount to be charged on cancellation of anfleght
booking. The complainant later discovered that the
travel agent had, without his consent, used thesqreal
data collected during the booking transaction fodding

a complaint against him to his employer thereby
disclosing the details of the dispute. Upon ingesion

by the PCPD, the travel agent confirmed that (8 glould
not use the complainant’'s personal data for anyppse
other than air flight booking and related matte(s) the
information collected during booking transaction dha
formed part of internal document retained by emetayf
the travel agent and she had not retained a copyhef
complainant’s personal data. In view of the afards
the PCPD did not issue an enforcement notice as no
evidence of likelihood of repetition of contraventiwas
found.

Caseb

The complainant opened an account with a ticketpaom

for purchasing cinema and concerts tickets online b
credit card. During online registration, the corapiant
chose not to receive direct email newsletter butstik
received 3 marketing emails from the company aemalil
address.  Subsequently, the company took remedial
actions by (i) removing complainant’s email addréssn
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the mailing list (i) amending the opt-out statermend

(iif) conducting manual check of mailing list toseme no
inclusion of subscribers who had opted out. Inwief

the remedial actions taken, there was no evidenice o
likelihood of repetition of the contravention byeth
company. Thus, no enforcement notice could beederv
on the company by the PCPD.

Case 6

In this case, the complainant borrowed from a bank
property mortgage loan. She later indicated to tiaek
that she intended to sell her property at a priessl than
the outstanding mortgage loan owed to the bank.e Th
bank offered her a loan covering the shortfall reda to

be repayable by 24 equal monthly instalments. e
however treated the mortgage loan account as aowatc

in default and notified the Credit Reference Ageoicthe
above as a scheme of arrangement. The complainant
complained that she had never been in default ef th
mortgage loan and the shortfall loan. Upon
investigation by the PCPD, the bank asked the Credi
Reference Agency to delete the purported defaul, da
which the CRA had acted accordingly. In view & th
remedial action taken by the bank, the PCPD opithed

the contravention was not likely to be repeated and
therefore no enforcement notice was issued.

Case7

The complainant ceased to be a customer of a
telecommunications company. Later, he discovehned t
the telecommunications company debited his creafid c
for a service fee. As the complainant had nevevided

his credit card number to the company, he lodged a
complaint with the PCPD. Investigation by the PCPD
revealed that the telecommunications company hadema
a clerical mistake by wrongly debiting the compéaits
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credit card account for a fee incurred by anothastomer.
The telecommunications company stated that theyahad
policy in place requiring their staff to verify tteecuracy

of customers’ personal data and in order to avoid
recurrence of similar incident in future, they hadvised
their staff to double-check the credit card acconamber
before transferring the same to the bank. In vidwhe
remedial action taken by the company, the PCPD axpin
that the contravention was not likely to be repdadad
therefore no enforcement notice was issued.

Case8

The complainants complained that a company provided
online service to their subscribers for retrievalf o
individuals’ ownership of properties. The PCPD’s
investigation revealed that the personal data comd in

the database of the company were purchased from the
Land Registry and the company had used the data for
purpose outside the purpose of use as stipulatethdy
Land Registry. To remedy the situation, the compan
ceased providing the service to their customersivel®

the remedial action taken by the company, the P@rRD

not issue an enforcement notice since there was no
likelihood of repetition of the contravention.

7.6 In each of the cases above, had the PCPD eenh bied by the
restrictions under section 50, it could have sereefbrcement notices
on the parties complained against directing thercetmse doing any act
or engaging in any practice which caused the iggment. It will have
a deterrence effect on the parties concerned sangebreach of the
directions of an enforcement notice is a crimirférmce.

7.7 Added to those cases is the situation thaPt®ED is not able to issue
an enforcement notice directing a data user toraegiersonal data
collected by unfair means where the contraveningofcollection had
ceased and there is no evidence suggesting thatotiteavention will
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7.8

7.9

continue or be repeat®d This is undesirable as the protection of
personal data privacy has been compromised by tkédyorestrictive
criteria for issuing an enforcement notice.

There should not be concerns that the additiopdon will confer
unfettered discretion on the PCPD. It is becawssyant to the current

provision of the Ordinand® a data user who has been served with an

enforcement notice may lodge an appeal to the Adinative Appeals
Board (AAB) against the PCPD’s decision. Hence, R€PD’s
discretion is not reasonably exercised, his detigidl not stand before
the AAB.

The PCPD therefore urges the Administratioodosider addingsuch
other matters as the Commissioner may think fitctmsider” as
paragraph (d) to the option raised in paragraptof3@nnex 1 of the
Consultation Document.

Proposal No. 21 : Clarifying Power to Direct Remedil Steps in an
Enforcement Notice

7.10 This proposal originated from the PCPDvas made for the purpose of

stating explicitly the PCPD’s power to direct tledevant data user in an
enforcement notice to desist from doing an actngaging in practice.
This will clear up the grey area currently foundhe Ordinance.

Proposal No. 22 : Removing the Time Limit to Discaiinue an Investigation

7.1

1 This was a proposal originated from the PERD remove the time
limit imposed under section 39(3) of the Ordinanaéh regard to a
decision to discontinue investigation. It is ndfeetive use of the
limited resources of the PCPD to continue to pursmevarranted
investigations. Hence, the PCPD supports this gsalpto amend the
Ordinance to make this clear.

38
39
40
41

See section 50(1) of the Ordinance
See section 50(7) of the Ordinance.
See PCPD’s Proposal No. 19 at p.54 in the Anadlé Information Paper.
See PCPD’s Proposal No. 13 at p.41 in the AnadRé Information Paper.
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Proposal No. 23 : Additional Grounds for Refusing ¢ Investigate

7.12 This proposal was originally made by the PEPD add the following
grounds under section 39(2) of the Ordinance ftusad to carry out or
continue an investigation initiated by a complaint:

(@) where the primary cause of the complaint is redated to
personal data privacy;

(b)  the complaint relates to any action which tbenplainant has a
remedy in any court or tribunal or is currentlysmion to be under
investigation by another regulatory body, unless BCPD is
satisfied that in the particular circumstances ot reasonable to
expect the complainant to resort or to have reddxethat right
or remedy; or

(c) where the act or practice specified in the damp relates to
personal data or documents containing personalwlaizh have
been or will likely be or intended to be used a atage in any
legal proceedings or inquiry before any magistoait@ any court,
tribunal, board or regulatory or law enforcemererages.

7.13 As for the ground (djvhere the primary cause of the complaint is not
related to personal data privacy’a comprehensive study of the
following complaint cases received by the PCPD walp to clarify the
reasons why such a proposal was made.

Casel

The daughter of the complainant posted a noticé thie
headline “The present chairman xxx arrogates alveos
to himself” in the public area of the building.

In response to the notice, the chairman of the
Incorporated Owners (“lO”) xxx issued a memo, which
contained the name of the complainant. In this
connection, the complainant complained that the

2 See PCPD's Proposal No. 12 at p.37 in the Anaeke Information Paper.
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chairman of the 10 had disclosed his personal datad
the 10 “criticized owners with big-character postef the
Cultural Revolution”.

The PCPD opined that from the nature of the inciden
(scolding and libel), the complaint was not relatel
personal data privacy.

Case?2

The complainant sent a letter to the owners obhiding
with respect to the re-election of the management
committee of the building. The name and addresheof
complainant were stated in the letter.

In response to the letter, the Incorporated Own&IR”)

of the building issued a memo, which contained
information of the complainant, such as name. His t
connection, the complainant complained that thehkdl
disclosed his personal data.

The PCPD opined that the complaint mainly involvee
expression of opinions to owners on the re-eleatibthe
management committee by the complainant and the IO.
The complainant had disclosed his identity to thaers

at the beginning. The cause of the complaint wais n
related to privacy.

Case3

The complainant was a customer of a telecommunicsti
company.

The telecommunications company intended to call the
complainant to promote its service, but the calswicked

up by the complainant’'s son, who accepted the ceron
behalf of the complainant. The complainant then
complained that the telecommunications company hsed
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personal data to promote sales to his son.

The PCPD opined that the case mainly concerned the
manner in which the telecommunications company’s
salesman promoted its service. It was not related
personal data privacy.

Case 4

The complainant was a customer of a telecommunicsti
company and used credit card autopay to settldiite

Later, the complainant stopped using the creditdcar
autopay service, but the company continued to use h
credit card account to settle the bills. The commpnt
lodged a complaint with the PCPD.

The PCPD opined that the case mainly involved the
settlement of bills between the service provided #me
customer. It was not related to privacy.

Caseb

The complainant was an online game customer of an
electronic game manufacturer.

The complainant was rejected to log in the gameabse
he had wrongly registered as a minor.

After amending the date of birth, the complainatif s
could not log in. In this connection, the compéaih
complained that the manufacturer had retained asddu
the data which were not updated.

Enquiry with the manufacturer revealed that it had
recorded the correct date of birth of the complaina
The PCPD took the view that the incident was caused
the setting of system of the manufacturer. It was
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related to personal data privacy.

7.14 1t is self-evident from the above cases that grimary causes of the
complaints are not related to personal data privacy

7.15 There are also complaints caused by persendl f In this connection,
the AAB in AAB Appeal No.24 of 2001 stated as folia-

“The Board wish to make it known that we deprecatg
attempt by persons to use the Board as a forunther
pursuit of personal vendetta or to vent their angdne
Ordinance must be interpreted and applied sensibly,
reasonably and practicably so that it is not usedaatool

of oppression or revenge.”

7.16 The PCPD agrees with the observation madééyAB. Very often,
it is found that some complainants have utilizeel tomplaint channel
provided under the Ordinance for personal feud eratthan being
motivated by a genuine concern for protection oé'®rpersonal data
privacy. The PCPD considers that the complaintnokh under the
Ordinance should not be used as a forum for theutuof personal
dispute not related to personal data privacy.

7.17 The Administration has expressed reservaiilmmespect of ground (b)
“if the complaint relates to an action for which tbemplainant has a
remedy in any court or tribunalbecause it would deprive an aggrieved
party of a redress alternative. The PCPD consithatsin some cases,
the PCPD may not be an appropriate forum for tlggieged individual
to seek redress, when compared with the sanctiposed under other
laws or ordinances. For example, where a complaimblves a
disgruntled employee seeking redress against tipdoger’s termination
of his employment, the PCPD finds it proper for thatter to be dealt
with in the Labour Tribunal. In order to providerther safeguard to
the aggrieved individual, the PCPD has considered did make
proposal for a saving clause. This is when in {h&ticular
circumstances it is not reasonable to expect tihegptainant to resort or
to have resorted to the right or remedy in coutribunal. In addition,
the Ombudsman Ordinance also contains similar gtafimefusal under
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7.18

section 10(1)(e)(i)). This shows the Legislaturegmdiness to accept

similar ground as valid refusal of a complaint.

entitled to under discovery procedures taken imll@goceedings.

judicial review applicatioff, the Judge took the view that where the data
subject had obtained or could have obtained caogfidss personal data
through legal proceedings, it would be meaninglasd a waste of
public funds for him to lodge a complaint with tHeCPD on
non-compliance with a data access request and Her RCPD to
investigate the matter. In a judicial review apatior made against
the AAB’s decision concerning compliance with aadatcess request
lodged by the Appellant, the Court states in paplgr 34 of the

judgment as follows:-

With regard to ground (c), i.e. where persaladh in question have been
or will likely be or intended to be used at anygstan any legal
proceedings or inquiry, the common example is whiggecomplainant is
engaging in a fishing expedition to obtain docureaeartd data (through
the lodging of a data access request) which hedvotlerwise only be

“It is not the purpose of the Ordinance to enabla a
individual to obtain a copy of every document upamch
there is a reference to the individual. It is io¢ purpose of
the Ordinance to supplement rights of discoverylagal
proceedings, nor to add any wider action for disgvfor the
purpose of discovering the identity of a wrongdoeder the
principles  established in  Norwich Pharmacal v
Commissioners of Customs and Excise [1974] AC 1BBat
conclusion is entirely in accord with the decisiohDeputy
Judge Muttrie in Gotland Enterprises Ltd v Kwok Cfau
[2007] HKLRD 236, at 231-2.”

7.19 The proposal to include three additional gdsuof refusal aims to make

good use of the PCPD'’s limited resources in hagddomplaints and

B ppEE SF TR REH Y [2004] 2 HKLRD 840
http://legalref.judiciary.gov.hk/Irs/common/seaisddrch_result detail_frame.jsp?DIS=39465&QS

=%28%7Bhcal94%2F2003%7D%7C%7BHCAL000094%2F2003%7P5C4sen0%29&TP=JU

* Wu Kit Ping v Administrative Appeals Board, HCAMR007
http://legalref.judiciary.gov.hk/Irs/common/seaisddrch_result detail_frame.jsp?DIS=58956&QS

=%28%7Bhcal60%2F2007%7D%7C%7BHCALO000060%2F2007%7P5C4sen0%29&TP=JU
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should therefore be supported.
General comments

7.20 The critical success factor involved in thedieng of complaints is that
the PCPD should be permitted to utilize its limitebources by not
having to investigate complaints where the gengoald of the public is
not manifestly served. To achieve the goal ofolelhg up on every
complaint in a painstaking manner is not the pcacim overseas privacy
or data protection authorities. PCPD simply hadbeoallowed to be
selective in order to be effective having regardthe size of its
organization.
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Annex 2 to the Consultation Document - Proposals Nd@o be Pursued

8.1

Annex 2 to the Consultation Document containgr@osals that the

Administration is not inclined to pursue after teliating on the

implications of the proposals. The PCPD’s stanoeeach of the
proposals is set out below.

Revamping Regulatory Regime of Direct Marketing

8.2

8.3

8.4

The Administration does not consider it appiaipr to make further
amendments to the regulatory regime of direct niargeunder section
34 of the Ordinance.

The PCPD has, however, suggested the Admitistrdo consider
reviewing the regulatory regime with particular eation to the
following aspects:-

(@) whether to introduce an “opt-in” regime in m@acf the current
“opt-out” regime;

(b)  whether a territorial wide central “Do-not-Caltegister be
established; and

(c) whether a data user shall disclose the sourtieeodata upon the
data subject’s request.

The “opt-in” approach requires a data userbtiaio the express consent
of the data subject for the use of the latter'sspeal data. Such
approach is in alignment with the “prescribed cotiseinder the use
limitation principle expounded under DPP3. A temi@l wide central
“Do-not-call” register will serve as a clear notieed caveat to data
users which intend to make telemarketing calls,toaise the personal
data contained in the register for such purposes aAurther step to
enhance protection to personal data, consideratay be given to
require the data user, on request by a data subgedisclose the source
of his personal data collected by it. This suggeswwas made to
address the concerns raised by complainants on ¢rmanizations

45

See PCPD’s Information Paper, Issue No. 2 té\tirex at p.155-156.

60



8.5

8.6

8.7

obtained their personal data for making the ungeticdirect marketing
communications to them.

The PCPD considers that conferring a righthranindividuals to know
the source of data will enhance transparency in hogividuals’
personal data is handled and promote the handfipgrsonal data that
accords with individuals’ reasonable expectatioerothe use of their
personal data. The Australian Law Reform Commissinits Report
108 — For Your Information: Australian Privacy Laand Practic®
issued in August 2008 made a similar recommendatidm response to
the recommendation, the Australian Government kasntly accepted
such recommendation and agreed that individualslgdhmave the right
to be so informed by the organization if they hao¢ had a customer
relationship with the organizatioh

Paragraph 5 of Annex 2 (p.72) of the Consultabocument states that
the Administration is monitoring the situation dfing person-to-person
calls for telemarketing purpose and will considbe tpossibility of
regulating such activities under UEMO if the prablgrows in future.
In a recent papé&t prepared by the Office of the Telecommunications
Authority (“OFTAs Paper”) to the Legislative CouhcPanel on
Information Technology and Broadcasting, it statbdt the use of
personal data for direct telemarketing had alrdaslyn regulated under
the Ordinance and there was no clear need to cptaeenfurther
legislative measures for such calls. From thisepaip appears that no
change will be made to UEMO to regulate personexsqn
telemarketing activities. It is therefore neceggar the Administration
to reconsider revamping the regulation of directrkefing activities
involving the use of personal data in this oppogtumoment of
reviewing the Ordinance.

OFTAs Paper contains the results of a pubpmion survey and an
industry survey commissioned by the Administration respect of
person-to-person telemarketing calls. It is ndtedh the summary of

46
47

Available athttp://www.austlii.edu.au/au/other/alrc/publicatstreports/108/26.html#Heading386
Recommendation 26-6 Australian Government Fitat& Response to ALRC Privacy Report, p.59,

available ahttp://www.pmc.gov.au/privacy/alrc.cfm

48

LC Paper No. CB(1)240/09-10(04), available at
http://www.legco.gov.hk/yr09-10/english/panelsfithpers/itb1109cb1-240-4-e.pdf
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8.8

the public opinion survey that the respondentsr@doeen asked about
whether there was any need for the Government parek the scope of
the UEMO to cover person-to-person telemarketints ¢avolving the
use of personal data. Nevertheless, the resultheofsurvey reflected
clearly the community concerns about direct mankgtctivities. It is
revealed from the public opinion survey that:-

(@) Out of 967 respondents, 766 were always suretheh callers
had their personal data or not. Among these 76fomdents,
55% reported that more than 40% person-to-perdeméeketing
calls received by them involved the use of theispeal data.

(b) Out of the 806 respondents who had ever redeive
person-to-person telemarketing calls in which callead their
personal data, only 35% of them had ever requdasiedallers
not to call them again. Among those respondents du ever
made unsubscribe requests to callers, only 21%tkaidcallers
would honour their request. On the other hand, 36 that
callers would continue to call even though they peaimised not
to call again.

(c) About 81% of 967 respondents said that persgpetson
telemarketing calls had caused inconvenience tm.théVhen
being asked to rate the level of inconvenience,r c3@%
considered such calls caused a lot of inconvenigncéhem,
while almost half of them reported moderate inconeece. The
most often quoted inconveniences included wastagdinte,
being called when respondents were working or basg, being
called repeatedly.

(d) 57% of 1,157 respondents in the survey consdlghat the
Government should regulate person-to-person maiketlls not
involving the use of personal data. 42% of thaltespondents
supported regulation by legislation while 15% of tespondents
supported to regulate such calls by a voluntaneafdoracticé’.

It is noted that there is no majority view topport regulation of

49

Quoted from the OFTA's Paper.
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person-to-person marketing calls not involving tise of personal data
by legislation. However, it is totally differentoin the case of using
personal data for direct marketing. The PCPD tdakesview that the
Administration should reconsider the need to tightp the regulation of
direct marketing activities involving the use ofrgenal data under the
Ordinance given the clear voice reflected in thewnity.

Internet Protocol Address as Personal Data

8.9  This proposal was originated from Yahoo's casehere heated debates
had been raised on whether IP address should besdias “personal
data”. The Administration does not consider it rayppiate to deem IP
addressper seas personal data under the Ordinance. The PCPD is
open-minded as to the proposal but would like taosé the information
below for consideration.

8.10 The existing three-limb definition of “persbndata” gives general
guiding principles on what constitutes “persondiatiavithout singling
out any particular kind of data to be so classifie@he definition is of
pretty straight forward application save for thenogpt of “indirect”
identification and relevancy. In the past, the BCk interpreting the
meaning of what is “reasonably practicable” for tbata user to
ascertain the identity of the individual, has taketo account of other
information that is readily obtainable by the daser.

8.11 The Yahoo's case raised concern on whethaddifess falls within the
definition of “personal data” as it can give useffuhts for tracing the
identity of the actual user of the computer. Ile tYfahoo's case, the
PCPD took the view that an IP addrgssr se does not meet the
definition of “personal data”. However, “persom@ta” can include an
IP address when combined with, for example, idgmnigf particulars of
an individual.

8.12 The Yahoo's case went before the RAB The Appellant relied on
Cinepoly Records Co Ltd and others v Hong Kong 8ibaad Network

0 See PCPD's investigation report, available at

http://www.pcpd.org.hk/english/publications/filesfoo_e.pdf
' AAB No. 16/2007, available at
http://imww.pcpd.org.hk/english/publications/filegpeal _Yahoo.pdf
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8.13

8.14

Ltd and otherg2006] 1 HKLRD 255 to illustrate how an IP address
might be used to track down the identity of a dertdata subject.
Having considered the evidence before it, the AAdniksed the appeal
and decided that on the facts of the case, theogFinl information
provided by Beijing Yahoo! even when coupled withay information
disclosed, did not constitute “personal data” agindd under the
Ordinance.

The public sentiment at the material times wasy much concerned
about the protection of IP address and question® weised in the
Legislative Council relating to disclosure of IRdaglss without consent.

In view of the public concern, it is necessayreview whether IP
address should be afforded the same protectiopekbnal data” under
the Ordinance. The PCPD sets out below the prosans for deeming
IP address as personal data.

Pros

® it gives certainty on its classification;

® it imposes obligations on persons, such as ISPemag service
providers and IT system administrators, etc to dgmmth the
requirements of the Ordinance; and

® the disclosure of IP address to third parties, suash law
enforcement bodies, would have to comply with DBP8therwise
the application of the relevant Part VIII exemption

Cons

® |P address can be dynamic instead of static anck they be
multiple users to a computer, e.g. in an office cgber café
environment. It may not be practicable to ascertia¢ identity of

the user of the computer;

® |P address appears at the header of an emaildadfpit with the
protection under Ordinance may have practicaldliffies;
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® onerous burden may be imposed on the ISPs and vilebenace
providers, particularly in situation when they hawe intention to
compile information about any individual when IPdegbks is
randomly allocated.

® |f IP address is specifically defined as persorathdthen email
address, mobile phone number, car registration eambutotoll
tag number, Octopus card number etc. should Idgiche
considered for inclusion on the ground that they eapable of
“indirectly” identifying a particular individual bytracing. It
would appear difficult to have an exhaustive list.

8.15 Added to the above complications is that newaddress standards (IPv6)
have already been applied in some network segnfss than 1% of
the WWW). Unlike the current IP addresses (IPvidgre is no “public”
or “private” but universally unique IP address withP v6 operations
(while “static” and “dynamic” concepts would stilpply). When
compared to IPv4, an IPv6 address always represantsiquely
numbered computing device (usually operated byrsopg in the WWW
(even if such device is working behind a routerwothin a LAN).
Unlike the situation in IPv4 (that identifying awiee hosting a private
IPv4 address could only be done by the LAN ownevafor),
identifying an IPv6 host device may be possiblenoost of the data
recipient’s sides.

8.16 The question as to whether IP address alolfl bk deemed as
“personal data” is very controversial and the rgglind interests of
different classes in the society shall be fully aratefully considered
before a decision should be made. PCPD is opededinvith regard
to the proposal.

Territorial Scope of the Ordinance
8.17 This proposal was originated from PCPDo exclude from the

application of the Ordinance any act or practioeining personal data
the collection, holding, processing and use of Wwharcur wholly

2 See PCPD’s Proposal No. 6 at p.21 in the AnnéRddnformation Paper.
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8.18

8.19

8.20

8.21

8.22

outside Hong Kong. The Administration is not ineld to pursue the
proposal.

As it presently stands, the Ordinance is @ancs to whether it applies
to cases where the act of collection, holding, essing and use of
personal data take place wholly outside Hong Kong.

Section 39(1)(d) provides that where nonénefdonditions specified is
fulfilled in respect of the act or practice compkd of, the PCPD may
refuse to carry out or continue with an investigatinitiated by a
complaint. One of the conditions specified undsation 39(1)(d)(i)(B)
is where“the relevant data user was able to control, infoom Hong
Kong, the collection, holding, processing or useth® personal data
concerned’

Where personal data are “wholly collecteddhptocessed and used” by
an organization or a person outside Hong Kong,aitteor practice is
likely to be subject to the applicable laws at fitece that the act takes
place or the practice is engaged in. By the opmratif the territorial
principle, certain territorial link with Hong Konghould exist in order
for the Ordinance to apply.

It is however commented by the AAB in AAB N&/2007° that section
39(1)(d) is not a provision dealing with extra-temial application of
the Ordinance antit does not provide the answer as to whether the
Ordinance may have extra-territorial application”.It was also decided
that insofar as the person satisfies the definibbfidata user” under
the Ordinance exercising control over the persatah ‘in or from
Hong Kong”, the Ordinance shall apply notwithstanding thatenof the
acts of collection, holding, processing or useh& personal data takes
place in Hong Kong.

It would be unfair to the data user if the Bldfong law and overseas
law both govern the handling of the data not oatga from Hong Kong,
particularly where there is a conflict of laws sition. It then follows
that a data user will face the dilemma of eitheralshing the Ordinance
if it authorizes disclosure of the personal data atoforeign law
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Available athttp://www.pcpd.org.hk/english/publications/filegpeal Yahoo.pdf

66



8.23

8.24

8.25

enforcement authority or faces the legal consequegmmetimes
involving criminal sanction) under the applicabbedign law if it fails to
comply with the lawful order issued under that law.he PCPD will
also face practical difficulty to gather evidenae such overseas act or
practice.

To deal with the anomaly, the Ordinance shbgldmended to exclude
from its application personal data the collectioolding, processing and
use of which occur wholly outside Hong Kong.

In paragraphs 12 to 13 in Annex 2 of the Chhason Document, the
Administration states that the LRC considered ipamtant that data
protection law in Hong Kong should apply to a dater within the
jurisdiction, even where the data have been tramsfeto or are being
processed in another jurisdiction. The Administrais concerned that
it might create a loophole in the proposed regisy@a aompany in Hong
Kong can arrange offshore collection of personahdgy an agent and
outsource the holding, processing and use of sath dutside Hong
Kong and it would make Hong Kong a data haven.

The PCPD does not see from the example giyehé Administration
that Hong Kong would become a data haven. Accgrdim the
proposal, if any part of the data cycle of the peed data in question
takes place in Hong Kong, the relevant data wotild s protected
under the Ordinance even if they are subsequerghsterred outside
Hong Kong. A Hong Kong company uses an offshoréyeto collect
personal data in Hong Kong, the company would bgllcaught by the
proposed regime if the collection took place in Blafong. For those
personal data that are collected, held, used amkepsed wholly outside
Hong Kong, the PCPD does not see why they shoulardiected under
the Hong Kong law. It should be noted that the LR&port was
prepared 15 years ago. The situation should bewed in light of the
economic development of the society during the la&cade.
Particularly, the PCPD is mindful of the prolifacat of Hong Kong
people establishing businesses outside Hong Kouagh @s in the
Mainland. For example, a person in Hong Kong owvastoy
manufacturing business in the Mainland. The eng#gy of the
business are all employed in the Mainland and peisdata of the

67



8.26

employees are collected, held processed and usealywim the
Mainland. The owner could not have expected tleahdd to comply
with the Ordinance, being a Hong Kong law, in pctitey the personal
data of his employees in the Mainland. Nor couddhave expected
that the PCPD would have jurisdiction to deal watmplaints made by
his employees in the Mainland. It is also illogita expect that, with
so limited resources, the PCPD would be able t¢ w@h complaints
raised by complainants all over the world whose leygrs are in Hong
Kong.

The PCPD therefore considers that it is higldgirable to consider the
realistic proposition that the Ordinance should apply to any act or
practice involving personal data the collectionldimg, processing and
use of which occur wholly outside Hong Kong.

Public Interest Determination

8.27

8.28

This proposal was originally made by the PEPDr the purpose of
empowering the PCPD to make a public interest detetion, with
conditions, if any, imposed on a case-by-case hgsis application by
the relevant data user. The Administration doe$ cansider it
appropriate to pursue such a proposal.

It is mentioned in paragraph 16 in Annex 2 tbé& Consultation
Document that the proposal if instituted will unakare the certainty of
personal data privacy protection afforded to datsjexts. The PCPD
does not agree with the view taken by the Admiaigin. Many
overseas jurisdictions have provisions in theiradativacy legislations
the public interest exemption. Contrary to the Administration’s view,
the proposal, under which a data user who wishesuoke public
interest exemption shall apply to the PCPD for jmukbhterest
determination, will provide for greater certainty énabling a data user
to release the relevant data in the public intenatout contravening
DPP3 where the circumstances require a timelyaksce.
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See PCPD'’s Proposal No. 33 at p.94 in the Anadléd Information Paper.
See the relevant provisions of UK Data Protecfion New Zealand Privacy Act and Australian

Privacy Act as set out in paragraphs 14.2 to 1#itBeoinformation Paper.
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8.29

8.30

8.31

The Administration further states in paragrdhin Annex 2 of the
Consultation Document that if there is justificatito grant exemption
on specific grounds, it is more appropriate to addrthem by way of
specific public interest exemption. In PCPD’s vjéws impracticable
to provide an exhaustive list of public intereseextions for or a public
interest exemption that encompasses all appropsiatations. On the
other hand, a general public interest exemption lavqurovide for

flexibility to accommodate all appropriate case$he proposed public
interest determination mechanism, which is operateédd hoc basis

upon application of the concerned data user, widbde the PCPD to
determine whether there is justifiable overridingblic interest that
outweighs data privacy protection.

At the meeting of the Panel on ConstitutioAffiair of Legislative
Council held on 15 December 2008, Legislative Cdunembers
gueried on the deficiency of the Ordinance in engbbisclosure of
personal data in the public interest. This propesaves as a possible
solution for the Administration’s consideration.

The below examples show clearly the probleated by data users
when no such exemption exists:-

Example 1

In early February 2007, there were reports of iresits of
failed Octopus EPS add-value transactions whereoug
cardholders failed to add value to their cards altigh
monies were deducted from their bank accounts.
Following the incidents, the Octopus Card Company
identified a number of affected transactions andigbd
assistance from EPS Company (Hong Kong) Ltd to riake
necessary refund. It was however discovered tlreabank
accounts of some of the affected cardholders haenb
closed and the cardholders could not be locatedhiléV
some other banks may have the new contact infoomati
the affected persons, it would be in breach of DRe3
disclose the information to the Octopus Card Cormgpan
Should the PCPD be conferred with the power as gsed,

69



8.32

8.33

it would be a justifiable case for making a deteration.
Example 2

In 2006, the Secretary for Health, Welfare and Fdedided
to develop an organ donation computer database hay t
Central Organ Donation Registry to facilitate peepl
registering as organ donors and to boost up the emof
registered donors in Hong Kong. The Hong Kong Maidi
Association (HKMA) since 1994 had kept some 40,000
registered organ donors in its database. It wathldrefore
be necessary for HKMA to release its own databasthé
Central Organ Donation Registry. In order to cogplith
DPP3, it would be necessary for the HKMA to seelseat
from the relevant registered donors. However,ightinot
be practicable to seek their consents as contatdildeof
the registered donors were not up to date. Shdbél
PCPD be conferred with the proposed power to mak#ip
interest determination, it will be a justifiable s=& for the
PCPD to exercise his discretion.

A practical advantage of adopting this appnodi@an a general public
interest exemption is that the PCPD may imposerotsnbn the act or
practice to be conducted or engaged in so as ltw-taade the case to
maintain public interest at the minimal scarificatiof personal data
privacy. For instance, a decision to allow thecldisure of personal
data may saddle the data user with a prohibitiondigtlosing certain
kind of data, such as identity card number or nanmestead of making
a blanket public interest exemption, the proposdtese represents a
gradual process whereby the PCPD is charged wghftinction to
determine in each and particular case whether tlergustifiable
overriding public interest that outweighs the daavacy right of
individuals.

On the basis of the above, the PCPD urgeAdh@&nistration to take on
board the proposal.
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Public Domain Exemption

8.34 This proposal originated from the PCPD concerns the creatiora of

8.35

8.36

8.37

new exemption from DPP3 in respect of personal datalable in the
public domain. While the PCPD is open-minded te ginoposal, the
Administration does not see a case to take thiggzal forward.

Currently, personal data gathered or obtaired the public domain by
a data user are treated no differently from otlers@nal data under the
current provisions of the Ordinance. Personal databe made known
in the public domain by various means, such asdmggocontained in

public records and obtainable through public searcimspection, e.g.

court documents filed, records kept by public regis, etc. Another

means is by way of publication in the media, sula gournalistic report

or a public announcement. Question arises as @h&ha data user is
still required to observe the requirements underP®Rwvhere the

personal data are available in the public domain.

The PCPD acknowledges that there are probleimssing publicly

available information for secondary purposes, agthe use of property
owners’ records from the Land Registry to providesesarch of an
individual’s property ownership, the use of perdai@a contained in
public register for direct marketing activities. dded to this is the
improper use of personal data available on thenetearising from data
leakage incidents. On the other hand, there mdgdiemate purposes
to serve in checking an individual's financial g&tsuch as property
ownership, before deciding whether to institutealegroceedings or
pursue a judgment debt against him.

It is therefore timely to consider whethersosial data available in the
public domain should be exempted from the dataeptimin principle3.

% See PCPD's Proposal No. 36 in the Annex to tharimation Paper.
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Power to Search and Seize Evidence
Power to Call upon Public Officers for Assistance

8.38

These two proposals are bundled with Propgésall to confer power on
the PCPD to carry out criminal investigation andnititute prosecution.
Readers are invited to refer to PCPD’s submissimade in paragraphs
4.2 t0 4.11 above.

Power to Conduct Hearing in Public

8.39

8.40

8.41

8.42

8.43

This proposal to conduct hearing in puBliwas originated from PCPD
but the Administration does not see there is a te@drsue.

Section 43(2) of the Ordinance provides thgtlearing for the purpose
of an investigation shall be carried out in publinless the PCPD
considers otherwise or the complainant requestat tthe hearing be
held in private. If the complainant’s request isrsceived, under the
current provision, the PCPD has no alternative touiccede to the
request.

The PCPD finds the provision too restrictivatthinders public hearing.
In cases when issues of public interest and impoetaare involved,
members of the public should have a right to knod @ be informed.

It is raised in paragraph 26 in Annex 2 of @@nsultation Document
that the LRC was concerned that the prospect aftdigohearing could
act as disincentive to the lodging of a complabBgsides, the PCPD is
already empowered to publish a report on the resulinvestigation
under section 48(2) of the Ordinance.

In PCPD’s view, the LRC’s concern can be askird by making it a
proviso in the proposed amendment that the PCPDRedgslired to

consider all the circumstances of the case inctuthie request from the
complainant for the hearing to be conducted ingidy Moreover, the
PCPD considers that, while section 48(2) of theil@nice enables the
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See PCPD’s Proposal No. 15 at p.46 in the Anadlé Information Paper.

72



8.44

PCPD to publish a report after completion of anestigation, a
requirement under section 43(2) of the Ordinane¢ @ahhearing shall be
carried out in public is to ensure that the progegsiare conducted in an
open and fair manner. In the PCPD’s opinion, tlhacerns to be
addressed by sections 43(2) and 48(2) are different

The PCPD therefore considers that there ised o review the current
provision to enhance the right of the public towremd be informed.

Time Limit for Responding to PCPD’s Investigation/Inspection Report

8.45

8.46

8.47

8.48

This proposal to shorten the data user’s respperiod to a report to be
published under the Ordinance from 28 days to i/ aeas originally
made by the PCPD? The Administration does not consider it
appropriate to take forward the proposal.

Generally speaking, the PCPD will choose tbliph a report when he
considers the case involving an issue of signiticswcial or public
interest, sometimes on matter which has already adely reported by
the media. The effectiveness of sending out thesagss through the
report will be hampered or diminished if it is fi@ing reported timely.

The length of the notice period to respond teport to be published by
the PCPD under section 48 was prescribed when ttim&hce was first
enacted. The notice period of 28 days should bensdered in light
of the rapid development in technology and telecomation which
has profoundly enhanced efficiency in the decisi@king process.

Since the right of the relevant data userotmroent on the draft report
extends only to advising on any exempted mattetatoed in the report
but not the contents of the report in generalsiconsidered that the
period of 28 days to be excessively long. The P@ddefore finds it

necessary to shorten the period to 14 days.

8 See PCPD's Proposal No. 31 at p.90 in the Anaeke Information Paper.
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Annex 3 to the Consultation Document - Miscellane® Proposed

Amendments to the Ordinance

Proposal No. 32 : Power to Obtain Information to Vefy a Data User
Return

9.1

9.2

9.3

9.4

This proposal was originally made by the PEPD order to confer
power on the PCPD to obtain information from anyspa in order to
verify the particulars in a data user return filetler section 14 of the
Ordinance.

Pursuant to section 14 of the Ordinance, theP@ay, by notice in the
Gazette, specify a class of data users to subnet aser returns. The
data user return shall be in a specified form ahdll scontain the

prescribed information sets out in Schedule 3 ef @rdinance. The
prescribed information now covers name and addoéske data user,
the kind of personal data collected, the purposesatiection, the

classes of transferees of the data, the placeshichwthe data will be
transferred outside Hong Kong and the name andeaddof the

individual to whom data access request may be matlke particulars
in the data user return are made available foriputgpection pursuant
to section 16 of the Ordinance.

At present, there is no express power conferretkr the Ordinance on
the PCPD to obtain information from any personeadfy the particulars

stated in the data user return. The PCPD thergfmposes that such
express power be provided under the Ordinance atovthen there are
reasonable grounds for believing that any partrsutdated in the data
user return are not true or accurate, the PCPDaxearcise the power to
obtain any information from any person to verifg {articulars.

Apart from this proposal, the PCPD has alsp@sed to empower the
PCPD to specify, from time to time, the “prescribgdormation”
required to be submitted by a data user in a dséa return. It will
give more flexibility to the disclosure mechanisma data user return,
taking into account the changing needs and aspiratf privacy
protection. Take the recent series of data sgcumieaches as an
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See PCPD’s Proposal No. 44 at p.126 in the Atoéixe Information Paper.
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example, if the proposal is taken on board, the @Ry by notice in
the Gazette, require a data user to include inda@ user return
information relating to data security breach. Ppheposal will increase
the transparency of the data protection policias @actices adopted by
data users and provide effective and efficient efissation of the
information to the general public. Individualsist and confidence on
data users’ determination to protect personal gateacy will be much
enhanced which will ultimately benefit the datarssa building up their
reputation. Nowadays, transparency and accouitjabil data users
are the focus of privacy governance. In orderaimefthe challenge to
personal data privacy in this electronic age, datatection must be
robust, yet flexible. The PCPD therefore urges Algieninistration to
pursue this proposal.

Proposal No. 36: Definition of Crime under Sectiorb8

9.5

9.6

9.7

This was a proposal originated from PCPDor the purpose of
clarifying the scope of application of the exemptiprovision under
section 58 by defining the word “crime”. The Adnsitnation has made
modification to the definition proposed by PCPD.

The Ordinance as it currently stands does efihel the words “crime”,

“offenders” or “unlawful conduct” which are found ithe exemption

provision of section 58 of the Ordinance. Doubtsravcast on the
ambit of the exemption provision under section 58he Ordinance as
to whether it is wide enough to cover overseas esimnd offences so
that a data user can properly invoke the exempti@isclosing personal
data to an overseas law enforcement agency forstigetion of a

foreign crime. It is therefore the aim of the pweal to clarify the

scope of the application of the exemption.

In Hong Kong, the Mutual Legal Assistance inin@mal Matters
Ordinance, Cap 525 (“MLAQ”) regulates the provisemd obtaining of
assistance in criminal matters between Hong Kordy @aces outside
Hong Kong. Section 5(1)(g) of the MLAO providestHha request by
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See PCPD's Proposal No. 3 at p.12 in the Anneikédnformation Paper.
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9.8

9.9

9.10

a place outside Hong Kong for assistance underQhisnance shall be
refused if, in the opinion of the Secretary fortiligs the request relates
to an act or omission that, if it had occurred iong Kong, would not

have constituted a Hong Kong offence”.

The PCPD finds important public policy consatem when construing
“crime”, “offenders” or “unlawful conduct” in sedn 58. Having

regard also to the territorial principle of the @ahce, the PCPD
considers it sensible, prudent and reasonable terpiret the words
“crime” or “offenders” under section 58(1)(a) arg) (o mean “(i) an act
or omission that is punishable as an offence utiderlaws of Hong
Kong or (ii) an act or omission for which legal iatsnce under the
Mutual Legal Assistance in Criminal Matters OrdinenCap 525 has
been sought and obtained”. And the criminal asp&tihe meaning of
“unlawful conduct” should be construed accordingly. The

Administration’s proposal modifies the PCPD’s onigli proposal by
replacing the meaning in (ii) by “a crime and offerunder the law of a
place outside Hong Kong, which is the subject ofjaleor law

enforcement cooperation”.

In this respect, the PCPD notes that undeMhbAO, a territory will
have to enter into an agreement with the Governmoktite HKSAR in
relation to legal or law enforcement cooperationapiminal matters.
By an order made by the Chief Executive in Courb#, MLAO shall be
made applicable as between the HKSAR and suchasrrsubject to
modification. A request for legal assistance imaral matters has to
be made to the Secretary for Justice and shoulshs#te requirements
specified under the provisions of the MLAO.

On careful examination of the wordings propldsg the Administration
in the definition, the PCPD notes that there i€rpress reference to the
request for assistance being made and obtained th@l®LAO. This
raises the concern that it may leave rooms forcalldata user to rely on
the relaxed exemption to disclose personal datverseas authorities
irrespective whether a request has been made ®abtretary for Justice
for legal assistance under the MLAO. Such relaxais not desirable
from the perspective of personal data protectionodder to strike a
proper balance between personal data privacy arestigation of crime,
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the PCPD recommends the Administration to modifsirtiproposal so
that the definition will expressly refer to a requéor assistance sought
and obtained under the MLAO.
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Other Proposals

10.1 The above submissions are made in respecbpbdsgals which are more
controversial in nature. The PCPD supports othepgsals stated in
the Consultation Document as listed in the Schedat@ached.
References to the corresponding proposals origimadlde by the PCPD
are stated in the footnotes. Readers may reférgaelevant PCPD’s
original proposals in the Information Paper to &etinderstand the
underlying reasons for proposals.

- END -
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Schedule

The PCPD supports the below proposals:-

Proposal No. Brief Description

15 Access to Personal Data in Disptite

16 Refusal to Comply with a Data Access Request oru@tat
Compliance with Other Legislatiéh

17 Erasure of Personal D&fa

18 Fee Charging for Handling Data Access Reqdésts

19 Response to Data Access RequastsVriting and Within 4
Days”

24 Transfer of Personal Data in Business Mergers oguisitior™

25 Provision of Identity and Location Data on Healtto@nd$’

26 Handling Personal Data in Emergency Situafibns

28 Relieve PCPD’s Obligation to Notiffhe Complainant wh
Has Withdrawn his Complaint of Investigation ReSult

29 PCPD to Disclose Information in the Performance
Functiong’

30 Immunity for PCPD and his Prescribed Officers fraaing

Personally Liable to Lawslit

61
62
63
64
65

66
67
68
69
70
71

See PCPD’s Proposal No. 25 at p.70 in the Anadle Information Paper.
See PCPD’s Proposal No. 23 at p.65 in the Anadlé Information Paper.
See PCPD’s Proposal No. 43 at p.124 in the Atoéixe Information Paper.
See PCPD’s Proposal No. 26 at p.73 in the Anadléd Information Paper.
See PCPD’s Proposal Nos. 21 and 55 at p.61 44® pespectively in the Annex to the
Information Paper.

See PCPD’s Proposal No. 38 at p.111 in the Anoiétre Information Paper.
See PCPD’s Proposal No. 32 at p.92 in the Anadléd Information Paper.
See PCPD’s Proposal No. 34 at p.99 in the Anadléd Information Paper.
See PCPD’s Proposal No. 48 at p.131 in the Atoéixe Information Paper.
See PCPD’s Proposal No. 30 at p.87 in the Anadléd Information Paper.
See PCPD’s Proposal No. 18 at p.52 in the Anadlé Information Paper.

79



31 Power to Impose Cinges for Educational and Promotig
Activities"

33 Use of Personal Data Required or Authorized by Lan
Related to Legal Proceedifgs

34 Transfer

of Records for Archival Purpdse

35 Refusal to Comply with a Data Access Request oru@&iof
Self-Incriminatiorf®

37 Expand the Definition of “Relevant Perséh”

38 Exclude Social Services from the Definition of “Baif
Marketing”’

39 Exemption for Personal Data Held by the Court odiclal
Officer’®

40 Extend Time Limit for Laying Information for Prosston’

41 Duty to Prevent Loss of Personal Dita

42 PCPD to Serve an Enforcement Notice together wiig
Results of Investigatidh

43 Contact Information about the Individual Who ReesiDat

Access or Correction Requedts

72
73
74
75
76
77
78
79
80
81
82

See PCPD's Proposal No

See PCPD's Proposal No.
See PCPD's Proposal No.
See PCPD's Proposal No.
See PCPD's Proposal No.
See PCPD's Proposal No.
See PCPD's Proposal No.
See PCPD's Proposal No.
See PCPD'’s Proposal No.
See PCPD'’s Proposal No.
See PCPD's Proposal No.

. 9 at p.30 in the Annegkeadnformation Paper.
35 at p.103 in the Anodixe Information Paper.
37 at p.109 in the Anodixe Information Paper.
22 at p.63 in the Anadhe Information Paper.
4 at p.15 in the Anneik@édnformation Paper.
28 at p.83 in the Anadhe Information Paper.
7 at p.24 in the Annélddnformation Paper.
17 at p.50 in the Anogke Information Paper.
56 at p.149 in the Anodixe Information Paper.
49 at p.133 in the Atodixe Information Paper.
42 at p.122 in the Atodixe Information Paper.
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